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1. OVERVIEW

DMV is currently limited by the legacy system that operates with a range of diverse and

disparate systems. Several problems, such as duplicative data, limited views of data, and

multiple references to same data, are due to a system that is inefficient and does not completely

support business processes. Gaps include manual processes that are extensively used and were

developed independently of one another over a long period of time. On top of this, numerous

processes and business rules have been applied without a systematic, department-wide quality
assurance or business management system-thinking approach. All of this combines to create a

situation in critical need of remediation.

DMV has also experienced a demand for more online services and the ability to provide

information in advance of a visit to DMV when it is necessary. In light of this demand coupled

with the COVID 19 pandemic that the country faces, DMV services should be accomplished

online with robust, easily understood tools. Many customers expect DMV to have the

capabilities of online stores with fast, simple means to accomplish an activity. DMV's
customer-focused solution needs to restructure, replace, and reengineer DMV's technology and

processes to deliver a new customer experience.

DMV is seeking to move our core business systems to the cloud and allow for the public to

access DMV services through the cloud. DMV is emphasizing a complete overhaul of services

offerings that focus on a new way of business. Centered around an online strategy wherever
possible, this customer-focused model will be the "North Star" for all efforts. It is the intent of
the State to implement a highly configurable solution that minimizes customization requiring

specific coding and modification. The solution should allow conflrgurations and support the use

of middleware and workflow management to accomplish complex tasks. Further, DMV seeks

to eliminate the need to purchase unnecessary third-party software and where possible to avoid

high-cost customizations related to integration issues. The DTE is replacing a custom-built

solution that interfaces with many partner systems and third-party tools and software. These

interconnections are critical and will either be replaced by or integrated with the solution.

DMV will transact as much activity as possible online, in a manner that is easy for customers

to do what they want to accomplish with DMV. This vision statement and future conceptual

business model speak to the key attributes of the future environment that embraces:

o Implementing state-of-the-art, vendor-supported, commercial off-the-shelf (COTS) -

based solutions.
o Moving away from intemal or custom development.
o Maintaining a customer-centric focus as the'North Star" of operations.

r Providing for customer self-service and innovation in service delivery.
o Adhering to a business process management methodology using Lean, quality

assurance, and change management.

The new conceptual model involves remapping the current Nevada DMV organizational

structure into a function-driven operation with three vertical service tiers supported by two

horizontal, organization-spanning service areas as follows :
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a Vertical services:
o Driver's License/Credentialing Services.
o Vehicle Titling and Registration Services.
o Compliance Enforcement Services.

Horizontal services:
o Finance and Accounting Services.

o AdministrativeServices.

a

The new business model focuses on DMV's key service area functions supported by financial,
accounting, and a range of administrative services. All business processes and planning under
the new model are informed by the Business Process Management Team and guided by the
customer-centric North Star.

Finance and accounting services will be provided by a new DMV solution that is currently out
for Requests for Proposals. This Services Agreement includes integration that is seamless with
the new financial solution.

2. DEFINITIONS

Cloud Service Provider (CSP) refers to Contractors that provide cloud-based services to DMV
under terms and conditions under this agreement.

"Content" as used in Section 10.2, means information obtained by SFDC from publicly available
sources or its third party content providers and made available to Customer through the
Services, Beta Services or pursuant to an Order Form, as more fully described in the
Documentation.

"Documentation" means the Trust and Compliance document.l

"services" as used in Section 10.2, means the products and services that are ordered by
Customer under an Order Form or online purchasing portal, or provided to Customer free of
charge (as applicable) or under a free trial, and made available online by SFDC, including
associated SFDC offline or mobile components, as described in the Documentation. "Services"

exclude Content and Non-SFDC Applications.

3. SERVICE AGREEMENT TERM

This Agreement shall be effective as noted below, unless sooner terminated by either party as

specified in Participating Addendum, Section 5,11, Contracl Termination. Agreements
requiring approval of the Nevada Board of Examiners, or the Clerk of the Board are not effective
until such approval has occurred, however, after such approval, the effective date will be later
of the approval date or the date noted below.

t https://static.carahsoft.com/concrete/fi1es1771519896/871I/SFDC TERMS_OF_USE.pdf
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Effective from: September 22,202I To September 8,2026

4. INCORPORATED DOCUMENTS

The parties agree that this Agreement, inclusive of the following incorporated attached

documents, specifically describes the Scope of Work (SOW). This Agreement incorporates the

following in descending order of constructive precedence:

ATTACHMENT AA STATE OF NEVADA PARTICIPATING ADDENDUM TO MASTER
AGREEMENT NUMBER AR247 2

ATTACHMENT BB NASPO MASTER AGREEMENT NUMBER 1.R2472

ATTACHMENT CC INSIJRANCE SCHEDULE

ATTACHMENT DD: IMPLEMENTATION SCOPE OF WORK

ATTACHMENT EE: OPERATIONS SCOPE OF WORK

ATTACHMENT FF: VENDOR'S QUOTE AND TERMS OF SERVICE

Attachment DD and EE identify the specific scopes of work (SOW) for the parties. Attachment
DD is the implementation SOW covering the project requirements, scope of the solution, and

the work efforts related to implementing the solution. Attachment EE details the work efforts

related to operating the solution once implemented. As the solution will be implemented over

a period of years both SOWs will be active and have differing responsibilities as outlined in the

respective SOWs.

An Attachment must be limited to the Scope of Work to be performed by Contractor and/or the

Authorized Fulfillment Partner. Any provision, term or condition of an Attachment that

contradicts the terms of this Agreement, the Master Agreement, the Participating Addendum or

that would change the obligations of the State under this Agreement, shall be void and

unenforceable.

5. INDEMNIFICATION AND DEF'ENSE

5.1 As it relates to Slalom:

To the fullest extent permitted by law, Contractor shall indemnifu, hold harmless and

defend, not excluding the State's right to participate, the State from and against all
liability, claims, actions, damages, losses, and expenses, including, without limitation,
reasonable attorneys' fees and costs, arising out of any breach of the obligations of
Contractor or its Subcontractors under this contract, or any alleged negligent or willful
acts or omissions of Contractor, its officers, employees, and agents, or Subcontractors.

Contractor's obligation to indemnify the State shall apply in all cases except for claims

arising solely from the State's own negligence, or willful misconduct. Contractor

waives any rights of subrogation against the State. Contractor's duty to defend begins

when the State requests defense of any claim arising from this Contract.
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5.2 As it relates to CSPs:

To the fullest extent permitted by law, Contractor shall indemnify, hold harmless and

defend, not excluding the State's right to participate, the State from and against all

liability, claims, actions, damages, losses, and expenses, including, without limitation,
reasonable attorneys' fees and costs, arising out of any breach of the obligations of
Contractor or its Subcontractors under this contract, or any alleged negligent or willful
acts or omissions of Contractor, its officers, employees, and agents, or Subcontractors.

Contractor's obligation to indemnify the State shall apply in all cases except for claims

arising solely from the State's own negligence, willful misconduct or misuse of the

Services or Content in breach of the Salesforce Terms of Use, the Documentation or

Quote terms. Contractor waives any rights of subrogation against the State.

Contractor's duty to defend begins when the State requests defense of any claim arising

from this Contract.

6, INSURANCE SCHEDULE

6.t The Master Agreement Insurance Clause (Section 16) and Participating Addendum

Insurance Clause (Section 5.17) apply.

The Level of Risk for possible data breach for this contract shall be as noted below:

Place a check mark next to the appropriate Level of Risk

Low Risk Data

Moderate Risk Data

High Risk Data x

Attachment CC, Section A.4 requires Cyber security insurance.

CONSIDERATION

As it relates to Subscription Software:
The parties agree that Contractor will provide the Subscription Software specified in this

Agreement and Section 4, Incorporated Documents at a cost as noted below:

Total Contract or installments payable at: As invoiced annually by the Contractor and approved by

the State

Total Contract Not to Exceed: $20,077,824.08

As it related to Slalom:
The parties agree that Slalom will provide the services specified in this Agreement and Section

4, fncorporated Documents at a cost as noted below:

6.2

7
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Total Contract or installments payable at: As invoiced quarterly by the Contractor and approved by
the State

Total Contract Not to Exceed: $28,635,319.14

Any intervening end to a biennial appropriation period shell be deemed an automatic renewal

(not changing the overall Contract term) or a termination as the result of legislative

appropriation may require.

8. PROJECT SCOPE

Carahsoft will deliver the DTE solution. Carahsoft will provide Slalom services and the

Salesforce and MuleSoft platforms are required to support the DMV Transition Effort (DTE).

This four-year effort will transition the DMV to a modem web-based environment that utilizes

online services wherever possible to deliver DMV services to the citizens of Nevada.

8.1 PROJECT DESCRIPTION

Contractor shall provide Discover, Delivery and Transition services as outlined in

Attachment DD, Implement Scope of Work and operational support as outlined in
Attachment EE, Operations Scope of Work. These services will provide DMV with the

application support, training, and operational capabilities necessary to implement the

DTE in conjunction with organization changes made by the DMV.

9. SERVICE AGREEMENT DELIVERABLE AI\D PRICING SCHEDULE

AS IT RXLATES TO SUBSCRIPTION SOFTWARE SOLUTIONS:

Payment for Service Provider will be made as defined by this Agreement and the Agency

technical specifications associated with this Agreement. The following will outline the

estimated annual Subscription service. Service Provider will invoice the DMV annually.

Contractor shall be entitled to payment of License Fees commencing upon the License Start

Date through the term of the Agreement.

Recurring Subscription
Licenses

Period of Performance Annual Total

Software Annual Licenses - Year 1 9/221202r-9/2112022 93,858,122.43

Software Annual Licenses -Year 2 9/2212022-912112023 $3,935,284.88

Software Annual Licenses - Year 3 912212023-912112024 $4,013,990.58

Software Annual Licenses -Year 4 912212024-912u202s s4,094,270.39

Software Annual Licenses - Year 5 912212025-912U2026 $4,176,155.80

Total Consideration $20,077,824.08
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I
AS IT RELATES TO SLALOM PROFESSIONAL SERVICES:

Payment for services and deliverables will be made as defined by this Agreement and the

Agency technical specifications associated with this Agreement. The Program Roadmap (DEL-

03) will define the deliverables in each quarter. Carahsoft will only invoice the DMV upon

acceptance of the deliverables scheduled for that quarter. Quarterly payments will not be issued

untif the quarterly deliverables are verified. Successful delivery of the work will be mutually

agreed upon by the Vendor and the Agency.

Deliverable Acceptance Date Amount

Deliverables are defined in the
Program Roadmap (DEL-03)
forFY2022 and will be paid
quarterly based on the
deliverables scheduled in each
quarter.

Quarterly Not to exceed 86,420,398.94 in
the following payments uPon

acceptance of all quarterly
deliverables:
F Y 2022-Q2 : $2,1 40,132.9 8

F Y 2022-Q3 : $2,1 40,132.9 8

FY 2022-Q 4 : $2,1 40,132.9 8

Deliverables are defined in the
Program Roadmap (DEL-03)
for FY2023 and will be paid
quarterly based on the
deliverables scheduled in each
quarter.

Quarterly Not to exceed $8,482,260.63 in
the following payments upon
acceptance of all quarterly
deliverables:
FY2023-Q 1 : $2,140,132.97
F Y2023 -Q2 : $2,1 | 4,0 42.5 6

FY2023 -Q3 : $2,1 | 4,042.5 5

F Y 2023 -Q 4 : $2,1 | 4,0 42.5 5

Deliverables are defined in the
Program Roadmap (DEL-03)
forFY2024 and will be paid
quarterly based on the
deliverables scheduled in each
quarter.

Quarterly Not to exceed $6,767,234.04 rn

the following payments upon
acceptance of all quarterly
deliverables:
FY2024-Q 1 : $2,114,042.55
FY2024-Q2: $ 1,55 1,06,3. 83

FY2024-Q3: $ 1,55 1,063. 83

FY2024-Q4: $1,55 1,063.83

Deliverables are defined in the
Program Roadmap (DEL-03)
forFY2025 and will be paid
quarterly based on the
deliverables scheduled in each
quarter.

Quarterly Not to exceed $5,611,835.11 in
the following payments upon
acceptance of all quarterly
deliverables:
FY2025-Q1 : $1,55 1,063.83

FY2025 -Q2: $ 1,3 5 3,5 90.43

FY2025-Q3 : $1,353,590.42
FY2025-Q4: $ 1,353,590.43
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AmountAcceptance DateDeliverable

Not to exceed $1,353,590.42 in
the following payment upon
acceptance of all quarterly
deliverables:
FY2026-Ql : $ 1,353,590.42

QuarterlyDeliverables are defined in the
Program Roadmap (DEL-03)
forFY2026 and will be paid
quarterly based on the
deliverables scheduled in each
quarter.

$28,635,319.14Total Consideration

The State does not agree to reimburse Contractor for expenses unless otherwise specified in the

incorporated attachments. Any intervening end to a biennial appropriation period shall be

deemed an automatic renewal (not changing the overall Contract term) or a termination as the

result of legislative appropriation may require.

10. CONFIDENTIALITY

10.1 As it relates to the Providers:

Each party shall keep confidential all information, in whatever form, produced,

prepared, observed or received by that party to the extent that such information is

confidential by law or otherwise required by this Contract. To the extent the party

observes, ...eiv", or possesses "personal information" from the files and records of the

Department of Motof Vehicles, the party shall keep this infomation confidential and

shall not disclose any "personal information" from the files and records of the

Department of Motor vehicles for a use not permitted by NRS 481.063. There are

criminal and civil penalties attached to the unlawful use and/or disclosure of this

information. "Personal information" is the information that reveals the identity of a

person, including, without limitation, a photograph, social security number, individual

iu*puyrt identification number, driver's license number, identification card number,

nu*r, address, telephone number or information regarding a medical condition or

disability.

10.2 As it relates to the CSPs:

Definition of Confidential Information. "Confidential Information" means all

information disclosed by a party ("State"1 to the other party ("Contractor"), whether

orally or in writing, that is designated as confidential or that reasonably should be

understood to be confidential given the nature of the information and the circumstances

of disclosure. Confidential Information of Customer includes Customer Data;

Confidential Information of Salesforce includes the Services and Content,. business and

marketing plans, technology and technical information, product plans and designs, and

business pio"esser disclosed by such party. However, Confidential Information does

not include any information that (i) is or becomes generally known to the public without

breach of any obligation owed to the State, (ii) was known to the Contractor prior to its

disclosure by the State without breach of any obligation owed to the State, (iii) is
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11.

received from a third party without breach of any obligation owed to the State, or (iv)
was independently developed by the Contractor. For the avoidance of doubt, the non-
disclosure obligations set forth in this "Confidentiality" section apply to Confidential
Information exchanged between the parties in connection with the evaluation of
additional Salesforce services. Customer Confidential Information. Contractor
acknowledges and agrees that, as between Contractor, and Customer, Customer owns
all right title and interest in and to the Customer Data, and that all Customer Data and
other information regarding its Customers use of the Services is the confidential
information of any such Customer. Contractor shall treat all such Customer Data and
other information regarding its Customer's use of the Services as Confidential
Information pursuant to this "Confidentiality" section. The State will maintain
confidentially to the extent permitted pursuant to Nevada State Law.

10.3 Protection of Confidential Information.

As between the parties, each party retains all ownership rights in and to its Confidential
Information. The Contractor shall use the same degree of care that it uses to protect the
confidentiality of its own confidential information of like kind (but in no event less than
reasonable care) to (i) not use any Confidential Information of the State for any pwpose
outside the scope of this Agreement, and (ii) except as otherwise authorized by the State
in writing, limit access to Confidential Information of the State to those of its and its
Affiliates' employees and contractors who need that access for purposes consistent with
this Agreement and who have signed confidentiality agreements with the Contractor
containing protections not materially less protective of the Confidential Information
than those herein.

10.4 CompelledDisclosure.

Either Pafi may disclose Confidential Information only related to this Contract to the
extent compelled by law to do so, provided the Disclosing Party gives the other Party
prior notice of such compelled disclosure (to the extent legally permitted) and
reasonable assistance, at the other Party's cost, if the other Party wishes to contest the
disclosure. As permitted by applicable law, if the Contractor is compelled by law to
disclose the State's Confidential Information as part of a civil proceeding to which the
State is a pa$, and the State is not contesting the disclosure, the Parties agree to
negotiate through an amendment any reimbursement terms for actual costs incurred.
Should the Contractor request the State contest disclosure any judgement for attomey
fees would be the responsibility of the Contractor.

DATA OWhIERSHIP

As it relates to the Slalom only:

DMV retains exclusive ownership over all its data; the cloud provider acquires no rights or
licenses through the agreement, including intellectual property rights or licenses to use the
organization's data for its own pu{poses; and that the cloud provider does not acquire and may
not claim any interest in the data. Data collected to meter and charge for consumption, logs,
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audit trails, metadata remains DMV data and is not authorized for resale, disclosure, or
retransmission and the agency maintains rights including ownership, opting out of collection
and distribution, and fair use. Should DMV end the relationship with the cloud services, the

vendor will ensure data transfer back to the agency and sanitize all previously hosted data in
accordance with State Media Sanitization standards.

12. TERMINATION

In the event of a termination for any reason, DMV will be allowed to utilize the products for a
wind-down period of twelve months at the contracted rates for the time extended past the

termination date. The terms and conditions of the contract shall continue to apply unless the

parties specifically agree to the contrary in a written, duly executed amendment to the contract

as approved in SAM 300. Any other terms shall apply as written in Anachment BB, NASPO

Master Agreement Number AR2472. Contractor will be permitted to invoice the State for the

twelve months of service and the State will remit payment for those services.

13. ENTIRE AGREEMENT AND MODIFICATION

This Agreement and its integrated attachment(s) constitute the entire agreement of the parties

and as such are intended to be the complete and exclusive statement of the promises,

representations, negotiations, discussions, and other agreements that may have been made in
connection with the subject matter hereof. Unless an integrated attachment to this Agreement

specifically displays a mutual intent to amend a particular part of this Agreement, general

conflicts in language between any such attachment and this Agreement shall be construed

consistent with the terms of this Agreement. Unless otherwise expressly authorized by the terms

of this Agreement, no modification or amendment to this Agreement shall be binding upon the
parties unless the same is in writing and signed by the respective parties hereto and approved by
the Office of the Attomey General and the State Board of Examiners. This Agreement, and any

amendments, may be executed in counterparts.
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IN WITNESS WIIEREOF, the parties hereto have caused this Agreement to be signed and intend to

be legally bound therebY.

Carahsoft TechnologY, Inc.

,<(&)pz'%/ao/r" 8t312021 Sales Manager
s

Trxlependent

Slalom,Inc.

Signatule Date

Signature Independent s Title
Independent

Departrnont of Motor Vehiclos

State ofNevada Authorized Signature Date

t/J&J*v,
D.

Board ofExaminers

Approved as to form bY:

General tbr Attorney General

Division

APPROVED BY BOARD OF EXAMINERS

5[P I 1 2821

Date

Date

g zl
Date

C)n:

On

Deputy Attomey

Setttice Agreement
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lN WTTNBSS WHEREOF, the partlos treroto havo cnttsecl tlris Agteelront to be signcd aud iutond to

be legally bound thorcbY,

Camhsofl Toohnology, Ino,

Independent Contt'nctot's Slgttahra ItUcPuldcrlt C0ltu?0lol"s lltle

SIalornr Itro.

6e^""J

of Motor Valtlcles

KevhD. Doly Dale

APPROVBD BY BOARD oF BXAIvIINERS

$iguatrtro-Boat'tl of Bxantlnots

Ou:

as to fontr bYl

elelrt
Ou:

ty vy Dats

Dnto

a

Dato

9erilce tlgvenenl Poge lI ofll



NASPO ValuePoint

PARTIGIFATING ITDDENDU M

ValuePmint
NASPO

cl.ouD soLurloNs 20{ 6-2026
Led by the State of Utah

Master Agreement #z AR2472

Contraotor: GARAHSOFT TECHNOLOGY GORPORATION

ParticipatingEntity:,STATE OF NEVADA

All products, accessories, and services listed on the Contractor page of the NASPO ValuePoint

website shall be available for purchase by state agencies, the university and community college

system, the Legislative Counsel Bureau, and political subdivisions (i.e. cities, counties, school

districts, etc.) of the State of Nevada.

Master Agreement Terms and Gonditionsl

1. Scope:
ThiJ addendum covers Cloud Solutions led by the State of Utah for use by state agencies, the

university and community college system, the Legislative Counsel Bureau, and political

subdivisions looated in the State of Nevada authorized by Nevada statute to utilize State

contraots with the prior approval of the Administrator for the Department of Administlation
Pulchasing Division.

2, Participation:
This NASPO ValuePoint Master Agreement may be used by all state agencies, the university

and community college system, the Legislative Cottnsel Bureau, political subdivisions, and

other entities autholized to uss statewide contracts in the State of Nevada. Issues of
interpretation and eligibility for participation are solely within the authority of the

Administrator for the Department of Administration Purchasing Division.

( S. , Access to Cloud Solutions Sorvices Requires State CIO Approval:I Unl"ss otherwise stipulated in this Participating Addendum, specific services accossedthrough

the NASPO ValuePoint cooperative Master Agreements for Cloud Solutions by state executive

branoh agencies are subject to the authority and prior approval of the State Chief Information

Officer's Office. The State Chief Information Offioer means the individual designated by the

state Governor within the Executive Branch with enterprise-wide responsibilities for
leadership and managernent of information technology resources of a state.

4. Primary Contacts:
The primary contaot individuals for this Participating Addendum are as follows (or their narned

succossors):
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NASPO ValuePoint

PARTIGIPATING ADDENDUM

GLOUD $OLUTIONS 20',16-2026
Led by the State of Utah

ValuePoIltt
NASPO

Name: B Blackwell
Address:
Telephone: 703-230-7435

Fax: 703-871-8505

Email:

Gideon Davis OfficerName
Address NV 89701515 E. Musser St. Ste' 300 Carson

775-684-A196
775-684-A188

Telephone
Fax:
Email:

5. Participating Entity Modilications Or Additions To The Master Agreement

These modifrcatio* o. additions apply only to actions and relationships within the

Patticipating EntrtY.

Partioipating Entity must check one of the boxes below'

IJ No changes to the tefins and conditions of the Master Agreement are required'

IXX1 The foilowing changes are modifying or supplernenting the Master Agreementterms and

conditions.

5.1 State Agency Order Placement

5.1.1 Orders for Nevada State Agencies shall rneet requiremsnts listed below to be

placed with the oontractor. It is the responsibility of the contractor to ensure

orders from state agencies inciude required documents. The State is not liable

for any costs inourred by vendors prior to entering into a formal contract or any

order ihat does not meet the requirements listed below'

5.1.1.1 Orders shall require a fully executed Work Plan (refer to ExhibitA).

Work Plan shall includ e, at aminimum:
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NASPO ValuePoint
PARTI GIPATING ADDENDUM

cLouD soLUTlON,$ 20'l 6-2026
Led by the State of Utah

ValuePffiirnt

NASPO

5.2

5.3

A, ScoPe of Work
B. Consideration
C. Insurance risk level for oyber liability
D. Technology lnvestment Request (TIR) or waiver, if required

E. Cloud Checklist (refer to Exhibit B)

F. Approval in accordance with Nevada State Administrative

Manual (SAM) Section 322, Subsection 1

5.1,.2 Orders for the.gniversity and community college system, the Legislative

Counsel Bureau, political subdivisions, and other entitiss authorized to use

statewide conhacti in the State of Nevada shall follow using entity policy. The

State is not liable for the obligations of any political subdivision which joins or

usos any contraot resulting from this agreement'

Required Approval
This Contrari ut utt not become effective until and unless approved by the Nevada State

Board of Examiners.

Definitions

5.3.1 ,,State,,- means the State of Nevada and any State agency identified herein, its

offrcers, employees and immuno contractors as defined in NRS 41.0307.

5,3.2 ,,ContmctingAgency" 
-means the State agenoy identified above,

5.3.3 "Contraotor" - means the person or entity identified above that performs

se1ices and/or provides goods for the State under the terms and conditions set

forth in this Contract.

5.3.4 ,,Fiscal Year" - means the period boginning July lst and ending June 30th of
the following Year.

5,3.5 "Contract" - Unless the context otherWise requires, "Contract" means this

document entitled Contrast for Services of Independent Conlraotor and all

Attachments or Incorporated Doouments.

5.3.6 *partioipating Addendum" - means this docurnent entitled Parlioipating

Addendum oxclusive of any Attachments or Incorporated Documents.
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NASPO ValuePoint

PARTIGIPATING ADDENDUM

cl-ouD $oLUTIONS 20{ 6-2026
Led by the State of Utah

ValueFmHmt

NASPO

5.4

5.s

5.6

5.7

Contract Term
This Contract shall be effective as noted below, unless sooner terminated by either

parly as specified insection 5.11, Contraet Tern'tination. Contraotis subjectto Board

of Examiners' approval (anticipated to be 07 / 05 1201"'l).

Effeotive fiom: Upon BOE Approval To: 0910812026

Notice
All communications, including notices, required or permitted to be given under this

Contract shall be in writing and direoted to the parties at the addresses stated above.

Notices may be given: (i) by delivery in person; (ii) by a nationally reoognized next

day courieri service, return reoeipt requested; or (iii) by certified mail, retum receipt

requested. If specifically requested by the party to be notified, valid notioe may be

given by facsimile transmission or electronic mail to the address(es) such party has

specified in writing.

Incorporated Dosuments
The parties agree thatthis Contract, inclusive of the following attachments, specifically

desciibes tho scope of work. This Contraot incorporates the following attachments in

desoending order of constructive precedence:

Any provision, torm or condition of an Attachment that contradiots the terms of this

lariicipating Addendum, or that would change the obligations of the State under this

Partioipating Addendum, shall be void and unenforceable.

Consideration
The State is not liable for the obligations of any politioal subdivision which joins or

uses any contraot rosulting from this agreement.

Each Nevada State Agenoy projeot shall require a fully exeouted work plan as iderrtified

in Section 5.1, State Agency Order Placement.

The parties agrao that Contractor will provide the services specified in Section 5,6,

Incoiporatedbacuments and on a fully executed Work PIan at a cost as negotiated and

approved on the Work Plan.

The State does not agree to reirnburse Contractor for expenses unless otherwise

specified in the fully executed Work Plan. Any intorvening end to a bierurial

MASTER AGREEMENT # 4R2472ATIACHMENT AA
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appropriation period shall be deemed an automatio renewal (not changing the overall

ioottu"t trr-) or a termination as the result of legislative appropriation may require.

Assenf
The parties agree that the terms and conditions listed on incorporated attaohments of
this bontract are also specifically apart of this Contract and arc limited only by their

respective order of precedenoe and any limitations specified,

Billirrg Submission : Timeliness
The farties agree that timeliness of billing is of the essence to the Contract and

recognize thaithe State is on a Fiscal Year. All billings for dates of service prior to

Julyi must be submitted to the state no later than the first Friday in August of the same

oul*O* year. A billing submitted aftEr the first Friday in August, which forces the

State to pro".r, the billing as a stale olaim pursuant to NRS.353.097, will subject

Contract6r to an aclministrative fee not to exoeed one hundred dollals ($100'00). The

parties hereby agree this is a reasonable estirnate of the additional costs to the state of
pro""ssing ttre tttting as a stale olaim and that this amount will be deducted from the

stale claim payrnent due to Contractor.

Inspection & Audit

5.9

s.10

5.10.1 Boo]cs alld Recorcls. Contractor agrees to keep and maintain under generally

r.*pt.d ".r*nting 
principles (GAAP) full, true, and complete records,

contiacts, books, und do.um.nts as are neoe$sary to fully disclose to the State

or United States Govemment, or their authorized representatives, upon audits

or rcviews, sufficient infonnation to determine compliance with all State and

federal regulations and statutes.

S.l0 ,Z Inspection & Audit. Contraotor agreos that the relevant books, records (writte4

.l.ot*oi;-;o*putrt related or otherwise), including, without limitation,

relevant acoounting procedures and praotices of Contractor or its

subcontractors, financial statements and supporting documentation, and

documentation related to the work product shal1 be subject, at any reasonable

time, to inspeotion, examination, revieW, audit, and copying at any office,or

Iocaiion of }ontractor where such reoords may be found, with or without notice

by the State Auditor, the relevant State agenoy or its contracted examiners, the

department of Administration, Budget Division, the_Nevada State Attorney

General,s Office or its Fraud Control Units, the state Legislative Auditor, and

with regard to any federal funding, the relevant federal agency, the Compholler

GenerJ, the General Accounting Office, the Office ofthe Inspector General, or
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any of their authorized representatives. All subcontracts shall roflect

requiroments of this Section.

5.10.3 Period._ofRqto0tion. Allboola,records,rcpofts,andstatementsrelevanttothis
Contoact must be retained a minimum three (3) yoars, and for five (5) years if
any federal ftrnds are used pursuant to the Contract. The retention period runs

fi.om the date of payment for the relevant goods or services by the state, or from

the dafe of termination ofthe Contract, whichever is later. Retention time shall

be extended when an audit is scheduled or in progress for a period reasonably

necessary to complete an audit and/or to complete any administrative and

judioial litigation which may ensue.

Contract Termination

5.11.i Termination Without Qeuse. Regardless of any terms to the oontrary, tJris

Contract may be terminated upon written notice by mutual consent of both

parties. The State unilaterally rnay terminate this conlract without cause by

gioiog not less than thirry (30) days' notice in the manner spooified in Section

5.5, Notice,If this Contract is unilaterally terminated by the State, Contractor

shall use its best efforts to minirnize costto the State and Contractor will not be

paid for any cost that Conh'actor could have avoided'

S.ll,Z State Teunipation forNon-Appropriat!.gp., The continuation of this Contract

b.y""d til current biennium is subject to and contingent upon sufficient funds

being appropriated budgeted, and otherwise made available by the State

Legislade andlor federal sources. The State may terminate this Contract, and

Contractor waives any and all claims(s) for damages, efhctive immediately

upon receipt of written notice (or any date specified therein) if for any reason

the contra-cting Agenoy's funding from State and/or federal sources is not

appropriated or is withdrawn, limited, or impaired.

5 .1 1 .3 Tennination with Cause for Breach. A breaoh may be declared with or without

t"rminution. A notice of breach and termination shail speciff the date of
termination of the Contract, which shall not be sooner than the expiration of the

Timeto Correct, if applicable, allowed under Section 5.IL4. This Contractmay

be terminated by eithir party upon written notice of breach to the other patly on

the following grounds:

5.11.3.1 If Contractor fails to provide or satisfactorily perfonn any of the

conditions, work, deliverables, goods, or services called for by this
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5,TT,3,2

5.11.3.3 If Contractorbecornes insolvent, subjecttoreceivershipo orbeoomes

voluntarily or involuntarily subject to the jurisdiction of ths

BankruPtcY Court; or

5.11.3.4 lfthe State matedally breaches any material duty under this Conlract

and any such breach impairs contractor's abiiity to perform; or

5.11,3.5 If it is found by the State that any quid pro quo or gratuities in the

fbrm of money, services, entertairurrent, gifts, or otherwiso wefe_

offered or given by Contractor, or any agent or representative.of

Contractor, to any officer or employee of the State of Nevada with

a view toward secudng a contract or securing favorable treatment

with respect to awarding, extending, amending, or making any

determination with respect to the performing of such oontract; or

5.1 1 .3.6 If it is found by the State that Contractot' has failed to disciose any

material confiict of interest lelative to the performance of this

Contract,

5.11.4 Time to Coffect. Unless the breach is not curable, or unless circumstances do

"rt 
pr""tt -" opportunity to cure, termination upon declaled breach may be

exercised only after service of formal written notice as specified in Section 5 ' 5,

Notice, and tiis subsequent failure of the breaching party within fifteen (15)

calendar days ofreceipt ofthat notice to provide ovidence, satisfactory to the

aggrieved p'urfy, rhowing that the declared breach has been corrected. Upon a

noii.. of breaclt, the time to correct and the time for termination of the contract

upon breach under Section 5.11.3, above, shall run concurrently, unless the

notice expressly states otherwise.

contract within the time requirements speoified in this contract or

within any granted extension of those time requirements; or

If any state, county, city, or federal lioense, authorization, waiver,

permi! qualification or certification required by statute, ordinance,

iu*, o,. regulation to be held by Contractor to provide the goods or

sewioes riquired by this Contract is for any reason denied, revoked,

debarred, eicluded, terminated, suspended, lapsed, or not renewed;

of
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5.11.5 Winding Up Aflairs Upon Termination. In the event of termination of this

Cont1uoi f* uny reason, the parties agree that the provisions of this Section

survive termination:

5.11.5.1

5.1r,5.2

5.1 1 .5.3

5.11,5.4

The parties shall account for and properly present to each other al1

olaims for fees and expenses and pay those which are undisputed

and otherwise not subject to set off under this Contract. Neither
party may withhold performance of winding up provisions 

.solely
based on nonpayment of fees or expenses accrued up to the time of
termination;

Contractor shall satisfaotorily complete work in progless at tha

agreed rate (or a pro rata basis ifnecessary) if so requested by the

Contracting Agency;

Contractor shall execute any documents and take any actions

necessaryto effectuate an assignment of this Contract if so requested

by the Contraoting AgenoY;

contractor shall preserve, protect and promptly deliver into state

possession all propriotary information in accoldance with section

5.22, State Ownership of Proprietary Information.

5.12

5,13

Remedies
Exoept as otherwise provided for by law ol this Contraot, the rights and remedies ofthe

parties shall not be exclusive and are in addition to any other rights and remedies

provided by law or equity, including, without limitation, actual damages, and to a

prevailing party reasoriable attorneys' fees and costs. For purposes of an award of
utto-uyu; iees to either party, the parties stipulate and agree that a reasonable houriy

rate of attorneys' fees shall be one hundred and fiffry dollars ($150.00) per hour. The

State may set off consideration against any unpaid obligation of Contraotor to any State

ageflcy in accordance withNRS 353C.190, In the event that Contractor voluntarily or

irivotuntarily becomes subjeot to the jurisdiction of the Banlauptcy Court, the State

may set off consideration against any unpaid obligation of Contractor to the State or its

agencies, to the extent allowed by bankruptcy law, without regard to whether the

procedures of NRS 353C,190 have been utilized.

Limited LiabilifY
The State wifl nbt waive and intends to assert available NRS Chapter 4l liability

limitations in all oases. Conhact liability of both parties shall not be subjeot to punitive

damages. Damages for any State breach shall never exceed the amount of funds
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5.L4

5.15

5.16

5,17

appropriated for payment under this Contract, but not yet paid to Contraotor, for the

nioaiYear budget in existence at the tirne of the breach, Contractor's tort liability
shall notbe limited.

Force Majeure
Neither party shall be deemed to be in violation of this Conhaot if it is prevented fi'om

performing any of its obligations hereunder due to strikos, failure 'of pubiic

iransportation, civil or military authority, act of publio enemy, accidents, fires,

oxplosions, or acts of God, including without limitation, earlhquakes, floods, winds, or

storms. In such an event the intervening cause must not be through the fault of the

party asserting such an excuse, and the exoused party is obligated to promptly perform

in aocordance with the terms of tho Contract after the intervening cause oeases,

Indemnilication and Defense
To the fullest extent permitted by law, Contractor shall indemnify, hold harrnless and

defend, not exoluding the State's right to palticipate, the State from and against all

Iiability, claims, actions, damages, losses, and expenses, including, without limitation,

reasonable attorneys' fees and costs, arising out of any breaoh of the obligations of
Contractor under this confl'aot, or any alleged negligent or willful acts or omissions of
Contractor, its officers, employees and agents. Contractor's obligation to indemnify

the State shali apply in all cases excopt for claims arising solely from the State's own

negligence or willful misconduct. Contractor waivos any rights of zubrogation against

the State. Contractor's duty to defend begins when the State requests defonse of any

claim arising from this Contract.

Representations Regarding Independent Contractor Status
Contraotor replesents that it is an independent confuaotor, as defined inNRS 333J00Q)

and 616A.255, warrants that it will perforn all work under this oontract as an

independent oontractor, and warrants that the State of Nevada will not inour any

"*pioy*.nt 
liability by reason of this Contraot or the work to be pelformed under this

Contraot. To the sxtent the State incurs any employment liability for the work under

this Contlact; Contractor will reimburse the State for that liability'

Insurance Schedule
Unless expressly waived in writing by the State, Contraotot must carry policies of
insurance and pay all taxes and fees incident hereunto. Policies shall meet the terms

and conditions as specified within this Contraot along with the additional limits and

provisions as desoribed in Attachment AA, Section J6 incorporated hereto by

attachment. The State shall havo no liability excspt as specifically provided in the

Contract
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Contractor shall not commence work before Contraotor has provided the requiled

evidence of insurance to the Contracting Agency. The State's approval of any changes

to insuranoe covelage during the course of performance shall constitute an ongoing

condition subsequent to this Conhaot, Any failure of the State to timeiy approve shall

not constitute a waiver ofthe condition.

5.17.1 Insu&rnc-Q Qgygf4ee. Conh'aotor shall, at Contractor's sole exponse' procure'

*"int"it and k".p in folce. for the duration of the Contract insurance

conforming to the minimum limits as specified in Attachment BB, incorporated

hereto by attachment. Unless specifically stated herein or othetwise agreed to

by the State, the required insuranoe shall be in effectprior to the commencement

oiworlc by Con[aCtor and shall continue in force as appropriate until:

5.17.1.1 Final acceptance by the State ofthe completion of this Contraot; or

S.l7.I-Z Such time as tho insurance is no longer requirod by the State under

the terms ofthis Contuact; whichever occurs later'

Any insurance or self-insurance available to the State shall be in excess of and

non-contributing with, any insurance required from Contraotor. Conttactor's

insurance polioiis shall apply on a primary basis. Until such time as the

insurance is no longer required by the State, Contractor shall provide the State

with renewal or roplacement evidence of insurance no less than thirly (30)

days beforo the expiration or replacement of the required insurance. If at any

time during the peiiod when insurance is required by the Contract, an insurer

ol.sur€fy shall fail to comply with the requirements of this Contract, as soon

as Conkactor has knowledge of any such failule, Contractor shall immediately

noti$r the State and immediately replace suoh insurance or bond with an

insurer meeting the requirements.

5.t7 .2 General Requile-mo$s.

S.I7.Z,L Additiona-l.Insuredr By endorsement to the general liability

inzurance policy, the state of Nevada, its officers, employees and

immune contractors as defined in NRS 41,0307 shall be uamed as

additional insureds for all liability arising from the Contract'

S.I7.Z.Z Waiver_of Subrogation: Each insurance policy shall providg for a

waiver of subrogation against the State of Nevada, its officers,

employees and immune contractors as defined in NRS 41.0307 for
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5.17.2.3

5.t7.2.4

5.77.2.5

losses arising from work/materials/equipment performed or

provided by or on behalfof Contractor.

cross Liabilitv: AII required liability policies shall provide cfoss-

liability coverage as would bs achieved under the standard ISO

sepamtion of insureds clause.

Deductibles and Self-Insureds.gfgntions i Insurance maintained by

Contractor shall apply on a first dollar basis without application of
a deductible or self-insured retention unless otherwise specifically

agreed to by the State. Such approval shall not relieve Contractor

from the obligation to pay any deductible or self-insured retention.

Any deductiblo or self-insured retention shall not exceed fiffry

thousand dollars ($50,000.00) per occurrence, unless otherwise

approved by the Risk Management Division.

Policy Cancellation: Except for ten (10) days notice for non-

payment of premiums, each insurance policy shail be endo,rsed to

stutr thut without thirty (30) days prior written notice to the State of
Nevada, c/o Contracting Agency, the policy shall not be oanceled,

non-renewed or covorage andlor limits reduced or materially

altered, and shall provide that notices required by this Section shall

be sent by cortified mailto the address shown on page one (1) of this

contract.

5.17.2,6 Approved Insurer: Each insurance policy shall be:

A. Issued by insurance compa::ies autholized to do business in the

State of Nevada or eligible surplus lines insurers acoeptable to

the State and having agents in Nevada upon whom service of
process may be made; and

B. Cunently rated by A.M' Best as "A-VII" or better'

5.I7 .3 Elidence of Insurance. Prior to the start of any work, Contraotor must provide

the following documents to the contracting State agency:

5.L7,3.L Certificpte of Ingurancel The Acord 25 Cartificate of Insurance

form or a fonn substantially similar must be submitted to the State

to evidence the insurance polioies and coverages required of
Contractor. The oer-tificate must name the State of Nevada, its
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5.17,3.2

5.17.3.3

s.17.3.4

officers, employees and immune contraotors as defined in NRS
ALffiA7 as the certificate holder. The csrtificate should be signed

by aperson authorized by the insurer to bind coverage on its behalf,

The State project/Contract number; description and Contract

effective dates shall be noted on the cerlificate, and upon renerryal of
the policies listed, Contractor shall fuinish the State with
replacement cerfificates as described within Section 5'17,1,

Insurance Coterage,

Mail all required insurance documents to the State
Contracting Agency identified on page one of the applicable
Worh Plan.

A:dditional Insured Endorsement: An Additional Insured

Endorsement (CG 20 10 il 85 or CG20 26 11 85), signed by an

authorized insuranoe company representative, must be submitted to
the State to evidencs the endorsement of the State as an additional
insured per Section 5.17.2, General Requirements.

Scluidrle of Underlyine Insuranoe Policjes: If Umbrella or Excess

policy is evidonced to comply with minimum limits, a copy of the

underlying Schedule from the Umbrella or Excess insurance policy
may be required.

Review and Approval: Documents speoified above must bo

submitted for review and approval by the State prior to the

corrunenoement of work by Contractor, Neither approval by the

State nor failure to disapprove the insurance firrnished by Contractor

shall relieve Contractor of Contractor's fuli responsibilify to provide

the insurance required by this Contract, Complianco with the

insurance requirements of this Contraot shall not limit the liability
ofContractor or its subcontractors, employees or agents to the State

or ofJrers, and shall be in additionai to and not in lieu of any other

remedy available to the State under this Contract or otherwise. The

State reserves the rightto request and review a copy ofany requirod

insurance policy or endorsement to assure cornpliance with these

requirements.

s.18 Compliance with Legal Obligatious
Contraotor shall prooure and maintain for the duration of this Contract any state,

count;/, city or federal license, authorization, waiver, permit qualification or
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5.19

5.24

5.2t

5.22

5.23

certifioation required by statute, ordinance, law, or regulation to be held by Contractor

to provide the goods or services required by this Contract, Contractor shall provide

proof of its ooripliance upon requeJt of th" Conh'aoting Agency. Contraotor will be

responsible to pay all taxes, assessmentso fees, premiums, permits, and licenses

t"qritra by law. iteal property and personal properly taxes ate the responsibility of
Contractorin accordance withNRS 361.157 and NRS 361.159. Contractor agrees to

be responsible for payment of any suoh govemment obligations not paid by its
subcontractors during performance of this Contract.

Waiver of Breach
Failnre to deolare abreachor the actual waiver of any particular breach of the Contract

or its material or nonmaterial terms by either parly shall not operate as a waiver by such

party of any of its rights or remedies as to any other breach.

Severability
If any provision oontained in this Contract is held to be unenforceable by a court of law

or uqoity, this Contract shall be consh'ued as if such provision did not exist and the non-

.nfoi.raUitity of such provision shall not be held to ronder any other provision or

provisions of this Contract unenforceable.

Assignm entlDelegation
fo th'e extent that any assignment of any tight under this Contraot changos the duty of
eitherparty, inmeases the burden or risk involved, impairs the chances of obtaining the

p".rfonoan"L ofthis Contract, attempts to operate as a novation, or includes awaiver or

abrogation of any dofonso to payment by State, suoh offending portion of lhe
assifnment shall b! void, and shail be a breaoh ofthis Contract. Contractor shall neither

assiln, transfer nor delegate any rights, obligations nor duties under this Contract

without the prior written oonsent ofthe State'

State Ownership of Proprietary Information
Any data or information provided by the State to Contactor and any doouments or

maierials provided by thr State to Contractor in the coutse of this Contract ("State

Materials,i shall be and remain the exolusive property of the State and all such State

Materials rt utl U" delivered into Stato possession by Contractor upon completion,

termination, or canoellatlon of this Contraot.

Public Resords
pursuant to NRS 239.0i0, information or documents receivod fi'om Contractor may be

opento public inspeotion and copying. The State has a legal obligation to disclose such

intormjion unleis a particular ieoord is made confidential by law or a colnmon law

balancing of interests. Contractor may label specific parts of an individual dooument
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as a "trade secret" or "confidentiaf in accordance with NRS 333,333, provided that

Contractor thereby agrees to indemniff and defend the State for honoring such a
designation. The failure to so label any document that is released by the State shall
constitute a oomplete waiver of any and all claims for damages caused by any release

ofthe records,

5.24 Confidentiality
Contractor shall keep confidential all information, in whatever form, produced,

prepared, observed or received by Contraotor to the extent that such information is

confidential by law or otherwise required by this Contract.

5.25 Federal Funding
In the event federal funds are used for paymsnt of all or part ofthis Contraot, Contractor
agrees to comply with all applicable federal [aws, regulations and executive ordets,

including, without limitation the following:

5,25.1 Contractor certifies, by signing this Contract, that neither it nor its principals

are presently deban'ed, suspendod, proposed for debarment, declared ineligible
or voluntar{ly exoluded fl'om participation in this lransaction by any federal

department or agenoy. This certification is made pursuant to Executive Orders

t2549 and 12689 and Federal Aoquisition Regulation subpart 9.4, and any

relevant program-speoific regulations. This provision shall be required of every

suboontractor receiving any payment in whole or in part frorn fedetal funds.

5.25.2 Contmctor and its suboontracts shall comply with all terms, oonditions, and

requirements ofthe Americans withDisabilities Aot of 1990 (P.L. 101-136),42
U.S.C, 12101, as amended, and regulations adopted thereunder, inoluding 28

C.F.R, Soction 35, inclusive, and any relevant program-specific regulations'

5,25.3 Contractor and it subconhactors sha1l comply with the requirements of the Civil
Rights Act of t964 e.L, 88-352), as amended, the Rehabilitation Aot of i973
(P.L. 93-112), as amended, and any relevant program-specifio regulations, and

shall not discriminate against any employee ol offeror for employment because

ofrace, national origin, creed, color, se& religion, age, disability or handicap

oondition (including AIDS and AlDS-related conditions.)

5.26 Lobbying
The parties agree, whether expressly prohibited by federal law, ot otherwise, that no

funding associated with this Contract will be used for any purpose assooiated with or

related to lobbying or influenoing or attempting to lobby or influence for any pu{pose

the following:
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5.27

s.28

5.29

5.30

5.26.1 Any federal, state, county or local agency, legislatute, commission, council ot

board;

5.26.2 Any federal, stale, county or local legislator, commission member, counoil

member, board member, or other elected official; or

5.26.3 Any officer or employee of any federal, state, county or local agenoy;

legislature, commission, council or board.

Assignment of Antitrust Claims
Con#actor irrevooably assigns to the State any olaim for relief or cause of action which

Conhactor now has or whioh may accrue to Conhactor in the futwe by reason of any

violation of State of Nevada or federal antitt'ust laws in connection with any goods or

servicos provided under this Contract.

General Warranty
Contraotor warrants that all serices, deliverables, and/or wolk products under this

Conhact shall be completed in a workmanlike manner consistcnt with standards in the

trade, profession, or industry; shall conform to or exceed the specifications set forth in

the incorporated attachments; and shall be fit for ordinary use, of good quality, with no

rnaterial defects.

Proper AuthoritY
The parties heretb represent and warrant that the person executing this Contract on

behaif of each party has full power and authority to enter into this Conh'act. .Contractor

aoknowledg.r thui as required by statute or regulation this Contraot is effective only

after approial by the Stati Board of Examiners and only for the period of time specified

in the dontract. Any services performed by Contraotor before this Contract is effective

or after it ceases to be effective al'e performed at the sole risk of Contraotor'

Disclosures Regarding Current or Former State Employees

For the purporJ of Sta*te oompliance with NRS 333.705, Contractor represents and

warrantj th;t if Contractor, oi any employee of Contractor who will be performing

services under this Contract, is a cunent omployee of the State or was employed by tho

Stats within the preceding24 months, Contractor has disclosed the identity of such

persons, and the servjces that each such person will perform, to the Contracting

Agency.
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5.31 Governing Law: Jurisdiction
This Contact and the rights and obligations of the parties hereto shall be governed by,

and construed acoording to, the laws of the State of Nevada, without giving effect to

any principle of conflict-of-Iaw that would require the application of the law of any

ottroi jurisdiction. The parties consent to the exclusive jurtsdiction of and venue in the

First iudioial Distlict Court, Carson City, Nevada for enforcement ofthis Contract, and

consent to personaljurisdiction in such court for any action or proceeding arising out

of this Confiact.

5.32 Entire Contract and Modification
This Contr.act and its integrated attachment(s) constitute the entire agreement of the

parties and as such are intended to be the complete and exclusive statement of the

promises, representations, negotiations, discussions, and other agreements that may
-have 

been made in connection with the subjeot matter hereof. Unless an integrated

attachment to this Contraot speoifically displays a mutual intent to amend a particular

parl of this Contraot, general conflicts in language bEtween any such attachment and

this Contract shall be construed consistent with the terms of this Contract. Unless

otherwise expressly authorized by the terms of this Contraot, no modification or

amendmsnt to this Contract shall be binding upon the parlies unless the same is in
writing and signed by the respective parties horeto and approved by the Office of the

Attorniy General and ttre State Board of Examiners. This Contract, and any

amendments, may be executed in counterparts.

5.33 Reports and Fees

5.33.1 AdministrativeFee: Contractoragreestoptovideaquarterlyadministrativefee
to th" Stut. in the form of an electronic funds transfer (EFT) payment. The fee

will be payable to the "state of Nevada Purchasing Division." The

Administrative Fee will be one percent (17o) and will apply to all payments (net

of returns, orodits, or adjustments) received by the contmctor for all products

and services provided under the contract during the quarter'

All administmtive fee payments shall include the Agreement Number on any

transmittal dooument. However, only one Agreement Number must be entered

on a transmittal document. If submitting an administrative fte payment for

rnore than one Agreemen! then a sepalate electronic payment and associated

transmittal document must be submitted by the conhactor for eaoh

Agreement.

The state will not issue an invoice for the Administrative Fee owed to the

State. It is the responsibilily of the vendor to pay the Administrative Fee with
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no prompting from the State, Contractor shall pay the quarterly

Administrative Fee within forty five (45) days of quarter end (refer to Section

.r.3_r.3).

5.33.2 Quarterly Reports:

Quarterly report forms (Exhibit Q may be downloaded from the Purchasing

Division website http://purchasing.nv.sov/vendors/DBlNV/. Reports must be

submitted via email to: nvpurch@admin.nv.goJ

s.33,2.1

5.33.2.2

Nevada Good of the State Ouarterly Adrninistr?tive Fee Report:

The contractor shall submit a Nevada Good of the State Quarterly
Administrative Fee Report to the Purchasing Division. The report

shall identi$ total payments (minus returns and credits) received by
the conbactor from state agencies, the university and comrnunity

college system, the Legislative Counsel Bureau, political

subdivisions, and other authorizod entities that were made pursuant

to the Agreement.

Nevadg.Gqgd-of ths State Quarterly Usage Report: The contractor

shall submit aNevada Good of the State Quarterly Usage Report to

the Purchasing Division which shail provide the data element

information listed below:

Data Element Description
ContractorName Contractor name as it aPPears on the

contract
AgreementName Cloud Solutions 2016-2026

AgreementNumber Master Agreoment Number on Page 1 of
this dooument

Reporl Contact Name of person completing the report on

behalf of the conhaotor

Contact Phone Phone number for the person completing the

repott
Contact Email Email address of the person completing the

report
Date Submitted Date the Nevada Good of the State

Quarterly Usage Report is submitted to the

Purchasing Division
Reporting Quarter Quarter for which the contractor is reporting

purchases on the conh'act

Page77 of20
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5.33.3 Fee Payrnent and Report Schedule: Contraotor agfees to provide

Administrative Fee, Nevada Good of the State Administrative Fee Report, and

Nevada Good of the State Qua*erly Usage Report to the purchasing division

even if no payments are made in a quarter in accordance with the following

schedule:

Entity Type Indicate the type of entity making the
purohase:

. S for state agency

. E for university and oommunity
college system

. L for Legislative Counsel Bureau

. P for political subdivisions
r O for other authorized entities

CustomerNamo Name of entity making the purchase-if
oustomer has multiple looations, please use

the rnain entity name

Purchase
Description

Desoription of the product or service
purchased

Work Plan/Contract
Number

Work Plan/Contraot number supplied by
customer to conffactor. Enter Work
Plan/Contract nutnber, Purchase Order

number, or other authorization

number/identifier. If proourement card is
used. enter'?Card"

Work Plan/Conh'act
Line Item

Line item number
Plan/Conttaot

on the 'Work

Quantrty Quantities (excluding retums) of products

delivered-enter a quantity of one (1) for a
service/proiect.

Unit Price Unit price oharged (excluding oredits) for
tho product or setvice Purchased

Extended Price Total price*quantity deiivered x unit price
charged

Period End
March 31

June 30
September 30

Dscember 31

Report.DuC
May 15

August 14

November 14

February 14
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5.33,4 Repofi b4g.difications.j. The oontractor shall agree that the Purohasing Division
r"s"rves the right to modify the requested format and contents of the Nevada

good of the State Adminishative Fee Report and/or the Nevada Good of the

State Quarterly Usage Report by providing thirty (30) calendar days wtitten
notice to the contractor, The contraotot shall also agree the Purchasing Division
my unilaterally amend the contract" with (30) calendar days wlitten notice to

tho contraotor to change the timing for submission of the Nevada Good of the

State Administuative Fee Repoft and/ortheNevada Good of the State Quarterly
Usage Report. The contract shall undei'stand and agree that if such an

amendment is issued by the Purohasing Division, the contractor shall comply

with all contractual tems, as amended.

5.33.5 Timely Reports and Fees: If the quarterly Administrative Fee is not paid and

quarterly reporls ate not received by fotfy five (45) days of quarter end, then

the contractor will be in material breach of this contraot.

7

6. Subcontractors:
All contactols, dealers, and resellers authorized in the State of Nevada, as shown on the

dedicated Contraotor (cooperativo contract) website, aro approved to provide sales and

sErvice support to participants in the NASPO ValuePoint Master Agreement. The

oontractois dealer:participation will be in accotdance with the terms and conditions set forth

in the aforementioned Master Agreement.

Orders:
Any order plaoed by a Participating Entity or Purohasing Entity for a productand/or selice
uuuilubfu from this Master Agreement shall be deemed to be a sale under (and governed by

the prices and other terms and oonditions) of the Master Agreement unless the parties to the

order agree in writing that another contraot or agleement applies to suoh order.
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IN WITNESS WHEnngF', the Barties have exeouted this Addendum as of the date of executior
by parties below,

Contriacts Mala-ger
$ienatufe Date Independent Conkaetor's Title

.51

sHte

Board.EfExaminers

Approved aslo foimby:

Data Title

APFROVED BV BOAED CI}' EXA}4INERS

ffta$esR'Yfdls

.On:

Date

:On:
/ I

for Genetal Datq

For questions nn executing a participSting addendum, please cantact:

Pleqse ewntlfully execatedPDF repy af tltis document.to
FA@ngW atwl u ep qftrt qfg.
to sttpport dbcumentatiott ,of psrttelpatian and pastittg irt

d$u bases,

CooperatiVe Developrnent. Goordinator: $hannon tserry
Telephone: 775:720-3404
Emaih gberrv(&nasbovalue point. orq
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Attachment A: NASPO ValuePoint Master Agreement Terms and Gonditions

1. Master Agreement Order of Precedence

a. Any Order placed under this Master Agreement shall consist of the following

documents:

(1) A Participating Entity's Participating Addendutt 1'PA")i

iZi runSpO ValuJpoint Master Agreement Terms & Conditions, including the applicable

Exhibits2 to the Master Agreement;
(3) The Solicitation;
(a) Contractor's response to the Solicitation, as revised (if permitted) and accepted by

the Lead State; and
(5) A Service LevelAgreement issued against the Participating Addendum.

b. These documents shall be read to be consistent and complementary. Any conflict

among these documents shall be resolved by giving priority to these documents in the

order listed above. Contractor terms and conditions that apply to this Master Agreement
are only those that are expressly accepted by the Lead State and must be in writing and

attached to this Master Agreement as an Exhibit or Attachment.

2. Definitions - Unless othenrvise provided in this Master Agreement, capitalized terms

will have the meanings given to those terms in this Section.

Gonfidential lnformation means any and all information of any form that is marked as

confidential or would by its nature be deemed confidential obtained by Contractor or its

employees or agents in the performance of this Master Agreement, including, but not

necesiarily limited to (1) any Purchasing Entity's records, (2) personnel records, and (3)

information concerning individuals, is confidential information of Purchasing Entity'

Contractor means the person or entity providing solutions under the terms and

conditions set forth in this Master Agreement. Contractor also includes its employees,

subcontractors, agents and affiliates who are providing the services agreed to under the

1A Sample Participating Addendum will be published after the contracts have been awarded.
2 The Exhibits comprise the terms and conditions for the service models: PaaS, laaS, and PaaS.



This document includes salient or non-standard provisions extracted from NASPO/ValuePoint Model

Contract for Cloud Services.

February L7,2016,

Master Agreement.

Data means all information, whether in oral or written (including electronic) form,
created by or in any way originating with a Participating Entity or Purchasing Entity, and

all information that is the output of any computer processing, or other electronic
manipulation, of any information that was created by or in any way originating with a
Participating Entity or Purchasing Entity, in the course of using and configuring the
Services provided under this Agreement.

Data Breach means any actual or reasonably suspected non-authorized access to or
acquisition of computerized Non-Public Data or Personal Data that compromises the
security, confidentiality, or integrity of the Non-Public Data or Personal Data, or the
ability of Purchasing Entity to access the Non-Public Data or Personal Data.

Data Categorization means the process of risk assessment of Data. See also "High

Risk Data", "Moderate Risk Data" and "Low Risk Data".

Disabling Code means computer instructions or programs, subroutines, code,
instructions, data or functions, (including but not limited to viruses, worms, date bombs
or time bombs), including but not limited to other programs, data storage, computer
libraries and programs that self-replicate without manual intervention, instructions
programmed to activate at a predetermined time or upon a specified event, and/or
programs purporting to do a meaningful function but designed for a different function,
that alter, destroy, inhibit, damage, interrupt, interfere with or hinder the operation of the
Purchasing Entity's' software, applications and/or its end users processing environment,
the system in which it resides, or any other software or data on such system or any
other system with which it is capable of communicating.

Fulfillment Partner means a third-party contractor qualified and authorized by

Contractor, and approved by the Participating State under a Participating Addendum,
who may, to the extent authorized by Contractor, fulfill any of the requirements of this
Master Agreement including but not limited to providing Services under this Master
Agreement and billing Customers directly for such Services. Contractor may, upon

written notice to the Participating State, add or delete authorized Fulfillment Partners as

necessary at any time during the contract term. Fulfillment Partner has no authority to

amend this Master Agreement or to bind Contractor to any additional terms and

conditions.

High Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization
of Federal lnformation and lnformation Systems ("High lmpact Data").

lnfrastructure as a Service (laaS) as used in this Master Agreement is defined the
capability provided to the consumer to provision processing, storage, networks, and

other fundamental computing resources where the consumer is able to deploy and run
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arbitrary software, which can include operating systems and applications. The
consumer does not manage or control the underlying cloud infrastructure but has

control over operating systems, storage, deployed applications; and possibly limited
control of select neh^/orking components (e.9., hostfirewalls).

lntellectual Property means any and all patents, copyrights, service marks,
trademarks, trade secrets, trade names, patentable inventions, or other similar
proprietary rights, in tangible or intangible form, and all rights, title, and interest therein.

Lead State means the State centrally administering the solicitation and any resulting
Master Agreement(s).

Low Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization of
Federal lnformation and lnformation Systems ("Low lmpact Data").

Master Agreement means this agreement executed by and between the Lead State,

acting on behalf of NASPO ValuePoint, and the Contractor, as now or hereafter
amended.

Moderate Risk Data is as defined in FIPS PUB 199, Standards for Security
Categorization of Federal lnformation and lnformation Systems ("Moderate lmpact Data").

NASPO ValuePoint is the NASPO ValuePoint Cooperative Purchasing Program,
facilitated by the NASPO Cooperative Purchasing Organization LLC, a 501(cX3) limited
liability company (doing business as NASPO ValuePoint) is a subsidiary organization
the NationalAssociation of State Procurement Officials (NASPO), the sole member of
NASPO ValuePoint. The NASPO ValuePoint Cooperative Purchasing Organization
facilitates administration of the cooperative group contracting consortium of state chief
procurement officials for the benefit of state departments, institutions, agencies, and
political subdivisions and other eligible entities (i.e., colleges, school districts, counties,
cities, some nonprofit organizations, etc.) for all states and the District of Columbia. The

NASPO ValuePoint Cooperative Development Team is identified in the Master
Agreement as the recipient of reports and may be performing contract administration
functions as assigned by the Lead State.

Non-Public Data means High Risk Data and Moderate Risk Data that is not subject to
distribution to the public as public information. lt is deemed to be sensitive and

confidential by the Purchasing Entity because it contains information that is exempt by

statute, ordinance or administrative rule from access by the general public as public

information.

Participating Addendum means a bilateral agreement executed by a Contractor and a
Participating Entity incorporating this Master Agreement and any other additional
Participating Entity specific language or other requirements, e.g. ordering procedures
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specific to the Participating Entity, other terms and conditions.

Participating Entity means a state, or other legal entity, properly authorized to enter

into a Participating Addendum.

Participating State means a state, the District of Columbia, or one of the territories of

the United States that is listed in the Request for Proposal as intending to participate'

Upon execution of the Participating Addendum, a Participating State becomes a

Participating Entity.

Personal Data means data alone or in combination that includes information relating to

an individual that identifies the individual by name, identifying number, mark or

description can be readily associated with a particular individual and which is not a
public record. Personal lnformation may include the following personally identifiable

information (Pll): government-issued identification numbers (e.9., Social Security,

driver's license, passport); financial account information, including account number,

credit or debit card numbers; or Protected Health lnformation (PHl) relating to a person'

Platform as a Service (PaaS) as used in this Master Agreement is defined as the

capability provided to the consumer to deploy onto the cloud infrastructure consumer-

created or-acquired applications created using programming languages and tools

supported by the provider. This capability does not necessarily preclude the use of
compatible programming languages, libraries, services, and tools from other sources.

The consumer does not manage or control the underlying cloud infrastructure including

network, servers, operating systems, or storage, but has control over the deployed

applications and possibly application hosting environment configurations.

Product means any deliverable under this Master Agreement, including Services,

software, and any incidentaltangible goods.

Protected Health lnformation (PHl) means individually identifiable health information

transmitted by electronic media, maintained in electronic media, or transmitted or

maintained in any other form or medium. PHI excludes education records covered by

the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C.

12329, records described at 20 U.S.C.1232g(aX4XBXiv) and employment records held

by a iovered entity in its role as employer. PHI may also include information that is a

subset of health information, including demographic information collected from an

individual, and (1) iscreated orreceived bya health care provider, health plan,

employer or health care clearinghouse; and (2) relates to the past, present or future
physic-al or mental health or condition of an individual; the provision of health care to an

individual; or the past, present or future payment for the provision of health care to an

individual; and (a) that identifies the individual; or (b) with respect to which there is a

reasonable basis to believe the information can be used to identify the individual'
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Purchasing Entity means a state, city, county, district, other political subdivision of a

State, and a nonprofit organization under the laws of some states if authorized by a

Participating Addendum, who issues a Purchase Order against the Master Agreement

and becomes financially committed to the purchase.

Services mean any of the specifications described in the Scope of Services that are

supplied or created by the Contractor pursuant to this Master Agreement.

Security lncident means the possible or actual unauthorized access to a Purchasing

Entity's 
-lrlon-Public 

Data and Personal Data the Contractor believes could reasonably

result in the use, disclosure or theft of a Purchasing Entity's Non-Public Data within the
possession or control of the Contractor. A Security lncident also includes a major

security breach to the Contractor's system, regardless if Contractor is aware of
unauthorized access to a Purchasing Entity's Non-Public Data. A Security lncident may

or may not turn into a Data Breach.

Service Level Agreement (SLA) means a written agreement between both the

Purchasing Entity and the Contractor that is subject to the terms and conditions in this

Master Agieement and relevant Participating Addendum unless otheruvise expressly

agreed in writing between the Purchasing Entity and the Contractor. SLAs should

inilude: (1) the technicalservice level performance promises, (i.e. metrics for
performance and intervals for measure), (2) description of service quality, (3)

identification of roles and responsibilities, (4) remedies, such as credits, and (5) an

explanation of how remedies or credits are calculated and issued.

Software as a Service (SaaS) as used in this Master Agreement is defined as the

capability provided to the consumer to use the Contractor's applications running on a

Contractor's infrastructure (commonly referred to as'cloud infrastructure). The

applications are accessible from various client devices through a thin client interface

such as a Web browser (e.g., Web-based email), or a program interface. The consumer

does not manage or control the underlying cloud infrastructure including network,

servers, operating systems, storage, or even individual application capabilities, with the
possible exception of limited user-specific application configuration settings.

Solicitation means the documents used by the State of Utah, as the Lead State, to

obtain Contractor's Proposal.

Statement of Work means a written statement in a solicitation document or contract

that describes the Purchasing Entity's service needs and expectations.

6. Discount Guarantee Period: All discounts must be guaranteed for the entire term of
the Master Agreement. Participating Entities and Purchasing Entities shall receive the

immediate benefit of price or rate reduction of the services provided under this Master

Agreement. A price or rate reduction will apply automatically to the Master Agreement
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and an amendment is not necessary

L Confidentiality, Non-Disclosure, and lniunctive Relief
a. Confidentiality. Contractor acknowledges that it and its employees or agents may, in

the course of providing a Product under this Master Agreement, be exposed to or
acquire information that is confidentialto Purchasing Entity's or Purchasing Entity's
clients. Any reports or other documents or items (including software) that result from
the use of the Confidential lnformation by Contractor shall be treated in the same
manner as the Confidential lnformation. Confidential lnformation does not include
information that (1) is or becomes (other than by disclosure by Contractor) publicly
known; (2) is furnished by Purchasing Entity to others without restrictions similar to
those imposed by this Master Agreement; (3) is rightfully in Contractor's possession
without the obligation of nondisclosure prior to the time of its disclosure under this
Master Agreement; (a) is obtained from a source other than Purchasing Entity without
the obligation of confidentiality, (5) is disclosed with the written consent of Purchasing
Entity or; (6) is independently developed by employees, agents or subcontractors of
Contractor who can be shown to have had no access to the Confidential lnformation.

b. Non-Disclosure. Contractor shall hold Confidential lnformation in confidence, using
at least the industry standard of confidentiality, and shall not copy, reproduce, sell,
assign, license, market, transfer or otheruvise dispose of, give, or disclose Confidential
lnformation to third parties or use Confidential lnformation for any purposes whatsoever
other than what is necessary to the performance of Orders placed under this Master
Agreement. Contractor shall advise each of its employees and agents of their
obligations to keep Confidential lnformation confidential. Contractor shall use
commercially reasonable efforts to assist Purchasing Entity in identifying and preventing
any unauthorized use or disclosure of any Confidential lnformation. Without limiting the
generality of the foregoing, Contractor shall advise Purchasing Entity, applicable
Participating Entity, and the Lead State immediately if Contractor learns or has reason
to believe that any person who has had access to Confidential lnformation has violated
or intends to violate the terms of this Master Agreement, and Contractor shall at its
expense cooperate with Purchasing Entity in seeking injunctive or other equitable relief
in the name of Purchasing Entity or Contractor against any such person. Except as
directed by Purchasing Entity, Contractor will not at any time during or after the term of
this Master Agreement disclose, directly or indirectly, any Confidential lnformation to
any person, except in accordance with this Master Agreement, and that upon
termination of this Master Agreement or at Purchasing Entity's request, Contractor shall
turn over to Purchasing Entity all documents, papers, and other matter in Contractor's
possession that embody Confidential lnformation. Notwithstanding the foregoing,
Contractor may keep one copy of such Confidential lnformation necessary for quality

assurance, audits and evidence of the performance of this Master Agreement.

c. lnjunctive Relief. Contractor acknowledges that breach of this section, including
disclosure of any Confidential lnformation, will cause irreparable injury to Purchasing
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Entity that is inadequately compensable in damages. Accordingly, Purchasing Entity
may seek and obtain injunctive relief against the breach or threatened breach of the
foregoing undertakings, in addition to any other legal remedies that may be available
Contractor acknowledges and agrees that the covenants contained herein are
necessary for the protection of the legitimate business interests of Purchasing Entity
and are reasonable in scope and content.

d. Purchasing Entity Law. These provisions shall be applicable only to extent they are
not in conflict with the applicable public disclosure laws of any Purchasing Entity.

9. Right to Publish: Throughout the duration of this Master Agreement, Contractor must
secure prior approvalfrom the Lead State or Participating Entity for the release of any
information that pertains to the potentialwork or activities covered by the Master
Agreement , including but not limited to reference to or use of the Lead State or a
Participating Entity's name, Great Seal of the State, Coat of Arms, any Agency or other
subunits of the State government, or any State official or employee, for commercial
promotion which is strictly prohibited. News releases or release of broadcast e-mails
pertaining to this Master Agreement or Participating Addendum shall not be made without
prior written approval of the Lead State or a Participating Entity.

The Contractor shall not make any representations of NASPO ValuePoint's opinion or
position as to the quality or effectiveness of the services that are the subject of this
Master Agreement without prior written consent. Failure to adhere to this requirement
may result in termination of the Master Agreement for cause.
11. Changes in Gontractor Representation: The Contractor must notify the Lead State
of changes in the Contractor's key administrative personnel, in writing within 10 calendar
days of the change. The Lead State reserves the right to approve changes in key
personnel, as identified in the Contractor's proposal. The Contractor agrees to propose
replacement key personnel having substantially equal or better education, training, and
experience as was possessed by the key person proposed and evaluated in the
Contractor's proposal.

13. lndemnification and Limitation of Liability

a. The Contractor shall defend, indemnify and hold harmless NASPO, NASPO
ValuePoint, the Lead State, Participating Entities, and Purchasing Entities, along with
their officers, agents, and employees as well as any person or entity for which they may
be liable, from and against claims, damages or causes of action including reasonable
attorneys' fees and related costs for any death, bodily injury, or damage to real or
tangible property arising directly or indirectly from the negligent or wrongful act(s),
error(s), or omission(s) of the Contractor, its employees or subcontractors or volunteers,
at any tier, relating to the performance under the Master Agreement.

b. lndemnification - lntellectual Property. The Contractor shall defend, indemnify and
hold harmless NASPO, NASPO ValuePoint, the Lead State, Participating Entities,
Purchasing Entities, along with their officers, agents, and employees as well as any
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person or entity for which they may be liable ("lndemnified Party"), from and against
claims, damages or causes of action including reasonable attorneys' fees and related
costs arising out of the claim that the Product or its use, infringes lntellectual Property
rights ("lntellectual Property Claim") of another person or entity.

(1) The Contractor's obligations under this section shall not extend to:
a. Any use of the Services provided hereunder not contemplated in the

product documentation.
b. Any use of the Services provided hereunder in combination with other

products not contemplated hereunder or in the documentation, any use
of modification of the Services provided hereunder except as permitted
by this Agreement.

(2) The lndemnified Party shall notify the Contractor within a reasonable time
after receiving notice of an lntellectual Property Claim. Even if the lndemnified Party
fails to provide reasonable notice, the Contractor shall not be relieved from its
obligations unless the Contractor can demonstrate that it was prejudiced in defending
the lntellectual Property Claim resulting in increased expenses or loss to the Contractor
and then only to the extent of the prejudice or expenses. lf the Contractor promptly and

reasonably investigates and defends any lntellectual Property Claim, it shall have

control over the defense and settlement of it. However, the lndemnified Party must
consent in writing for any money damages or obligations for which it may be
responsible. The lndemnified Party shall furnish, at the Contractor's reasonable request
and expense, information and assistance necessary for such defense. lf the Contractor
fails to vigorously pursue the defense or settlement of the lntellectual Property Claim,
the lndemnified Party may assume the defense or settlement of it and the Contractor
shall be liable for all costs and expenses, including reasonable attorneys'fees and

related costs, incurred by the lndemnified Party in the pursuit of the lntellectual Property
Claim. Unless othenryise agreed in writing, this section is not subject to any limitations of
liability in this Master Agreement or in any other document executed in conjunction with

this Master Agreement.

b. Except as othenrvise set forth in the lndemnification Paragraphs above, the limit of
liability shall be as follows:

i. Contractor's liability for any claim, loss or liability arising out of, or connected
with the Services provided, and whether based upon default, or other liability
such as breach of contract, warranty, negligence, misrepresentation or
otherwise, shall in no case exceed direct damages in: (i) an amount equal to two
(2) times the charges specified in the Purchase Order for the Services, or parts

thereof forming the basis of the Purchasing Entity's claim, (said amount not to
exceed a total of twelve (12) months charges payable underthe applicable
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purchase Order) or (ii) two million dollars ($2,000,000), whichever is greater'

ii. The Purchasing Entity may retain such monies from any amount due

Contractor as may be necessary to satisfy any claim for damages, costs and the

like asserted against the Purchasing Entity unless Contractor at the time of the

presentation ofdaim shall demonstrate to the Purchasing Entity's satisfaction

ihat sufficient monies are set aside by the Contractor in the form of a bond or

through insurance coverage to cover associated damages and other costs.

iii. Notwithstanding the above, neither the Contractor nor the Purchasing Entity

shall be liable for any consequential, indirect or special damages of any kind

which may result directly or indirectly from such performance, including, without

limitation, damages resulting from loss of use or loss of profit by the Purchasing

Entity, the Contractor, or by others.
iv. The limititions of liability in Section 43 will not apply to claims for bodily injury or

death as set forth in Section 13, and Section 30 when made applicable under a specific

purchase order.

16. lnsurance

a. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the

term of this Master Agreement, maintain in full force and effect, the insurance described

in this section. Contrictor shall acquire such insurance from an insurance carrier or

carriers licensed to conduct business in each Participating Entity's state and having a

rating of A-, Class Vll or better, in the most recently published edition of Best's Reports.

Failuie to buy and maintain the required insurance may result in this Master

Agreement's termination or, at a Participating Entity's option, result in termination of its

Participatin g Addend um.

b. Coverage shall be written on an occurrence basis. The minimum acceptable limits

shall be ai indicated below, with no deductible for each of the following categories:

(1) Commercial General Liability covering premises operations, independent

contractors, products and completed operations, blanket contractual liability,

personal injury (including death), advertising liability, and property damage,

with a limit of not less than $1 million per occurrence/$3 million general

aggregate;

(2) CLOUD MINIMUM INSURANCE COVERAGE:

Level of
Risk

Data Breach and PrivacY/GYber
Liability including TechnologY

Errors and Omissions
Minimum lnsurance Coverage

Crime lnsurance
Minimum lnsurance

Coverage

Low $2,000,000 $2,000,000
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Moderate $5,000,000 $5,000,000
Hiqh $10,000,000 $10,000,000

(3) Contractor must comply with any applicable State Workers Compensation or
Employers Liability I nsu rance requ irements.

(4) Professional Liability. As applicable, Professional Liability lnsurance Policy in
the minimum amount of $1,000,000 per occurrence and $1,000,000 in the
aggregate, written on an occurrence form that provides coverage for its work
undertaken pursuant to each Participating Addendum.

c. Contractor shall pay premiums on all insurance policies. Such policies shall also
reference this Master Agreement and shall have a condition that they not be revoked by
the insurer until thirty (30) calendar days after notice of intended revocation thereof shall
have been given to Purchasing Entity and Participating Entity by the Contractor.

d. Prior to commencement of performance, Contractor shall provide to the Lead State a

written endorsement to the Contractor's general liability insurance policy or other
documentary evidence acceptable to the Lead State that (1) names the Participating
States identified in the Request for Proposal as additional insureds, (2) provides that no

material alteration, cancellation, non-renewal, or expiration of the coverage contained in
such policy shall have effect unless the named Participating State has been given at
least thirty (30) days prior written notice, and (3) provides that the Contractor's liability
insurance policy shall be primary, with any liability insurance of any Participating State
as secondary and noncontributory. Unless otherurise agreed in any Participating
Addendum, the Participating Entity's rights and Contractor's obligations are the same as
those specified in the first sentence of this subsection. Before performance of any
Purchase Order issued after execution of a Participating Addendum authorizing it, the
Contractor shall provide to a Purchasing Entity or Participating Entity who requests it the
same information described in this subsection.

e. Contractor shallfurnish to the Lead State, Participating Entity, and, on request, the
Purchasing Entity copies of certificates of all required insurance within thirty (30)

calendar days of the execution of this Master Agreement, the execution of a
Participating Addendum, or the Purchase Order's effective date and prior to performing

any work. The insurance certificate shall provide the following information: the name
and address of the insured; name, address, telephone number and signature of the
authorized agent; name of the insurance company (authorized to operate in all states);
a description of coverage in detailed standard terminology (including policy period,
policy number, limits of liability, exclusions and endorsements); and an acknowledgment
of the requirement for notice of cancellation. Copies of renewal certificates of all
required insurance shall be furnished within thirty (30) days after any renewal date.
These certificates of insurance must expressly indicate compliance with each and every
insurance requirement specified in this section. Failure to provide evidence of coverage
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may, at sole option of the Lead State, or any Participating Entity, result in this Master

Agreement's termination or the termination of any Participating Addendum.

f. Goverage and limits shall not limit Contractor's liability and obligations under this
Master Agreement, any Participating Addendum, or any Purchase Order.

17. Laws and Regulations: Any and all Services offered and furnished shall comply
fully with all applicable Federal and State laws and regulations'

The federal and state laws, regulations, policies, standards, and guidelines that
Contractors doing business with the Participating Entities must be aware of, include, but

not limited to: Criminal Justice lnformation Services (CJIS) Security Policy; Federal

Educational Rights and Privacy Act (FERPA); Federal lnformation Security
Management Act (FISMA); National lnstitute of Technology Standards; Gramm-Leach-
Bliley Act (GLB) Act; Health lnsurance Portability and Accountability Act (HIPAA);

Heaitfr lnformation Technology for Economic and Clinical Health Act (HITECH); IRS

Publication 1075; Payment Card lndustry Data Security Standard (PCl DSS); Sarbanes-

Oxley Act (SOX); Electronic Communications Privacy Act, Stored Communications Act
and ihe PATRIOT Act. The list is intentionally United States-centric, and is not intended

to be all-inclusive. Further, since laws, regulations, requirements and industry guidelines

change, consulting definitive sources to assure a clear understanding of compliance

requirements is critical. Many State Entities have additional program compliance
requirements that must be considered in addressing compliance. (e.9., DMV Privacy

Act, Public Service Law, etc.).

20. Participants and Scope

a. Contractor may not deliver Services under this Master Agreement until a Participating

Addendum acceptable to the Participating Entity and Contractor is executed. The
NASPO ValuePoint Master Agreement Terms and Conditions are applicable to any

Order by a Participating Entity (and other Purchasing Entities covered by their
Participating Addendum), except to the extent altered, modified, supplemented or
amended by a Participating Addendum. By way of illustration and not limitation, this

authority may apply to unique delivery and invoicing requirements, confidentiality
requirements, defaults on Orders, governing law and venue relating to Orders by a

Participating Entity, indemnification, and insurance requirements. Statutory or

constitutional requirements relating to availability of funds may require specific language

in some Participating Addenda in order to comply with applicable law. The expectation
is that these alterations, modifications, supplements, or amendments will be addressed

in the Participating Addendum or, with the consent of the Purchasing Entity and
Contractor, may be included in the ordering document (e.9. purchase order or contract)

used by the Purchasing Entity to place the Order.

b. Subject to subsection 20c and a Participating Entity's Participating Addendum, the
use of ipecific NASPO ValuePoint cooperative Master Agreements by state agencies,
political subdivisions and other Participating Entities (including cooperatives) authorized
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by individual state's statutes to use state contracts is subject to the approval of the

respective State Chief Procurement Official.

c. Unless otherwise stipulated in a Participating Entity's Participating Addendum,

specific services accessed through the NASPO ValuePoint cooperative Master

Agreements for Cloud Services by state executive branch agencies, as required by a

Rirticipating Entity's statutes, are subject to the authority and approval of the

Participating Entity's Chief lnformation Officer's Office3'

d. Obligations under this Master Agreement are limited to those Participating Entities

who have signed a Participating Addendum and Purchasing Entities within the scope of

those Participating Addenda. Financial obligations of Participating States are limited to

the orders placed-by the departments or other state agencies and institutions having

available funds. Participating States incur no financial obligations on behalf of political

subdivisions.

e. NASPO ValuePoint is not a party to the Master Agreement. lt is a nonprofit

cooperative purchasing organization assisting states in administering the NASPO

ValuePoint cooperative purchasing program for state government departments,
institutions, agencies and political subdivisions (e.g., colleges, school districts, counties,

cities, etc.) foi all 50 states, the District of Columbia and the territories of the United

States.

f. Participating Addenda shall not be construed to amend the terms of this Master

Agreement between the Lead State and Contractor.

g. Participating Entities who are not states may under some circumstances sign their
own Participating Addendum, subject to the approval of participation by the Chief
Procurement Official of the state where the Participating Entity is located. Coordinate

requests for such participation through NASPO ValuePoint. Any permission to

participate through execution of a Participating Addendum is not a determination that
procuiement authority exists in the Participating Entity; they must ensure that they have

the requisite procurement authority to execute a Participating Addendum.

h. Resale. Subject to any explicit permission in a Participating Addendum, Purchasing

Entities may not resell goods, software, or Services obtained under this Master

Agreement. fnis limitaiion does not prohibit: payments by employees of a Purchasing

fntity as explicitly permitted under this agreement; sales of goods to the general public

as surplus property; and fees associated with inventory transactions with other
governmental or nbnprofit entities under cooperative agreements and consistent with a

Purchasing Entity's laws and regulations. Any sale or transfer permitted by this

3 Chief lnformation Officer means the individual designated by the Governor with Executive Branch, enterprise-

wide responsibility for the leadership and management of information technology resources of a state.
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subsection must be consistent with license rights granted for use of intellectual property.

22.DataAccess Controls: Contractorwill provide access to Purchasing Entity's Data

only to those Contractor employees, contractors and subcontractors ("Contractor Staff')

who need to access the Data to fulfill Contractor's obligations under this Agreement.

Contractor shall not access a Purchasing Entity's user accounts or Data, except on the

course of data center operations, response to service or technical issues, as required by

the express terms of this Master Agreement, or at a Purchasing Entity's written request'

Contractor may not share a Purchasing Entity's Data with its parent corporation, other

affiliates, or any other third party without the Purchasing Entity's express written

consent.

Contractor will ensure that, prior to being granted access to the Data, Contractor Staff

who perform work under this Agreement have successfully completed annual instruction

of a nature sufficient to enable them to effectively comply with all Data protection

provisions of this Agreement; and possess all qualifications appropriate to the nature of

the employees' duties and the sensitivity of the Data they will be handling.

23. Operations Management: Contractor shall maintain the administrative, physical,

technical, and procedulal infrastructure associated with the provision of the Product in a

manner that is, at all times during the term of this Master Agreement, at a level equal to

or more stringent than those specified in the Solicitation. Contractor must maintain any

certifications requ ired u nde r the So licitatio n.

24. Public lnformation: This Master Agreement and all related documents are subject

to disclosure pursuant to the Purchasing Entity's public information laws.

26. Records Administration and Audit.

a. The Contractor shall maintain books, records, documents, and other evidence
pertaining to this Master Agreement and orders placed by Purchasing Entities under it

io the exient and in such detail as shall adequately reflect performance and

administration of payments and fees. Contractor shall permit the Lead State, a
participating Entity, a Purchasing Entity, the federal government (including its grant

awarding 
"ntiti"s 

ind the U.S. Comptroller General), and any other duly authorized

agent of-a gou"rnmental agency, to audit, inspect, examine, copy and/or transcribe

CintractorG books, documents, papers and records directly pertinent to this Master

Agreement or orders placed by a Purchasing Entity under it for the purpose of making

"Jditr, 
examinations, excerpts, and transcriptions. This right shall survive for a period

of six (6) years following termination of this Agreement or final payment for any order
placed by a Purchasing Entity against this Agreement, whichever is later, to assure

compliance with the terms hereof or to evaluate performance hereunder'

b. Without limiting any other remedy available to any governmentalentity, the
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Contractor shall reimburse the applicable Lead State, Participating Entity, or Purchasing
Entity for any overpayments inconsistent with the terms of the Master Agreement or
orders or underpayment of fees found as a result of the examination of the Contractor's
records.

c. The rights and obligations herein exist in addition to any quality assurance obligation
in the Master Agreement requiring the Contractor to self-audit contract obligations and

that permits the Lead State to review compliance with those obligations.

d. The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement and applicable Participating Addendum terms. The purchasing entity may
perform this audit or contract with a third party at its discretion and at the purchasing

entity's expense.

27. Administrative Fees: The Contractor shall pay to NASPO ValuePoint, or its
assignee, a NASPO ValuePoint Administrative Fee of one-quarter of one percent
(0.25% or 0.0025) no later than 60 days following the end of each calendar quarter. The
NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on
sales of the Services. The NASPO ValuePoint Administrative Fee is not negotiable. This
fee is to be included as part of the pricing submitted with proposal.

Additionally, some states may require an additional administrative fee be paid directly to

the state on purchases made by Purchasing Entities within that state. For all such
requests, the fee level, payment method and schedule for such reports and payments
will be incorporated into the Participating Addendum that is made a part of the Master
Agreement. The Contractor may adjust the Master Agreement pricing accordingly for
purchases made by Purchasing Entities within the jurisdiction of the state. All such
agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or
the prices paid by the Purchasing Entities outside the jurisdiction of the state requesting
the additional fee. The NASPO ValuePoint Administrative Fee shall be based on the
gross amount of all sales at the adjusted prices (if any) in Participating Addenda.

28. System Failure or Damage: ln the event of system failure or damage caused by
Contractor or its Services, the Contractor agrees to use its best efforts to restore or
assist in restoring the system to operational capacity.

29. Title to Product: lf access to the Product requires an application program interface
(APl), Contractor shall convey to Purchasing Entity an irrevocable and perpetual license
to use the APl.

30. Data Privacy: When required by a specific purchase order issued under this
Agreement or a Participating Addendum and accepted by the Contractor, the Contractor
must comply with all applicable laws related to data privacy and security, including IRS

Pub 1075. Prior to entering into a SLA with a Purchasing Entity, the Contractor and
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Purchasing Entity must cooperate and hold a meeting to determine the Data

Categorization to determine whether the Contractor will hold, store, or process High

Risk bata, Moderate Risk Data and Low Risk Data. The Contractor must document the

Data Categorization in the SLA or Statement of Work.

31. Warranty: At a minimum the Contractor must warrant the following:

a. Contractor has acquired any and all rights, grants, assignments, conveyances,

licenses, permissions, and authorization for the Contractor to provide the Services

described in this Master Agreement.

b. Contractor will perform materially as described in this Master Agreement, SLA,

Statement of Work, including any performance representations contained in the

Contractor's response to the Solicitation by the Lead State.

c. Contractor represents and warrants that the representations contained in its response

to the Solicitation by the Lead State.

d, The Contractor will not interfere with a Purchasing Entity's access to and use of the
Services it acquires from this Master Agreement.

e. The Services provided by the Contractor are compatible with and will operate

successfully with any environment (including web browser and operating system)

specified by the Contractor in its response to the Solicitation by the Lead State.

f. The Contractor warrants that the Products it provides under this Master Agreement
are free of malware. The Contractor must use industry-leading technology to detect and

remove worms, Trojans, rootkits, rogues, dialers, spyware, etc.

32. Transition Assistance:

a. The Contractor shall reasonably cooperate with other parties in connection with all

Services to be delivered under this Master Agreement, including without limitation any

successor service provider to whom a Purchasing Entity's Data is transferred in

connection with the termination or expiration of this Master Agreement. The Contractor

shallassist a Purchasing Entity in exporting and extracting a Purchasing Entity's Data,

in a format usable without the use of the Services and as agreed by a Purchasing

Entity, at no additional cost to the Purchasing Entity. Any transition services requested

by a Purchasing Entity involving additional knowledge transfer and support may be

subject to a separate transition Statement of Work.

b. A Purchasing Entity and the Contractor shall, when reasonable, create a Transition

Plan Document identifying the transition services to be provided and including a

Statement of Work if aPPlicable.
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c. The Contractor must maintain the confidentiality and security of a Purchasing Entity's
Data during the transition services and thereafter as required by the Purchasing Entity.

35. Debarment : The Contractor certifies, to the best of its knowledge, that neither it nor
its principals are presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from participation in this transaction (contract) by any
governmental department or agency. This certification represents a recurring
certification made at the time any Order is placed under this Master Agreement. lf the
Contractor cannot certify this statement, attach a written explanation for review by the
Lead State.

37. Governing Law and Venue

a. The procurement, evaluation, and award of the Master Agreement shall be governed
by and construed in accordance with the laws of the Lead State sponsoring and
administering the procurement. The construction and effect of the Master Agreement
after award shall be governed by the law of the state serving as Lead State (in most
cases also the Lead State). The construction and effect of any Participating Addendum
or Order against the Master Agreement shall be governed by and construed in
accordance with the laws of the Participating Entity's or Purchasing Entity's State.

b. Unless othenruise specified in the RFP, the venue for any protest, claim, dispute or
action relating to the procurement, evaluation, and award is in the Lead State. Venue
for any claim, dispute or action concerning the terms of the Master Agreement shall be
in the state serving as Lead State. Venue for any claim, dispute, or action concerning
any Order placed against the Master Agreement or the effect of a Participating
Addendum shall be in the Purchasing Entity's State.

c. lf a claim is brought in a federal forum, then it must be brought and adjudicated solely
and exclusively within the United States District Court for (in decreasing order of
priority): the Lead State for claims relating to the procurement, evaluation, award, or
contract performance or administration if the Lead State is a party; the Participating
State if a named party; the Participating Entity state if a named party; or the Purchasing
Entity state if a named party.

d. This section is also not a waiver by the Participating State of any form of immunity,
including but not limited to sovereign immunity and immunity based on the Eleventh
Amendment to the Constitution of the United States.

40. Contract Provisions for Orders Utilizing Federal Funds: Pursuant to Appendix ll
to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-Federal
Entity Contracts Under FederalAwards, Orders funded with federalfunds may have
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additional contractual requirements or certifications that must be satisfied at the time the
Order is placed or upon delivery. These federal requirements may be proposed by

Participating Entities in Participating Addenda and Purchasing Entities for incorporation
in Orders placed under this master agreement.

42. NASPO ValuePoint Summary and Detailed Usage Reports: ln addition to other
reports that may be required by this solicitation, the Contractor shall provide the

following NASPO ValuePoint reports.

a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to

NASPO ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee
Reporting Toolfound at http://www.naspo.orgAffNCPO/Calculator.aspx. Any/allsales
made under the contract shall be reported as cumulative totals by state. Even if
Contractor experiences zero sales during a calendar quarter, a report is still required.
Reports shall be due no later than 30 day following the end of the calendar quarter (as

specified in the reporting tool).

b. Detailed Sales Data. Contractorshall also reportdetailed salesdata by: (1) state; (2)

entity/customer type, e.g. local government, higher education, K12, non-profit; (3)

Purchasing Entity name; (4) Purchasing Entity billto and ship-to locations; (4)

Purchasing Entity and Contractor Purchase Order identifier/number(s); (5) Purchase
Order Type (e.g. sales order, credit, return, upgrade, determined by industry practices);
(6) Purchase Order date; (7) Ship Date; (8) and line item description, including product

number if used. The report shall be submitted in any form required by the solicitation.
Reports are due on a quarterly basis and must be received by the Lead State and

NASPO ValuePoint Cooperative Development Team no later than thirty (30) days after
the end of the reporting period. Reports shall be delivered to the Lead State and to the
NASPO ValuePoint Cooperative Development Team electronically through a
designated portal, email, CD-Rom, flash drive or other method as determined by the
Lead State and NASPO ValuePoint. Detailed sales data reports shall include sales
information for all sales under Participating Addenda executed under this Master
Agreement. The format for the detailed sales data report is in shown in Attachment F.

c. Reportable sales for the summary sales data report and detailed sales data report

includes sales to employees for personal use where authorized by the solicitation and
the Participating Addendum. Report data for employees should be limited to ONLY the
state and entity they are participating under the authority of (state and agency, city,

county, school district, etc.) and the amount of sales. No personal identification
numbers, e.g. names, addresses, social security numbers or any other numerical
identifier, may be submitted with any report.

d. Contractor shall provide the NASPO ValuePoint Cooperative Development
Coordinator with an executive summary each quarter that includes, at a minimum, a list
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of states with an active Participating Addendum, states that Contractor is in negotiations
with and any PA roll out or implementation activities and issues. NASPO ValuePoint
Cooperative Development Coordinator and Contractor will determine the format and

content of the executive summary. The executive summary is due 30 days after the
conclusion of each calendar quarter.

e. Timely submission of these reports is a material requirement of the Master
Agreement. The recipient of the reports shall have exclusive ownership of the media

containing the reports. The Lead State and NASPO ValuePoint shall have a perpetual,

irrevocabie, non-exclusive, royalty free, transferable right to display, modify, copy, and

otherwise use reports, data and information provided under this section.

f. lf requested by a Participating Entity, the Contractor must provide detailed sales data
within the Participating State.

43. Entire Agreement: This Master Agreement, along with any attachment, contains
the entire understanding of the parties hereto with respect to the Master Agreement
unless a term is modified in a Participating Addendum with a Participating Enti$. No

clickthrough, or other end user terms and conditions or agreements required by the

Contractor ("Additional Terms") provided with any Services hereunder shall be binding

on Participating Entities or Purchasing Entities, even if use of such Services requires an

affirmative "acceptance" of those Additional Terms before access is permitted.



Exhibit 1to the Master Agreement: Software-as-a'Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is

related to the Services provided by this Master Agreement. The Contractor shall not access

Purchasing Entity user accounts or Purchasing Entity data, except (1) in the course of data

center operations, (2) in response to service ortechnical issues, (3) as required by the express

terms of this Master Agreement, Participating Addendum, SLA, and/or other contract

documents, or (4) at the Purchasing Entity's written request.

Contractorshallnot collect, access, or use user-specific Purchasing Entity Data except as strictly

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing

Entity's use of the Service may be disclosed, provided, rented or sold to any third party for any

reason unless required by law or regulation or by an order of a court of competent jurisdiction. This

obligation shall survive and extend beyond the term of this Master Agreement'

2. Data Protection: Protection of personal privacy and data shall be an integral part of the

business activities of the Contractorto ensure there is no inappropriate or unauthorized use of

Purchasing Entity information at any time. To this end, the Contractor shall safeguard the

confidentiality, integrity and availability of Purchasing Entity information and comply with the

following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and

organizational security measures to safeguard against unauthorized access, disclosure or

theft of Personal Data and Non-Public Data. Such security measures shall be in accordance

with recognized industry practice and not less stringent than the measures the Contractor

applies to its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall

become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any

stipulation of responsibilities will identify specific roles and responsibilities and shall be

included in the service level agreement (SLA), or otherwise made a part of the Master

Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and

in transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the

Contractor. The level of protection and encryption for all Non-Public Data shall be identified

in the SLA.

e. At no time shall any data or processes - that either belong to or are intended for the

use of a Purchasing Entity or its officers, agents or employees - be copied, disclosed or

retained by the Contractor or any party related to the Contractor for subsequent use in any

transaction that does not include the Purchasing Entity.



f. The Contractor shall not use any information collected in connection with the Services

issued from this Master Agreement for any purpose other than fulfilling the Services.

3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end

users solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be

located solely in data centers in the U.S. The Contractor shall not allow its personnel or

contractors to store Purchasing Entity data on portable devices, including personal computers,

except for devices that are used and kept only at its U.S. data centers. The Contractor shall

permit its personnel and contractors to access Purchasing Entity data remotely only as required

to provide technical support. The Contractor may provide technical user support on a24/7 basis

using a Follow the Sun model, unless otherwise prohibited in a Participating Addendum.

4. Security lncident or Data Breach Notification:

a. lncident Response: Contractor may need to communicate with outside parties regarding

a security incident, which may include contacting law enforcement, fielding media inquiries

and seeking external expertise as mutually agreed upon, defined by law or contained in the

contract. Discussing security incidents with the Purchasing Entity should be handled on an

urgent as needed basis, as part of Contractor's communication and mitigation processes as

mutually agreed upon, defined by law or contained in the Master Agreement'

b. Security lncident Reporting Requirements: The Contractor shall report a security

incident to the Purchasing Entity identified contact immediately as soon as possible or

promptly without out reasonable delay, or as defined in the SLA.

c. Breach Reporting Requirements: lf the Contractor has actual knowledge of a confirmed

data breach that affects the security of any purchasing entity's content that is subject to

applicable data breach notification law, the Contractor shall (1) as soon as possible or

promptly without out reasonable delay notify the Purchasing Entity, unless shorter time is

required by applicable law, and (2)take commercially reasonable measures to address the

data breach in a timely manner.

5. Personal Data Breach Responsibilities: This section only applies when a Data Breach occurs

with respect to Personal Data within the possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate

Purchasing Entity identified contact by telephone in accordance with the agreed upon

security plan or security procedures if it reasonably believes there has been a security

incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate

Purchasing Entity identified contact within 48 hours orsooner bytelephone, unless shorter

time is required by applicable law, if it has confirmed that there is, or reasonably believes

that there has been a Data Breach. The Contractor shall (1) cooperate with the Purchasing

Entity as reasonably requested by the Purchasing Entity to investigate and resolve the Data

Breach, (2) promptly implement necessary remedial measures, if necessary, and (3)



document responsive actions taken related to the Data Breach, including any post-incident

review of events and actions taken to make changes in business practices in providing the

services, if necessary.

6. Notification of Legal Requests: lf legally permissible, the Contractor shall contact the
purchasing Entity upon receipt of any electronic discovery, litigation holds, discovery searches

and expert testimonies related to the Purchasing Entity's data under the Master Agreement, or

which in any way might reasonably require access to the data of the Purchasing Entity. The

Contractor shall not respond to subpoenas, service of process and other legal requests related

to the Purchasing Entity without first notifying and obtaining the approval of the Purchasing

Entity, unless prohibited bY law. .

7. Termination and Suspension of Service

a. ln the event of a termination of the Master Agreement or applicable Participating

Addendum, the Contractor shall implement an orderly return of purchasing entity's data in

a CSV or another mutually agreeable format at a time agreed to by the parties or allow the

Purchasing Entity to extract it's data and the subsequent secure disposal of purchasing

entity's data.

b. During any period of service suspension, the Contractor shall not take any action to

intentionally erase or otherwise dispose of any of the Purchasing Entity's data.

c. ln the event of termination of any services or agreement in entirety, the Contractor shall

not take any action to intentionally erase purchasing entity's data for a period of:

o 10 days after the effective date of termination, if the termination is in

accordance with the contract period

a 30 days after the effective date of termination, if the termination is for

convenience

. . 60 days after the effective date of termination, if the termination is for cause

After such period, the Contractor shall have no obligation to maintain or provide any

purchasing entity's data and shallthereafter, unless legally prohibited, delete all purchasing

entity's data in its systems or otherwise in its possession or under its control.

d. The purchasing entity shall be entitled to any post termination assistance generally

made available with respect to the services, unless a unique data retrieval arrangement has

been established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall

securely dispose of all Purchasing Entity's data in all of its forms, such as disk, CD/ DVD,



backup tape and paper, unless stipulated otherwise by the Purchasing Entity. Data shall be

permanently deleted and shall not be recoverable, according to National lnstitute of

Standards and Technology (NIST)-approved methods. Certificates of destruction shall be

provided to the Purchasing Entity.

8. Background Checks: Upon the request ofthe Purchasing Entity, the Contractor shall conduct

criminal background checks and not utilize any staff, including subcontractors, to fulfillthe

obligations of the Master Agreement who have been convicted of any crime of dishonesty,

including but not limited to criminal fraud, or otherwise convicted of any felony or

misdemeanor offense for which incarceration for up to l year is an authorized penalty' The

Contractor shall promote and maintain an awareness of the importance of securing the

Purchasing Entity's information among the Contracto/s employees and agents. lf any of the

stated personnel providing services under a Participating Addendum is not acceptable to the

Purchasing Entity in its sole opinion as a result of the background or criminal history

investigation, the Purchasing Entity, in its' sole option shall have the right to either (1) request

immediate replacement of the person, or (2) immediately terminate the Participating

Addendum and any related service agreernent.

g. Access to Security Logs and Reports: The Contractor shall provide reports on a schedule

specified in the SLA to the Purchasing Entity in a format as specified in the SLA agreed to by

both the Contractor and the Purchasing Entity. Reports shall include latency statistics, user

access, user access lP address, user access history and security logs for all public jurisdiction files

related to this Master Agreement and applicable Participating Addendum.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the

Master Agreement terms. The Purchasing Entity may perform this audit or contract with a third

party at its discretion and at the Purchasing Entity's expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at

least annually at its expense, and provide an unredacted version of the audit report upon

request to a Purchasing Entity. The Contractor may remove its proprietary information from the

unredacted version. A Service Organization Control (SOC) 2 audit report or approved equivalent

sets the minimum level of a third-party audit.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour

advance notice (or as determined by a Purchasing Entity and included in the SLA)to the
purchasing Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that

may impact service availability and performance. A major upgrade is a replacement of

hardware, software or firmware with a newer or better version in order to bring the system up

to date or to improve its characteristics. lt usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs

when Contractor makes such updates and upgrades generally available to its users.



No update, upgrade or other charge to the Service may decrease the Service's functionality,

adversely affect Purchasing Entity's use ofor access to the Service, or increase the cost ofthe

Service to the Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major

update or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary

system security plans (SSP) or security processes and technical limitations to the Purchasing

Entity such that adequate protection and flexibility can be attained between the Purchasing

Entity and the Contractor. For example: virus checking and port sniffing - the Purchasing Entity

and the Contractor shall understand each other's roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,

require commercially reasonable non-disclosure agreements, and limit staff knowledge of

purchasing Entity data to that which is absolutely necessary to perform job duties.

15. lmport and Export of Data: The Purchasing Entity shall have the ability to import or export data

in piecemeal or in entirety at its discretion without interference from the Contractor at any time

during the term of Contractor's contract with the Purchasing Entity. This includes the ability for

the Purchasing Entity to import or export data tofrom other Contractors. Contractor shall

specify if Purchasing Entity is required to provide its' own tools for this purpose, including the

optional purchase of Contractors tools if Contractors applications are not able to provide this

fu nctional ity di rectly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition

and operation of all hardware, software and network support related to the services being

provided. The technical and professional activities required for establishing, managing and

maintaining the environments are the responsibilities of the Contractor. The system shall be

available 2417/365 (with agreed-upon maintenance downtime), and provide service to

customers as defined in the SLA.

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related

to services provided under this Master Agreement, including but not limited to all

subcontractors or other entities or individuals who may be a party to a joint venture or similar

agreement with the Contractor, and who shall be involved in any application development

and/or operations.

18. Right to Remove lndividuals: The Purchasing Entity shall have the right at any time to require

that the Contractor remove from interaction with Purchasing Entity any Contractor

representative who the Purchasing Entity believes is detrimental to its working relationship with

the Contractor. The Purchasing Entity shall provide the Contractor with notice of its

determination, and the reasons it requests the removal. lf the Purchasing Entity signifies that a

potential security violation exists with respect to the request, the Contractor shall immediately



remove such individual. The Contractor shall not assign the person to any aspect of the Master

Agreement or future work orders without the Purchasing Entity's consent.

19. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity

and disaster recovery plan upon request and ensure that the Purchasing Entity's recovery time

objective (RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the

Purchasing Entity.) Contractor must work with the Purchasing Entity to perform an annual

Disaster Recovery test and take action to correct any issues detected during the test in a time

frame mutually agreed between the contractor and the Purchasing Entity.

20. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to

Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or any

other state laws or administrative regulations identified by the Participating Entity.

21. Web Services: The Contractor shall use Web services exclusively to interface with the

Purchasing Entity's data in near real time'

22. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with

validated cryptography standards as referenced in FIPS L4O-2, Security Requirements for

Cryptographic Modules for all Personal Data, unless the Purchasing Entity approves in writing

for the storage of Personal Data on a Contractor portable device in order to accomplish work as

defined in the statement of work.

23. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the

Service for its business purposes; (ii) for SaaS, use underlying software as embodied or used in the

Service; and (iii) view, copy, upload and download (where applicable), and use Contracto/s

documentation.

No Contractor terms, including standard click through license or website terms or use of privacy

policy, shall apply to Purchasing Entities unless such terms are included in this Master Agreement.



Exhibit 2 to the Master Agreement: Platform'as-a'Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is

related to the Services provided by this Master Agreement. The Contractor shall not access

purchasing Entity user accounts or Purchasing Entity data, except (1) in the course ofdata

center operations, (2) in response to service ortechnical issues, (3) as required by the express

terms of this Master Agreement, Participating Addendum, SLA, and/or other contract

documents, or (4) at the Purchasing Entity's written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing

Entity's use of the Service may be disclosed, provided, rented or sold to any third party for any

reason unless required by law or regulation or by an order of a court of competent jurisdiction. This

obligation shall survive and extend beyond the term of this Master Agreement.

Z. Data Protection: Protection of personal privacy and data shall be an integral part of the

business activities of the Contractorto ensurethere is no inappropriate orunauthorized use of

Purchasing Entity information at any time. To this end, the Contractor shall safeguard the

confidentiality, integrity and availability of Purchasing Entity information and comply with the

following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and

organizational security measures to safeguard against unauthorized access, disclosure or

theft of Personal Data and Non-Public Data. Such security measures shall be in

accordance with recognized industry practice and not less stringent than the measures

the Contractor applies to its own Personal Data and Non-Public Data of similar kind'

b. All data obtained by the Contractor in the performance of the Master Agreement shall

become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data'

Any stipulation of responsibilities will identify specific roles and responsibilities and shall

be included in the service level agreement (SLA), or otherwise made a part of the Master

Agreement.

d. Unless otherwise stipulated, the Contractorshallencrypt all Non-Public Data at rest and

in transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the

Contractor. The level of protection and encryption for all Non-Public Data shall be

identified in the SLA.

e. At no time shall any data or processes - that either belong to or are intended for the use

of a Purchasing Entity or its officers, agents or employees - be copied, disclosed or

retained by the Contractor or any party related to the Contractor for subsequent use in

any transaction that does not include the Purchasing Entity'



f. The Contractor shall not use any information collected in connection with the Services

issued from this Master Agreement for any purpose other than fulfilling the Services.

3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end

users solelyfrom data centers in the U.S. Storage of Purchasing Entity data at rest shall be

located solely in data centers in the U.S. The Contractor shall not allow its personnel or

contractors to store Purchasing Entity data on portable devices, including personal computers,

except for devices that are used and kept only at its U.S. data centers. The Contractor shall

permit its personnel and contractors to access Purchasing Entity data remotely only as required

to provide technical support. The Contractor may provide technical user support on a24/7 basis

using a Follow the Sun model, unless otherwise prohibited in a ParticipatingAddendum.

4, Security lncident or Data Breach Notification: The Contractor shall inform the Purchasing Entity

of any security incident or data breach within the possession and control of the Contractor and

related to the service provided under the Master Agreement, Participating Addendum, or SLA.

Such notice shall include, to the best of Contractor's knowledge at that time, the persons

affected, their identities, and the Confidential lnformation and Data disclosed, or shall include if

this information is unknown.

a. lncident Response: The Contractor may need to communicate with outside parties

regarding a security incident, which may include contacting law enforcement, fielding

media inquiries and seeking external expertise as mutually agreed upon, defined by law

or contained in the Master Agreement, Participating Addendum, or SLA. Discussing

security incidents with the Purchasing Entity should be handled on an urgent as-needed

basis, as part of Contractor's communication and mitigation processes as mutually

agreed, defined by law or contained in the Master Agreement, Participating Addendum,

or SLA.

b. Security lncident Reporting Requirements: Unless otherwise stipulated, the Contractor

shall immediately report a security incident related to its service under the Master

Agreement, Participating Addendum, or SLA to the appropriate Purchasing Entity.

c. Breach Reporting Requirements: lf the Contractor has actual knowledge of a confirmed

data breach that affects the security of any Purchasing Entity data that is subject to

applicable data breach notification law, the Contractor shall (1) promptly notify the

appropriate Purchasing Entity within 48 hours or sooner, unless shorter time is required

by applicable law, and (2) take commercially reasonable measures to address the data

breach in a timely manner

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to

Personal Data within the possession or controlof the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate

Purchasing Entity identified contact by telephone in accordance with the agreed upon

security plan orsecurity procedures if it reasonably believes there has been a security

incident.



b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate

Purchasing Entity identified contact within 24 hours or sooner by telephone, unless

shorter time is required by applicable law, if it has confirmed that there is, or reasonably

believes that there has been a data breach. The Contractor shall (1) cooperate with the

Purchasing Entity as reasonably requested by the Purchasing Entity to investigate and

resolve the data breach, (2) promptly implement necessary remedial measures, if

necessary, and (3) document responsive actions taken related to the data breach,

including any post-incident review of events and actions taken to make changes in

business practices in providing the services, if necessary.

6. Notification of Legal Requests: lf legally permissible, the Contractor shall contact the

Purchasing Entity upon receipt of any electronic discovery, litigation holds, discovery searches

and expert testimonies related to the Purchasing Entity's data under the Master Agreement, or

which in any way might reasonably require access to the data of the Purchasing Entity. The

Contractor shall not respond to subpoenas, service of process and other legal requests related

to the Purchasing Entity without first notifying and obtaining the approval of the Purchasing

Entity, unless prohibited by law.

7. Termination and Suspension of Service

a. ln the event of an early termination of the Master Agreement, Participating or SLA,

Contractor shall allow for the Purchasing Entity to retrieve its digital content and provide

for the subsequent secure disposal of the Purchasing Entity's digital content.

b. During any period of service suspension, the Contractor shall not take any action to

intentionally erase or otherwise dispose of any of the Purchasing Entity's data.

c. ln the event of early termination of any Services or agreement in entirety, the Contractor

shall not take any action to intentionally erase any Purchasing Entity's data for a period

of 1) 45 days after the effective date of termination, if the termination is for

convenience;or2)60 days afterthe effective date of termination, if thetermination is

for cause. After such day period, the Contractor shall have no obligation to maintain or

provide any Purchasing Entity data and shallthereafter, unless legally prohibited, delete

all Purchasing Entity data in its systems or otherwise in its possession or under its control,

ln the event of either termination for cause, the Contractor will impose no fees for access

and retrieval of digital content to the Purchasing Entity.

d. The Purchasing Entity shall be entitled to any post termination assistance generally made

available with respect to the services, unless a unique data retrieval arrangement has

been established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall

securely dispose of all Purchasing Entity's data in all of its forms, such as disk, CD/ DVD,

backup tape and paper, unless stipulated otherwise by the Purchasing Entity. Data shall

be permanently deleted and shall not be recoverable, according to National lnstitute of



Standards and Technology (NIST)-approved methods. Certificates of destruction shall be

provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractorshallconduct criminal

background checks and not utilize any staff, including subcontractors, to fulfill the

obligations of the Master Agreement who have been convicted of any crime of

dishonesty, including but not limited to criminal fraud, or otherwise convicted of any

felony or misdemeanor offense for which incarceration for up to 1 year is an authorized

penalty. The Contractor shall promote and maintain an awareness of the importance of

securing the Purchasing Entity's information among the Contractor's employees and

agents.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are

shared. The Contractor is responsible for providing a secure infrastructure. The

Purchasing Entity is responsible for its secure guest operating system, firewalls and other

logs captured within the guest operating system. Specific shared responsibilities are

identified within the SLA.

c. lf any of the stated personnel providing services under a Participating Addendum is not

acceptable to the Purchasing Entity in its sole opinion as a result of the background or

criminal history investigation, the Purchasing Entity, in its' sole option shall have the right

to either (1) request immediate replacement of the person, or (2) immediately terminate

the Participating Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractor shall provide reports on a schedule specified in the SLA to the Purchasing

Entity in a format as specified in the SLA and agreed to by both the Contractor and the

Purchasing Entity. Reports will include latency statistics, user access, user access lP address,

user access history and security logs for all Purchasing Entity files related to the Master

Agreement, Participating Addendum, or SLA.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are

shared. The Contractor is responsible for providing a secure infrastructure. The

Purchasing Entity is responsible for its secure guest operating system, firewalls and other

logs captured within the guest operating system. Specific shared responsibilities are

identified within the SLA.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the

Master Agreement terms. The Purchasing Entity may perform this audit or contract with a third

party at its discretion and at the Purchasing Entity's expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at

least annually at its expense, and provide an unredacted version of the audit report upon



request to a Purchasing Entity. The Contractor may remove its proprietary information from the

unredacted version. A Service Organization Control (SOC) 2 audit report or approved equivalent

sets the minimum level of a third-party audit.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour

advance notice (or as determined by a Purchasing Entity and included in the SLA) to the

Purchasing Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that

may impact service availability and performance. A major upgrade is a replacement of

hardware, software or firmware with a newer or better version in order to bring the system up

to date or to improve its characteristics. lt usually includes a new version number.

Contractorwill make updates and upgrades available to Purchasing Entity at no additionalcosts

when Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service's functionality,

adversely affect Purchasing Entity's use ofor access to the Service, or increase the cost ofthe

Service to the Purchasing EntitY.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major

update or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary

system security plans (SSP) or security processes and technical limitations to the Purchasing

Entity such that adequate protection and flexibility can be attained between the Purchasing

Entity and the Contractor. For example:virus checking and port sniffing - the Purchasing Entity

and the Contractor shall understand each other's roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,

require commercially reasonable non-disclosure agreements, and limit staff knowledge of

Purchasing Entity data to that which is absolutely necessary to perform job duties.

15. lmport and Export of Data: The Purchasing Entity shall have the ability to import or export data

in piecemeal or in entirety at its discretion without interference from the Contractor at any time

during the term of Contractor's contract with the Purchasing Entity. This includes the ability for

the Purchasing Entity to import or export data tofrom other Contractors. Contractor shall

specify if Purchasing Entity is required to provide its' own tools for this purpose, including the

optional purchase of Contractors tools if Contractors applications are not able to provide this

functionality directly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition

and operation of all hardware, software and network support related to the services being

provided. The technical and professional activities required for establishing, managing and

maintaining the environments are the responsibilities of the Contractor. The system shall be

available 24/7/365 (with agreed-upon maintenance downtime), and provide service to

customers as defined in the SLA.



17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related

to services provided under this Master Agreement, including but not limited to all

subcontractors or other entities or individuals who may be a party to a joint venture or similar

agreement w1h the Contractor, and who shall be involved in any application development

and/or operations.

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity

and disaster recovery plan upon request and ensure that the Purchasing Entity's recovery time

objective (RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the

Purchasing Entity.) Contractor must work with the Purchasing Entity to perform an annual

Disaster Recovery test and take action to correct any issues detected during the test in a time

frame mutually agreed between the contractor and the Purchasing Entity.

19. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to

Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of L973 or any

other state laws or administrative regulations identified by the Participating Entity'.

20. Web Services: The Contractor shall use Web services exclusively to interface with the

Purchasing Entity's data in near real time.

21. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with

validated cryptography standards as referenced in FIPS L40-2, Security Requirements for

Cryptographic Modules for all Personal Data as identified in the SLA, unless the Contractor

presents a justifiable position that is approved by the Purchasing Entity that Personal Data, is

required to be stored on a Contractor portable device in order to accomplish work as defined in

the scope of work.

22. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the

Service for its business purposes; (ii) for PaaS, use underlying software as embodied or used in the

Service; and (iii) view, copy, upload and download (where applicable), and use Contractor's

documentation.

No Contractor terms, including standard click through license or website terms or use of privacy

policy, shall apply to Purchasing Entities unless such terms are included in this Master Agreement.



Exhibit 3 to the Master Agreement: lnfrastructure-as-a-Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is

related to the Services provided by this Master Agreement. The Contractor shall not access

Purchasing Entity useraccounts or Purchasing Entity data, except (1) in the course ofdata

center operations, (2) in response to service or technical issues, (3) as required by the express

terms of this Master Agreement, Participating Addendum, SLA, and/or other contract

documents, or (4) at the Purchasing Entity's written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing

Entity's use of the Service may be disclosed, provided, rented or sold to any third party for any

reason unless required by law or regulation or by an order of a court of competent jurisdiction. This

obligation shall survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part ofthe

business activities of the Contractorto ensurethere is no inappropriate or unauthorized use of

Purchasing Entity information at any time. To this end, the Contractor shall safeguard the

confidentiality, integrity and availability of Purchasing Entity information and comply with the

following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and

organizational security measures to safeguard against unauthorized access, disclosure or

theft of Personal Data and Non-Public Data. Such security measures shall be in accordance

with recognized industry practice and not less stringent than the measures the Contractor

applies to its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall

become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access, Unless

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any

stipulation of responsibilities will identify specific roles and responsibilities and shall be

included in the service level agreement (SLA), or otherwise made a part of the Master

Agreement.

d, Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and

in transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the

Contractor. The level of protection and encryption for all Non-Public Data shall be identified

in the SLA.

e. At no time shall any data or processes - that either belong to or are intended for the

use of a Purchasing Entity or its officers, agents or employees - be copied, disclosed or

retained by the Contractor or any party related to the Contractor for subsequent use in any

transaction that does not include the Purchasing Entity.



f. The Contractor shall not use any information collected in connection with the Services

issued from this Master Agreement for any purpose other than fulfilling the Services.

3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end

users solelyfrom data centers in the U.S. Storage of Purchasing Entity data at rest shall be

located solely in data centers in the U.S. The Contractor shall not allow its personnel or

contractors to store Purchasing Entity data on portable devices, including personalcomputers,

except for devices that are used and kept only at its U.S. data centers. The Contractor shall

permit its personnel and contractors to access Purchasing Entity data remotely only as required

to provide technical support. The Contractor may provide technical user support on a 24/7 basis

using a Follow the Sun model, unless otherwise prohibited in a Participating Addendum.

4. Security lncident or Data Breach Notification: The Contractor shall inform the Purchasing Entity

of any security incident or data breach related to Purchasing Entity's Data within the possession

or control of the Contractor and related to the service provided under the Master Agreement,

Participating Addendum, or SLA. Such notice shall include, to the best of Contractor's

knowledge at that time, the persons affected, their identities, and the Confidential lnformation

and Data disclosed, orshallinclude if this information is unknown.

a. Security lncident Reporting Requirements: The Contractor shall report a security

incident to the Purchasing Entity identified contact immediately as soon as possible or

promptly without out reasonable delay, or as defined in the SLA.

b. Breach Reporting Requirements: lf the Contractor has actual knowledge of a confirmed

data breach that affects the security of any purchasing entity's content that is subject to

applicable data breach notification law, the Contractor shall (1) as soon as possible or

promptly without out reasonable delay notify the Purchasing Entity, unless shorter time is

required by applicable law, and (2) take commercially reasonable measures to address the

data breach in a timely manner,

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to

Personal Data within the possession or control of the Contractor and related to the service

provided under the Master Agreement, Participating Addendum, or SLA.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate

Purchasing Entity identified contact by telephone in accordance with the agreed upon

security plan or security procedures if it reasonably believes there has been a security

incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate

Purchasing Entity identified contact within 48 hours or sooner by telephone, unless shorter

time is required by applicable law, if it has confirmed that there is, or reasonably believes

that there has been a data breach. The Contractor shall (1) cooperate with the Purchasing

Entity as reasonably requested by the Purchasing Entity to investigate and resolve the Data

Breach, (2) promptly implement necessary remedial measures, if necessary, and (3)

document responsive actions taken related to the Data Breach, including any post-incident



review of events and actions taken to make changes in business practices in providing the

services, if necessary.

6. Notification of Legal Requests: lf legally permissible, the Contractor shall contact the
purchasing Entity upon receipt of any electronic discovery, litigation holds, discovery searches

and expert testimonies related to the Purchasing Entity's data under the Master Agreement or

which in any way might reasonably require access to the data of the Purchasing Entity' The

Contractor shall not respond to subpoenas, service of process and other legal requests related

to the Purchasing Entity without first notifying and obtaining the approval of the Purchasing

Entity, unless prohibited by law.

7. Termination and Suspension of Service:

a. ln the event of an earlytermination of the MasterAgreement, Participating orSLA,

Contractor shall allow for the Purchasing Entity to retrieve its digital content and provide

for the subsequent secure disposal of the Purchasing Entity's digital content.

b. During any period ofservice suspension, the Contractor shall not take any action to

intentionally erase or otherwise dispose of any of the Purchasing Entity's data.

c. ln the event of early termination of any Services or agreement in entirety, the

Contractor shall not take any action to intentionally erase any Purchasing Entity's data for a

period of L) 45 days after the effective date of termination, if the termination is for

convenience; or 2) 60 days after the effective date of termination, if the termination is for

cause. After such day period, the Contractor shall have no obligation to maintain or provide

any Purchasing Entity data and shall thereafter, unless legally prohibited, delete all

Purchasing Entity data in its systems or othenruise in its possession or under its control' ln

the event of either termination for cause, the Contractor will impose no fees for access and

retrieval of digital content to the Purchasing Entity.

d. The Purchasing Entity shall be entitled to any post termination assistance generally

made available with respect to the services, unless a unique data retrieval arrangement has

been established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall

securely dispose of all Purchasing Entity's data in all of its forms, such as disk, CD/ DVD,

backuptape and paper, unless stipulated otherwise bythe Purchasing Entity. Data shallbe

permanently deleted and shall not be recoverable, according to National lnstitute of

Standards and Technoloey (NIST)-approved methods. Certificates of destruction shall be

provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal

background checks and not utilize any staff, including subcontractors, to fulfill the

obligations of the Master Agreement who have been convicted of any crime of dishonesty,



including but not limited to criminal fraud, or otherwise convicted of any felony or

misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The

Contractor shall promote and maintain an awareness of the importance of securing the

Purchasing Entity's information among the Contractor's employees and agents.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are

shared. The Contractor is responsiblefor providing a secure infrastructure. The Purchasing

Entity is responsible for its secure guest operating system, firewalls and other logs captured

within the guest operating system. Specific shared responsibilities are identified within the

SLA.

c. lf any of the stated personnel providing services under a Participating Addendum is not

acceptable to the Purchasing Entity in its sole opinion as a result of the background or

criminal history investigation, the Purchasing Entity, in its' sole option shall have the right

to either (1) request immediate replacement of the person, or (2) immediately terminate

the Participating Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractorshallprovide reports on a schedule specified in the SLAtothe Contractor

directly related to the infrastructure that the Contractor controls upon which the

Purchasing Entity's account resides. Unless otherwise agreed to in the SLA, the Contractor

shall provide the public jurisdiction a history or all API calls for the Purchasing Entity

account that includes the identity of the API caller, the time of the API call, the source lP

address of the API caller, the request parameters and the response elements returned by

the Contractor. The report will be sufficient to enable the Purchasing Entity to perform

security analysis, resource change tracking and compliance auditing

b. The Contractor and the Purchasing Entity recognize that security responsibilities are

shared. The Contractor is responsible for providing a secure infrastructure, The Purchasing

Entity is responsible for its secure guest operating system, firewalls and other logs captured

within the guest operating system. Specific shared responsibilities are identified within the

SLA.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the

Master Agreement terms. The Purchasing Entity may perform this audit or contract with a third

party at its discretion and at the Purchasing Entity's expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at

least annually and at its own expense, and provide an unredacted version of the audit report

upon request. The Contractor may remove its proprietary information from the unredacted

version. For example, a Service Organization Control (SOC) 2 audit report would be sufficient.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour

advance notice (or as determined by a Purchasing Entity and included in the SLA)to the
purchasing Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that



may impact service availability and performance, A major upgrade is a replacement of

hardware, software or firmware with a newer or better version in order to bring the system up

to date or to improve its characteristics. lt usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs

when Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service's functionality,

adversely affect Purchasing Entity's use ofor access to the Service, or increase the cost ofthe

Service to the Purchasing EntitY.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major

update or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary

system security plans (SSP) or security processes and technical limitations to the Purchasing

Entity such that adequate protection and flexibility can be attained between the Purchasing

Entity and the Contractor. For example: virus checking and port sniffing - the Purchasing Entity

and the Contractor shall understand each other's roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,

require commercially reasonable non-disclosure agreements, and limit staff knowledge of

purchasing Entity data to that which is absolutely necessary to perform job duties.

15. lmport and Export of Data: The Purchasing Entity shall have the ability to import or export data

in piecemeal or in entirety at its discretion without interference from the Contractor at any time

during the term of Contractor's contract with the Purchasing Entity. This includes the ability for

the Purchasing Entity to import or export data to/from other Contractors. Contractor shall

specify if Purchasing Entity is required to provide its' own tools for this purpose, including the

optional purchase of Contractors tools if Contractors applications are not able to provide this

functionality directly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition

and operation of all hardware, software and network support related to the services being

provided. The technical and professional activities required for establishing, managing and

maintaining the environments are the responsibilities of the Contractor. The system shall be

available 24/71365 (with agreed-upon maintenance downtime), and provide service to

customers as defined in the SLA.

1.7. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related

to services provided under this Master Agreement, including but not limited to all

subcontractors or other entities or individuals who may be a party to a joint venture or similar

agreement with the Contractor, and who shall be involved in any application development

and/or operations.



18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity

and disaster recovery plan upon request and ensure that the Purchasing Entity's recovery time

objective (RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the

Purchasing Entity.) Contractor must work with the Purchasing Entity to perform an annual

Disaster Recovery test and take action to correct any issues detected during the test in a time

frame mutually agreed between the Contractor and the Purchasing Entity.

19. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the

Service for its business purposes; (ii) for laaS, use underlying software as embodied or used in the

Service; and (iii)view, copy, upload and download (where applicable), and use Contractol's

documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,

shall apply to Purchasing Entities unless such terms are included in this Master Agreement via

amendment.
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Attachment B - ldentification of Service Models Matrix

Offerors must complete the following form to identify the service models your firm offers under this RFP. You may provide a list of the different

SaaS, laaS, and/or paaS services that you offer, including the Categorization of Risk that you have the ability to store and secure. This document

is to provide purchasing entities and eligible users a quick snap shot of the cloud solutions your firm provides.

Carahsoft's solution providers each have different forms and procedures for providing solutions and services with varying levels of data

management for each solution. please see Carahsoft's Technical Response for additional information regarding risk data management of low,

moderate, and high risk data.

AODocs, CA Technologies, DocuSign, FireEye,

Google, QTS, Salesforce, SAP, ServiceNow,

VMware

FireEye, Google, QTS, Virtustream, VMware

Google, QTS, Salesforce, SAP, ServiceNow,

Virtustream

High Risk Data
Varies by
Manufacturer Offer

Varies by
Manufacturer Offer
Varies by
Manufacturer Offer

Moderate Risk Data
Varies by
Manufacturer Offer

Varies by
Manufacturer Offer
Varies by

Manufacturer Offer

Low Risk Data
Varies by
Manufacturer Offer

Varies by
Manufacturer Offer
Varies by
Manufacturer Offer

Service Model:
Saas

laaS

PaaS



Attachment G - Gost Schedule

Solicitation Number CH{ 601 2
NASPO ValuePoint Gloud Solutions RFP

Cloud Solutions By Gategory. Specifv Discounf Percenf % Offered for.p.roducts in

each cateqory. Highest discount will apply for products referenced in detail listings for

multiple categories. Provide a detailed product offerinq for each cateqorv.

Sofhrvare as a Service Discount % 0'21'60

lnfrastructure as a Service Discount olo O-10

Platform as a Services Discount % O'11

Value l\dded Services Discount % 0'13

Additional Value Added Services

Maintenance Services
Onsite Hourly Rate $ -250-Remote Hourly Rate $ -175-

Professional Services

. Deployment Services

Consulti ng/Advisory Services Onsite Hourly Rate $ 
-300-Remote Hourly Rate $ -225-

a Architectural Design Services Onsite Hourly Rate $ 
-300-Remote Hourly Rate $ -225-

Onsite Hourly Rate $ 
-350-Remote Hourly Rate $ -275-

Statement of Work Services

Partner Services Onsite Hourly Rate $
Remote Hourly Rate

Onsite Hourly Rate $
Remote Hourly Rate

_250-
$ _175_

250_
$ _175_

Onsite Hourly Rate $ 

-250-Online Hourly Rate $ 
-!75-

Training Deployment Services



18,000.00

42,000.00

s40.00

708.00

1,080.00

5,520.00

4,080.00

' 0350.00
4,200.00

i 67,200.00
; 42,000.00

i !,740.OO

960.00

4,800.00

115.20

70.38

2.93

5 3,900.00

s 348.00

s 216.00

s 935.00

S 1o8.oo

s 288.00

S 5,ooo.oo

S s,g4o.oo

s 6,360.00

S 1o,8oo.oo

5 7,s6o.oo

s 103.68
103.68s

57.50s
57.50s

S 11s.20

S sz.so

s 403.20

5 11s.20

s s54.48

s 23,520.00

S 15,934.40

s 51,1s2.00

s 4200.00

S ss.rg

5.87s
29.33s
29.33)

S 19,550.00

S 403.20

936.00
108.00

288.00
6,000.00

5,940.00

67,200.00

348.00
215.00

120.00

588.00
30,000.00

21,500.00
78,000.00

4200.00
6,360.00

10,800.00

7,550.00

5,520.00

5.00

30.00
30.00

20,000.00
420.O0

108.00
108.00

50.00

50.00

120.00

50.00

36.00

s 42.000.00

s 42.000.00

s 1,740.00

s 540.00

5 708.00

S 1,o8o.oo

S 3,9oo.oo

S s,ooo.oo

s 120.00

S 42o.oo

s 4.080.00

s 5.360.00

s 4.200.00

S 1,ooo.oo

72.O0s
3.005

etic Monitor 5 Minute Basic Monitor 3 NCUBMT99O
CA

10

1

CA

CA

Minute Basic Monitor 3Monitor

NCUEBM99O

NCUETBggO

NCUEBP99O

NCUEMP99O

NCUEMM99O

N

Monitor 5 Minute Advanced Monitor

Monitor l Minute Basic Monitor 1

Monitor 5 Minute Basic Monitor 25

Monitor 15 Minute Advanced Monitor
Monitor 5 Minute Basic Monitor 1

Monitor 10 Minute Basic Monitor 10

Monitor 10 Minute Basic Monitor 1

Monitor 5 Minute Advanced Monitor
Monitor Bundle

Monitor Bu

BMF99O

MCA5990

CA

CA

CA

Central Unlimited Edition

SaaS Portal -Partner
SaaS add-on -Partner

nt SaaS Partner

Monitor 5 Minute Adv 10GB 10 Pack

Monitor 5 Minute Adv 20GB 10 Pack

Monitor5 MinuteAdv40GB 10

Monitor l Minute Basic 10 Pack

Monitor 5 Minute Basic 50 Pack

Monitor 10 Min RBM 20GB 1Pk

Monitor 5 Min RBM 40GB 1Pk

Monitor 15 Minute Adv 5GB 10 Pack

Monitor Adv

Monitor
Monitor lntermediate
Monitor 5 Minute Basic Monitor 10

CA API

CAAPI

CAAPI

Document

Team Folders: 1mo
Document

Retention Ma
Email Connector 12

Tool 12

-1YR-STD

CentralCA

Central HPCA

Central IBMCA

and AdministrationCentral Advanced Secu

rise Edition

Add-onCA Flowdock Ente

StandaloneCA

Ma ModuleCentral

Feeldea

ldea Ma

Portfolio Ma

Product

Time Tracker Module

YR-STD

B-OD.ADD

INT-SUB-OD-HP

RIM-SUB-FEE

INT-SUB-ODIBM

RAS.SUB-OD

YR-STD

Team Folders: 12

CA Technologies

CA Technologies

CA Technologies

CA Technologies

CA Technoloeies

CA Technologies

CA Technoloeies

CA Technologies

CA Technologies

cA Technologies

cA Technologies

CA Technologies

CA Technologies

CA Technologies

cA Technolosies

CA Technologies

CA Technolosies

CA Technolosies

CA Technoloeies

CA

CA Technolosies

CA Technolosies

CA Technolosies

CA Technolosies

cA Technolosies

CA Technologies

cA Technologies

CA Technolosies

CA Technolosies

CA Technologies

CA Technologies

CA Technologies

CA Technologies

CA Technologies

AODocs

AODocs

AODocs

AODocs

AODocs

AODocs

AODocs

CA Technologies

CA Technologies

cA Technologies

CA Technologies

CA Technologies

Manufacturer DescriPtion
vendor Part No GSA PriceList Price



s 1,800.00

s 1.080.00

s 1.188.00

s !1.22
0.47

; 564.48

282.24

3,920.03
23,s20.00

37,632.00
1.95

t75.92
175.92

0.98

5 4.89

s 0.10

s 2,M
s 0.73

s 0.20

5 4886.6s
S 27,36s24

5 r7,s9r.94
S 9,773.30

s 7.47

!40.74
1,.7t

7.47

S 288.31
288.31

t17.28
288.31

s 977.33

s 288.31

S L6,6L4.61

S 17,591.94

s 43,979.85

29,319.90

34,206.55
', 2,443.32

2,443.32
288.31

288.31

5 4-89

537.53

288.31

288.3L

288.31
288.31

s 118.26

S 1,8oo.oo

S 1,o8o.oo

S 1,188.00

73.20

0.48

s 720.00

5 360.00

S s,ooo.oo

S 3o,ooo.oo

s 48,000.00

s 2.00

S 18o.oo

s 180.00

s 1.00

s 5.00

s 0.10
2.50

0.75

0.20

5,000.00

28,000.00

18,000.00

s 10.000.00

5 1.50

s 144.00

5 t.75
s 1.50

5 29s.oo

s 29s.00

S 12o.oo

s 29s.00

; 1,000.00

295.00

17,000.00

18,000.00

s 45,000.00

5 3o,ooo.oo

s 3s,000.00

s 2.s00.00

s 2.500.00

$ 29s.00

s 295.00

s s.00

s sso.oo

s 29s-00

s 29s.00

5 29s.00

s 29s.oo

t2L.OO

Monitor 5 Minute Advanced Monitor 1

Monitor 5 Minute Advanced Monitor 1

Monitor Multi-Site Bundle
MSB99O

cA Mobile r Business Users SAAS

CA Mobile for Consumer Users SAAS
MBAACSs55

*CA PPM SAAS Full Function User
I

CODSRU991*cA PPM SAAS Restricted User
CODSVU991

PPM SAAS VIEW ONLY USER 1000 User

PPM SAAS Sandbox Small Environment
coD5BX991

PPM SAAS Sandbox Near Production Environment coDSB2991

DS-3PS-CCT
rd Solutions - com Transaction - ADD ON

rd Solutions - Per Year - ADD ON

3rd Solutions - Documents - ADD ON

3rd Solutions - Transaction - ADD ON

3rd Solutions - Transaction -ADD ON

Additional - Fax Services - ADD ON
DS-AOID

Authentication - lD Check - ADD ON

Authentication O - Phone - ADD ON DS-AOPhone

DS-AOSMS
Authentication . SMS - ADD ON

- Retrieve - ADD ON
DS-AR

success Architects - Full time - sERVlcE
DS-CSAF

DS-CSAH
success Architects - Half time - sERV|cE

DS-CSAQ
Success Architects - tiMC - SERVICE

- ADD ON

Per Year - ADD ON

Transaction - ADD ON

- SAFE Bio-Pharma - ADD ON

Follow U - TRAINING

Office 365 Quickstart Onboa - TRAINING

for Office 365 Edition
DS-O3E

DS-PF
- TRAINING

DS.P5-APIC
Services - API Certification - SERVICE

Professional Services - - SERVICE
DS-PS-C

Professional Services - ent Assessment - SERVICE DS-PS-DSA

DS-PS-FS
Professional Services - Fast start API - SERVICE

Professional Services - Full service API - SERVICE

Professional Services - Full service web console - SERVICE

Professional Services Full service Salesforce ,com SERVICE

Professional Services - Proserv On - SERVICE
DS-PS-PSS

Services - Bundle - SERVICE

TRAINING
DS-RT

Admin -TRAINING
DS-SA

DS-SAPEAutomated Premium Edition

for Salesforce Editon DS-SEE

lnstallation & -TRAINING DS-SrC

Console Admin - TRAINING

Console Overview - TRAINING
.TRAININGconsole

Editlon Premier

DS.WCA

CA

CA Technolosies

CA Technolosies

CA Technologies

CA Technologies

CA Technologies

CA Technologies

cA Technologies

CA Technologies

CA Technologies

DocuSisn

Docusisn

DocuSisn

DocuSisn

DocuSisn

DocuSisn

DocuSien

DocuSisn

DocuSign

DocuSign

DocuSign

DocuSign

DocuSign

DocuSien

DocuSign

DocuSign

DocuSisn

DocuSign

DocuSisn

DocuSisn

DocuSisn

DocuSign

DocuSign

DocuSign

DocuSisn

DocuSign

DocuSign

DocuSign

DocuSign

DocuSign

DocuSign

DocuSign

DocuSign

Docusign

DocuSign

DocuSisn

DocuSisn

Docusisn



s 118.26

; 118.26

103.21

80.53

80.53
77.40

70.37

s 52.78

5 s2.78

s 38.70

s 26.39

s 25.80
( L7.59

s 1.96

5 r.52

S 3s1.84
3s1.84

s27.76
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s 3,s05.66

s 10s.ss

s 234,559.19

S L40.74
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s o.44
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s 136.99

s 182.55

5 228.32

5 50.74
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r82.66

Lzt.OO

121.00

S 105.60

s 82.50
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s 79.20

72.00

S s4.oo

s 54.O0

; 39.60
27.OO

26.40
18.00

2.00

t.54

s 360.00

5 350.00

$ s+o.oo

s 3.00

S 3,s88.00

108.00

240,000.00

L44.OO

s,000.00

3,500.00

10,000.00

s 29s.00

s 29s.00

540.00

14,52s.00

9,97s.00
1.32

s 1.10

) 1.05

s 0.90

s o.75

) o.44

s 0.44

0.30

0.30

58.32

Lt6.64
157.46

209.95
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58.32
LL6.64

L57.46
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for Salesforce Edition Premier Seats- USD- Annual 120001215-EP

Salesforce Editon Premier DS.SEE-EP

Edition Premier Seats-USD- Annual 12000111S-EP

Salesforce Edition Premier seats- USD- Annual 12000121S-P

for Salesforce Editon Premier DS-SEE-P

for Salesforce Business Edition Premier 120003215-EP

Edition Premier Seats-USD- Annual

for Salesforce Business Edition Premier

Edition Premier

for Salesforce Documents Premier Seats- USD- Annual

for Salesforce Documents Premier Seats- UsD- Annual
DS-O3E-EPfor Office 355 Edition Premier Seat Year

for Office 365 Edition Premier Seat Year DS-O3E-P

Business Edition - SMS

for Salesforce Edition Premier USD- Annual 12000121E-EP

Business Edition 5+ seats DS-BEann

for Sa Business 5+ seats DS-SBP

DS.SEPfor Salesforce 5+ seats

500 allowance minimum DS.SASEAutomated standard Edition
DS-ED

Individual Deve

- Additiona - 40% to annual Edition - Minimum

- Additional-Connectors

- Professional Services -20 bundle Flat fee

Value Assessments -SVA Flat fee

Value Assessments -SVA Flat fee

Transaction Rooms Broker Edition - DS-TRBE-AUT

Transaction Rooms Broker Edition - n DS-TRBE-AAU

Edition DS-EE

Services - Fast start Salesforce.com - SERVICE DS.PS.FSS

Services - Fast start web console - SERVICE DS-PS-FSWC

12000111E-EPEdition Premier Annual

Automated Premium Edition Premier DS-SAPE-EP

12000121E-Pfor Salesforce Edition Premier LJSD- Annual

Edition Premier Annual 12000111E-P

Automated Premium Edition Premier

Business Edition Premier SMS

for Salesforce Documents Premier LJSD- Annual

Business Edition Premier SMS

for Salesforce Documents Premier USD- Annual r2000232E-P
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Add-on for ETP Cloud & Gov CA 4 Year 750-999 ETP-A-o0099g-cAG4Y

Add-on for ETP Cloud & Gov CA 5 Year 750-999

Add-on for ETP Cloud & Gov CA Plat Prio Plus 1 Year 750-999

Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year 750-999

Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year 750-999

Add-on for ETP Cloud & Gov CA Plat Prio PIus 4 Year 750-999

Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year 750-999 ETP-A-o00999-cAP5Y

Add-on for ETP Cloud & Plat Prio Plus 1 Year 750-999 ETP.A-OOO999-PPL1Y

ETP-A-OO0999-PPL2Y
Add-on for ETP Cloud & Plat Prio Plus 2 Year 750-999

Add-on for ETP Cloud & Plat Prio 3 Year 750-999 ETP-A.OOO999-PPL3Y

ETP-A-OOO999-PPL4YAdd-on for ETP Cloud & Plat Prio Plus 4 Year 750-999

Add-on for ETP Cloud & Plat Prio Plus Su 5 Year 750-999 ETP-A{OO999.PPL5Y

ETP-A-OO0999-PTM1Y
Add-on for ETP Cloud & Platinum Su 1 Year 750-999

Add-on ETP Cloud & Platinum Su 2 Year 750-999 ETP-A-OOO999-PTM2Y

ETP-A.OOO999-PTM3Y
Add-on for ETP Cloud & Platinum 3 Year 750-999

Add-on for ETP Cloud & Platinum 4 Year 750-999 ETP-A-OO0999-PTM4Y

ETP-A-OO0999-PTM5Y
Add-on for ETP Cloud & Platinum 5 Year 750-999

Add-on for ETP Cloud & Gov US 1 Year 750-999

Add-on for ETP Cloud & Gov US zYeat 750-999

Add-on for ETP Cloud & Gov US 3 Year 750-999

Add-on ETP Cloud & Gov US 4 Year 750-999

AV/AS Add-on for ETP Cloud & Gov US 5 Year 750-999

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year 750-999

Add-on for ETP cloud & Gov US Plat Prio Plus 2Yeat750-999 ETP-A-OO0999.USP2Y

ETP-A-OOO999-USP3Y
Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year 750-999

Add-on for ETP & Gov US Plat Prio Plus 4 Year 750-999 ETP-A-000999-USP4Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year 750-999 ETP-A-OO0999-USP5Y

Add-on for ETP Cloud & Gov CA 1 Year

Add-on for ETP Cloud & Gov CA 2 Year

Add-on for ETP Cloud & Gov CA 3 Year

Add-on for ETP Cloud & Gov CA 4 Year

ETP-A-o0199g-CAG1Y
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Add-on for ETP Cloud & Gov CA 5 Year ETP-A-001999-CAG5Y

ETP-A-o01999-CAP1Y
Add-on for ETP Cloud & Gov CA Plat Prio P lus 1 Ye af

Add-on for ETP Cloud & Gov cA Plat Prio P lus 2 Year ETP-A-001999-CAP2Y

ETP-A-001999-CAP3Y
Add-on for ETP Cloud & Gov Plat Prio Plus Yea r 1,000-1999

for ETP Cloud & Gov CA Plat Prio Plus 4 Year EIP.A{01999-CAP4Y

ETP-A-001999-CAP5Y
Add-on fo r ETP Cloud & Gov CA Plat Prio Plus 5 Year 1,000-1999

Add-on ETP Cloud & Plat Prio Plus Su 1 Year ETP-A-o01999-PPL1Y

Add-on for ETP Cloud & Plat Prio Plus Su 2

Add-on for ETP Cloud & Plat Prio Plus Su 3 Year
PL4Y

Add-on ETP Cloud & Plat Prio Plus 4 Year

Add-on for ETP Cloud & Plat Prio Plus 5 Year PL5Y

Add-on for ETP Cloud & Platinum 1 Year 1999

Add-on for ETP Cloud & Platinum 2 Year 1,000-1999 1999-PTM2Y

ETP-A-001999-PTM3Y
Add-on for ETP Cloud & Platinum 3 Year

Add-on ETP Cloud & Platinum 4 Year ETP-A-001999-PTM4Y

ETP-A-o01999-PTM5Y
Add-on for ETP Cloud & Platinum 5 Year

for ETP Cloud & Gov US 1 Year ETP-A{01999-USG1Y

Add-on for ETP Cloud & Gov US 2 Year ETP-A-o01999-USG2Y

ETP.A-OO1999.USG3Y
Add-on for ETP Cloud & Gov US 3 Year

Add-on ETP Cloud & Gov US 4 Year ETP.A-o01999-USG4Y

Add-on for ETP Cloud & Gov US 5 Year 1999 ETP-A-o01999-USG5Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

ndd-on for ETP Cloud & Gov US Plat Prio Plus 3 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year

Add-on for ETP Cloud & Gov CA 1 Year ETP-A-004999-CAG1Y

Add-on for ETP Cloud & Gov cA 2 Year 2,000-4999
ETP-A-o04999-CAG3Y

Add-on for ETP Cloud & Gov cA 3 Year 2,000-4999

Add-on for ETP Cloud & Gov cA 4 Year 2,000-4999 ETP-A-004999-CAG4Y

Add-on for ETP Cloud & Gov CA 5 Year ETP.A{04999-CAG5Y

FTP-4-004999-CAP1Y
Add-on for ETP Cloud & Gov CA PIat Prio Plus 1 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year ETP-A-o04999-CAP2Y

Add-on for ETP Cloud & Gov cA Plat Prio Plus 3 Year 2,000-4999 ETP-A-OO4999.CAP3Y

ETP-4-004999-CAP4Y
Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year ETP-A-o04999-CAP5Y

Add-on for ETP Cloud & Plat Prio Plus 1 Year

Add-on for ETP Cloud & Plat Prio Plus 2Year PL2Y

PL3Y
Add-on for ETP Cloud & Plat Prio Plus 3 Year

Add-on for ETP Cloud & Plat Prio Plus 4 Year PL4Y

Add-on for ETP Cloud & Plat Prio Plus 5 Year

Add-on for ETP cloud & Platinum 1 Year ETP.A-004999-PTM 1Y

ETP-A-004999-PTM2YAdd-on for ETP Cloud & Platinum 2Year

Add-on for ETP Cloud & Platinum 3 Year ETP-A-0O4999-PTM3Y

ETP-A-o04999-PTM4YAdd-on for ETP Cloud & Platinum 4 Year

Add-on for ETP Cloud & Platinum 5 Year ETP-A-004999-PTM5Y

ETP-A-004999-USG1Y
Add-on for ETP Cloud & Gov U5 1 Year 2,0004999

Add-on for ETP Cloud & Gov US 2 Year ETP-A-o04999-USG2Y

Add-on for ETP Cloud & Gov US 3 Year ETP-A-o04999-USG3Y
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Add-on for ETP cloud & Gov US 4 Year ETP-A.0o4999-USG4Y

Add-on for ETP Cloud & Gov US 5 Year

Add-on for ETP Cloud & Gov US Prio Plus 1 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Yeat 2,OOO4999

Add-on for ETP Cloud & Gov US Plat Prio Plus 4 Year 2,000-4999 ETP-A-0o4999-USP4Y

ETP-A-004999-USP5Y
Add-on ETP cloud & Gov US Plat Prio Plus 5 Year

Add-on for ETP Cloud & Gov CA 1 Year ETP-A-o09999-CAG1Y

Add-on for ETP Cloud & Gov CA 2 Year ETP-A-009999-CAG2Y

ETP-A-009999-CAG3Y
Add-on for ETP Cloud & Gov CA 3 Year

Add-on for ETP Cloud & Gov CA 4 Year ETP-A-009999-CAG4Y

Add-on for ETP Cloud & Gov CA 5 Year ETP-A-009999-CAG5Y

ETP-A{09999-CAP1Y
Add-on for ETP Cloud & Gov CA Plat Prio Plus 1 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year

Add-on for ETP cloud & Gov CA Plat Prio Plus 3 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year 99

Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year

AV/AS Add-on for ETP Cloud & Plat Prio Plus 1 Year

Add-on for ETP Cloud & Plat Prio Plus 2 Year

Add-on for ETP Cloud & PIat Prio Plus 3 Year

Add-on for ETP Cloud & Plat Prio rt 4 Year ETP-A-009999-PPL4Yus

Add-on for ETP cloud & Plat Prio Plus 5 Year ETP-A-o09999-PPL5Y

ETP-A-O09999-PTM1Y
Add-on for ETP cloud & Platinum 1 Year

Add-on for ETP Cloud & Platinum 2Year ETP-A-0o9999-PTM2Y

ETP-A-009999-PTM3Y
Add-on ETP Cloud & Platinum 3 Year

Add-on for ETP & Platinum Su 4 Year ETP-A-o09999-PTM4Y

ETP-A.oo999g-PTM5Y
Add-on for ETP Cloud & Platinum Su 5 Year

Add-on for ETP Cloud & Gov US 1 Year

Add-on for ETP Cloud & Gov US 2 Year

Add-on for ETP Cloud & Gov US 3 Year 5,000-9999

Add-on for ETP Cloud & Gov US 4 Year

Add-on for ETP Cloud & Gov US 5 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year 000-9999

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year
ETP-A-009999-USP4YAdd-on for ETP Cloud & Gov US Plat Prio Plus 4 Yea r s,000-9999

Add-on for ETP Cloud & Gov US PIat Prio Plus 5 Year ETP-A{O9999.USP5Y

ETP-A-o1999g-CAG 1Y
Add-on for ETP Cloud & Gov CA 1 Year

ETP-A-o19999-CAG2Yfor ETP Cloud & Gov CA 2 Year

Add-on ETP Cloud & Gov CA 3 Year ETP-A-o19999-CAG3Y

Add-on for ETP Cloud & Gov CA 4 Year ETP-A-019999-CAG4Y

Add-on for ETP cloud & Gov CA 5 Year

Add-on ETP Cloud & Gov cA Plat Prio Plus 1 Year

Add-on ETP Cloud & Gov CA Plat Prio Plus 2 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year

Add-on ETP Cloud & Gov CA Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov cA Plat Prio Plus 5 Year

Add-on for ETP & Plat Prio Plus rt 1 Year ETP-A-o19999-PPL1Y

Add-on for ETP Cloud & Plat Prio Plus 2Year ETP.A-019999-PPL2Y
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ETP-A.049999-USG1Y

ETP-A-049999-USG2Y

ETP.A-049999-USG3Y

ETP-A-049999-USG4Y

ETP-A-o49999-USG5Y

ETP-A-049999-USP1Y

ETP-A-049999-USP2Y

ETP-A-049999-USP3Y

ETP-A-049999-CAP5Y

ETP-A-049999-PPLlY

ETP.A-049999.PP12Y

ETP-A-049999-PPL3Y

ETP-A-049999-PPL4Y

ETP-A-049999-PPL5Y

ETP-A.049999.PTM1Y

ETP-A-o19999-USG5Y

ETP-A-019999-USP1Y

ETP-A-o19999-USP2Y

ETP-A-o19999.USP3Y

ETP-A{19999-USP4Y

ETP-A-o19999-USP5Y

ETP-A-049999-CAG1Y

ETP-A-049999-CAG2Y

ETP-A-019999-PPL4Y

ETP-A-o19999-PPL5Y

ETP-A-019999-PTM1Y

ETP-A-o19999-PTM2Y

ETP-A-o19999-PTM3Y

ETP-A-o19999-PTM4Y

Add-on for ETP cloud & Platinum su 1 Year

Add-on for ETP cloud & Plat Prio PIus 2Year

Add-on for ETP Cloud & Plat Prio Plus 4Year

Add-on for ETP Cloud & PIat Prio Plus su 5 Year

Add-on for ETP cloud & Gov US Prio Plus 1 Year

Add-on for Plus 19999Year2PrioPlatUSGov&CloudETP

Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year 10,000-19999

Add-on for ETP Cloud & Plat Prio Plus 3 Year

Add-on for ETP Cloud & Plat Prio 4 Year

Add-on for ETP Cloud & Plat Prio Plus 5 Year

Add-on for ETP Cloud & Platinum 1 Year 10,000-19999

Add-on for ETP cloud & Platinum 2 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year

Add-on for ETP Cloud & Gov Us Plat Prio Plus 4 Year

& Gov US Plat Prio Plus 5 YearAdd-on for ETP

Add-on for ETP Cloud & Gov CA 1 Year 50,000-74999

Add-on for ETP Cloud & Plat Prio Plus 3 Year

Add-on for ETP Cloud & Platinum 2 Year

Add-on for ETP cloud & Platinum 3 Year

Add-on for ETP Cloud & Platinum 4 Year

Add-on for ETP Cloud & Platinum 5 Year

Add-on for ETP Cloud & Gov US 1 Year 20,000-49999

Add-on for ETP Cloud & Gov US 2 Year 20,000-49999

Add-on for ETP Cloud & Gov US 3 Year 20,000-49999

Add-on for ETP Cloud & Gov US 4 Year

Add-on for ETP Cloud & Gov US 5 Year

Add-on for ETP cloud & Gov CA 1 Year

Add-on for ETP Cloud & Gov CA 2 Year

Add-on for ETP Cloud & Gov CA 3 Year

Add-on for ETP Cloud & Gov CA 4 Year

Add-on for ETP Cloud & Gov CA 5 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 1 Year

AV/AS Add-on for ETP & Gov CA Plat Prio Plus 2 Year

AV/AS Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov CA Plat Prio PIus 5 Year

Add-on for ETP Cloud & PIat Prio Plus 1 Year

Add-on for ETP Cloud & Platinum 4 Year

Add-on for ETP Cloud & Platinum 5u 5 Year

Add-on for ETP Cloud & Gov US 1 Year 19999

Add-on for ETP Cloud & Gov US 2 Year 19999

Add-on for ETP Cloud & Gov US 3 Year

Add-on for ETP Cloud & Gov US 4 Year 10,000-19999

Add-on for ETP Cloud & Gov US 5 Year 10,000-19999

Add-on for ETP Cloud & Gov US Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year

Add-on for ETP Cloud & Platinum 3 Year
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AV/AS Add-on for ETP Cloud & Gov CA 2 Year 50,000-74999 I ETP-A-074999-cAG2Y

Add-on for ETP Cloud & Gov CA 3 Year ETP-A-07499g-CAG3Y

AV/AS Add-on for ETP Cloud & Gov CA 4 Year ETP-A-074999-CAG4Y

Add-on for ETP Cloud & Gov CA 5 Year 50,000-74999 ETP-A-074999-CAG5Y

Add-on for ETP cloud & Gov CA PIat Prio Plus 1 Year 74999 ETP-A-074999-CAP1Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year ETP-A-074999-CAP2Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year 50,000-74999 ETP-A-o7499g-CAP3Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year ETP-A-o74999-CAP4Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year ETP-A-o74999-CAP5Y

Add-on for ETP cloud & Plat Prio Plus 1 Year ETP-A-074999-PPL1Y

Add-on ETP Cloud & Plat Prio Plus 2Yeat ETP-4-074999-PPL2Y

Add-on for ETP Cloud & Plat Prio Plus 3 Year ETP-A-074999-PPL3Y

Add-on for ETP & Plat Prio Plus 4 Year 74999

Add-on for ETP & Plat Prio Plus 5 Year 74999 PL5Y

Add-on for ETP Cloud & Platinum 1 Year

Add-on for ETP Cloud & Platinum 2 Year

Add-on for ETP & Platinum 3 Year

Add-on for ETP & Platinum 4 Year

Add-on for ETP Cloud & Platinum 5 Year ETP.A.O74999-PTM5Y

Add-on for ETP Cloud & Gov US 1 Year 74999 ETP.A-074999-USG1Y

AV/AS Add-on for ETP Cloud & Gov US 2 Year ETP-A-074999-USG2Y

Add-on for ETP Cloud & Gov US 3 Year ETP-A-O74999-USG3Y

Add-on for ETP Cloud & Gov US 4 Year ETP-A-074999-U5G4Y

Add-on for ETP Cloud & Gov US 5 Year 74999 ETP-A-074999-USG5Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year ETP-A-o74999-USP1Y

Add-on for ETP cloud & Gov US Plat Prio Plus 2 Year 74999 ETP-A-o74999-USP2Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year ETP-A-074999-USP3Y

Add-on for ETP & Gov US Plat Pdo Plus 4 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year

Add-on for ETP cloud & Gov cA 1 Year

Add-on for ETP Cloud & Gov CA 2 Year

Add-on ETP Cloud & Gov CA 3 Year

Add-on ETP Cloud & Gov CA 4 Year

Add-on for ETP Cloud & Gov CA 5 Year

AV/AS Add-on for ETP Cloud & Gov CA PIat Prio Plus 1 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year

Add-on for ETP Cloud & Gov CA Plat Prio PIus 3 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year ETP-A-09999g-CAP4Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year ETP-A-o99999-CAP5Y

Add-on for ETP cloud & Plat Prio Plus 1 Year ETP-A-o99999-PPL1Y

Add-on for ETP Cloud & Plat Prio Plus Su 2Yeat ETP-A.o99999-PPL2Y

Add-on for ETP Cloud & Plat Prio Plus Su 3 Year ETP-A.099999-PPL3Y

Add-on for ETP cloud & Plat Prio Plus Su Year ETP-A-099999-PPL4Y

Add-on for ETP Cloud & Plat Prio Plus 5 Year 75,000-99999 ETP-A-o99999-PPL5Y

Add-on for ETP Cloud & Platinum 1 Year ETP-A{99999-PTM1Y

Add-on for ETP Cloud & Platinum 2 Year

Add-on for ETP Cloud & Platinum 3 Year

Add-on for ETP Cloud & Platinum 4 Year

Add-on for ETP Cloud & Platinum Support 5 Year 75,000-99999 I etp-n-oggggg-prv5Y
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Add-on for ETP Cloud & Gov US 1 Year ETP-A-099999-USG1Y

Add-on for ETP Cloud & Gov US 2 Year 75,000-99999 ETP-A-o99999-USG2Y

ETP-A-o99999-USG3YAdd-on for ETP Cloud & Gov US 3 Year 75,000-99999

Add-on for ETP Cloud & Gov US 4 Year ETP-A-o99999-USG4Y

Add-on for ETP cloud & Gov US 5 Year ETP-A-099999-USG5Y

Add-o n for ETP Cloud & Gov US Plat Prio Plus 1 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

Add-on for ETP Cloud & Gov U5 PIat Prio Plus 3 Year 75,000-99999

Add-on for ETP Cloud & Gov US Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year

Add-on for ETP Cloud & Gov CA 1 Year ETP-A-19999g-CAG1Y

Add-on for ETP Cloud & Gov CA 2 Year ETP-A-199999-CAG2Y

ETP-A-199999-CAG3Y
Add-on for ETP Cloud & Gov CA 3 Year 100,000-199999

Add-on for ETP Cloud & Gov CA 4 Year 100,000-199999 ETP-A-199999-CAG4Y

Add-on for ETP Cloud & Gov CA 5 Year 100,000-199999 ETP-A-199999-CAG5Y

ETP-A-19999g-CAPlY
Add-on for ETP Cloud & Gov CA Plat Prio PIus 1 Year 199999

Add-on for ETP cloud & Gov cA Plat Prio Plus 2 Year 199999 ETP-A-199999-CAP2Y

ETP-A-199999-CAP3Y
Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year

Add-on for ETP Cloud & Gov cA Plat Prio Plus 4 Year ETP-A-199999-CAP4Y

ETP-A-199999-CAP5Y
Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year

for ETP Cloud & Plat Prio Plus 1 Year

for ETP Cloud & Plat Prio Plus 2 100,000-199999 PL2Y

PL3Y
Add-on for ETP Cloud & Plat Prio Plus 3 Year 100,000-199999

Add-on for ETP cloud & Plat Prio Plus 4 Year PL4\
PLSY

Add-on ETP Cloud & Plat Prio Plus 5 Year

for ETP Cloud & Platinum 1 Year 100,000-199999 ETP-A.199999-PTM 1Y

ETP-A-199999-PTM2Y
Add-on for ETP Cloud & Platinum rt 2 Year

Add-on ETP Cloud & Platinum 3 Year ETP-A-199999-PTM3Y

ETP.A.199999.PTM4Y
Add-on for ETP & Platinum 4 Year

Add-on for ETP Cloud & Platinum 5 Year ETP.A-199999-PTM5Y

ETP-A-199999-USG1Y
Add-on for ETP Cloud & Gov US 1 Year 199999

Add-on for ETP Cloud & Gov US 2 Year ETP-A-199999-USG2Y

ETP-A-199999-USG3Y
Add-on for ETP Cloud & Gov US 3 Year

Add-on for ETP Cloud & Gov US 4 Year 100,000-199999 FTP-A-199999-USG4Y

Add-on for ETP cloud & Gov US 5 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year 100,000-199999

Add-on for ETP Cloud & Gov US Plat Prio Plus 4 Year

Add-on ETP Cloud & Gov US Plat Prio Plus 5 Year ETP-A-199999-USP5Y

Add-on for ETP cloud & Gov cA 1 Year ETP-A-200000+CAG1Y

ETP-A-200000+cAG2Y
Add-on for ETP Cloud & Gov CA 2 Year

Add-on for ETP Cloud & Gov CA 3 Year ETP-A-20000O+CAG3Y

Add-on for ETP Cloud & Gov CA 4 Year ETP-A-200000+CAG4Y

ETP-A-200000+CAG5Y
Add-on for ETP Cloud & Gov CA 5 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 1 Year ETP-A-20000O+CAP1Y

Add-on ETP Cloud & Gov CA Plat Prio Plus 2 Year 200,000+ ETP-A-200000+CAP2Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year

FireEve

FireEve

FireEye

FireEye

FireEye

FireEye

FireEye

FireEve

FireEye

FireEve

FireEVe

FireEVe

FireEve

FireEve

FireEye

FireEve

FireEye

FireEye

FireEye

FireEye

FireEVe

FireEVe

FireEve

FireEye

FireEye

FireEve

FireEVe

FireEve

FireEve

FireEve

FireEVe

FireEVe

FireEve

FireEye

FireEye

FireEye

FireEye

FireEVe

FireEVe

FireEVe

FireEye

FireEve

FireEVe

FireEye

FireEye

FireEye

FireEye

FireEye



s 42.52

s 2.72

17.68

25.56

34.08
42.60

5.25

s 76.97

s 24.50

s 32.57

s 40.84

s 9.O7

s t6.96

5 24.47

32.53

40.79

9.45

17.66

25.51

34.02
42.52

73.57

747.L3

s 198.53

s 254.8s

S ::r.os
s 76.68

1s3.36

207.O4

276.05

S 34s.07
76.64

153.36

zo7.o4
276.O5

345.07

73.57

147.I3
198.63

s 264.85

S tsr.os
s 73.57

5 t47.L3

s 198.63

s 254.8s

S 331.0s

s 76.68

; 153.35

207.O4

48.87

3.13

20.32

5 29.38
( 39.L7

s 48.96

) 5.04

s 19.51

5 28.t6

s 37.55

s 45.94

L0.42

t9.49
28.73

37.51

46.89

10.86

20.30

29.32

39.10
48.87

84.55

5 169.12

5 22831

S 304.42

380.s2

88.14

176.28

5 237.98

S 317.30

5 3e5.63
( 88.14

5 176.28

s 237.98

5 arz.go
s 395.63

5 84.56

5 769.12

S 228.31

5 304.42

5 gao.sz

s 84.56

s 169.12

s 228.3!

5 304.42

380.52

88.14

t76.28
s 237.98

AVIAS Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year 200.000+ I ETP-A-2ooooo+cAPsY

AV/AS Add-on for ETP Cloud & Plat Prio Plus Support 1 Year 200.000+ I FfP-A-2ooooo+PPL1Y

AV/AS Add-on for ETP Cloud & Plat Prio Plus Support 2 Year 200,000+ I ETP-A-2ooooo+PPL2Y

Add-on for ETP Cloud & Plat Prio Plus 3 Year ETP-A-200000+PPL3Y

Add-on for ETP Cloud & Plat Prio Plus 4Year ETP-A-200000+PPL4Y

Add-on for ETP cloud & Plat Prio Plus 5 Year ETP-A-200000+PPL5Y

Add-on for ETP Cloud & Platinum 1 Year ETP-A-2OOOOO+PTM 1Y

Add-on for ETP Cloud & Platinum 2 Year ETP-A-200000+PTM2Y

Add-on ETP Cloud & Platinum 3 Year ETP-A-200000+PTM3Y

Add-on ETP Cloud & Platinum 4 Year ETP-A-200000+PTM4Y

Add-on for ETP & Platinum 5 Year ETP-A-200000+PTM5Y

Add-on for ETP Cloud & Gov U5 1 Year 200,000+ ETP-A-200000+USG1Y

Add-on for ETP Cloud & Gov US 2 Year 200,000+ ETP-A-200000+USGzY

Add-on for ETP Cloud & Gov US 3 Year ETP-A-200000+USG3Y

AV/AS Add-on for ETP Cloud & Gov US 4 Year 200,000+ I ErP-A-200000+usG4Y

AV/AS Add-on for ETP Cloud & Gov US 5 Year 200,000+ I ETP-A-zooooo+usG5Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year 200,000+ ETP-A-200000+USP1Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year 200,000+

Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year 200,000+

Add-on for ETP Cloud & Gov US Plat Prio Plus 4 Year 200,000+ P4Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year 200,000+

Email Threat Prevention Cloud with & Gov CA IYear t-249

Email Threat Prevention Cloud with AV/AS & Gov CA 2 Year 1-249

Email Threat Prevention Cloud with AV/AS & Gov CA 3 \ea( t-249

EmailThreat Prevention Cloud with As & Gov CA 4 Year 1-249

EmailThreat Prevention Cloud with & Gov CA 5 Year \-249 ETP-C-00024g-CAG5Y

EmailThreat Prevention Cloud with AS & Gov CA Plat Prio Plus LYeat L-249 ETP-C-000249-CAP1Y

Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 2 Year 1-249 ETP-C-00024g-CAP2Y

Threat Prevention Cloud with AV & Gov CA Plat Prio Plus 3 Year 1-249 ETP-C-000249-CAP3Y

Threat Prevention Cloud with AV & Gov CA Plat Prio Plus 4 Year 1-249 ETP-C-000249-CAP4Y

Prevention Cloud with & Gov CA Plat Prio Plus 5 Year 1-249 ETP-C-00024g-CAP5Y

Threat Prevention Cloud with & Plat Prio Plus lYear I-249 ETP-C-000249-PPL1Y

Threat Prevention Cloud with & Plat Prio Plus 2Yeat t-249 ETP-C-oo0249-PPL2Y

EmailThreat Prevention Cloud with & Plat Prio PIus Support 3 Year 1-249 I ETP-c-ooo249-P PL3Y

EmailThreat Prevention Cloud with & Plat Prio Plus Support 4Year 1-249 I rrp-c-oooz+s-ppr+v

EmailThreat Prevention Cloud with & Plat Prio Plus Support 5 Year 1-249 I FrP-c{00249-PPL5Y

EmailThreat Prevention Cloud with & Platinum Suppotl\Year I-249 I Etp-c-ooozqg-prv rv

EmailThreat Prevention Cloud with & Platinum Supporl2\eat 7-249 I erp-c-oooz+g-prvzv

EmailThreat Prevention Cloud with & Platinum Su 3 Year 1-249

EmailThreat Prevention Cloud with & Platinum Su 4Yeat L-249

EmailThreat Prevention Cloud with & Platinum Su SYear t-249

Email Threat Prevention Cloud with AV/AS & Gov US I\ear L-249

EmailThreat Prevention Cloud with & Gov US 2 Year 1-249

Email Threat Prevention Cloud with AV/AS & Gov US 3 Year 1-249 I ETP-C-000249-USG3Y

Email Threat Prevention Cloud with AV/AS & Gov US 4 Year 1-249 I ETP-C-000249-USG4Y

Email Threat Prevention Cloud with & Gov US 5 Year 1-249 ETP-C-o00249-U5G5Y

Email Threat Prevention Cloud with & Gov US Plat Prio Plus LYear 1-249 FTP-C-000249-USP1Y

EmailThreat Prevention Cloud with & Gov US Plat Prio Plus 2 Year 1-249 ETP-C-000249-USP2Y

Email Threat Prevention cloud with & Gov US Plat Prio Plus 3 Year 1-249 lffP-c-ooo249-usP3Y
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Threat Prevention Cloud with & Gov Us Plat Prio Plus 4 Year 1-249 ETP-C{00249-USP4Y
ETP-C-000249-USP5Y

Prevention Cloud with & Gov US Plat Prio Plus 5 Year 1-249

EmailThreat Prevention Cloud with & Gov CA 1 Year 250499 ETP-C-o0049g-CAG1Y

Threat Prevention CIoud with & Gov CA 2 Year 250499

EmailThreat Prevention Cloud with & Gov CA 3 Year 250-499

EmailThreat Prevention Cloud with & Gov CA 4 Year 250-499

Email Threat Prevention Cloud with & Gov CA 5 Year 250499

Email Threat Prevention Cloud with AV/AS & Gov CA P lat Prio Plus 1 Year 25O499 ETP-C-000499-CAP1Y

ETP-C-000499-CAP2Y
EmailThreat Prevention Cloud with & Gov CA Plat Prio Plus 2 Year 250-499

EmailThreat Prevention Cloud with & Gov CA Plat Prio Plus 3 Year 250499 ETP-C-000499-CAP3Y

ETP-C-o00499-CAP4Y
Threat Prevention Cloud with AS & Gov CA Plat Prio Plus 4 Year 250-499

Threat Prevention Cloud with & Gov CA Plat Prio Plus 5 Year 250-499 ETP-C-000499-cAP5Y

Threat Prevention CIoud with & Plat Prio Plus 1 Year 250-499

Threat Prevention Cloud with & Plat Prio Plus 2Yeat 250499

Email Threat Prevention Cloud with & Plat Prio Plus 3 Year 250-499

Email Threat Prevention Cloud with & Plat Prio Plus 4Yeat250-499

Email Threat Prevention cloud with & Plat Prio PIus Su 5 Year 250-499

EmailThreat Prevention Cloud with & Platinum Su 1 Year 250-499 1Y

EmailThreat Prevention cloud with & Platinum Su 2\ear250499

Email Threat Prevention Cloud with AV/AS & Platinum 3 Year 250499

Email Threat Prevention with & Platinum 4 Year 250-499

Threat Prevention Cloud with & Platinum 5 Year 250-499 ETP-C-000499-PTM5Y

ETP-C-000499-UsG1Y
Threat Prevention Cloud with & Gov US 1 Year 250-499

Threat Prevention Cloud with & 6ov US zYear 250499 ETP-C-o00499-UsG2Y

EmailThreat Prevention Cloud with & Gov US 3 Year 250-499 ETP-C-000499-USG3Y

ETP-C-000499-USG4Y
Threat Prevention Cloud & Gov US 4 Year 250499

Email Threat Prevention Cloud with & Gov US 5 Year 250-499 ETP-C-000499-USGSY

ETP-C-000499-USP1Y
Email Threat Prevention Cloud with & Gov US Plat Prio Plus 1 Year 250-499

Email Threat Prevention Cloud with & Gov US Plat Prio Plus 2 Yea f 250499

EmailThreat Prevention Cloud with & Gov US Plat Prio Plus 3 Year 250-499

Email Threat Prevention Cloud with & Gov US Plat Prio Plus 4 Year 250-499

EmailThreat Prevention Cloud with & Gov US Plat Prio Plus 5 Year 250-499
ETP-C-00074g-CAG1Y

EmailThreat Prevention Cloud with & Gov CA 1 Year 500-749

Email Threat Prevention Cloud with AV/AS & Gov CA 2 Year 500-749 ETP-C-000749-cAG2Y

ETP-C-000749-CAG3Y
Email Threat Prevention Cloud with AV/AS & Gov CA 3 Year 500-749

ETP-C-000749-CAG4Y
Threat Prevention Cloud with AV/AS & Gov CA 4 Year 500-749

Threat Prevention Cloud with & Gov CA 5 Year 500-749 ETP-C-oo0749-CAG5Y

Threat Prevention Cloud with & Gov CA Plat Prio Plus I Year 500-749 ETP-C-000749-CAP1Y

ETP-C-000749-CAP2Y
Email Threat Prevention cl oud with & Gov CA Plat Prio Plus 2 Year so0-749

Email Threat Prevention Cloud & Gov CA Plat Prio Plus 3 Year 500-749 ETP-C-000749-CAP3Y

ETP-C-000749-CAP4Y
Email Th reat Prevention CIoud with & Gov CA Plat Prio Plus 4 Yea f 500-749

EmailThreat Prevention cloud with & Gov CA Plat Prio Plus 5 Year 500-749

Threat Prevention Cloud with & Plat Prio Plus 1 Year 500-749

Email Threat Prevention Cloud with & Plat Prio PIus 2Year 5OO-749

EmailThreat Prevention Cloud with & Plat Prio Plus 3 Year 500-749

Threat Prevention Cloud with & Plat Prio Plus 4 Year 500-749

Prevention Cloud with & Plat Prio Plus 5 Year 500-749 ETP-C-000749-PPL5Y

ETP-C-oo0749-PTM1Y
Prevention Cloud with & Platinum 1 Year 500-749

Threat Prevention Cloud with & Platinum 2 Year 500-749 ETP-C-000749-PTM2Y
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Threat Prevention Cloud wlth & Platinum 3 Year 500-749 ETP-C-000749-PTM3Y

Email Threat Prevention Cloud with & Platinum 4 Year 500-749

EmailThreat Prevention Cloud with & Platinum Su 5 Year 500-749

Email Threat Prevention Cloud with & Gov US 1 Year 500-749

EmailThreat Prevention cloud with & Gov US 2 Year 500-749

EmailThreat Prevention Cloud with & Gov US 3 Year500-749

Email Threat Prevention Cloud with AV/AS & Gov US 4 Year 500-749 ETP-C-000749-USG4Y

Email Threat Prevention Cloud with AV/AS & Gov US 5 Year 500-749 ETP-C-00074g-USG5Y

I Threat Prevention Cloud with & Gov US Plat Prio Plus 1 Year 500-749 ETP-C-0o0749-USP1Y

Threat Prevention Cloud with AS & Gov US Plat Prio Plus 2 Year 500-749 ETP-C-oo0749-USP2Y

Threat Prevention with & Gov U5 Plat Prio Plus 3 Year 5OO-749 ETP-C-000749-USP3Y

Threat Prevention Cloud with & Gov US Plat Prio Plus 4 Year 5oO-749 ETP-C-000749-USP4Y

Threat Prevention Cloud with AV/AS & Gov US PIat Prio Plus 5 Year 500-749 ETP-C-000749-USP5Y

EmailThreat Prevention Cloud with & Gov cA 1 Year 750-999 ETP-C-000999-CAG1Y

EmailThreat Prevention Cloud with & Gov CA 2 Year 750-999 ETP-C-oo0999-CAG2Y

EmailThreat Prevention CIoud with & Gov CA 3 Year 750-999

EmailThreat Prevention Cloud with & Gov CA 4 Year 750-999

EmailThreat Prevention Cloud with & Gov CA 5 Year 750-999

EmailThreat Prevention Cloud with & Gov cA Plat Prio Plus 1 Year 750-999

EmailThreat Prevention Cloud with & Gov CA Plat Prio Plus 2 Year 750-999 ETP-C-00099g-CAP2Y

IThreat Prevention Cloud with & Gov CA Plat Prio Plus 3 Year 750-999

EmailThreat Prevention Cloud with & Gov CA Plat Prio Plus 4 Year 750-999 ETP-C-000999-CAP4Y
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Emai Threat Prevention Cloud with AS Gov US Plat Prio Plus 2 Year
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Threat Prevention Cloud with & Gov US Plat Prio Plus 4 Year
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Threat Prevention Cloud with & Gov CA 2 Year
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ETP-C-199999-CAP5Y
EmailThreat Prevention Cloud with & Gov CA Plat Prio Plus 5 Year

Threat Prevention Cloud with & Plat Prio Plus 1 Year ETP-C-199999-PPL1Y

ETP-C-199999-PPL2Y
Threat Prevention Cloud with & Plat Prio Plus 2 Year

EmailThreat Prevention Cloud with & Plat Prio Plus 3 Year ETP-C-199999-PPL3Y

ETP-C-199999-PPL4Y
EmailThreat Prevention Cloud with & Plat Prio Plus 4 Year

Email Threat Prevention CIoud with & Plat Prio Plus 5 Year
199999-PTM1Y

Email Threat Prevention Cloud with & Platinum Su 1 Year

EmailThreat Prevention Cloud with & Platinum Su 2 Year 199999-PTM2Y
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Email Threat Prevention Cloud with & Platinum 3 Year

EmailThreat Prevention Cloud with & Platinum 4Yeat
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EmailThreat Prevention Cloud with & Platinum 5 Year
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ETP-C-199999-USG2Y
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Threat Prevention Cloud with & GoV US 4 YCAT ETP-C-199999-USG4Y
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Threat Prevention Cloud with AVIAS & Plat Prio Plus 2 Year 200,000+ ETP-C-2o0000+PPL2Y

PL3YEmailThreat Prevention Cloud with & Plat Prio Plus 3 Year

EmailThreat Prevention Cloud with & Plat Prio Plus 4Year PL4Y

EmailThreat Prevention Cloud with & Plat Prio Plus Su 5 Year

Email Threat Prevention Cloud with & Platinum Su 1 Year

EmailThreat Prevention Cloud with & Platinum Su 2Yeat ETP-C-200000+PTM2Y

ETP-C-200000+PTM3Y
Email Threat Prevention Cloud with AV/AS & Platinum 3 Year 200,000+

EmailThreat Prevention Cloud with & Platinum 4 Year 200,000+ ETP-C-200000+PTM4Y

ETP-C-200000+PTM5Y
Email Threat Prevention Cloud with & Platinum 5 Year 200,000+

Threat Prevention Cloud with & Gov US 1 Year ETP-C-200000+USG1Y

ETP-C-200000+USG2Y
Threat Prevention Cloud with & Gov US 2 Year

Threat Prevention Cloud with AV/AS & Gov US 3 Year ETP-c-200000+uSG3Y

ETP-C-200000+USG4Y
Email Threat Prevention cloud with AV/AS & Gov US 4 Year

Email Threat Prevention with AV/AS & Gov US 5 Year

EmailThreat Prevention Cloud with & Gov US Plat Prio Plus 1 Year

EmailThreat Prevention Cloud with & Gov US Plat Prio Plus 2 Year

Email Threat Prevention Cloud & Gov US Plat Prio Plus 3 Year

EmailThreat Prevention Cloud with & Gov US Plat Prio Plus 4 Year

EmailThreat Prevention Cloud with & Gov US Plat Prio Plus 5 Year

EVL Email Threat Prevention EVL-EC-ETP

Add-on for ETP Cloud with EVL-EC-ETP-A
EVL

EVL Email Threat Prevention Cloud with EVL-EC-ETP-C

RN-ETP.OOO249-PTM 1Y
RenewaFEmail Threat Prevention, Platinum lYeat 7-249

Threat Prevention, Platinum 3 Year 1-249 RN-ETP-OOO249-PTM3Y

RN-ETP{00249-PTM4Y
l-Email Threat Platinum 4Year !-249

l-Email Threat Prevention, Platinum 5 Year 1-249 RN.ETP-OOO249.PTM5Y

RN-ETP-OOO249-USG1Y
newal-Email Threat Government US tYeat !'249

Renewal-Email Threat Government US 3 Year 1-249 RN-ETP.OOO249-USG3Y

Renewal-Email Threat Government US 4 Yeat t-249 RN-ETP-OOO249.USG4Y

RN-ETP-OOO249-USG5Y
Renewal-Email Threat Preventio Government US 5 Year I-249

Renewal-Email Threat Platinum 1 Year 250-499 1Y

Renewal-Email Threat Platinum 3 Year 250-499 N-ETP-OOO499-PTM3Y

Renewal-Email Threat Platinum Su 4 Year 250-499 N-ETP-OOO499.PTM4Y

Renewal-Email Threat Platinum Su 5 Year 250-499

Renewal-Email Threat Government US 1 Year 250-499

Renewal-Email Threat Government US 3 Year 250-499 RN-ETP,OOO499-USG3Y

mailThreat Government US 4 Year 250-499 RN-ETP.OOO499-USG4Y

l-Email Threat Preve Government US 5 Year 250-499 RN-ETP-OOO499-USG5Y

il Threat Platinum 1 Year 500-749 RN-ETP-OO0749.PTM 1Y

Threat Platinum 3 Year 500-749 RN-ETP-OOO749-PTM3Y

Threat Platinum 4 Year 500-749 RN-ETP-OOO749-PTM4Y

Threat Platinum 5 Year 500-749 RN-ETP-OOO749-PTM5Y

RN-ETP-OO0749-USG1YThreat Government US 1 Year 500-749

Renewal-Email Threat Government US 3 Year 500-749

Renewal-Email Threat Preventio Government US 4 Year 500-749
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Renewal-Email Threat Platinum Su 4Yea( 750-999
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RenewaFEmail Threat Prevention, Government US 1 Year 50,000-74999 I nru-erp-ozqggg-userv

Renewal-Email Threat Prevention, Government US 3 Year RN-ETP-074999-U5G3Y

Renewal-Email Threat Government US 4 Year 74999 RN-ETP-074999-USG4Y

Threat P Government US 5 Year RN-ETP-074999.USG5Y

Renewal-Email Threat Prevention, Platinum Support 1 Year I RN-ETP{99999-PTM1Y

Renewal-Email Threat Prevention, Platinum Support 3 Year 75,000-99999 I RN-ETP.099999-PTM3Y

il Threat P Platinum 4 Year RN-ETP-099999-PTM4Y

l-Email Threat P Platinum 5 Year RN.ETP-099999.PTM5Y

l-Email Threat Government US 1 Year RN-ETP-099999-USG1Y

Renewal-Email Threat Prevention, Government US 3 Year 75,000-99999 I RN-ETP-099999-usc3Y

Renewal-Email Threat Prevention, Government US 4 Year 75,000-99999 I nN-rrp-oggggs-use+v

Renewal-Email Threat Prevention, Government US 5 Year 75,000-99999 I nru-etp-oggggg-usesv

Renewal-Email Threat Platinum 1 Year RN-ETP-199999-PTM1Y

ewal-Email Threat Platinum 3 Year

Renewal-Email Threat Prevention, Platinum Support 4 Year 100,000-199999 I RN-ETP-199999-PTM4Y

Threat Platinum 5 Year

RenewalEmail Threat Prevention, Government US 1 Year 100,00G'199999 I RN-ETP-199999.USG1Y

Renewal-Email Threat Prevention, Government US 3 Year 100,000-199999 I RN-ETP-199999-usG3Y

Renewal-Email Threat Prevention, Government US 4 Year 100,000-199999 I RN-ErP-199999-usG4Y

Renewal-Email Threat Prevention, Government US 5 Year 100,000-199999 I RN-ETP-199999-usGsY

Renewal-Email Threat Prevention, Platinum Support 1 Year 200,000+ I RN-ETP-zooooo+PTM 1Y

Renewal-Email Threat Platinum Su 3 Year 200,000+ RN-ETP-2OOOOO+PTM3Y

Renewal-Email Threat Platinum Su 4 Year RN-ETP-2OOOOO+PTM4Y

Renewal-Email Threat Platinum Su 5 Year RN.ETP-2OOOOO+PTM5Y

Renewal-Email Threat Government US 1 Year RN-ETP-200000+USG1Y

Renewal-Email Threat Prevention, Government US 3 Year 200,000+ I RN-FTP-200000+USG3Y

Renewal-Email Threat Prevention, Government US 4 Year 200,000+ I RN-ETP-2ooooo+usG4Y

l-Email Threat Government US 5 Year RN-ETP-2OOOOO+USG5Y
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RN-ETP-A-009999-PPL5Y

RN-ETP-A-o09999-PTM 1Y

RN-ETP-A-o09999-PTM2Y

RN-ETP-A-00999g-PTM 3Y

RN-ETP-A-o0499g-PTM5Y

RN-ETP.A-004999-USG 1Y

RN-ETP-A-004999-USG2Y

RN-ETP-A{04999-USG3Y
RN-ETP-A-004999-USG4Y

RN-ETP-A-o04999-USG5Y

RN.ETP.A-o04999-USP 1Y

RN-ETP-A-o04999-USP2Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year

ETP Cloud & Gov US PIat Prio Plus 4 YearAdd-on

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year

ETP Cloud & Gov CA 1 YearAdd-on
ETP Cloud & Gov CA 2 YearAdd-on

Add-on for ETP Cloud & Gov CA 3 Year

Add-on for ETP Cloud & Gov CA 4 Year

Add-on for ETP cloud & Gov cA 5 Year

ETP Cloud & Gov CA Plat Prio Plus 1 YearAdd-on

ETP Cloud & Gov CA Plat Prio Plus 5 YearAdd-on
1 YearAdd-on for ETP Cloud & Plat Prio Plus

Add-on for ETP Cloud & Gov US 4 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year

RenewalAV

Renewal-AV
Renewal-AV

Renewal-AV

Renewal-AV

Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year 19999

Add-on for ETP Cloud & PIat Prio Plus 3 Year

Add-on for ETP Cloud & Plat Prio Plus 4 Year

Add-on for ETP Cloud & Plat Prio Plus 5 Year

Add-on for ETP Cloud & Platinum 1 Year

Add-on for ETP cloud & Platinum 2 Year

Add-on for ETP Cloud & 3 Yearnum

Add-on for ETP Cloud & Platinum Su 4 Year

Add-on for ETP Cloud & Platinum Su 5 Year

Renewal-AV/AS Add-on for ETP Cloud & Gov US 1 Year

Add-on for ETP Cloud & Gov US 2 Year

Add-on for ETP Cloud & Gov US 3 Year

Renewal-AV/AS Add-on for ETP Cloud & Gov US 4 Year

Add-on for ETP Cloud & Gov US 5 Year

Add-on for ETP Cloud & Gov US Plat Prio PIus 1 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

Renewal-AV

Kenewat-A!

Add-on for ETP Cloud & Gov US 2 Year

Add-on for ETP Cloud & Gov US 3 Year

Renewal-AV
Add-on for ETP Cloud & Gov US 5 Year 2,0004999

Add-on for ETP cloud & Gov Us Plat Prio Plus 1 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

Add-on for ETP & Gov US Plat Prio Plus 3 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year

AS Add-on for ETP Cloud & Gov CA 1 Year 5,000-9999

Add-on for ETP Cloud & Gov CA 2 Year

Add-on for ETP Cloud & Gov CA 3 Year

Add-on for ETP Cloud & Gov CA 4 Year 5,000-9999

Renewal-AV/AS Add-on for ETP Cloud & Gov CA 5 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 1 Year 5,000-9999

Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year

Add-on for ETP Cloud & Gov CA PIat Prio Plus 3 Year

Renewal-AV

Renewal-AV

RenewaFAV
Add-on for ETP Cloud & Plat Prio Plus 2\ea(

Add-on for ETP Cloud & Platinum 4Year

Add-on for ETP Cloud & Platinum 5 Year

Renewal-AV/AS Add-on for ETP Cloud & Gov US 1 Year
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Renewal-AV/AS Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year 10.00&19999 I RN-ETP-A-019999-cAP3Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year RN-ETP-A.o19999-CAP4Y

AS Add-on ETP Cloud & Gov CA Plat Prio Plus 5 Year RN-ETP-A-O 19999-CAP5Y

Add-on for ETP & Plat Prio Plus 1 Year 19999 RN-ETP-A-o19999-PPL1Y

Add-on for ETP Cloud & Plat Prio PIus 2 Year 19999 RN-ETP.A{19999-PPL2Y

Add-on for ETP & Plat Prio Plus 3 Year RN-ETP-A.o19999-PPL3Y

RenewaI-AV/AS Add-on for ETP Cloud & Plat Prio Plus Support 4 Year 10,000-19999 I n n-etp-atrgggs-p pl+v

Renewal-AV/AS Add-on for ETP Cloud & Plat Prio Plus 5 Year 10,000-19999 RN-ETP-A-O19999-PPL5Y

RenewaI-AV/AS Add-on for ETP Cloud & Platinum Support 1 Year 10,000-19999 I Rru-erp-a-orgggg-PTM1Y

Renewal-AV/AS Add-on for ETP Cloud & Platinum Support 2 Year 10,000-19999 I nru-Erp-n-orgggg-PTM2Y

Add-on for ETP cloud & Platinum 3 Year RN-ETP-A-O 19999-PTM3Y

RenewaI-AV/AS Add-on for ETP Cloud & Platinum Support 4 Year 10,000-19999 I RN-ETP-A-019999-PTM4Y

Add-on for ETP Cloud & Platinum 5 Year

Add-on ETP Cloud & Gov US 1 Year

Add-on ETP Cloud & Gov US 2 Year

Add-on for ETP Cloud & Gov US 3 Year 10,000-19999

Renewal-AV/AS Add-on for ETP Cloud & Gov US 4 Year 10,000-19999 I RN-ETP-A-O19999-usG4Y

RenewaI-AV/AS Add-on for ETP & Gov US 5 Year 10,000-19999 I RN-ETP-A-o19999-usGsY

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year

Add-on ETP Cloud & Gov US Plat Prio Plus 2 Year 19999 N-ETP-A-O19999-USP2Y

AS Add-on for ETP Cloud & Gov US Plat Prio PIus 3 Year 10.000-19999 I RN-ETP-A{19999-USP3Y

Renewal-AV/AS Add-on for ETP Cloud & Gov US P Prio Plus 4 Year 10 nnn-lqqqq I nru-Erp-a-otggg9-usP4Y

Renewal-AV/AS Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year 10,000-19999 I nru-erp-aotgggg-usP5Y

Renewal-AV/AS Add-on for ETP Cloud & Gov CA 1 Year 20,000-49999 I nru-eTP-n-o+sss9-cAG 1Y

Add-on for ETP Cloud & Gov CA 2 Year RN-ETP-4-049999-CAG2Y

Renewal-AV/AS Add-on for ETP Cloud & Gov CA 3 Year 20,000-49999 I RN-ETP-A-049999-cAG3Y

Renewa Add-on for ETP Cloud & Gov cA 4 Year RN-ETP-A-o4999g-CAG4Y

Add-on for ETP Cloud & Gov CA 5 Year RN-ETP-A-04999g-CAG5Y

I RN-ETP-A{49999-cAP 1YRenewal-AV/AS Add-on for ETP Cloud & Gov CA Plat Prio Plus 1 Year 20,000-49999

Renewal-AV/AS Add-on for ETP cloud & Gov CA Plat Prio Plus 2 Year 20,00049999 I RN-ETP-A-o49999-cAP2Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year RN-ETP-A{49999-CAP3Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year RN-ETP-A-04999g-CAP4Y

for ETP Cloud & Gov CA Plat Prio Plus 5 Year RN-ETP-A-049999.CAP5Y

I RN-ETP.A-049999-PPL1YRenewal-AV/AS Add-on for ETP Cloud & Plat Prio Plus Suppo rt 1 Year 20.000-49999

Renewal-AV/AS Add-on for ETP Cloud & Plat Prio Plus Support 2 Year 20.00049999 I RN-ETP-A-049999-PPL2Y

Add-on for ETP Cloud & Plat Prio Plus 3 Year RN-ETP-A{49999.PP13Y

Renewal-AV/AS Add-on for ETP Cloud & Plat Prio PIus Support 4 Year 20,000-49999 I RN-ETP-A-049999-PPL4Y

Add-on for ETP Cloud & Plat Prio Plus 5 Year

Add-on for ETP Cloud & Platinum Su 1 Year 1Y

Renewal-AV/AS Add-on for ETP Cloud & Platinum Support 2 Year 20,000-49999 I RN-ETP-A-049999-PTM2Y

RenewaI-AV/AS Add-on for ETP Cloud & Platinum Support 3 Year 20,000-49999 I RN-ETP-A-049999-PTM3Y

RenewaI-AV/AS Add-on for ETP Cloud & Platinum Support 4 Year 20,000-49999 I RN-ETP-A{49999-PTM4Y

RenewalAV/AS Add-on for ETP Cloud & Platinum Support 5 Year 20,000-49999 I RN-ETP-A-049999-PTMSY

Add-on for ETP Cloud & Gov US 1 Year RN-ETP-4-049999-USG 1Y

Add-on for ETP Cloud & Gov US 2 Year RN-ETP.A.049999-USG2Y

Renewal-AV/AS Add-on for ETP Cloud & Gov US 3 Year 20,000-49999 I nru-rtp-ao+gg g9-usG3Y

Add-on for ETP Cloud & Gov US 4 Year RN-ETP-A-049999-USG4Y

Add-on for ETP Cloud & Gov US 5 Year RN-ETP-A{49999-USG5Y

Renewal-AV/AS Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year 20,000-49999 I RN-ETP-A-049999-usP1Y
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PL4Y

R N-ETP-A-099999-PPL5Y

RN-ETP-A-O9999g-CAG3Y

RN-ETP-A{99999-CAG4Y
RN-ETP.A-09999g-CAG5Y

RN-ETP-A-099999-CAP1Y

RN.ETP-A.o9999g-CAP2Y

RN-ETP-A-09999g-CAP3Y

RN-ETP-A-O99999-CAP4Y

RN-ETP-4.074999-USG2Y

RN.ETP-4-074999-USG3Y

RN-ETP.A-O74999-USG4Y

RN-ETP-A-o74999-USG5Y

RN-ETP-A-074999-USP 1Y

RN-ETP.A-074999.USP2Y

RN.ETP-A-o74999-USP3Y

RN-ETP-A-074999-CAP5Y

RN-ETP-A-074999.PP11Y

RN-ETP-4-074999-PPL2Y

RN-ETP-A-o74999-PPL3Y

RN-ETP-A-O74999-PP L4Y

RN-ETP.A-074999-PPLsY

RN-ETP-A-074999-PTM 1Y

RN.ETP-A-074999-PTM 2Y

RN-ETP-A-049999.USP3Y

RN.ETP-4-049999-USP5Y

RN-ETP.A-07499g-CAG 1Y

RN-ETP-A-O74999-CAG2Y

RN-ETP-A{7499g-CAG3Y

RN-ETP-A-o74999.CAG4Y

RN.ETP-A-O74999-CAG5Y

Add-on for ETP Cloud & Gov CA 5 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

for ETP Cloud & Gov US Plat Prio Plus 3 Year 74999

for lus 74999fYea4PPrioPlatUSGov&CloudETPAdd-on

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year 74999

Add-on for ETP Cloud & Platinum 1 Year

Add-on for ETP Cloud & Platinum 2Yeat

Add-on for ETP Cloud & Platinum Su 3 Year

Add-on for ETP Cloud & Gov CA 2 Year

Add-on for ETP Cloud & Gov CA 3 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

Add-on ETP Cloud & Gov CA Plat Prio Plus 1 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year

newal-AV/AS Add-on for ETP Cloud & Gov CA Plat Prio PIus 3 Year

& Gov CA Plat Prio Plus 4 YearAdd-on for ETP

RenewaI-AV/AS Add-on for ETP & Gov CA Plat Prio Plus 5 Year

Add-on for ETP cloud & Plat Prio Plus 1 Year

Renewal-AV/AS Add-on for ETP Cloud & Plat Prio Plus 2 Year

Renewal-AV/A5 &Cloud 3 YearSuPIusPrioPlatETPforAdd-on

RenewaI-AV/AS Add-on for ETP & Plat Prio Plus 4 Year

RenewaI-AV/AS Plat 5 YearPlusPrio&CloudETPfornAdd-o

Renewal-AV

Renewal-AV

Renewal-AV
AS Add-on for ETP Cloud & Gov CA 1 Year

Add-on for ETP Cloud & Gov CA 2 Year

ETP Cloud & Gov CA 3 YearAdd-on

Add-on for ETP Cloud & Gov CA 4 YearRenewa

Renewal-AV

Add-on for ETP Cloud & Plat Prio Plus 3 Year 74999

Add-on for ETP Cloud & Plat Prio Plus 4 Year 74999

Add-on for ETP Cloud & Plat Prio Plus 5 Year

Renewal-AV,

Renewal-AV

Renewal-AV
Add-on for ETP Cloud & Platinum Su 4 Year 50,000-74999

AS Add-on for ETP Cloud & Platinum 5 Year

Add-on for ETP Cloud & Gov US 1 Year 74999

Renewal-AV/AS Add-on for ETP Cloud & Gov US 2 Year

Gov US 3 YearAdd-on for ETP Cloud

Add-on for ETP Cloud & Gov US 4 YearRenewa

Add-on for ETP Cloud & Gov US 5 Year

Renewal-AV

Renewal-AVt

Add-on for ETP Cloud & Gov CA 4 Year

Add-on for ETP Cloud & Gov CA 5 Year

RenewaI-AV/AS Add-on for ETP Cloud & Gov CA Plat Prio Plus 1 Year 74999

AS Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year

Add-on for ETP Cloud & Plat Prio Plus 1 Year

Add-on for ETP Cloud & Plat Prio Plus 2 YearRenewa

Renewal-AV
Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year

Add-on for ETP cloud & Gov US Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year

Add-on for ETP Cloud & Gov CA 1 Year 50,000-74999
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Add-on for ETP Cloud & Platinum 1 Year 75,000-99999 1Y

Add-on for ETP Cloud & Platinum 2Yeat
3Y

AS Add-on for ETP Cloud & Platinum Su 3 Year

Renewal-AV/AS Add-on for ETP Cloud & Platinum Su 4 Year

Add-on for ETP Cloud & Platinum Su 5 Year

Add-on for ETP Cloud & Gov US 1 Year 75,000-99999 RN.ETP-A-o99999-USG 1Y

RN-ETP-A-099999-USG2YAdd-on for ETP Cloud & Gov US 2 Year

Add-on for ETP Cloud & Gov US 3 Year RN-ETP-A.099999-USG3Y

Add-on for ETP Cloud & Gov US 4 Year RN-ETP-A.099999-USG4Y

RN-ETP-A-099999-USG5YAdd-on for ETP Cloud & Gov US 5 Year

for ETP Cloud & Gov US Plat Prio Plus 1 Year RN-ETP-A-099999-USP 1Y

Add-on for ETP Cloud & Gov US PIat Prio Plus 2 Year RN-ETP.A-099999.USP2Y

RN-ETP-A-099999-USP3Y
Ren Add-on for ETP Cloud & Gov US Plat Prio Plus 3 Year 75,000-99999

Add-on for ETP Cloud & Gov US Plat Prio Plus 4 Year

Ad d-on for ETP Clou d & Gov US Plat Prio Plus 5 Yea r 7s,000-99999

Add-on for ETP Cloud & Gov CA 1 Year 199999-CAG1Y

Renewal-AV Add-on ETP Cloud & Gov CA 2 Year

AS Add-on for ETP Cloud & Gov CA 3 Year

Add-on for ETP Cloud & Gov C.A 4 Year RN-ETP-A.199999-CAG4Y

Renewal-AV/AS Add-on for ETP Cloud & Gov CA 5 Year RN-ETP-A-19999g-CAG5Y

RN-ETP-A-199999-CAP 1Y
Renewal-AV/AS Add-on for ETP Cloud & Gov CA PIat Prio Plus 1 Year

Add-on for ETP Cloud & Gov CA PIat Prio Plus 2 Year RN-ETP-A.199999-CAP2Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 3 Year RN-ETP-A-19999g-CAP3Y

RN-ETP-A-199999-CAP4YAdd-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year

Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year RN-ETP-A-199999-CAP5Y

RN.ETP-A-199999-PPL1Y
Add-on for ETP Cloud & Plat Prio Plus 1 Year

Add-on for ETP Cloud & Plat Prio Plus rt 2 Year 100,000-199999

Add-on ETP Cloud & Plat Prio Plus 3 Year 100,000-199999

Add-on ETP Cloud & P lat Prio Plus Su 4 Year 100,000-199999

Add-on ETP Cloud & Plat Prio Plus 5 Year

AS Add-on for ETP Cloud & Platinum Su 1 Year 1Y

Add-on ETP Cloud & Platinum 2 Year

Add-on for ETP Cloud & Platinum 3 YearRenewa

Renewa Add-on for ETP Cloud & Platinum 4 Year

Add-on for ETP Cloud & Platinum 5 Year RN-ETP-A-199999-PTM5Y

RN-ETP.A-199999-USG 1Y
Add-on for ETP Cloud & Gov US 1 Year

Add-on for ETP & Gov US 2 Year R N-ETP-A-199999-USG2Y

R N-ETP-A-199999-USG3YAdd-on for ETP Cloud & Gov US 3 Year

Ren Add-on for ETP Cloud & Gov US 4 Year 100,000-199999 R N.ETP-A-199999-USG4Y

Add-on for ETP Cloud & Gov US 5 Year 100,000-199999 RN-ETP-A.199999-USG5Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 1 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year

RenewaI-AV/AS Add-on fo ( ETP Cloud & Gov US PIat Prio Plus 3 Yea r

Renewal-AV/AS Add-on for ETP Cloud & Gov US P lat Prio Plus 4 Yea r
Add-on for ETP Cloud & Gov US Plat Prio Plus 5 Year

Add-on for ETP Cloud & Gov CA 1 Year 1Y

Add-on for ETP Cloud & Gov CA 2 Year RN-ETP-A-200000+CAG2Y

Add-on for ETP Cloud & Gov CA 3 Year RN-ETP-A-200000+CAG3Y

Add-on for ETP Cloud & Gov CA 4 Year R N-ETP-A-200000+CAG4Y

FireEye

FireEVe

FireEye

FireEye

FireEye

FireEye

FireEye

FireEye

FireEye

FireEye

FireEVe

FireEye

FireEVe

FireEVe

FireEVe

FireEve

FireEve

FireEve

FireEve

FireEye

FireEye

FireEye

FireEVe

Fi reEye

FireEye

FireEve

FireEve

FireEVe

FireEve

FireEye

FireEye

FireEve

FireEve

FireEve

FireEve

FireEve

FireEve

FireEye

FireEye

FireEye

FireEye

FireEve

FireEve

FireEve

FireEye

FireEye

FireEye

Fi



40.79
9.45

s 77.66

5 25.51

s 34.02

42.52

s 2.72

s r7.68

s 2s.s5

S a+.oe

42.60

5.25

16.97

24.50

32.67
40.84

9.O7

15.96
( 24.47

32.63

s 40.79

s 9.45

s 17.56

25.51

34.02

42.52

73.57
747.13

198.63

264.85

331.05
76.68

153.35

207.04

s 276.05

345.O7

s 75.68

s 153.36

5 207.04

s 275.0s

S a+s.oz

s 73.57

r47.r3
198.63

264.45

331.05
73.57

!47.13

S 198.63

s 46.89

5 10.86

s 20.30

s 29.32

s 39-10

) 44.47

5.45

20.32

29.38

39.r7

s 48.96

s 5.04

5 19.51

s 28.16

5 37.55

s 46.94

s t0.42

s 79.49

5 24.L3

s 37.5t
S ae .sg

10.86

20.30

s 29.32

39.10

) 48.87
( 84.56

S 159.12

5 2283r
5 304.42

5 380.s2

s 88.14

s 176.28

5 237.98

5 :rz.so
S 395.53

S ss.ra
L75.28
?37.94

317.30

396.63

s 84.56

s 169.12

5 228.31

5 304.42

s 380.s2

s 84.56

s 169.12

5 228.3L

Add-on for ETP Cloud & Gov CA 5 Year

for ETP Cloud & Gov CA Plat Prio Plus 1 Year 1Y

Add-on for ETP Cloud & Gov CA Plat Prio Plus 2 Year 200,000+

n for ETP Cloud & Gov CA Plat Prio Plus 3 Year 200,000+ RN.ETP-A-2OOOOO+CAP3Y

RN-ETP-A-200000+CAP4YAdd-on for ETP Cloud & Gov CA Plat Prio Plus 4 Year 200,000+

Add-on for ETP Cloud & Gov CA Plat Prio Plus 5 Year R N-ETP-A-200000+CAP5Y

RN-ETP-A-2OOOOO+PPL1Y
Add-on ETP Cloud & Plat Prio Plus 1 Year

Add-on for ETP Cloud & Plat Prio Plus 2 Year RN-ETP-A-2OOOOO+PPL2Y

RN-ETP-A-2OOOOO+PPL3YAdd-on for ETP Cloud & Plat Prio Plus 3 Year

Add-on for ETP Cloud & Plat Prio Plus 4 Year RN-ETP-A.zOOOOO+PPL4Y

Add-on for ETP Cloud & Plat Prio 5 Year RN-ETP.A-2OOOOO+PPL5Y

Ren Add-on for ETP Cloud & Platinum 1 Year 200,000+

Add-on for ETP Cloud & Platinum 2 Year 200,000+

Add-on for ETP Cloud & Platinum 3 Year 200,000+

for ETP Cloud & Platinum 4 Year
R N-ETP-A-2OOOOO+PTM5YAdd-on for ETP Cloud & Platinum Su 5Year 200,000+

Add-on for ETP Cloud & Gov US 1 Year R N-ETP-A-200000+USG 1Y

RN-ETP-A-200000+USG2YAdd-on for ETP Cloud & Gov US 2 Year

Add-on for ETP Cloud & Gov US 3 Year RN.ETP-A-2OOOOO+USG3Y

Add-on for ETP Cloud & Gov US 4 Year RN-ETP-A-2OOOOO+USG4Y

RN-ETP-A-200000+USG5Y
Renewal-AV/AS Add-on for ETP Cloud & Gov US 5 Year

I-AV/AS Add-on for ETP & Gov US Plat Prio Plus 1 Year RN-ETP-A-200000+USP 1Y

Add-on for ETP Cloud & Gov US Plat Prio Plus 2 Year RN-ETP-A-200000+USP2Y

RN-ETP-A-2OOOOO+USP3YAdd-on for ETP Cloud & Gov US Plat Prio Plus 3 Year

Add-on for ETP Cloud & Gov US Plat Prio Plus 4 Year RN.ETP-A-2OOOOO+USP4Y

Add-on for ETP Cloud & Gov US Prio Plus 5 Year

Renewal-Email Threat Prevention Cloud with & Gov CA 1 Year 1-249

Renewal-Email Threat Prevention Cloud with & Gov CA 2 Year 1-249

Renewal-Email Threat Prevention Cloud with & Gov CA 3 Year 1-249

Threat Prevention Cloud with & Gov CA 4 Year 1-249

Renewal-Email Threat Prevention Cloud with & Gov CA 5 Year 1-249

ail Threat Prevention Cloud with & Gov cA Plat Prio Plus 1 Year 1-249

l-Email Threat Prevention Cloud with Gov cA Plat Prio Plus 2 Year 1-249
RN-ETP-C-000249-CAP3Y

l-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 3 Year 1-249

l-Email Threat Prevention Cloud with & Gov CA PIat Prio Plus 4 Year 1-249 RN-ETP-C-000249-CAP4Y

RN-ETP-C-000249-CAP5YThreat Prevention Cloud with & Gov CA Prio Plus 5 Year 1-249

ilThreat Prevention Cloud with & Plat Prio Plus lYeat 7-249 RN-ETP-C-OOO249-PPL1Y

RN-ETP-C-OOO249-P PL2YThreat Prevention Cloud with & Plat Prio Plus 2Year I-249

ewal-Email Threat Prevention Cloud with & Plat Prio PIus 3Yeat 1-249 RN-ETP-C-OO0249-PPL3Y

Renewal-Email Threat Prevention Cloud with AV/AS & Plat Prio Plus 4\eat t-249 RN.ETP-C-OOO249-PPL4Y

RenewaFEmail Threat Prevention with & Plat Prio Plus 5 Year 1-249

Renewal-Email Threat Prevention Cloud with & Platinum LYeat 1-249

Renewal-Email Threat Prevention Cloud with & Platinum ft2Year !-249

Threat Prevention Cloud with & Platinum 3Year L-249

Renewal-Email Threat Prevention Cloud with & Platinum 4Year t-249

Renewal-Email Threat Prevention Cloud with & Platinum Su S\ear 1-249

Threat Prevention Cloud with & Gov US tYea( !-249 RN.ETP-C-OOO249-USG 1Y

RN-ETP-C-000249-U5G2Y
Renewal-Email Threat Prevention Cloud with & Gov US 2 Year 1-249

RenewaFEmail Threat Prevention Cloud with & Gov US 3 Year 1-249 RN-ETP-C-000249-USG3Y
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3!4.L9
72.78

145.56

124.86

168.s6

224.75

2a0.94

72.78s
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5 3275t
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s 14s.s5
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S 380.s2

88.14s
5 L76.28

s 237.98
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S 396.63

N-ETP-C-000499-USP3Y

RN-ETP-C-000749-CAG 1Y

RN-ETP-C-000749-CAG2Y

R N-ETP-C-000749-CAG3Y

RN-ETP-C-000749-CAG4Y

RN-ETP-C-000749-CAG5Y

R N-ETP-C-000749-CAP 1Y

RN-ETP-C-000749-CAP2Y

RN-ETP.C-OOO499.PTM5Y

RN-ETP-C-000499-USG 1Y

RN-ETP-C-000499-USG2Y

RN.ETP-C-OOO499-USG3Y

RN-ETP-C-000499-usG4Y

RN-ETP-C-OOO499-USG5Y

RN-ETP-C-OOO499.USP 1Y

N-ETP-C-00049g-CAG2Y

RN-ETP-C-000499-CAP1Y

RN-ETP-C-OOO499{AP2Y

R N-ETP-C-00049g-CAP3Y

RN-ETP-C-000499-CAP4Y

RN-ETP-C-000499-CAP5Y

RN-ETP.C-OOO499-P PLlY

RN.ETP.C-OOO499-PPL2Y

RN-ETP.C-OOO499-PPL3Y

RN.ETP-C-OOO249-USG5Y

RN-ETP-C-OOO249-USP 1Y

RN-ETP-C-OOO249-USP2Y

RN-ETP-C-OOO249-USP3Y

RN-ETP-C.OOO249-USP4Y

RN-ETP-C-OOO249-USP5Y

& Gov cA Plat Prio Plus 4 Year 500-749

1 Year 500-749& Plat Prio Plus

zYeat 5Oo-749& Plat Prio Plus

& Gov US Plat Prio Plus 5 Yeat250499

5 Year 250-499& Plat Prio Plus

n 1 Year 250-499& Platinum
2 Year 250-499& Platinum
3 Year 250499& Platinum
4Yeat 250499& Platinum Su

5 Year 250-499& Platinum Su

& Gov CA 4 Year 250499

& Gov CA 5 Year 250499
& Gov CA Plat Prio PIus 1 Year 250-499

4Year 250-499& Plat Prio Plus

& Gov CA 1 Year 250-499

& Gov CA 3 Year 250499

Threat Prevention Cloud with & Gov cA 4 Year 500-749

il Threat Prevention Cloud with & Gov CA 5 Year 500-749

ewal-Email Threat Prevention Cloud with & Gov cA Plat Prio Plus 1 Year 500-749

Renewal-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 2 Year 500-749

Renewal-Email Threat Prevention Cloud with & Gov CA Plat Prio PIus 3 Year 500-749

Threat Prevention Cloud withRenewal-Email
Renewal-Email Threat Prevention Cloud with Prio Plus 5 Year 50G749& Gov cA

Renewal-Email Threat Prevention Cloud with
Renewal-Email Threat Prevention Cloud with

l-Email Threat Prevention Cloud with & Gov US 1 Year 250-499

Threat Prevention Cloud with & Gov US 2 Year 250499

ilThreat Prevention Cloud with & Gov Us 3 Year 250-499

Threat Prevention Cloud with AV/AS & Gov US 4 Year 250-499

ewal-Email Threat Prevention with AV/AS & Gov US 5 Year 250499

Renewal-Email Threat Prevention Cloud with 1 Year 250-499& Gov US Plat Prio

Renewal-Email Threat Prevention Cloud with AV & Gov US Plat Prio Plus 2 Year 250499

Renewal-Email Threat Prevention CIoud with & Gov uS Plat Prio Plus 3 Yeat2SO-499

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 4 Year 250499

Renewal-Email Threat Prevention Cloud with

Renewal-Email Threat Prevention Cloud with & Gov CA 1 Year 500-749

Renewal-Email Threat Prevention Cloud with & Gov CA 2 Year 500-749

l-Email Threat Prevention Cloud with & Gov cA 3 Year 500-749

l-Email Threat Prevention Cloud 1 Year 250499& Plat Prio Plus Su

il Threat Prevention Cloud with 2Year 2SO-499& Plat Prio Plus

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 3 Year 250499

Renewal-Email Threat Prevention Cloud with

Renewal-Email Threat Prevention Cloud with

Renewal-Email Threat Prevention Cloud with
Renewal-Email Threat Prevention Cloud with
nenewal-Email Threat Prevention Cloud with

Renewal-Email Threat Prevention Cloud with

Threat Prevention Cloud with

I-Email Threat Prevention Cloud & Gov US PIat Prio Plus 4 Year 1-249

l-Email Threat Prevention Cloud & Gov US Plat Prio Plus 5 Year 1-249

Threat Prevention Cloud with

Renewal-Email Threat Prevention Cloud with & Gov cA 2 Year 250499

Renewal-Email Threat Prevention Cloud with
Renewal-Email Threat Prevention Cloud with

Renewal-Email Threat Prevention Cloud with

RenewaFEmail Threat Prevention Cloud with

Renewal-Email Threat Prevention Cloud with & Gov CA Plat Prio PIus 2 Year 250-499

Renewal-Email Cloud with AV/AS Plus 2s0499fYea3PrioPlatCAGov&PreventionThreat

RenewaFEmail Cloud with AV/AS Plus 25c-4.99Year4PriolatPCAGov&PreventionreatTh

l-Email Threat Prevention with & Gov CA Plat Prio Plus 5 Year 250-499

Renewal-Email Clou d AV/AS 7-249Year4USGov&withPreventionThreat

Renewal-Email Threat Prevention Cloud with & Gov US 5 Year 1-249

Renewal-Email Cloud with AV/AS Plus 7-249rYea1PrioPlatUSGov&PreventionThreat

RenewaFEmail Cloud with AV/AS 2Year 7-249PrioPlatUSGov&PreventionThreat

l-Email Threat Prevention Cloud with & Gov US Plat Prio PIus 3Year I-249
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235.94

52.43

104.86

141.55
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s s0.30
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52.43
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Threat Prevention cloud with & Plat Prio Plus 3 Year 500-749 RN-ETP.C-OOO749.PPL3Y

Threat Prevention Cloud with & Plat Prio Plus 4\ear 5OO-749 RN-ETP-C-OOO749-PPL4Y

Renewal-Email Threat Prevention Cloud with AV & Plat Prio Plus 5 Year 500-749

Renewal-Email Threat Prevention Cloud with & Platinum 1 Year 500-749

Renewal-Email Threat Prevention Cloud with & Platinum rt2Yeat 5OO-749

Threat Prevention Cloud with & Platinum 3 Year 500-749

Threat Prevention Cloud with & Platinum 4Year 5OO-749

Renewal-Email Threat Prevention Cloud with & Platinum 5 Year 500-749
RN-ETP-C-000749-USG 1Y

Renewal-Email Threat Prevention Cloud with & Gov US 1 Year 500-749

Renewal-Email Threat Prevention Cloud with AV & Gov US 2 Year 500-749 R N-ETP-C-000749-USG2Y

RN-ETP.C-OOO749-USG3Y
l-Email Threat Prevention with AV/AS & Gov US 3 Year 500-749

FEmail Threat Prevention Cloud with & Gov US 4 Year 500-749 RN-ETP-C-000749-USG4Y

l-Email Threat Prevention cloud with & Gov US 5 Year 500-749 RN-ETP-C-OOO749-USG5Y

il Threat Prevention Cloud with & Gov US Plat Prio Plus 1 Year 500-749 R N-ETP-C.OOO749.USP 1Y

RN-ETP-C-000749-UsP2YRenewal-Email Threat Prevention Cloud with & Gov US PIat Prio Plus zYear 5OO'749

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 3 Yea( 5OO'749

Threat Prevention Cloud with AV & Gov Us Plat Prio Plus 4 Year 5OO-749

Renewal-Email Threat Prevention Cloud with Gov US Plat Prio Plus 5 Year500-749

Renewal-Email Threat Prevention Cloud with & Gov CA 1 Year 750-999

Renewal-Email Threat Prevention Cloud with & Gov CA 2 Year 750-999

Threat Prevention Cloud with & Gov CA 3 Year 750-999

Renewal-Email Threat Prevention Cloud with & Gov CA 4 Year 750-999

RenewaFEmail Threat Prevention Cloud with & Gov cA 5 Year 750-999 RN-ETP-C-00099g-CAG5Y

RN-ETP-C-000999-CAP1YThreat Prevention Cloud with & Gov CA Plat Prio Plus 1 Year 750-999

l-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 2 Year 750-999 RN-ETP-C-000999-CAP2Y

R N-ETP-C-00099g-CAP3Y
l-Email Threat Prevention Cloud with & Gov CA PIat Prio PIus 3 Year 750-999

Threat P revention Cloud with AV/AS & Gov CA Plat P no Plus 4 Year 750-999 RN-ETP-C-000999-CAP4Y

il Threat Prevention Cloud with & Gov CA Plat Prio Plus 5 Year 75G999 RN-ETP-C-000999-CAP5Y

Threat Prevention Cloud with AV/AS & Plat Prio Plus 1 Year 750-999 RN-ETP.C.OOO999.PPL1Y

RN-ETP-C-OOOg99-PPL2Y
Renewal-Email Threat Prevention CIoud with & Plat Prio Plus 2 Year 750-999

Renewal-Email Threat Prevention Cloud with & Plat Prio PIus 3 Year 750-999

Threat Prevention Cloud with & Plat Prio Plus 4 Year 750-999

Renewal-Email Threat Prevention CIoud with & Plat Prio Plus 5 Year 750-999
1Y

Renewal-Email Threat Prevention Cloud with & Platinum 1 Year 750-999

Renewal-Email Threat Prevention Cloud with & Platinum 2Year 75O-999

Renewal-Email Threat Prevention Cloud with & Platinum 3 Year 750-999

Renewal-Email Th reat Prevention Cloud with AV & Platinum 5u 4 Year 750-999
RN-ETP-C-OOO999-PTM5Y

l-Email Threat Prevention Cloud with & Platinum 5 Year 750-999

l-Email Threat Prevention Cloud with & Gov US 1 Year750-999 RN-ETP-C-000999-USG 1Y

RN-ETP-C-OOO999.USG2Y
l-Email Threat Prevention cloud with & Gov US 2 Year 750-999

l-Email Threat Prevention cloud with & Gov US 3 Year 750-999 R N-ETP-C-000999-USG3Y

Threat Prevention cloud with AV & Gov US 4 Year 750-999 RN-ETP-C-OOO999-USG4Y

Threat Prevention Cloud with AV & Gov US 5 Year 750-999 RN-ETP-C-OOO999-USG5Y

RN-ETP-C-OOO999-USP 1Y
Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 1 Year 750-999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov US Plat Prio Plus 2 Year 7s0-999 R N-ETP-C-000999-USP2Y

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio PIus 3 Year 750-999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov US Plat Prio Plus 4 Year 750-999

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 5 YeatTSO-999

RenewaFEmail Threat Prevention Cloud with AV/AS & Gov cA 1 Year

N.ETP-C-OOO999-USP4Y
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5 77t.r8
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5 45.62
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S r23.t7
5 !64.23

S 20s.29

45.62

9L.24

L23.17
764.23
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5 95.10
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5 213.98

s 41.53

83.06
tLz.L3
149.51
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43.29

85.58
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43.29

86.s8

116.88
155.84

L94.8t

s 41.53

5 83.05

s 112.13

S r+g.sr
S 186.89

RN-ETP-C-0o 1999-CAG2Y

RN-ETP-C-00 1999-CAG3Y

RN-ETP-C-00 199g-CAG4Y

RN-ETP-C-001999-CAG5Y

RN-ETP-C-001999-CAP1Y

RN-ETP-C-001999-CAP2Y

RN-ETP-C-OO 1999-CAP3Y

RN-ETP-C-o01999-CAP4Y

R N-ETP-C-o0199g-CAP5Y

RN-ETP-C-o01999-PPL1Y

RN.ETP-C-OO1999.PPL2Y

RN-ETP-C-001999-PPL3Y

RN-ETP-C-OO 1999.PP14Y

RN-ETP-C-OO 1999.PP15Y

R N-ETP-C.001999-PTM 1Y

RN-ETP-C-001999-PTM2Y

R N-ETP-C-OO 1999-PTM3Y

R N-ETP-C-001999-PTM4Y

RN.ETP-C-001999-PTM5Y

RN-ETP-C-o01999-USG 1Y

RN-ETP-C-OO1999.USG2Y

RN-ETP-C-00 1999-USG3Y

RN-ETP-C.001999-USG4Y

RN-ETP-C-001999-USG5Y

RN-ETP-C-o01999-USP 1Y

RN-ETP-C-001999-USP2Y

RN-ETP-C-001999-U5P3Y

RN-ETP-C-oo 1999-USP4Y

RN-ETP-C-0o1999-USP5Y

RN-ETP-C-00499g-CAG1Y

RN-ETP-C-004999-CAG2Y

RN-ETP-C-o04999-CAG3Y

RN-ETP-C-o0499g-CAG4Y

RN-ETP-C-004999-CAG5Y

RN-ETP-C-004999-CAP1Y

RN-ETP-C-004999-CAP2Y

RN-ETP-C-004999-CAP3Y

RN-ETP-C-00499g-CAP4Y

RN-ETP-C-00499g-CAP5Y

RN-ETP.C-004999-PPL1Y

RN-ETP-C.004999-PP L2Y

RN-ETP-C-O04999-P P L3Y

RN-ETP-C-004999-PPL4Y

RN-ETP-C-OO4999.PPLSY

RN-ETP-C-004999-PTM 1Y

RN-ETP-C-004999-PTM 2Y

RN-ETP-C-004999-PTM3Y

R N-ETP-C-004999-PTM4Y

RN-ETP-C-004999-PTM5Y

l-Email Threat Prevention Cloud with & Gov CA 2 Year

l-Email Threat Prevention Cloud with & Gov CA 3 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov cA 4 Year 1,000-1999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA 5 Year 1,000-1999

Threat Prevention Cloud with AV & Gov CA Plat Prio Plus 1 Year

ewal-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio Plus 2 Year 1,000-1999

Renewal-Email Prevention Cloud with AV/AS & Gov CA Plat Prio PIus 3 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio Plus 4 Year 1,000-1999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio PIus 5 Year 1.000-1999

Renewal-Email Threat Prevention Cloud AV/AS & PIat Prio Plus Support 1 Year 1,000-1999

Renewal-Email Threat Prevention Cloud with AV/AS & Plat Prio Plus 2 Year 1.000-1999

Renewal-Email Threat Prevention Cloud with AV/AS & Plat Prio PIus 3 Year 1.000-1999

Renewal-Email Threat Prevention Cloud with AV/AS & Plat Prio Plus Support 4 Year 1,000-1999

Renewal-Email Threat Prevention with AV/AS & Plat Prio Plus Support 5 Year 1,000-1999

Renewal-Email Threat Prevention Cloud AV/AS & Platinum Support 1 Year 1,000-1999

Renewal-Email Threat Prevention Cloud with & Platinum 2Yeat

Renewal-Email Threat Prevention with & Platinum 3 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Platinum Support 4 Year 1.000-1999

Renewal-Email Threat Prevention Cloud with & Platinum 5 Year 1,000-1999

RenewaFEmail Threat Prevention Cloud with AV/AS & Gov US 1 Year 1,000-1999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov US 2 Year 1,000-1999

Threat Prevention cloud with & Gov US 3 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov US 4 Year 1,000-1999

l-Email Threat Prevention Cloud with & Gov US 5 Year

l-Email Prevention Cloud with & Gov US PIat Prio Plus l Year

l-Email Prevention Cloud with AV/AS & Gov US Plat Prio Plus 2 Year

FEmail Threat Prevention Cloud with AV/AS & Gov US Plat Prio Plus 3 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov US Plat Prio Plus 4 Year 1,000-1999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov US Plat Prio Plus 5 Year 1,000-1999

newal-Email Threat Prevention Cloud with & Gov CA 1 Year

Threat Prevention Cloud with & Gov CA 2 Year

ewal-Email Threat Prevention Cloud with & Gov CA 3 Year

Renewal-Email Threat Prevention Cloud with AV & Gov CA 4 Year

Renewal-Email Threat Prevention Cloud with & Gov CA 5 Year

Renewal-Email Threat Prevention cloud with AV/AS & Gov cA Plat Prio PIus 1 Year 2,000-4999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio Plus 2 Year 2,0004999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio PIus 3 Year 2,OOO4999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio Plus 4 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio Plus 5 Year 2,0004999

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 1 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Plat Prio Plus Support 2 Year 2,000-4999

Renewal-Email Threat Prevention Cloud with & Plat Prio PIus 3 Year

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 4 Year

Threat Prevention Cloud with AV/AS & Plat Prio Plus 5 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Platinum Support 1 Year 2,000-4999

Renewal-Email Threat Prevention Cloud with AV/AS & Platinum Support 2Year 2,0004999

Renewal-Email Threat Prevention Cloud with AV/AS & Platinum Support 3 Year 2,000-4999

Renewal-Email Threat Prevention Cloud with & Platinum Su 4 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Platinum Support 5 Year 2,000-4999

FireEve

FireEye

FireEye

FireEye

FireEve

FireEve

FireEye

FireEye

FireEVe

FireEye

FireEye

FireEye

FireFye
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FireEye

FireEye
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FireEve
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FireEve
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1s3.55
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7r.r3
95.03

r28.O4

150.05

28.54

35.57

71.L3

95.03

35.57

7L.13

95.03

r28.04

L22.84

L22.84

97.55

130.07

152.s9

37.65

75.32

159.48

160.0s

29.75s
59.51(
80.34

s 107.11

57.09

L02.76

$ 128.45

r28.04
150.05

34.72s
68.24s
92.r2s

101.59

135.58

34.12s
58.24s
92.r2s

5 t22.84
153.55

36.13

72.26

34.20
68.40

97.34

t23.r2

40.88

39.22

78.44

105.89

t4t.L9
776.49

10s.89

741.t9

40.88

105.89

741.L9

t76.49

aL76
110.38

!47.17
183.95

83.06

1L2.73

5 183.95

32.815
65.62(
88.59s

s 118.12

1"47.65

81.76

5 110.38

5 747.17

5 183.96

39.22
74.44

776.49

81.76

s 110.38

s !47.77

116.88s
s 1ss.84

S 194.81

39.22

78.44

40.88

41.53

s 149.s1

5 186.89

43.29s
85.58s

RN-ETP-C-o1999g-CAG4Y

RN-ETP-C-O1999g-CAG5Y

RN-ETP-C-o19999-CAP1Y

RN-ETP-C-019999-CAP2Y

RN-ETP-C-o19999-CAP3Y

RN-ETP-C-01999g-CAP4Y

N-ETP-C-OOg999.PTM1Y

N-ETP.C-OOg999.PTM2Y

RN-ETP-C-009999-USG 1Y

RN-ETP-C-009999-USG2Y

RN-ETP-C-009999-USG3Y

RN-ETP-C-009999-USG4Y

RN-ETP-C-009999-USG5Y

RN-ETP-C-009999-USP 1Y

RN-ETP-C-009999-USP2Y

RN-ETP-C-009999-USP3Y

RN-ETP-C-o09999-USP4Y

RN-ETP-C-009999-CAP1Y

RN-ETP-C-009999-CAP2Y

RN-ETP-C-009999-CAP3Y

RN-ETP-C-00999g-CAP4Y

RN-ETP-C-009999-CAP5Y

RN-ETP.C.OO9999-PPL1Y

RN.ETP-C-009999-PPL2Y

1Y

RN-ETP_C-o04999-USG2Y

RN-ETP-C-004999-USG3Y

RN-ETP-C-004999-USG4Y

RN-ETP-C-004999-USG5Y

RN-ETP-C-OO4999.USP 1Y

RN-ETP-C-OO4999.USP2Y

RN-ETP-C-004999-USP3Y

& Gov CA 3 Year

& Gov CA 4 Year

Gov US 4 Year

& Gov US Plat Prio Plus 5 Year

& Gov CA 1 Year

& Gov CA 2 Year 10,000-19999

4 Year& Plat Prio Plus

5 YearPrio Plus&

& Gov US 5 Year

& Gov US Plat Prio Plus 2 Year

& Gov US Plat Prio Plus 4 Year

& Gov US Plat Prio Plus 5 Year

.t^,.,

l-Email Threat Prevention Cloud with & Gov US 3 Year

l-Email Threat Prevention Cloud with & Gov US 4 Year

l-Email Threat Prevention cloud with AV/AS & Gov US 5 Year

Threat Prevention Cloud with AV/AS & Gov US Plat Prio Plus 1 Year

ewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 2 Year

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 3 Year

RenewaFEmail Threat Prevention Cloud with Av & Gov US Plat Prio Plus 4 Year

RenewalEmail Threat Prevention Cloud with AV,

Renewal-Email Threat Prevention Cloud with AV,

Renewal-EmailThreat Prevention Cloud with AV

Renewal-Email Threat Prevention Cloud with AV

Renewal-Email Threat Prevention Cloud with AV

Renewal-Email Threat Prevention Cloud with & Gov CA 5 Year

Renewal-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 1 Year 10,000-19999

Renewal-Email Threat Prevention cloud with & Gov CA Plat Prio Plus 2 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio 3 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA PIat Prio Plus 4 Year

l-Email Threat Prevention Cloud with & Plat Prio Plus 1 Year

l-Email Threat Prevention Cloud with & Plat Prio Plus 2Year

Threat Prevention Cloud with & Plat Prio Plus 3 Year

Renewal-Email Threat Prevention Cloud with AV

RenewaFEmail Threat Prevention Cloud with AV

Renewal-Email Threat Prevention Cloud with 1 Year& Platinum

Renewal-EmailThreat Prevention Cloud with AV 2Year& Platinum

Renewal-Email Threat Prevention Cloud with AV/AS & Platinum 3 Year

RenewalEmail Threat Prevention CIoud with AV/AS & Platinum 4 Year

Renewal-Email Threat Prevention with AV/AS & Platinum Su 5 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov US 1 Year

l-Email Threat Prevention Cloud with & Gov US 2 Year

Renewal-Email Threat Prevention Cloud with AV

il Threat Prevention Cloud with & Gov US Plat Prio Plus l Year

Renewal-Email Threat Prevention Cloud with AV/

Threat Prevention Cloud with & Gov US Plat Prio PIus 3 Year

Renewal-Email Threat Prevention Cloud with AV

Renewal-Email Threat Prevention Cloud with AV

Renewal-Email Threat Prevention Cloud with & Gov CA 1 Year

RenewaFEmail Threat Prevention Cloud with & Gov CA 2 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA 3 Year

Renewal-Email Threat Prevention Cloud with & cov CA 4 Year

Renewal-Email Threat Prevention Cloud with & Gov CA 5 Year

Renewal-Email Threat Prevention Cloud with & Gov CA PIat Prio Plus 1 Year

Renewal-Email Threat Prevention with & Gov cA Plat Prio Plus 2 Year

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio Plus 3 Year

l-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio Plus 4 Year

l-Email Threat Prevention Cloud with AV/AS & Gov CA Plat Prio Plus 5 Year

Renewal-Email Threat Prevention Cloud with & Gov US 1 Year

RenewalEmail Threat Prevention Cloud with & Gov US 2 Year

Renewal-Email Threat Prevention Cloud with & Gov US 3 Year

Renewal-EmailThreat Prevention Cloud with Av
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tol.\r
133.89

28.54

5 57.09

s 77.07

5 t02.76
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s 52.37
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94.27
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27.30

54.50

73.72

98.28
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27.30

s 54.60

s 73.72

s 98.28

s 722.45
( 26.19

52.37

5 70.70

5 94.27
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s 26.79

S s2.37

70.70

94.27

tI1.84
27.30
54.60

73.72

5 1s3.90

s 34.20

s 68.40

s 92.34

5 L23.tZ

5 1s3.90

s 32.4L

s 65.62

88.59

!r8.72
r47.65
32.81
65.52

88.59

1L8.t2

s 147.6s

5 34.20

5 58.40

S gz.zq

S L23.rz
1s3.90

30.10

60.20

8r.27
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5 L!2.97

5 r4r.2L
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s t4t.2L
5 30.10
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s aL27
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30.10
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8!.27
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s 135.45

s 31.38

s 62.76

s a4.73

Ren ewal-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 5 Year

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 1 Year

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 2 Year

Threat Prevention cloud with & Plat Prio Plus rt 3 Year

RenewaFEmail Threat Prevention Cloud with & Plat Prio PIus 4 Year

Renewal-Email Threat Prevention Cloud with & Prio Plus 5 Year

Renewal-Email Threat Prevention Cloud with & Platinum Su 1 Year 19999 RN-ETP-C.019999-PTM 1Y

RN-ETP.C-019999-PTM2Y
Renewal-Email Threat Prevention Cloud with & Platinum Su 2 Year 10,000-19999

Renewal-Email Threat Prevention cloud with AV/AS & Platinum Su 3 Year RN-ETP.C-019999-PTM3Y

RN-ETP.C-019999-PTM4Yl-Email Th reat Prevention Cloud with AV/AS & Platinum Su 4 Year 10,000-19999

l-Email Threat Prevention with AV/AS & Platinum 5 Year RN-ETP-C-019999-PTM5Y

l-Email Threat Prevention Cloud with & GoV US 1 Year RN-ETP-C-019999-USG 1Y

I-Email Threat Prevention Cloud with AV/AS & Gov US 2 Year

l-Email Threat Prevention Cloud with & Gov US 3 Year

Renewal-Email Threat Prevention Cloud with & Gov US 4 Year

Threat Prevention Cloud with AV & GoV US 5 YeAT 19999

Renewal-Email Threat Prevention Cloud with AV & Gov US Plat Prio Plus 1 Year 1Y

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 2 Year

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 3 Year
RN-ETP-C-019999-USP4Y

Renewal-Email Threat Prevention Cloud with AV/AS & Gov US Plat Prio Plus 4 Year 10,000-19999

Renewal-Email Threat Prevention Cloud with AV/AS & Gov US Plat Prio Plus 5 Yea r 10,000-19999 RN-ETP-C-019999-USP5Y

Renewal-Email Threat Prevention Cloud with AV/AS & Gov CA 1 Year RN-ETP-C-049999-CAG1Y

RN-ETP-C-04999g-CAG2YThreat Prevention Cloud with & Gov CA 2 Year

l-Email Threat Prevention Cloud with & Gov CA 3 Year RN-ETP-C-049999-CAG3Y

l-Email Threat Prevention Cloud with AV/AS & Gov CA 4 Year RN-ETP-C-049999-CAG4Y

l-Email Threat Prevention with & Gov CA 5 Year RN-ETP-C-049999-CAG5Y

il Threat Prevention CIoud with & Gov cA Plat Prio Plus 1 Year RN-ETP-C-049999-CAP1Y

Renewal-Email Threat Prevention Cloud with AV /AS & Gov CA Plat Prio 2 Year RN-ETP-C-04999g-CAP2Y

Renewal-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 3 Year RN-ETP-C-049999-CAP3Y

Renewal-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 4 Year

RenewaFEmail Threat Prevention Cloud with & Gov CA Plat Prio Plus 5 Year

Renewal-Email Threat Prevention Cloud with & Prio Plus 1 Year N-ETP.C-049999-PPL1Y

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 2Year

Renewal-Email Threat Prevention cloud with & Plat Prio Plus 3 Year

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 4 Year

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 5 Year
RN-ETP-C.049999-PTM 1Y

Renewal-Email Threat Prevention Cloud with & Platinum Su 1 Year

Renewal-Email Threat Prevention CIoud with & Platinum Su 2 Year RN.ETP-C-049999-PTM2Y

R N-ETP-C-049999-PTM3Y
l-Email Threat Prevention Cloud with & Platinum 3 Year 20,00049999

l-Email Threat Prevention Cloud with & Platinum 4 Year RN-ETP-C-049999-PTM4Y

RN-ETP-C-049999-PTM5YThreat Prevention Cloud with & Platinum 5 Year

Threat Prevention Cloud with AV & Gov US 1 Year RN-ETP-C-049999-USG 1Y

RN-ETP-C-049999-USG2Yewal-Email Threat Prevention Cloud with & Gov US 2 Year

Renewal-Email Threat Prevention Cloud with & Gov US 3 Year

Renewal-Email Threat Prevention Cloud with & Gov US 4 Year

Renewal-Email Threat Prevention Cloud with & Gov US 5 Year

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus l Year

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 2 Year

Renewal-Email Threat Prevention cloud with & Gov US Plat Prio Plus 3 Year

N-ETP-C-049999-USP1Y
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42-53

s L72.97
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$ 99.18
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77.54
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99.18
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5 1L4.66
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Renewal-Email Threat Prevention with AV & Gov US Plat Prio Plus 4 Year

RenewaFEmail Threat Prevention Cloud with & Gov US Plat Prio Plus 5 Year

Renewal-Email Threat Prevention Cloud with & Gov CA 1 Year 74999

Renewal-Email Threat Prevention Cloud with & Gov CA 2 Year 50,000-74999 RN-ETP-C-074999-CAG2Y

RN-ETP-C-07499g-CAG3Y
Renewal-Emall Threat Prevention Cloud with & Gov CA 3 Year 74999

Renewal-Email Threat Prevention Cloud with & Gov CA 4 Year 74999 RN-ETP-C-074999-CAG4Y

RN-ETP-C-074999-CAG5Y
RenewaFEmail Threat Prevention Cloud with AV/AS & Gov CA 5 Year 74999

Renewal-Email Th Prevention Cloud with AV/AS & Gov CA Plat Pno Plus I Yea r 50,000- 74999 RN-ETP-C-o7499g-CAP 1Yreat
l-Email Threat Prevention with & Gov CA Plat Prio Plus 2 Year RN-ETP-C-074999-CAP2Y

l-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 3 Year RN-ETP-C-074999-CAP3Y

RN-ETP-C-07499g-CAP4Yl-Email Threat Prevention with & Gov CA Plat Prio Plus 4 Year

FEmail Threat Prevention Cloud with & Gov CA Plat Prio Plus 5 Year

Threat Prevention Cloud & PIat Prio Plus 1 Year

Threat Prevention Cloud with AV & Plat Prio Plus 2 Year

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 3 Year

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 4 Year 74999

Renewal-Email Threat Prevention Cloud with AV/AS & Plat Prio PIus 5 Year 50,000-74999

Renewal-Email Threat Prevention Cloud with AV/AS & Platinum 1 Year 1Y

RN-ETP-C-o74999-PTM2Y
Renewal-Email Threat Prevention Cloud with & Platinum 2Year

Renewal-Email Th reat Prevention Cloud with & Platinum Su 3 Year RN-ETP-C-074999-PTM 3Y

l-Email Threat Prevention Cloud with & Platinum 4 Year RN-ETP-C-074999-PTM4Y

RN-ETP-C-074999-PTM5Yl-Email Threat Prevention Cloud & Platinum 5 Year

l-Email Threat Prevention Cloud with & Gov US 1 Year RN-ETP-C-o74999-USG 1Y

RN-ETP-C-o74999-USG2Y
FEmail Threat Prevention Cloud with & Gov US 2 Year

Threat Prevention with AV/AS & Gov US 3 Year RN-ETP-C-074999-USG3Y

RN-ETP.C-074999-USG4Y
ewal-Email Threat Prevention CIoud with & Gov US 4 Year

Renewal-Email Threat Prevention cloud with & Gov US 5 Year RN-ETP-C-o74999-USG5Y

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 1 Year

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio PIus 2 Year

RenewaFEmail Threat Prevention Cloud with & Gov US PIat Prio Plus 3 Year

Renewal-Email Threat Prevention CIoud with & Gov Us Plat Prio Plus 4 Year

Renewal-Email Threat Prevention Cloud with & Gov US Plat Prio Plus 5 Year

Renewal-Email Threat Prevention Cloud with & Gov CA 1 Year RN-ETP-C-o9999g-CAG1Y

RN-ETP-C-099999-CAG2Y
Renewal-Email Threat Prevention cloud with AV/AS & Gov CA 2 Year

Renewal-Email Threat Prevention cloud with AV/AS & Gov CA 3 Year RN-ETP-C-099999-CAG3Y

lEmail Threat Prevention Cloud with AV/AS & Gov CA 4 Year RN-ETP-C-09999g-CAG4Y

RN-ETP-C-099999-CAG5Y
FEmail Threat Prevention CIoud with & Gov CA 5 Year

Threat Prevention Cloud with & Gov cA Plat Prio Plus 1 Year RN-ETP-C-099999-CAP1Y

RN-ETP-C-099999-CAP2YThreat Prevention Cloud with & Gov CA Plat Prio Plus 2 Year

Renewal-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 3 Year RN-ETP-C-099999-CAP3Y

Renewal-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 4 Year RN-ETP-C-o9999g-CAP4Y

Renewal-Email Threat Prevention Cloud with & Gov CA Plat Prio Plus 5 Year

Renewal-Email Threat Prevention Cloud with & PIat Prio Plus 1 Year N-ETP-C-099999-PPL1Y

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 2 Year

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 3 Year

Renewal-Email Threat Prevention Cloud with & Plat Prio Plus 4 Year

Threat Prevention Cloud with & Plat Prio Plus 5 Year RN-ETP-C-099999-P PLsY

Renewal-Email Threat Prevention Cloud with & Platinum Su 1 Year RN-ETP-C-099999-PTM 1Y

Renewal-Email Threat Prevention cloud with & Platinum Su 2 Year RN-ETP-C-099999-PTM2Y
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RN-ETP-001999-PPL4Y

RN-ETP-001999-USP1Y

RN.ETP{01999-USP2Y
RN-ETP-001999-USP3Y

RN-ETP-001999-USP4Y

RN-ETP{04999-PPL1Y

RN.ETP-OOO749-PPL3Y

RN-ETP-OOO749-PPL4Y

RN-ETP-OO0749-USP1Y

RN-ETP-OOO749-USP2Y

RN-ETP.OOO749.USP3Y

RN.ETP-OOO749-USP4Y

RN.ETP-OO0999-PPL1Y

RN.ETP-OO0999-PPLzY

RN-ETP-OO0999-PPL3Y

RN-ETP.OOO999.PPL4Y

RN-ETP-OOO999-USP1Y

RN-ETP-OO0999-USP2Y

RN-ETP-OOO249-USP2Y

RN-ETP.OOO249-USP3Y

RN-ETP-OOO249.USP4Y

RN-ETP-OOO499.PPL1Y

RN.ETP-OOO499-PPL2Y

RN.ETP-OOO499-PPL3Y

RN-ETP-OOO499-PPL4Y

RN-ETP-OOO499-USP1Y

RN.ETP-OOO499-U5P2Y

RN-ETP-OOO499-USP3Y

RN-ETP-OOO499-USP4Y

RN-ETP-OOO749-PPL1Y

RN-ETP.OOO749.PPL2Y

ETP-200000+PPL3Y

ETP-200000+PPL4Y

ETP-200000+PPL5Y

ETP-200000+USP1Y

ETP-200000+USP2Y

ETP-200000+USP3Y

ETP-200000+USP4Y

ETP-200000+USP5Y

RN-ETP-OOO249.PPL1Y

RN-ETP.OOO249-PPL2Y

RN-ETP-OOO249-PPL3Y

RN-ETP-OOO249-PPL4Y

RN-ETP-OOO249-USP1Y

EmailThreat Plat Prio Plus Su 4 Year

Email Threat Plat Prio Plus Su 5 Year

Email Threat P Gov US Plat Prio Plus 1 Year

EmailThreat Gov US Plat Prio Plus 2 Year

Email Threat Gov US Plat Prio Plus 3 Year 200,000+

EmailThreat Gov US Plat Prio Plus 4 Year

Email Threat Prevention, Gov US Plat Prio Plus 5 Year

l-EmailThreat Plat Prio Plus tYear t-249

l-Email Threat P Plat Prio Plus zYeat 1-249

l-Email P Plat Prio Plus 3\ear L-249

Threat PIat Prio Plus 4Yeat L-249

Renewal-Email Threat Prevention, Gov US Plat Prio Plus 1 Year !-249

Renewal-Email Threat Gov uS Plat Prio Plus 2 Year 1-249

Renewal-Email Threat Gov US Plat Prio Plus 3 Year 1-249

RenewaFEmail Threat Gov US Plat Prio Plus 4 Year 1-249

Renewal-Email Threat Plat Prio Plus 1 Year 250-499

Renewal-Email Threat Plat Prio Plus 2Yeat 250-499

Renewal-Email Threat Plat Prio Plus Su 3 Year 250-499

l-Email Threat Plat Prio Plus 4 Year 250-499

l-Email Threat P Gov US Plat Prio Plus 1 Year 250-499

Threat Gov US Prio Plus 2 Year 250499

Threat Gov US Plat Prio Plus 3 Year 250499

Renewal-Email Threat Gov US Plat Prio Plus 4 Year 250-499

Renewal-Email Threat Plat Prio Plus 1 Year 500-749

Renewal-Email Threat Plat Prio Plus rt 2 Year 500-749

Renewal-Email Threat Plat Prio Plus rt 3 Year 500-749

Threat Plat Prio 4 Year 500-749

Renewal-Email Threat Prevention, Gov US Plat Prio Plus 1 Year 500-749

Fi Renewal-Email Threat Gov US Plat Prio Plus 2 Year 500-749

Fi RenewaFEmail Threat Gov US Plat Prio Plus 3 Year 500-749

Renewal-Email Threat Gov US Plat Prio PIus 4 Year 500-749

ail Threat P Plat Prlo Plus Su 1 Year 750-999

l-EmailThreat P Plat Prio Plus 2 Year 750-999

il Threat Plat Prio Plus 3 Year 750-999

newal-Emall Threat Plat Prio Plus 4 Year 750-999

Threat Gov US Plat Prio Plus 1 Year 750-999

Renewal-Email Threat Preventio Gov US Plat Prio Plus 2 Year 750-999

Renewal-Email Threat Gov US Plat Prio Plus 3 Year 750-999

RenewaFEmail Threat Gov US Plat Prio Plus 4 Year 750-999

Plat Prio Plus Su 1 Year 1,000-1999

Fi Renewal-Email Threat Plat Prio Plus Su 2 Year 1,000-1999

Renewal-Em reat Plat Prio Plus Su 3 Year

Renewal-Email Threat Plat Prio Plus Su 4 Year 1,000-1999

Renewal-Email Threat Gov US Plat Prio Plus 1 Year 1,000-1999

l-Email Threat P Gov US Plat Prio Plus 2 Year 1,000-1999

I-Ema P Gov US Plat Prio Plus 3 Year 1,000-1999

P Gov US Plat Prio 4 Year 1,000-1999l-Email
Threat Plat Prio Plus 1 Year 2,000-4999

3 YearPlat Prio PlusEmailThreat



63.67

85.95

114.60

31.83

5 63.67

s 85.95

s 114.60

28.35

56.71

76.55

102.O7

28.35

55.71
76.55

toz.o7
24.47

48.95

56.08

88.10

24.47

48.95

s 56.08

5 88.10

S 23.08
46.16

62.32

s 83.09

23.08

46.L6

62.32

s 83.09

20.85

41.69

s s6.28

s 75.05

5 20.85

5 4t.69
s s6.28

s 75.05

s 18.03

36.05

48.67

s 64.89

18.03

S 36.0s

48.67

64.89

15.85

37.70

( 73.r4

s 98.79

5 r3L.72

s 36.59

S 73.18

98.79

L37.72

s 32.59

5 65.18

5 87.99

S tt7.32
s 32.59

65.18

s a7.99

5 LL7.32

s 28.73

5 56.26

s 75.95

s 10L.27

s 24.r3

5 s5.26

75.95

LOL.27

25.53

s3.05

s 71.63

5 95.51

s 26.53

s s3.05

s 71.63

s 9s.51

s 23.95

47.92

64.69

86.26

23.96

47.92

64.69

86.26

20.72

5 4r.44
s 55.94

74.59

20.72

41.44

5 55.94

74.59

7A.225

36.44

RenewaFEmail Threat Plat Prio Plus 2Year

Renewal-Email Threat Plat Prio Plus 3 Year RN-ETP-004999-PPt3Y

Renewal-Email Threat Plat Prio Plus Su 4Year RN-fiP-004999-PPL4Y

Renewal-Email Threat Gov US Plat Prio Plus 1 Year RN-ETP.OO4999-USP1Y

l-EmailThreat Gov US Plat Prio Plus 2 Year 2,000-4999 RN-ETP-o04999-USP2Y

revention, Gov US Plat Prio Plus 3 Year 2,0004999 RN-ETP-004999-USP3Y
l-Email Threat P

l-Email Threat P Gov Us Plat Prio Plus 4 Year RN-ETP-004999-USP4Y

il Threat P Plat Prio Plus 1 Year RN-ETP-009999-PPL1Y

Threat Plat Prio Plus 2 Year

Renewal-Email Threat Plat Prio Plus rt 3 Year

Renewal-Email Threat Plat Prio Plus 4 Year

RenewaFEmail Threat cov US Plat Prio Plus 1 Year

Renewal-Email Threat Gov US Plat Prio Plus 2 YearFi

Renewal-Email Threat Gov US Plat Prio Plus 3 Year

Threat Gov US Plat Prio Plus 4 Year RN-ETP-009999-USP4Y

l-Email Threat Plat Prio Plus 1 Year RN-ETP-019999-PPL1Y

l-EmailThreat Plat Prio Plus 2 Year RN.ETP-019999-PPL2Y

l-Email Threat P Plat Prio Plus 3 Year RN-ETP-019999-PPL3Y

il Threat P Plat Prio Plus 4 Year RN-ETP.019999-PPL4Y

Threat Gov US Plat Prio Plus 1 Year RN-ETP.o19999-USP1Y

I hreat Gov US Plat Prio Plus 2 Year RN-ETP-019999-USP2Y
Ren

RN.ETP-o19999-USP3Y
Renewal-Email Gov US Plat Prio Plus 3 Year

Renewal-Email Threat Prevention, Gov US Plat Prio Plus 4 Year

Renewal-Email Threat Plat Prio Plus rt 1 Year

Renewal-Email Threat Prevention, Plat Prio Plus 2Year

Renewal-Email Threat Plat Prio Plus 3 Year

RenewaFEmail Threat PIat Prio Plus 4 Year

Renewal-Email Threat Gov US Plat Prio Plus 1 YearFi
RN-ETP-049999-USP2Y

Renewal-Email Threat Gov US Plat Prio Plus 2 Year

l-Email Threat Gov US Plat Prio Plus 3 Year RN-ETP.O49999.USP3Y

Threat P Gov US Plat Prio Plus 4 Year RN-ETP.049999-USP4Y

rl I hreat Plat Prio Plus 1 Year RN-ETP.074999-PPL1Y

Threat Plat Prio Plus 2 Year 74999 RN-ETP-074999-PPL2Y

Plat Prio Plus 3 Year 50,000-74999 RN-ETP-074999-PPL3Y
Threat

RenewaFEmail Threat Prevention, Plat Prio Plus rt 4 Year 50,000-74999

Renewal-Email Threat Prevention, Gov US Plat Prio Plus 1 Year

Gov US Plat Prio Plus 2 Year 50,000-74999RenewaFEmail Threat Prevention,

Renewal-Email Threat Prevention, Gov US Plat Prio Plus 3 Year 74999

Renewal-Email Threat Prevention, Gov US Plat Prio Plus 4 Year 74999

Renewal-Email Threat Plat Prio Plus Su 1 Year L1Y

Renewal-Email Threat Prevention, Plat Prio Plus 2Year RN-ETP.O99999.PPLzY

l-Email Threat Prevention, Plat Prio Plus 3 Year RN-ETP-099999-PPL3Y

Plat Prio Plus 4 Year 75,000-99999 RN-ETP499999-PPL4Y
I-Email Threat P

FEmail Threat Prevention, Gov US Plat Prio Plus 1 Year RN.ETP-099999-USPlY

il Threat P Gov us Plat Prio Plus 2 Year RN-ETP.099999-USP2Y

Threat Gov US Plat Prio Plus 3 Year

Threat Gov US Plat Prio Plus 4 Year

Renewal-Email Threat PIat Prio Plus 1 Year

Renewal-Email Threat Plat Prio Plus rt 2 Year



s 42.80

s 57.06

5 15.85

s 31.70

) 42.80

57.06

74.96

s 29.93
C 40.40

5 s3.87

s 14.96

5 29.93

5 40.40

s 53.87

s toL.4a

s 101.48

s 83.78

s 83.78

5 7L.a6

S 71.86

60.35

60.36

54.74

5 54.74

s 49.83

5 49.83

s M.39
s 44.39

s 38.31

s 38.31

s 36.r2

s 36.72

S :z.es
32.63

28.22

28.22

24.8r
24.41

23.42

23.42

21.75

22.67
2r.75

s 22.67

s 2I.75

s 22.67

#VALUE!

S L74,720.0o

S 13,686.40

49.L9

65.59

La.22

36.44

49.L9

65.59

s 17.20

S 34.40

46.44

6t.92
77.20

34.40
46.M
6!.92

rL6.64

S 116.64

96.30

96.30

82.60

s 82.60

s 59.38

) 59.38

5 62.92

62.92

s7.28

57.28
51.02

5t.o2
44.04

44.04

4t.52
41.52

s 37.50

s 37.50

) 32.44

s 32.44

5 28.52

s 28.52

s 26.92

5 26.92

s 25.00
( 26.06

s 25.00

26.O5

25.00

26.06

call for quote

s 192.000.00

s 15.040.00

Plat Prio Plus su 3 Year RN-ETP-199999-PPL3Y
Renewal-Email Threat

RN-ETP.199999.PPL4Y
Ei Renewal-Email Threat Plat Prio Plus Su 4 Year

Threat Gov US Prio Plus 1 Year RN.ETP-199999-USP1Y

Gov US Plat Prio Plus 2 Year RN-ETP-199999-USP2Y
l-EmailThreat P

Threat Gov LJS Plat Prio Plus 3 Year

Threat Gov US Plat Prio Plus 4 Year 100,000-199999

Renewal-Email Threat Plat Prio Plus rt 1 Year RN-ETP-zOOOOO+PPL1Y

Plat Prio Plus 2 Year RN.ETP-2OOOOO+PPL2Y
Renewal-Email Threat

RN-ETP-2OOOOO+PPL3Y
Renewal-Email Threat Plat Prio Plus 3 Year

Renewal-Email Threat Prio Plus 4 Year RN-ETP-200000+PPL4Y

Gov US Plat Prio Plus 1 Year RN-ETP-zOOOOO+USP1Y
Fi Renewal-Email Threat

RN-ETP-200000+USP2Y
Renewal-Email Threat Gov US Plat Prio PIus 2 Year

RN-ETP-200000+USP3Y
Threat Gov US Plat Prio Plus 3 Year

RN-ETP-200000+USP4Y
l-EmailThreat P Gov US Plat Prio Plus 4 Year

Fire il Threat Platinum 2Year t-249

il Threat Government US 2Yeat 7-249
N-ETP.OOO499.PTM2Y

Threat Platinum 2 Year 250-499

Renewal-Email Threat Government US 2 Year 250-499

2Year5OO-749Renewal-Email Threat Platinum

Renewal-Email Threat Prevention, Government US 2 Year 500-749 RN-ETP{00749-USG2Y

Platinum Su 2Yeat750-999 RN-ETP-OO0999-PTM2Y
Fi Renewal-Email Threat

RN-ETP.OO0999.USG2Y
Renewal-Email Threat Government US 2 Year 750-999

RN-ETP-OO1999.PTM2Y
Fi Renewal-Email Threat Platinum 2 Year

RenewaFEmail Threat Government US 2 Year RN-ETP-001999-USG2Y

Platinum 2 Yearl-Email Threat P

l-Email Threat Government US 2 Year
2Y

Threat Platinum 2 Year

Threat Government US 2 Year

Renewal-Email Threat Platinum 2 Year

Threat Government US 2 Year RN-ETP-019999-USG2Y

RN-ETP{4999g-PTM2Y
Renewal-Email Threat Platinum Su 2 Year

Government US 2 Year 20,000-49999 RN-ETP-049999.USG2Y
Fi RenewaFEmail Threat

RN-ETP-074999-PTM2Y
l-Email Threat Prevention, Platinum 2Yeat

l-Email Threat Prevention, Government US 2 Year 74999 RN-ETP-074999-USG2Y

Platinum 2Year RN-ETP-099999-PTM2Y
FEmail Threat P

RN.ETP-099999-USG2Y
Threat Government US 2 Year

Threat Platinum 2Yea(

Renewal-Email Threat Preventio Government US 2 Year

Renewal-Email Threat Platinum 2Year

covernment US 2 Year 200,000+Renewal-Email Threat
ETP-C-PROMO-PTM1Y

EmailThreat Prevention Cloud with 1 User & Platinum 1 Year

EmailThreat Prevention Cloud with 1 User & Plat Prio Plus 1 Year ETP-C-PROMO-PPL1Y

Email Threat Prevention Cloud with AV/AS 1 User & Gov CA 1 Year ETP-C-PROMO.CAGlY
Fi

ETP-C-PROMO-CAP1Y
EmailThreat Prevention Cloud with 1 User & Gov CA Plat Prio Plus 1 Year

Threat Prevention Cloud with AS 1 [Jser & Gov US L Year ETP-C-PROMO-USG1Y

1 user & Gov US Plat Prio Plus 1 YearThreat Prevention Cloud with
services custom SKU

include travel SKU
se rvrces includes FTE for 5 a week for 5 of seruces No included

Emai

servlces - includes 40 hrs of services, 4 hrs of
months

AND travel
travel

within

travel is

travel out of will

ETP-C-PROMO-USP1Y



47.25

82.49

123.74

764.99

138.31

207.47

276.63

54.50

108.99

163.49

40.09

50.13

80.18

too.22

2,284.76

2.855.95

311.95

467.92

623.89

779.87

59.16

455.00

4,510.08

5,637.50

57t.L9

30,4s0.00

206.23s

15.18s
32.36s
48.555
64.735
80.915

s 2L7.99

5 272.48
20.o4s

$ ssz.ss

s 873.83

5 1,165.10

s 1,4s5.38

s 1ss.97

s 34s.78

S !,!27.52
S 2,2ss.o4

3 3.382.s5

s Lr42.38

s
s r.7t3.57

29r.28s

s

93.00

45.08

55.80

74.40

779.28

358.56

250.56

313.20

23.04

i 1,004.40

r,339.20
L,674.00

7,296.00

2,592.O0

3.888.00

92.L6s
s 11s.20

47.41s
94.82s

s 742.23

s 189.64

5 237.0s
18.50s

S 37.20

S s37.84

5 717.12

s 895.40
79.495

s 158.98

5 238.47

s 317.95

5 397.45

52.645

s 12s.28

S 187.92

69.12s

s 1,313.08

5 3s,000.00

s
S 1,969.52

5 2,626.16

S 3,282.70

5 334.80

S 559.60

S soo.oo

s

s s,184.00

5 5,480.00

s 6s6.s4

MDCV-1499994Y

MDCV-1499995Y

MDCV-199991Y

MDCV-199992Y

MDCV-199993Y
MDCV-199994Y

MDCV-199995Y

MDCV-1999991Y

MDCV-1999992Y

MDCV-1999993Y

MDCV-1999994Y

MDCV-1999995Y

MDCV-049992Y

MDCV-049993Y

MDCV-049994Y

MDCV-049995Y

MDCV-099991Y

MDCV-099992Y
MDCV-099993Y

MDCV-099994Y

MDCV{g9995Y
MDCV-1499991Y

MDCV-1499992Y

MDCV-1499993Y

EVL-TAP

MDCV-004993Y

MDCV-004994Y

MDCV-004995Y

MDCV-009991Y

MDCV-009992Y

MDCV-009993Y

MDCV{09994Y
MDCV{09995Y
MDCV-019991Y

MDCV-o19992Y

MDCV-019993Y

MDCV-019994Y
MDCV-o19995Y

MDCV-049991Y

PS-OS-TRAVEL

EDU-OWT-BSC-OV

MDCV-002491Y

MDCV-002492Y

MDCV-002493Y

MDCV{O2494Y

MDCV-00249sY

MDCV-004991Y

MDCV-004992Y

PS-TAP-JS-B

Defense Continuous 1 Year 100K-149999n

n

Fire

Fi

Fi

2 Year 100K-149999

3 Year 100K-149999

4 Year 100K-149999

5 Year 100K-149999

1 Year 10000-19999

lance 2 Year 10000-19999

3 Year 10000-19999

4 Year 10000-19999

5 Year 10000-19999

1 Year

nce 2 Year

nce 3 Year

nce 4 Year

nce 5 Year

Defense Continuous

Defense Continuous

Defense Continuous

Defense Continuous

Defense Continuous

Defense Continuous

Defense Continuous

Defense Continuous

Defense Continuous

Defense Continuous

Continuous

Defense Continuous

Continuous

Continuous

Professional services travel SKU

Product OverviewWeb
TYeat 1-249Defense Continuous
zYear t-249Defense Continuous

Fi Defense Continuous nce 3 Year 1-249

Fi Defense continuous nce 4 Year 1-249

Defense Continuous nce 5 Year 1-249

Defense Continuous 1 Year 250-499

n Defense Continuous 2Year250499
Platform-Basic

Threat Ana Platform Adv lntel Platinum

Defense Continuous 3 Year 250-499

Defense Continuous 4Yeat 250499
Defense Continuous 5 Year 250-499

Defense Continuous 1 Year 500-999

Defense Continuous lance 2 Year 500-999

Defense Continuous 3 Year 500-999

Defense Continuous 4 Year 500-999

Defense Continuous 5 Year 500-999

Fi Defense Continuous ance 1 Year 1000-1999

M Defense Continuous nce 2 Year 1000-1999

n Defense Continuous nce 3 Year 1000-1999

Defense Continuous 4 Year 1000-1999n

n Defense continuous 5 Year 1000-1999

Defense Continuous 1 Year 20004999

Defense Continuous 2 Year 2000-4999

Defense Continuous 3 Year 20004999

Defense Continuous 4 Year 2000-4999

Defense Continuous 5 Year 2000-4999

Defense Continuous 1 Year 5000-9999

Fi Defense Continuous nce 2 Year 5000-9999

Fi Defense Continuous nce 3 Year 5000-9999

Fi Defense Continuous nce 4 Year 5000-9999

Defense Continuous 5 Year 5000-9999



1,713.83

2,285.r7

577.28
1 1l) qq

1s6.60

52.20

78.30

104.40

13.40
26.80

40.L9

53.59

55.99

35.67

37.32

26.10

5 276.63
54.50s
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S 163.49

5 2L7.99
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S 4,510.08
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93.96s

S 725.28

s 130.s0

23.25)
46.495

7L.34$

S 107.01

s 142.68

s 178.3s

L87.92

1,004.40

1,339.20

179.28

358.s5

537.84

7L7.t2

158.98

238.47

62.64

334.80

669.50

90.00
120.00

1s0.00

26.72

53.44

133.60

t,296.00
2,s92.O0

3,888.00

82.00

123.00

154.00

205.00

108.00

79.49s

S 3L7.96

r25.285

5 250.s6

S 6s6.64

s 1,313,28

5 1,969.92

S 2,626.s6

80.16s
106.885

s s,184.00

36.00s
72.00s

s 144.00

S 18o.oo

30.00s
50.00s

15.40s
30.805
46.20s
61.50s
77.OO5
41.00s

RN-MDCV-o19994Y

RN-MDCV-049991Y

RN-MDCV-049992Y

RN.MDCV-049993Y

RN.MDCV.O49994Y

RN-MDCV-o99991Y

RN-MDCV-o99992Y

RN-MDCV-o99993Y

RN-MDCV-o99994Y

RN-MDCV-o04992Y

RN-MDCV-004993Y

RN-MDCV.O04994Y

RN-MDCV-009991Y
RN-MDCV.OO9992Y

RN-MDCV-009993Y

RN-MDCV.OO9994Y

RN-MDCV-019991Y
RN-MDCV-O19992Y

RN-MDCV-019993Y

N4DCV-799995Y

MDCV-999991Y

MDCV-g99992Y

MDCV-999993Y

MDCV-999994Y
MDCV-999995Y

RN.MDCV-002491Y

RN-MDCV-002492Y

RN-MDCV-002493Y
RN-MDCV-o02494Y

RN-MDCV-00499lY

MDCV-399995Y

MDCV-59999lY

MDCV-599992Y

MDCV-599993Y

MDCV-599994Y
MDCV-s99995Y

MDCV-799991Y

MDCV-799992Y

MDCV-799993Y

MDCV-799994Y

MDCV-200000+1Y

MDCV-200000+2Y

MDCV-200000+3Y

MDCV-200000+4Y

MDCV-200000+5Y

MDCV-399991Y

MDCV-399992Y

MDCV-399993Y

MDCV.399994Y

Defense Continuous 4 Year 1000-1999

Defense Continuous nce 4 Year 5000-9999

Defense Continuous nce 2 Year 1000-1999

Defense Continuous nce 3 Year 1000-1999

Renewal-Manage(
Defense Continuous 1 Year 2000-4999Renewal-Ma
Defense Continuous 2 Year 20004999Renewal-Ma
Defense Continuous lance 3 Year 2000-4999

Defense Continuous lance 4 Year 20004999

Defense Continuous 1 Year 5000-9999

Defense Continuous 2 Year 5000-9999

Defense Continuous 3 Year 5000-9999

Defense Continuous 2Yeat t-249
Defense Continuous 3Year 1-249

Defense Continuous nce 4 Year 1-249

1 Year 250-499Defense Continuousewal-M
zYeat 250-499Defense Continuousa

Renewal-Ma 3 Year 250-499Defense Continuous

Renewal-Ma 4 Year 250-499Defense Continuous
lance 1 Year 500-999Defense Continuous
lance 2 Year 500-999Defense Continuous

3 Year 500-999Defense Continuous
4 Year 500-999Defense Continuous

Defense Continuous 1 Year 1000-1999

Defense Continuous 4 Year 60000-79999

Defense Continuous 5 Year 60000-79999

Defense Continuous lance 1 Year 80000-99999

2 Year 80000-99999Defense Continuous
3 Year 80000-99999Defense Continuous
4 Year 80000-99999Defense Continuous
5 Year 80000-99999Defense Continuous

Defense Continuous 1 Year 1-249

4 Year 20000-39999Defense Continuousn

5 Year 20000-39999Defense Continuous
1 Year 40000-59999Defense Continuous
2 Year 40000-59999Defense Continuous

lance 3 Year 40000-59999Defense Continuous
4 Year 40000-59999Defense Continuous
5 Year 40000-59999Defense Continuous

Defense continuous 1 Year 60000-79999

Defense Continuous nce 2 Year 50000-79999

Defense Continuous nce 3 Year 60000-79999an

1 YearDefense Continuous
lance 2 YearDefense Continuous

3 YearDefense Continuous
ance 4 YearDefense Continuous

nce 5 YearDefense Continuous

Defense Continuous nce 1 Year 20000-39999

Defense Continuous nce 2 Year 20000-39999

3 Year 20000-39999Defense Continuous

FireEVe

FireEve

FireEve

FireEve

FireEve

FireEve

FireEve

FireEve

FireEVe

FireEve

FireEve

FireEve

FireEve

FireEve

FireEve

FireEye

FireEye

FireEye

FireEye

FireEye

FireEVe

FireEye

FireEVe

FireEve

FireEVe

FireEve

FireEve

FireEVe

FireEve

FireEve

FireEve

FireEVe

FireEVe

FireEve

FireEve

FireEve

FireEye

FireEye

FireEye

FireEye

FireEye

FireEve

FlreEye

FireEye

FireEve

FireEye

FireEye

FireEye

FireEVe



700.00

t7

62.64

93.95

725.28
26.tO

52.20

164.99

15.18

32.35

48.55

64.73
13.40

20.04

123.74

s

L7

104.40

23.25

46.49s
69.74s
92.99s
7430s

.00

42.49s

25.80
40.19s
s3.59s
35.67s
7r.34

707-O7s
5 :42.58

31.32

40.09

60.13s
80.185
41.25(

53.44

80.15

106.88

90.00

7

46.20

61.60
41.00

82.00
123.00

164.00

35.00

72.00

69.12

92.L6
47.4L

94.82

L42.23

s
s
5

5 21,oo0.oo

5

5

S s,ooo.oo

5 10,000.00

s
s

108.00

s 144.00

30.00s
60.00

120.00

26.72

23.O4s
46.O4s

s 189.54

18.505
37.20s
55.80s
74.40$
15.405

30.80s

N-MDCV-g99994Y
DCV-799993Y

TE-BDL

EVL-MC-AA

EVL-MC-MS

MC-AA.ADM-1Y
MC-AA-ADM-2Y

MC-AAIY.CAG

MC-AA1Y-CAP

MC-AA1Y-PLT

C-AA1Y.PPL

DCV-200000+4Y

N-MDCV-399991Y

DCV-399992Y

DCV-399993Y

DCV-399994Y

1Y

RN-MDCV-599992Y

RN-MDCV-599993Y
RN.MDCV-599994Y

RN-MDCV-799991Y

RN-MDCV-799992Y

RN-MDCV-799994Y

RN.MDCV-999991Y

RN-MDCV-g99992Y

DCV-g99993Y

DCV-1499994Y

DCV-199991Y

RN-MDCV.199994Y

RN-MDCV-1999991Y

RN-MDCV-1999992Y

RN-MDCV-1999993Y

RN-MDCV-1999994Y
RN-MDCV-200000+1Y

RN-MDCV-z00000+2Y

DCV-1499993Y

2 Year 20000-39999

3 YearDefense continuous

Defense Continuous 1 Year 60000-79999

Threat Prevention - Admin admins) - 2 Year

Threat Prevention - Government CA 1 Year

Threat Prevention - Government CA Plat Prio Plus 1 Year

Prevention - Platinum 1 Year

Mobile Threat Prevention - Plat Prio Plus 1 Year

Mobile Threat Prevention - Government US 1 Year

Mobile Threat Prevention - Government US Plat Prio Plus 1 Year

Threat Prevention - Government CA 2 Year

Mobile Threat Prevention - Government CA Plat Prio Plus 2 Year

Platinum 2 YearMobile Threat Prevention -

Defense Continuous 4 Year 60000-79999

Continuous 1 Year 80000-99999

Continuous nce 2 Year 80000-99999

nce 3 Year 80000-99999Defense Continuous

Renewal-M 4 Year 80000-99999Defense Continuous

Renewal-Ma 3 Year 50000-79999Defense Continuous

PX 0045 Defense Enabler Bundle

PX 2040ESS48 Defense Tech Enabler

to3 of services installation of to 4 total and trdnsition to the FaaS team. Fixed

to5 of services installation of to 6 total com and transition to the FaaS team. Fixed

Eval - Mobile Threat Prevention - ication - 1 Year

Eval - Mobile Threat Prevention - API - 1 Year

Mobile Threat Prevention - Ana Admin admins) - 1 Year

Defense Continuous 4 Year

Continuous nce 1 Year

Continuous nce 2 Year

Renewal-Ma nce 3 YearDefense Continuous

Renewal-Ma nce 4 YearDefense Continuous

Renewal-Ma 1 Year 20000-39999Defense Continuous

Defense ContinuousRenewal-Ma
Defense Continuous 3 Year 20000-39999

4 Year 20000-39999Defense Continuous
Defense Continuous lance 1 Year 40000-59999

Defense Continuous lance 2 Year 40000-59999

Defense Continuous Iance 3 Year 40000-59999

Defense Continuous 4 Year 40000-59999

Renewal-Mana
Defense Continuous 2 Year 60000-79999

Defense Continuous nce 1 Year 10QK-149999

Defense Continuous nce 2 Year 100K-149999

Defense Continuous nce 3 Year 100K-149999

ewal-Ma Defense continuous 4 Year 100K-149999

Renewal-Ma 1 Year 10000-19999Defense continuous

Renewal-Ma 2 Year 10000-19999Defense Continuous

Renewal-Ma Defense Continuous 3 Year 10000-19999

Defense Continuous 4 Year 10000-19999

Defense Continuous 1 Year

Defense Continuous lance 2 Year

Renewal-ManaRe(

FireEye

FireEye

FireEye

FireEye

FireEve

FireEye

FireEve

FireEye

FireEye

FireEye

FireEVe

FireEye

FireEye

FireEVe

FireEye

FireEve

FireEVe

FireEve

FireEve

FireEve

FireEye

FireEye

FireEye

FireEye

FireEye

FireEye

FireEve

FireEve

FireEVe

FireEve

FireEye

FireEye

FireEye

FireEve

FireEye

FireEye

FireEye

FireEye

FireEVe

FireEve

FireEve

FireEve

FireEve

FireEye

FireEye

FireEye

FireEVe

FireEye

FireEVe



S 35,s4o.oo

S 34,8oo.oo

S 35,s4o.oo

S 41,760.00

43,848.00
; 41,760.00

43,848.00

S 41,750.00

S 43,848.00

s ss,580.00

5 s8,464.00

5 ss,580.oo

S s8,454.00

5 55,680.00

s 58,464.00

s 69,500.00

s 73,080.00

S 59.600.00

S 73,o8o.oo

s 69,600.00

73,080.00

85.13

t72.26
226.20

295.80

S 374.70

s 76.56
153.12

s 200.10

s 261.00

5 330.60

s 64.73

737.46

r82.70
234.90

295.80

6L.77

r23.54
16s.30

2t7.50
269.70

54.81

109.62

r47.90
) rgt.40
5 234.90

s 48.72
( 97.44

s 130.s0

42,000.00

40,000.00

42,000.00

48,000.00

S 5o,4oo.oo

s 48,000.00

S so,4oo.oo

s 48,000.00

50,400.00

54,000.00

67,200.00

54,000.00
, 67,200.00

54,000.00
; 67,200.00

s 80,000.00

; 84000.00
80,000.00

84,000.00

s 80.000.00

s 84o0o.oo

s 99.00

s 198.00

s 250.00

S 34o.oo

s 43o.oo

s 88.00

s 175.00

230.00

300.00

380.00

79.00

158.00

S 21o.oo

s 270.OO

s 340.00

s 71.00

s 142.00

s 190.00

s 2s0.00

S 31o.oo

s 63.00

$ 125.00

s 170.00

s 220.00

S 27o.oo
s6.00

112.00

S 15o.oo

Mobile Threat Prevention - PIat Prio Plus 2 Year MC-M2Y.PPL

Mobile Threat Prevention - Government US 2 Year MC-M2Y-USG
Fi

MC-AAzY-USP
Threat Prevention - Ana Government US Plat Prio Plus 2 Year

Threat Prevention - Government CA 3 Year MC.M3Y-CAG

Threat Prevention - Government CA Plat Prio Plus 3 Year

Threat Prevention - Platinum 3 Year

Threat Prevention - lication Plat Prio Plus 3 Year

Mobile Threat Prevention - Government US 3 Year

Mobile Threat Prevention - Government US Plat Prio Plus 3 Year

Mobile Threat Prevention - Government CA 4 Year

Mobile Threat Prevention - Government CA Plat Prio Plus 4 Year

Mobile Threat Prevention - Platinum 4 YearFi
MC-AA4Y-PPLMobile Prevention - Plat Prio Plus 4 Year

Mobile Threat Prevention - Ana Government US4Year MC-M4Y-USG

Threat Prevention - Ana Government US PIat Prio Plus 4 Year MC-M4Y-USP

Threat Prevention - Ana Government cA 5 Year MC-AAsY-CAG

Threat Prevention - Ana Government cA Plat Prio Plus 5 Year MC-AAsY-CAP

Threat Prevention - n 5 Year MC-AAsY-PLT

Threat Prevention - Plat Prio Plus 5 Year C-MsY-PPL

Mobile Threat Prevention - Government US 5 Year

Mobile Threat Prevention - Government US Plat Prio Plus 5 Year

Mobile Threat Prevention - API 1 Year 100-499

Mobile Threat Prevention - API 2 Year 100-499

Mobile Threat Prevention - API 3 Year 100-499

Mobile Threat Prevention - API 4 Year 100-499 MC-MS-000499-4Y

Mobile Threat Prevention - API 5 Year 100-499 MC-MS-000499-5Y

Mobile Threat Prevention - API 1 Year 500-999 MC-MS-000999-1Y
Fi

MC-MS-000999-2Y
Threat Prevention - API 2 Year 50G999

MC-MS-000999-3Y
Threat Prevention - API 3 Year 500-999

MC-M9000999-4Y
Threat Prevention - API 4 Year 500-999

MC-MS-000999-5YThreat Prevention - API 5 Year 500-999
c-MS-001999-1Y

Mobile Threat Prevention - API 1 Year 1K-1999

Mobile Threat Prevention - API 2 Year 1K-1999

Mobile Threat Prevention - API 3 Year 1K-1999

Mo bile Threat Prevention - API 4 Year 1K-1999

Mobile Threat Prevention - API 5 Year 1K-1999

Mobile Threat Prevention - API TYear 2R4999

Fi Mobile Threat Prevention - API 2 Year 2K-4999 MC-MS-004999-2Y

Threat Prevention - API 3 Year 2K-4999 MC-MS-004999-3Y

Threat Prevention - API 4 Year 2K-4999 MC-MS-0049994Y

Threat Prevention - API 5 Year 2K4999 MC-MS-004999-5Y

Threat Prevention - API 1 Year 5K-9999 MC-MS-009999-1Y

Threat Prevention - API 2 Year 5K-9999 MC-MS-009999-2Y

Threat Prevention - API 3 Year 5K-9999 MC-MS-009999-3Y

Threat Prevention - API 4 Year 5K-9999 c-Ms-009999-4Y
Fire

Threat Prevention - API 5 Year 5K-9999

Threat Prevention - API 1 Year 10K-19999

Mobile Threat Prevention - API 2 Year 10K-19999 MC-MS-019999-2Y

Mobile Threat Prevention - API 3 Year 10K-19999 MC-MS-019999-3Y



750.00

139.20

3r.32

113.10

87.O0

113.10

43.50

s

s
86.13s

5 226.20

295.80

760.005

s
680.00(

s

t75

s
S 17,4oo.oo

5
17

S L8,z7o.oo

34800.00

$ 35,s4o.oo

59.60(
95.705

S 121.80

s 147.90

62.64

87.00

147.90

5 191.40

39.15s
78.30s

s 104.40

S 139.20

5 t74.oo
34.80s

s 174.00

s 208.80

99.00

250.00

67

67

170.00

160.00

.00

220.00

45.00

90.00

40.00

80.00

140.00

200.00

240.00

170.00

s 340.00

)
5

s
S 48,ooo.oo

72.00

s 100.00

S 13o.oo

120.00

150.00

200.00

110.00

36.00

50.00

s 100.00

130.00

C-M4Y-CAP

RN-MC-M4Y.PLT
RN-MC.AA4Y.PPL

RN.MC-AA4Y.USG

RN.MC-M4Y-USP

RN-MC-MS-000499-1Y
RN-MC-MS-000499-2Y

RN-MC-MS{00499-3Y

-PPL

-USG

RN.MC.M2Y-USP
RN-MC-AA3Y-CAG

RN-MC-AA3Y.CAP

RN.MC-AA3Y-PLT

RN-MC-AA3Y-PPL

RN-MC-M3Y-USG

Y.CAG

RN-MC-AAIY-CAP

RN-MC-AA1Y-PLT

RN.MC-AA1Y-PPL

RN-MC-AA1Y-USG

RN-MC-AA1Y-USP

RN-MC-AA2Y-CAG

-PLT

MC-MS-099999-2Y

MC-MS-099999-3Y

MC-MS-099999-4Y

MC-MS-099999-sY

MC-MS-100000+'.1Y
MC-MS-100000+-2Y

MC-M5-049999-3Y

MC-MS-049999-4Y

MC-M5-049999-5Y

MC-MS-074999-1Y

MC-MS-074999-2Y

le Threat Prevention - API 3 Year 100-499

l-Mobile Threat Prevention - Government US 3 Year

Ie Threat Prevention - Us Plat Prio Plus 3 YearAna Government

obile Threat Prevention - Government CA 4 YearAna

Renewal-Mobile Threat Prevention - Government CA Plat Prio Plus 4 Year

Renewal-Mobile Threat Prevention - Platinum 4 Year

Renewal-Mobile Threat Prevention - PIat Prio Plus 4 Year

Renewal-Mobile Threat Prevention - Government US 4 Year

Renewal-Mobile Threat Prevention - Government US Plat Prio Plus 4 Year

Renewal-Mobile 100-499fYeaLAPIPreventionThreat

l-Mobile Threat Prevention - API 2 Year 100-499

l-Mobile Threat Prevention - ment US Plat Prio Plus l YearGovern

Government CA 2 Yearle Threat Prevention -
Government CA Plat Prio Plus 2 Yearobile Threat Prevention - Ana

RenewaFMobile Threat Prevention - Platinum 2 YearAna

Renewal-Mobile Threat Prevention - Prio Plus 2 Year

Renewal-Mobile Threat Prevention - Government US 2 Year

Renewal-Mobile Threat Prevention - lication Government US Plat Prio Plus 2 Year

Renewal-Mobile Threat Prevention - Government CA 3 Year

RenewaFMobile Threat Prevention - Government CA Plat Prio Plus 3 Year

Platinum 3 YearThreat Prevention -
Plat Pdo Plus 3 Yearl-Mobile Threat Prevention -

Threat Prevention - API 3 Year 100000+

Threat Prevention - API 4 Year 100000+

Threat Prevention - API 5 Year 100000+

Renewal-Mobile Threat Prevention - Government CA 1 Year

Renewal-Mobile Threat Prevention - Government CA Plat Prio Plus 1 Year

Renewal-Mobile Threat Prevention - Platinum 1 Year

Renewal-Mobile Threat Prevention - Plat Prio Plus 1 Year

Renewal-Mobile Threat Prevention - Government US I Year

Threat Prevention - API 2 Year 50K-74999

Threat Prevention - API 3 Year 50K-74999

Threat Prevention - API 4 Year 50K-74999

Mobile Threat Prevention - API 5 Year 50K-74999

Mobile Threat Prevention - API 1 Year 75K-99999

bile 7sK-99999YearzAPIPreventionreatThMo
Mobi le 75K-99999rYea3APIreventionPreatTh

Mobile Threat Prevention - API 4 Year 75K-99999

Threat Prevention - API 5 Year 75K-99999

100000+YearLAPIPreventionThreatMobile
Threat Prevention - API 2 Year 100000+

Threat Prevention - API 4 Year 10K-19999

Threat Prevention - API 5 Year 10K-19999

Threat 20K-49999Year1APIPreventionMobile
Mobile Threat Prevention - API 2 Year 20K-49999

Mobile Threat Prevention - API 3 Year 20K-49999

Mobile Threat Prevention - API 4 Year 2OK-49999

Mobile Threat Prevention - API 5 Year 20K-49999

Mobile Threat Prevention - API 1 Year 50K-74999

Fi



26r.50

53.94

107.88

183.57

229.68

4s.24

34.80

2L7.SO

259.70
54.81

234.90

43.50

113.10
747.90

19T,4O

295.80
6t.77

16s.30

48.72

138.33

90.48

95.70

s 121.80

s 747.90

3t.32)
87.005

s 113.10

139.20

747.90

t9L.40

s 130.s0

5 174.00

s 208.80

39.15

s 104.40
139.20

174.OO

5 zzqto
75.55s

s 200.10

s 251.00

S 330.60
68.73s

s 182.70

234.90

100.00

130.00

160.00

200.00

240.OO

50.00

45.00

140.00
170.00

36.00

79.00

210.00

270.00

71.00

230.00

300.00

380.00

88.00

)/
s 7,99s.00

)
s 1,4s0.00

s
52.005

s 124.00

s 1s9.00

s 211.00

s 264.00

52.00s
s 104.00

s 130.00

s 170.00

s 220.00

120.00
160.00

s 200.00
40.00S

110.00

340.00

s 190.00

S 2so.oo

S Ero.oo
63.00s

170-00

s 220.00

s 270.00
56.00

150.00

430.00

MC-MSM-000499-1Y

MC-MSM-000499-2Y

MC-MSM-000499-3Y

MC-MSM-000499-4Y
MC-MSM-000499-5Y

MC-MSM-000999-1Y

MC-MSM-000999-2Y

c-MS-099999-1Y

RN-MC-MS-099999-3Y

RN-MC-MS-099999-4Y

RN-MC-MS-100000+-1Y

RN-MC-MS-100000+-2Y
RN-Mc-MS-100000+-3Y

RN_MC_MS-100000+_4y

900MX-HW

c-MS-0049994Y
RN-MC-MS{09999-1Y

RN-MC-MS-009999-2Y

RN-MC-MS-009999-3Y

RN-MC-MS-0099994Y

RN-MC-MS-019999-lY

RN-MC-MS-019999-2Y

RN-MC-MS-019999-3Y

RN-MC-MS-0199994Y

RN-MC-MS-049999-1Y

RN-MC-MS-000999-2Y

RN-MC-MS-000999-3Y

RN-MC-MS-000999-4Y

RN-MC-MS-001999-lY

RN-MC-MS-O01999-2Y

Threat Prevention - API 4 Year 100000+

900 - Mobile Threat Prevention - Mobile

Mobile Threat Prevention - Mobile900
- Mobile Threat Prevention - MobileEVAL-MX 9OO

- Mobile Threat Prevention - MobilePOC-MX 900

Eval - Mobile Threat Prevention - Mobile 1 Year 100 devices

Mobile Threat Prevention - Mobile nt 1 Year 100499

Mobile Threat Prevention - Mobile 2 Year 100-499

Mobile Threat Prevention - Mobile 3 Year 100-499

Mobile Threat Prevention - Mobile 4 Year 100-499

Mobile Threat Prevention - Mobile 5 Year 100-499

obile Threat Prevention - Mobile 1 Year 50G999

Threat Prevention - Mobile Secu 2 Year 500-999M

l-Mobile Threat Prevention - API 1 Year 20K-49999

FMobile Threat Prevention - API 2 Year 20K-49999

le Threat Prevention - API 3 Year 20K-49999

Renewal-Mobile Threat Prevention - API 4 Year 20K-49999

Renewal-Mobile Threat Prevention - API 1 Year 50K-74999

RenewaFMobile Threat Prevention - API 2 Year 50K-74999

Renewal-Mobile Threat Prevention - API 3 Year 50K-74999

Renewal-Mobile Threat Prevention - API 4 Year 50K-74999

Renewal-Mobile Threat Prevention - API 1 Year 75K-99999

Renewal-Mobile Threat Prevention - API 2 Year 75K-99999

Renewal-Mobile Threat Prevention - API 3 Year 75K-99999

Renewal-Mobile Threat Prevention - API 4 Year 75K-99999

Renewal-Mobile Threat Prevention - API 1 Year 100000+

l-Mobile Threat Prevention - API 2 Year 100000+

l-Mobile Threat Prevention - API 3 Year 100000+

l-Mobile Threat Prevention - API 4 Year 1K-1999

l-Mobile Threat Prevention - API 1 Year 2K-4999

l-Mobi Prevention - API 2Year 2K-4999

le Threat Prevention - API 3 Year 2K-4999

le Threat Prevention - API 4 Year 2K-4999

ewal-Mobile Threat Prevention - API 1 Year 5K-9999Ren

Renewal-Mobile Threat Prevention - API 2 Year 5K-9999

Renewal-Mobile Threat Prevention - API 3 Year 5K-9999

Renewal-Mobile Threat Prevention - API 4 Year 5K-9999

Renewal-Mobile Threat Prevention - APt 1 Year 10K-19999

Renewal-Mobile Threat Prevention - API 2 Year 10K-19999

Renewal-Mobile Threat Prevention - API 3 Year 10K-19999

Threat Prevention - API 4 Year 10K-19999

Renewal-Mobile Threat Prevention - API 4 Year 100-499

Renewal-Mobile Threat Prevention - API 1 Year 500-999

Renewal-Mobile Threat Prevention - API 2 Year 500-999

Renewal-Mobile Threat Prevention - API 3 Year 500-999

Renewal-Mobile Threat Prevention - API 4 Year 500-999

Renewal-Mobile Threat Prevention - API 1 Year 1K-1999

RenewaFMobile Threat Prevention - API 2 Year 1K-1999

Threat Prevention - API 3 Year 1K-1999

Fi

Fi

Fi

Fi

Fi



229.68

L0.44

35.57

53.94
107.88

138.33

183.57

t2.!a
24.36

31.32

41.76

52.20

5s.68

73.9s

18.27

88.74

113.10

2!.75
43.50

192.27

37.4t
74.82

95.70

127.89

t59.2r

90.48
tts.77
153.99

26.97

44.37

50.46

53.51

20.88

93.09

36.54s
46.94s
62.64

78.30

14.79s
29-58s
38.285

s 107.01

5 133.11

25.1O$
s2.20

66.99

37.32

52.64(
80.04s

12.00

24.00

31.00
41.00

51.O0

r24.OO

54.00
72.OO

90.00

L7.OO

44.00

21.OO

42.00

36.00

72.OO

92.00
123.00

153.00

110.00

s 1s9.00

211.00

264.OO

48.00

50.00

62.OO

34.00

58.00
73.00(
14.00(
28.00s
36.005

25.00

50.00(
54.00
85.00

107.00

30.00

50.00s
77.00s

s 102.00

5 130.00

s 104.00
133.00

5 177.00

5 22r.OO

43.00s
85.00s

r47.OO

183.00

MC-MSM-100000+4Y

MC-MSM-100000+5Y

RN-MC-MSM-000499-1Y

RN-MC-MSM-000499-2Y

MC-MSM-074999-4Y

MC-MSM-074999-5Y

MC-MSM-099999-1Y

MC-MSM-099999-2Y

MC-MSM-099999-3Y

MC-M5M-099999-4Y

MC-MSM-019999-sY

MC-MSM-049999-1Y

MC-MSM-049999-2Y

MC-MSM-049999-3Y
MC-MSM-0499994Y
MC-MSM-049999-5Y

MC-M5M-004999-5Y

MC-MSM-009999-1Y

MC-MSM-009999-2Y

MC-MSM-009999-3Y

MC-MSM-009999-4Y

MC-MSM-009999-5Y

c-MSM-019999-1Y

MC-MSM-001999-1Y

MC-MSM-001999-2Y

MC-MSM-001999-3Y

MC-MSM-001999-4Y

MC-MSM-001999-5Y

RN-MC-MSM-000999-2Y

LMobile Threat Prevention - Mobile 2 Year 10G499

le Threat Prevention - Mobile 3 Year 100499

obile Threat Prevention - Mobile 4 Year 100499

Renewal-M obile Threat Prevention - Mobile Secu 5 Year 100-499

3 Year 75000-99999ManThreat Preventlon - Mobile Secu
4 Year 75000-99999Threat Prevention - Mobile

Mobile Threat Prevention - Mobile 5 Year 75000-99999

Mobile Threat Prevention - Mobile 1 Year 100000+

Mobile Threat Prevention - Mobile ent 2 Year 100000+

Mobile Threat Prevention - Mobile 3 Year 100000+

Mobile Threat Prevention - Mobile 4 Year 100000+

Threat Prevention - Mobile 5 Year 100000+

l-Mobile Threat Prevention - Mobile 1 Year 100499

Threat Prevention - Mobile 2 Year 20000-49999

Threat Prevention - Mobile Secu 3 Year 20000-49999

Threat Prevention - Mobile Secu 4 Year 20000-49999Ma

Threat Prevention - Mobile 5 Year 20000-49999Ma

Threat Prevention - Mobile 1 Year 50000-74999

Mobile Threat Prevention - Mobile 2 Year 50000-74999

Mobile Threat Prevention - Mobile 3 Year 50000-74999

Mobile Threat Prevention - Mobile 4 Year 50000-74999

Mobile Threat Prevention - Mobile 5 Year 50000-74999

1 Year 75000-99999Threat Prevention - MobileMobile
2 Year 75000-99999MaThreat Prevention - Mobile Secu

5 Year 5000-9999Threat Prevention - Mobile Secu M
1 Year 10000-19999Threat Prevention - Mobile

Mobile Threat Prevention - Mobile 2 Year 10000-19999

bile Threat Prevention - Mobile 3 Year 10000-19999Mo

Mobile Threat Prevention - Mobile 4 Year 10000-19999

Mobile Threat Prevention - Mobile 5 Year 10000-19999

Mobile Threat Prevention - Mobile 1 Year 20000-49999

Threat Prevention - Mobile Secu 1 Year 20004999M

Threat Prevention - Mobile 2 Year 2000-4999Ma

Threat Prevention - Mobile 3 Year 2000-4999

Mobile Threat Prevention - M 4 Year 20004999

reat Prevention - Mobile 5 Year 2000-4999Mobile
Mobile Threat Prevention - Mobile 1 Year 5000-9999

Mobile Threat Prevention - Mobile 2 Year 5000-9999

Mobile Threat Prevention - Mobile 3 Year 5000-9999

4 Year 5000-9999Threat Prevention - Mobile

l-Mobile Threat Prevention - Mobile 2 Year 500-999

3 Year 500-999Prevention - Mobile Secu Ma

Threat Prevention - Mobile 4 Year 500-999
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1o.44

20.88

28.19

s 37.58

s 46.98

s 53.94

5 roz.es

S 14s.G4

5 rg+.ra
S 96,091.s0
i 103,519.56

105,450.96
i L28,874.84

!933r2.25
230,617.86

273.858.60

328.630.32

383.402.04

438.173.76

492.945.4a

s47,717.20

602.448.92

S 6s7,260.64

s 7t2,O32.35

S 755,804.08
; 821,575.80

s 876.347.52
; 192,183.00

207.039.12

5 210,907.92

5 2s7,749.68
386.624.52

5 461,235.72

5 s47,7r7.2o

5 6s7,260.64

S 766,804.08

5 876,347.52

S 98s,890.96

S 1,095,434.40

S !,204,977.84
S r3r4,s2r.28
S L,424,064.72

S 1,s33,608.15

S 1,543,1s1.60

S r,752,695.04
s 288,274.50
; 310,558.68

316.352.88

386,624.52

12.00

24.00

32.40

s 43.20

s 54.00

S oz.oo

S rz+.oo

S t57.4o

S 223.20

S 110,450.00

118,988.00

121,208.00

r48,132.00
222,198.00

25s,078.00

314.780.00

377,736.00

s 440.692.00

s03.648.00

s56.504.00

629.560.00

592,s15.00

5 75s,472.00

5 818,428.00

s 881,384.00

s 944,340.00

S 1.007.296.00

220,900.00

237.976.00

s 242,416.00

S 296,264.00
s 444.396.00

S s3o,1s6.oo

S 629,s50.00

S 755,472.00

S 881,384.00

S 1,007,296.00

s 1,133,208.00

S 1,2s9,120.00

S 1,385,032.00

S 1,s10,944.00

I 1.636.8s5.00

S r,762,168.00
; 1,888,680.00

s 2,014,592.00

331,350.00

356,964.00

363,624.00

444,396.0O

MC-MSMC-100000+1Y
MC-MSMC-100000+2Y

MC-MSMC-100000+3Y

MC-MSMC-100000+4Y

MC-MSMC-100000+5Y

RN-MC-MSMC-000499-1Y

RN-MC-MSMC-000499-2Y

RN-MC-MSMC-000499-3Y

RN-MC-MSMC{00499-4Y

IAP-1KEPS-BD-1Y-P

TAP-2.5KEPS-BD-1Y.P

TAP-5KEPS-BD-1Y-P

TAP.lOKEPS-BD-1Y-P

rAP-15KEPS-BD-1Y-P

TAP.20KEPS-BD-1Y-P

IAP-25KEPS-BD-1Y-P

TAP-3OKEPS-BD-1Y-P

TAP-35KEPS-BD-1Y-P

rAP-4OKEPS.BD-1Y-P

TAP-45KEPS-BD-1Y-P

IAP-5OKEPS-BD-1Y-P

IAP-55KEPS-BD-1Y-P

rAP-SOKEPS-BD-1Y-P

rAP-55KEPS-BD-1Y-P

TAP.TOKEPS-BD-1Y-P

TAP.TsKEPS-BD-1Y-P

TAP-8OKEPS-BD-1Y-P

TAP-1KEPS-BD-2Y-P

TAP-2.5KEPS-BD-2Y-P

TAP-5KEPS-BD-2Y-P

TAP-lOKEPS.BD-2Y-P

TAP-15KEPS-BD-2Y-P

TAP.2OKEPS-BD.2Y-P

TAP-25 KEPS-BD-2Y-P

TAP-3OKEPS-BD-2Y-P

TAP-35KEPS-BD-2Y.P

TAP-4OKEPS-BD-2Y-P

TAP.45KEPS.BD-2Y-P

TAP-5OKEPS-BD-2Y-P

TAP-55KEPS-BD-2Y-P

TAP-60KEPS.BD-2Y-P

TAP-65KEPS-BD-2Y-P

TAP-TOKEPS-BD-2Y-P

TAP-75KEPS-BD-2Y-P

TAP-8OKEPS-BD-2Y-P

TAP.lKEPS.BD-3Y-P

TAP-2.5KEPS.BD-3Y.P

rAP-5KEPS-BD-3Y-P

TAP-lOKEPS.BD-3Y.P

Mobile Threat Prevention - Mobile Securitv Manasement Cloud l Year 100000+

Mobile Threat Prevention - Mobile Securitv Manasement Cloud 2 Year 100000+

Mobile Threat Prevention - Mobile Security Management Cloud 3 Year 100000+

Mobile Threat Prevention - Mobile Securiw Manasement Cloud 4 Year 100000+

Mobile Threat Prevention - Mobile Securiw Management Cloud 5 Year 100000+

Renewal-Mobile Threat Prevention - Mobile Securitv Manasement Cloud 1 Year 100-499

Renewal-Mobile Threat Prevention - Mobile Securitv Manasement Cloud 2 Year 100-499

Renewal-Mobile Threat Prevention - Mobile Securitv Manasement Cloud 3 Year 100-499

RenewaFMobile Threat Prevention - Mobile Securiw Manasement Cloud 4 Year 100-499

Ihreat Analwics Platform Base Detect 1K events/sec 1YR - Platinum

fhreat Analwics Platform Base Detect 2.5K events/sec 1YR - Platinum

fhreat Analvtics Platform Base Detect 5K events/sec 1YR - Platinum

Threat Analytics Platform Base Detect 10K events/sec 1YR - Platinum

IhreatAnalwics Platform Base Detect 15K events/sec 1YR - Platinum

Threat Analytics Platform Base Detect 20K events/sec 1YR - Platinum

Threat Analwics Platform Base Detect 25K events/sec 1YR - Platinum

Threat Analwics Platform Base Detect 30K events/sec 1YR - Platinum

Threat Analwics Platform Base Detect 35K events/sec 1YR - Platinum

Threat Analwics Platform Base Detect 40K events/sec 1YR - Platinum

Threat Analytics Platform Base Detect 45K events/sec 1YR - Platinum

Threat Analwics Platform Base Detect 50K events/sec 1YR - Platinum

Ihreat Analwics Platform Base Detect 55K events/sec 1YR - Platinum

Threat Analwics Platform Base Detect 50K events/sec 1YR - Platinum

Threat Analvtics Platform Base Detect 55K events/sec 1YR - Platinum

fhreat Analvtics Platform Base Detect 70K events/sec 1YR - Platinum

fhreat Analytics Platform Base Detect 75K events/sec 1YR - Platinum

Ihreat Analytics Platform Base Detect 80K events/sec 1YR - Platinum

Ihreat Analytics Platform Base Detect 1K evens/sec 2YR - Platinum

fhreat Analwics Platform Base Detect 2.5K events/sec zYR - Platinum

Ihreat Analvtics Platform Base Detect 5K events/sec 2YR - Platinum

fhreat Analytics Platform Base Detect 10K events/sec 2YR - Platinum

fhreat Analwics Platform Base Detect 15K events/sec 2YR - Platinum

Ihreat Analvtics Platform Base Detect 20K events/sec 2YR - Platinum

Ihreat Analvtics Platform Base Detect 25K events/sec 2YR - Platinum

fhreat Analwics Platform Base Detect 30K events/sec 2YR - Platinum

fhreat Analvtics Platform Base Detect 35K events/sec 2YR - Platinum

fhreat Analvtics Platform Base Detect 40K events/sec 2YR - Platinum

fhreat Analwics Platform Base Detect 45K events/sec zYR - Platinum

Ihreat Analytics Platform Base Detect 50K events/sec 2YR - Platinum

Ihreat Analytics Platform Base Detect 55K events/sec 2YR - Platinum

Ihreat Analytics Platform Base Detect 60K events/sec 2YR - Platinum

fhreat Analytics Platform Base Detect 55K events/sec zYR - Platinum

Ihreat Analytics Platform Base Detect 70K events/sec 2YR - Platinum

fhreat Analytics Platform Base Detect 75K events/sec zYR - Platinum

fhreat Analytics Platform Base Detect 80K events/sec 2YR - Platinum

fhreat Analytics Platform Base Detect 1K events/sec 3YR - Platinum

fhreat Analwics Platform Base Detect 2.5K events/sec 3YR - Platinum

fhreat Analvtics Platform Base Detect 5K events/sec 3YR - Platinum

fhreat Analvtics Platform Base Detect 10K events/sec 3YR - Platinum
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579,936.78

591,853.s8

s 821,s75.80

S 98s,890.95

5 1,1s0,206.12

s 1,314,521.28

t,478,836.44
s 1,543,151.50
, t,807,466.76
, 1,97L,781-.92

i 2.136,097.08

2.300.4L2.24
',2,464,727.40

2,529,042.56

384,366.00

4L4,O78.24

42t,803.84

S s1s,499.35

5 773,249.04

S 922,47r.44
s 1,09s,434.40

5 r3r452t28
s 1,533,608.16
I L,752,695.04
I L.97t,781.92
i 2.190,858.80

2.409,955.68

2.629,O42.56

2.848.t29.M
3.057.216.32

S 3,286,303.20

s 3,505,390.08

s 480,4s7.s0

S 517,s97.80

S 527,2s4.80
s 6M374.20
s 956.551.30

s 1,1s3,089.30

s 1,369,293.00

s 1,643,151.60

5 r,gr7,oto.2o
s 2,190,868.80

S 2,464,727.4o

2,738,585.00

3.O!2,444.60

3,286,303.20

3.s60,151.80
3.A34,02O.40

S 665,s94.00

s 795,234.00

S 944,340.00

1,133,208.00

L,322,076.O0
i 1.510.944.00
i 1.599.812.00

s 1.888.580.00

5 2,077,548.00

s 2.255.476.00

5 2,455,284.00

s 2,544,152.00

5 2,833,020.00

S 3,021,888.00

s 441,800.00

S 47s,9s2.00

S 484,832.00

592,528.00

888,792.00
; 1.060.312.00

1.259.120.00

1.510.944.00

t.762.768.00

5 2,Ot4,s92.OO

s 2,266,4L6.OO

s 2,518,240.00

5 2,770,064.00

5 3,021,888.00

s 3,273,7t2.OO

S 3,s2s,536.00

s 3,777,360.00
, 4,029,!84.00

ss2,250.00

594,940.00

605,040.00
i 740,660.00
; 1,110,990.00

5 1,325,390.00
; 1,573,900.00

1,888,680.00

2,203,460.0O

2.578,240.00

2.833.020.00

5 3,147,800.00

S 3,452,s80.00

5 3,777,360.00

5 4,092,1,40.00

S 4,406,920.00

s

Platform Base Detect 15K 3YR - Platinum -P

Platform Base Detect 20K 3YR - Platinum AP-2OKEPS-BD-3Y-P

AP-25KEPS-BD.3Y-PPlatform Base Detect 25K 3YR - Platinum

Platform Base Detect 30K events/sec 3YR - Platinum

Ana Platform Base Detect 35K 3YR - Platinum

reat Ana Platform Base Detect 40K eve 3YR - Platinum

reat Ana Platform Base Detect 45K 3YR - Platinum

Platform Base Detect 50K 3YR - Platinum

Platform Base Detect 55K 3YR - Platinum

Platform Base Detect 50K 3YR - Platinum

Base Detect 65K 3YR - Platinum KEPS-BD-3Y-P

Platform Base Detect 70K 3YR - Platinum TOKEPS.BD-3Y-P

75KEPS-BD-3Y-PBase Detect 75K 3YR - Platinum

Base Detect 80K 3YR - Platinum AP-SOKEPS-BD-3Y-P

Base Detect 1K - Platinum

Platform Base Detect 2.5K 4YR - Platinum

Ana Platform Base Detect 5K 4YR - Platinum

reat Ana Platform Base Detect 10K 4YR - Platinum

reat Ana Platform Base Detect 15K 4YR - Platinum

reat Ana Platform Base Detect 20K 4YR - Platinum
KEPS-BD4Y-P

reat Platform Base Detect 25K 4YR - Platinum

Platform Base Detect 30K 4YR - Platinum
KEPS-BD-4Y-PPlatform Base Detect 35K 4YR - Platinum

Threat Platform Base Detect 40K 4YR - Platinum

Threat Base Detect 45K 4YR - Platinum KEPS.BD-4Y-P

Base Detect 50K 4YR -
KEPS-BD-4Y-P

Base Detect 55K 4YR - Platinum

Base Detect 60K 4YR - Platinum -P

AP-65KEPS-BD-4Y-PBase Detect 55K - Platinum

Platform Base Detect 70K 4YR - Platinum AP-TOKEPS.BD-4Y-P
Ana

reat Ana Platform Base Detect 75K 4YR - Platinum

reat Ana Platform Base Detect 80K events/sec 4YR - Platinum

reat Ana Platform Base Detect 1K 5YR - Platinum

Platform Base Detect 2.5K 5YR - Platinum

Platform Base Detect 5K sYR - Platinum

Platform Base Detect 10K sYR - PlatinumThreat
Platform Base Detect 15K events/sec 5YR - Platinum

Platform Base Detect 20K 5YR - Platinum

Platform Base Detect 25K events/sec 5YR - Platinum KEPS-BD-5Y-P

Platform Base Detect 30K 5YR - Platinum

Platform Base Detect 35K sYR - Platinum
AP.4OKEPS-BD-5Y-PPlatform Base Detect 40K 5YR - Platinum

Base Detect 45K sYR - Platinum AP-45 KEPS-BD-5Y-P

-P
Platform Base Detect 50K 5YR - Platinum

Platform Base Detect 5YR - Platinumreat Ana

Platform Base Detect 60K 5YR - Platinum

Platform Base Detect 65K 5YR - Platinum

Threat Platform Base Detect 70K SYR - Platinum

Threat

Ana

Platform Base Detect 75K sYR - Platinum
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S 4.381,737.60

96,091.50

103,519.55

s 10s,450.96

s 72a.874.84

5 r93,3L2.26

S 230,617.85

s 273,8s8.50

s 328,630.32

S 383,402.04

S 438,173.75

S 492,945.48

S 547,7L7.20

602,488.92

6s7,260.64

s 772.032.36

766,804.08

s 821,s7s.80

5 876,347.s2

5 192,183.00
, 207,039.72
', 210,907.92
'' 257,749.68

s 385,524.52
', 461,235.72
', 547,7!7.20

557,260.64
766,804.08

876,347.52

985,890.96

L.095,434.40

1.204,977.84

L3r4.52r.28
s t.424.O64.72

s 1.s33.508.15

1.643.151.60
i r.7s2.695.O4

5 288,274.5A

S 310,ss8.58

5 315,352.88

s 386,624.s2

S s79,936.78

s 591,8s3.s8

a21,575.80

98s,890.95

1,150,206.r2

5 L,374,52!.2A

; 7,478,836.44

i 5.036.480.00

110,450.00

S 118,988.00

S 121,208.00

S 148,132.00

s 222,198.00

255,078.00

314,780.00
377,736.00

440,692.00

s03,548.00

s66,604.00

529,560.00

592,515.00

755,472.00

S 818,428.00

s 881,384.00

S 944,340.00

L.OO7,796.OO

220,900.00

237,976.00
242,4L6.0O

296,264.00

444,396.00

530,1s5.00

529,s60.00

755,477.00

881,384.00

L.OO7.296.00

s 1.133.208.00

s 1,259,120.00

S 1,38s,032.00

s 1,510,944.00

s 1,635,855.00

s 1,762,768.00

5 1,888,580.00

S 2,014,592.00

S 331,3s0.00

S 3s6,954.00

363,624.00

444,396.O0

665,594.00
795,234.00

944,340.00

1.133.208.00

1.322.O76.00

1.510.944.00

1.599.812.00

reat Ana Platform Base Detect 80K sYR - Platinum

Renewal-Threat Platform Base Detect 1K events/sec 1YR - Platinum RN-TAP-1KEPS-BD-1Y-P

Renewal-Threat Ana Platform Base Detect 2.5K 1YR - Platinum RN-TAP-2.5KEPS-BD-1Y-P

Ana Platform Base Detect 5K 1YR - Platinum RN-TAP-5KEPS.BD.1Y-P

Ana Platform Base Detect 10K 1YR - Platinum RN-TAP-lOKEPS-BD-1Y-P

RN.TAP-15 KEPS.BD-1Y-P
l-Threat Platform Base Detect 15K 1YR - Platinum

Platform Base Detect 20K 1YR - m

Platform Base Detect 25K 1YR - Platinum KEPS-BD-1Y.P

Platform Base Detect 30K 1YR - Platinum Y-P

Renewal-Threat Platform Base Detect 35K 1YR - Platinum Y.P

Renewal-Threat Base Detect 40K 1YR - Y-P

Renewal-Threat Platform Base Detect 45K 1YR - Platinum RN-TAP-45 KEPS-BD-1Y.P

Renewal-Threat Base Detect 50K 1YR - Platinum RN.TAP-5OKEPS-BD-1Y-P

Renewal-Threat Platform Base Detect 55K 1YR - Platinum RN-TAP-55 KEPS-BD.1Y-P

Renewal-Threat Platform Base Detect 60K 1YR - Platinum RN-TAP-SOKEPS-BD-1Y.P

Renewal-Threat Platform Base Detect 65K 1YR - Platinum RN-TAP-65 KEPS-BD-1Y-P

Renewal-Threat Platform Base Detect 70K 1YR - Platinum RN-TAP-TOKEPS-BD-1Y-P

Renewal-Threat Platform Base Detect 75K 1YR - Platinum RN-TAP-75 KEPS-BD-1Y-P

Renewal-Threat Platform Base Detect 80K 1YR - Platinum RN-TAP-8OKEPS-BD-lY.P

Renewal-Threat Ana Platform Base Detect 1K 2YR - Platinum RN-TAP-1KEPS-BD-2Y-P

l-Threat Base Detect 2.5K 2YR - Platinum

l-Threat Base Detect 5K 2YR - Platinum KEPS-BD.2Y-P

Platform Base Detect 10K 2YR - Platinum

Renewal-Threat Platform Base Detect 15K 2YR - Platinum KEPS.BD-2Y-P

Renewal-Threat Base Detect 20K 2YR - Platinum

RenewaFThreat Base Detect 25K 2YR - Platinum KEPS-BD-2Y-P

Renewal-Threat Platform Base Detect 30K 2YR - Platinum

Renewal-Threat Platform Base Detect 35K zYR - Platinum RN-TAP-35 KEPS-BD-2Y.P

Renewal-Threat Platform Base Detect 40K 2YR - Platinum RN.TAP-4OKEPS-BD-2Y-P

Renewal-Threat Platform Base Detect 45K 2YR - Platinum RN.TAP-45 KEPS-BD-2Y-P

Renewal-Threat Platform Base Detect 50K events/sec 2YR - Platinum RN-TAP-5OKEPS-B D-2Y-P

Renewal-Threat Platform Base Detect 55K 2YR - Platinum RN-TAP-55 KEPS-BD-2Y.P

Renewal-Threat Ana Platform Base Detect 60K 2YR - Platinum RN-TAP-6OKEPS-BD-2Y-P

l-Threat Ana Platform Base Detect 65K 2YR - Platinum RN-TAP-65KEPS-BD-2Y.P

I-Threat Ana Platform Base Detect 70K 2YR - Platinum RN-TAP-TOKEPS-BD-2Y.P

I-Threat Ana Platform Base Detect 75K events/sec 2YR - Platinum RN.TAP-75 KEPS-BD-zY-P

Platform Base Detect 80K 2YR - Platinum

ewal-Threat Platform Base Detect 1K 3YR - Platinum

RenewaFThreat Platform Base Detect 2.5K 3YR - Platinum

Renewal-Threat Platform Base Detect 5K 3YR - Platinum

RenewaFThreat Platform Base Detect 10K 3YR - Platinum I RN-TAP-lOKEPS-BD.3Y-P

Renewal-Threat Platform Base Detect 15K 3YR - Platinum KEPS-BD-3Y-P

Renewal-Threat Platform Base Detect 20K 3YR - Platinum

Renewal-Threat Base Detect 25K 3YR - Platinum RN-TAP-25 KEPS-BD-3Y-P

Renewal-Threat Platform Base Detect 30K 3YR - Platinum RN.TAP-3OKEPS-BD-3Y-P

Renewal-Threat Base Detect 35K 3YR - Platinum RN-TAP-35 KEPS-BD-3Y-P

Renewal-Threat Base Detect40K 3YR - Platinum RN-TAP.4OKEPS-BD-3Y-P

Base Detect 45K 3YR - Platinum RN-TAP-45 KEPS-BD-3Y-P
Renewal-Threat

Ana Platform Base Detect 50K 3YR - Platinum RN-TAP-5OKEPS.BD-3Y-P
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, t.807.466.76
i 7.97r.78I.92
',2.135.097.08

S 2,300,4t2-24

5 2,464,727.40

s 2,629,O42.s6

S 384,366.00

5 414,078.24

5 42L,8O3.84

S 515,499.35

5 773,249.04

s 922,47!.M
r,095,434.40

t.3L4,52r.28
1.s33,608.16

| 7.752.695.04
i L.977.78L92

s 2.190.868.80

s 2.409.9s5.58

5 2,629,o42.s5

5 2,848,L29.44

5 3,067,276.32
s 3.286.303.20

s 3.s0s.390.08

s 100.896.51

5 108,695.19

5 r!0,723.16

S 13s,318.93

202,977.96

242,78.84
287,551.53

345,062.01

402,572.49

450.082.10

S s1zse2.s8
57s,103.05

5 632,673.54

5 690,124.02

5 747,633.6?

s 80s,144.11

S 852,6s4.s9

S 920,165.07

S 207,793.02

2L7,39034
s 22L,446.32

S 270,637.86

s 405,955.92

S 484,297.68

5 2,077,548.00

S 2,266415.00

s 2,4ss,284.00

s 2,644,152.00

2,833,020.00

3,021,888.00
441,800.00

s 47s,9s2.00
484,832.00

i 592,528.00

888,792.00

1.060.312.00

s 1,2s9,120.00

s 1,510,944.00

5 !,762,768.00

5 2,014,s92.00

5 2,266,416.00
', 2,5L8,240.OO

s 2,770p64i0
5 3.021,888.00

s 3,273,7L2.0A

s 3,s25,536.00

s 3,777,360.00

s 4,029,184.00

S 11s,973.00

S 124,937.00

s 127,258.00

1s5,539.00

233,308.00

278332.0O

s 330.519.00

395,623.00

s 462,727.00

5 s28,830.00

s s94934.00
S 551,038.00

727,742.O0

793,246.0O

8s9,349.00

925,4s3.00

991,557.00
i 1.057.551.00

231,946.00

249,874.O0

2s4,536.00

311,078.00

465,515.00

5s6,554.00

l-Threat Ana Platform Base Detect 55K 3YR - Platinum RN-TAP-55KEPS.BD-3Y-P

I-Threat Ana Base Detect 50K 3YR - Platinum RN-TAP-6OKEPS-BD-3Y-P

l-Threat Platform Base Detect 55K events/sec 3YR - Platinum

Platform Base Detect 70K 3YR - Platinum

Platform Base Detect 75K 3YR - Platinum KEPS-BD-3Y-P

Platform Base Detect 80K 3YR - Platinum -P

Platform Base Detect lK 4YR - Platinum -P

Renewal-Threat Platform Base Detect 2.5K 4YR - Platinum

Renewal-Threat Platform Base Detect5K 4YR - Platinum TAP-sKEPS-BD.4Y-P

Renewal- Platform Base Detect 10K 4YR - Platinum RN-TAP-10 KEPS-BD-4Y-P

Renewal-Threat Platform Base Detect 15K 4YR - Platinum RN-TAP-15 KEPS-BD-4Y-P

RenewaFThreat Platform Base Detect 20K 4YR - Platinum I RN-TAP-2oKEPS-BD-4Y-P

Renewal-Threat Platform Base Detect 25K 4YR - Platinum RN-TAP.25 KEPS-BD-4Y-P

Renewal-Threat Platform Base Detect 30K 4YR - Platinum RN-TAP-3OKEPS-BD.4Y-P

RenewaFThreat Platform Base Detect 35K 4YR - Platinum RN-TAP-35 KEPS-BD-4Y-P

l-Threat Ana Platform Base Detect 40K 4YR - Platinum RN-TAP.4OKEPS-BD-4Y-P

l-Threat Ana Platform Base Detect 45K 4YR - Platinum RN-TAP-45KEPS-BD.4Y-P

Platform Base Detect 50K events/sec 4YR - Platinum RN-TAP-5OKEPS-BD-4Y-P

Platform Base Detect 55K 4YR - Platinum

Renewal-Threat Platform Base Detect 50K 4YR - Platinum

Threat Platform Base Detect 65K 4YR - Platinum KEPS-BD-4Y.P

Renewal- Platform Base Detect 70K 4YR - Platinum .P

Renewal-Threat Platform Base Detect 75K 4YR - Platinum 75KEPS.BD-4Y-P

Platform Base Detect 80K 4YR - Platinum RN-TAP-8OKEPS-BD-4Y-P

reat Ana Platform Base Detect 1K 1YR - Plat Prio PIus

Ana Platform Base Detect 2.5K lYR - Plat Prio Plus

Platform Base Detect 5K 1YR - Plat Prio Plus

Base Detect 10K 1YR - Plat Prio Plus

Threat Base Detect 15K 1YR - Plat Prio Plus

Threat Base Detect 20K 1YR - Plat Prio Plus

Platform Base Detect 25K 1YR - Plat Prio Plus KEPS-BD-1Y-PPP

Base Detect 30K 1YR - PIat Prio Plus

Platform Base Detect 35K events/sec 1YR - Plat Prio Plus KEPS-BD-1Y-PPP

Platform Base Detect 40K 1YR - Plat Prio PIus -PPP

Platform Base Detect 45K 1YR - Plat Prio Plus Y-PPP

Platform Base Detect 50K 1YR - Plat Prio Plus Y-PPP

Platform Base Detect 55K 1YR - Plat Prio Plus AP.55KEPS-BD-1Y-PPP

Platform Base Detect 60K 1YR - Plat Prio Plus AP-6OKEPS.BD-1Y-PPP

Platform Base Detect 65K 1YR - Plat Prio Plus ITAP-55KEPS-BD-1Y-PPP

Ana Platform Base Detect 70K 1YR - Plat Prio Plus TOKEPS-BD-1Y.PPP

reat Ana Base Detect 75K 1YR - Plat Prio Plus 75KEPS.BD.1Y-PPP

reat Platform Base Detect 80K 1YR - Plat Prio Plus

Ana Base Detect 1K 2YR - Plat Prio D-2Y-PPP

Platform Base Detect 2.5K 2YR - PIat Prio Plus

Base Detect 5K zYR - Plat Prio Plus

Threat Platform Base Detect 10K 2YR - PIat Prio Plus

Base Detect 15K 2YR - Plat Prio KEPS-BD-2Y-PPP
Threat

Base Detect 20K 2YR - Plat Prio Plus

Base Detect 25K 2YR - Plat Prio Plus KEPS.BD-2Y-PPP
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5 s04482.ss
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5 991,ss7.00

s 1,189,869.00

S 1,388,181.00
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5 2,18L,426.0O
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s 2,578,047.O0
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i 3.172.983.00
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5 2,379,736.00

s 2,644,ts2.00
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Threat Analytics Platform Base Detect 30K events/sec 2YR - Plat Prio Plus ITAP-3oKEPS-BD-2Y-PPP

Threat Analytics Pladorm Base Detect 35K events/sec 2YR - Plat Prio Plus ITAP-35 KEPs-BD-2Y-PPP

Threat Analytics Platform Base Detect 40K events/sec 2YR - Plat Prio Plus ITAP-40 KEPs-BD-2Y-PPP

Threat Analwics Platform Base Detect 45K evenB/sec 2YR - Plat Prio Plus ITAP45KEPS-BD-zY-PPP

reat Platform Base Detect 50K zYR - PIat Prio Plus

Platform Base Detect 55K 2YR - Plat Prio Plus

Base Detect 60K events/sec 2YR - Plat Prio Plus

Platform Base Detect 65K 2YR - Plat Prio Plus KEPS-BD-2Y-PPP

Threat Platform Base Detect 70K events/sec 2YR - Plat Prio Plus

Threat Platform Base Detect 75K 2YR - PIat Prio Plus KEPS-BD-2Y-PPP

Platform Base Detect 80K 2YR - Plat Prio Plus

Platform Base Detect 1K 3YR - PIat Prio Plus

Platform Base Detect 2.5K 3YR - Plat Prio Plus KEPS-BD.3Y-PPP

Platform Base Detect 5K 3YR - Plat Prio Plus TAP-5KEPS-BD.3Y-PPP

Platform Base Detect 10K 3YR - Plat Prio Plus

Platform Base Detect 15K 3YR - Plat Prio Plus AP-15KEP5-BD-3Y-PPP

Platform Base Detect 20K 3YR - Prio Plus AP-2OKEPS-BD-3Y-PPP

Platform Base Detect 25K 3YR - Prio Plus AP-25KEPS.BD-3Y-PPP

Ana Platform Base Detect 30K 3YR - Plat Prio Plus AP-3OKEP5-BD-3Y-PPP

reat Ana Platform Base Detect 35K events/sec 3YR - Plat Prio Plus

reat Ana Platform Base Detect 40K 3YR - Plat Prio Plus

Threat Analwics Platform Base Detect 45K events/sec 3YR - Plat Prio Plus ITAP-45KEPS-BD-3Y-PPP

reat Ana Base Detect 50K 3YR - PIat Prio Plus

Platform Base Detect 55K 3YR - Plat Prio Plus

Base Detect 60K 3YR - Plat Prio us

Base Detect 65K 3YR - Plat Prio Plus

Platform Base Detect 70K events/sec 3YR - Plat Prio Plus

Platform Base Detect 75K 3YR - Plat Prio Plus

Threat Platform Base Detect 80K 3YR - Plat Prio Plus KEPS-BD-3Y-PPP

Threat Platform Base Detect 1K 4YR - Plat Prio Plus

Platform Base Detect 2.5K 4YR - Plat Prio Plus

Base Detect 5K 4YR - Plat Prio

Platform Base Detect 10K 4YR - Plat Prio Plus

Platform Base Detect 15K 4YR - Plat Prio Plus

Platform Base Detect 20K 4YR - Plat Prio Plus

Platform Base Detect 25K events/sec 4YR - Plat Prio Plus -PPP

Threat Analwics Platform Base Detect 30K events/sec 4YR - Plat Prio Plus ITAP-3OKEPS-BD-4Y-PPP

Platform Base Detect 35K 4YR - Plat Prio Plus AP-35KEPS-BD.4Y-PPP

Ana Platform Base Detect 40K events/sec 4YR - Plat Prio Plus AP-4OKEPS-BD-4Y-PPP

reat Ana Platform Base Detect 45K events/sec 4YR - Plat Prio Plus AP-45KEPS-BD.4Y-PPP

reat Ana Platform Base Detect 50K 4YR - Plat Prio Plus

reat Ana Platform Base Detect 55K 4YR - Plat Prio Plus

reat Ana Platform Base Detect 60K 4YR - Plat Prio Plus

reat Ana Platform Base Detect 65K 4YR - Plat Prio Plus

reat Ana Base Detect 70K 4YR - Plat Prio Plus

Platform Base Detect 75K 4YR - Plat Prio Plus

Platform Base Detect 80K 4YR - Plat Prio Plus

Platform Base Detect 1K sYR - Plat Prio PIus

Threat Platform Base Detect 2.5K 5YR - Plat Prio Plus
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57s,103.05
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5 t,380,248.o4

s .26
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s 1,165,s40.00
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5 4,627,26s.0O
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s s,288,30s.00

S 115,973.00

124,937.OO

t27,268.00
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5 462,727.00

S s28,830.00
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S 661,038.00
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1.057.551.00
231,946.O0
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5 661,038.00
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5 r,322,076.00
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Threat Platform Base Detect 5K sYR - PIat Prio Plus

Threat Platform Base Detect 10K sYR - Plat Prio Plus
-PPP

Platform Base Detect 15K sYR - Plat Prio Plus

Platform Base Detect 20K sYR - Plat Prio Plus AP-20KEPS-BD-5Y.PPP

Platform Base Detect 25K SYR - PIat Prio Plus AP-25KEPS-BD-5Y-PPP

Platform Base Detect 30K 5YR - Plat Prio Plus AP-3OKEPS-BD-5Y-PPP

Platform Base Detect 35K 5YR - Plat Prio Plus

Platform Base Detect 40K 5YR - Plat Prio Plus

Ana Platform Base Detect 45K 5YR - Plat Prio Plus

Platform Base Detect 50K 5YR - Plat Prio Plus

Threat Base Detect 55K 5YR - Plat Prio Plus

Threat Platform Base Detect 60K 5YR - Plat Prio Plus

Platform Base Detect 55K 5YR - Plat Prio Plus KEPS-BD-5Y-PPP

Base Detect 70K 5YR - Prio Plus

Platform Base Detect 75K 5YR - Plat Prio Plus KEPS-BD-5Y-PPP
.PPP

Platform Base Detect 80K 5YR - Plat Prio Plus

Base Detect 1K 1YR - Plat Prio Plus
Y-PPPrm Base Detect 2.5K 1YR - Plat Prio Plus

Renewal-Threat Platform Base Detect 5K 1YR - Plat Prio Plus Y-PPP

Renewal-Threat Platform Base Detect 10K 1YR - Plat Prio Plus TAP-lOKEPS-BD-1Y-PPP

Renewal-Threat Platform Base Detect 15K events/sec 1YR - Plat Prio Plus RN-TAP.15 KEPS-BD-1Y-P PP

Renewal-Threat Platform Base Detect 20K 1YR - Plat Prio Plus RN-TAP-2OKEPS-BD-1Y.PPP

RN-TAP-25 KEPS-BD-1Y.PPP
RenewaFThreat Platform Base Detect 25K 1YR - Plat Prio Plus

Renewal-Threat Platform Base Detect 30K 1YR - Plat Prio Plus RN-TAP-3OK EPS-BD-1Y-PPP

RN-TAP-35 KEPS-BD-1Y.P PP
Renewal-Threat An Platform Base Detect 35K 1YR - Plat Prio Plus

Renewal-Threat Platform Base Detect 40K 1YR - Plat Prio Plus RN-TAP.4OKEPS-BD.1Y-PPP

RN.TAP-45KEPS-BD-1Y-PPP
l-Threat Ana Platform Base Detect 45K eve 1YR - Plat Prio Plus

l-Threat Ana Platform Base Detect 50K 1YR - Plat Prio Plus RN-TAP-5OKEPS-BD-1Y.P PP

RN-TAP-55 KEPS-BD-1Y-P PP
l-Threat Platform Base Detect 55K 1YR - Plat Prio PIus

Platform Base Detect 60K 1YR - Plat Prio Plus RN-TAP.SOKEPS-BD-1Y-PPP

Platform Base Detect 65K 1YR - Plat Prio Plus

Platform Base Detect 70K 1YR - Plat Prio Plus 1Y-PPP

Renewal-Threat Platform Base Detect 75K lYR - Plat Prio Plus KEPS-BD-1Y-PPP

Renewal-Threat Platform Base Detect 80K events/sec 1YR - Plat Prio Plus

Renewal-Threat Platform Base Detect 1K 2YR - Plat Prio Plus PS-BD-2Y-PPP

KEPS-BD-2Y-PPP
Renewal-Threat Platform Base Detect 2.5K 2YR - Plat Prio Plus

Renewal-Threat Platform Base Detect 5K 2YR - PIat Prio Plus TAP-5KEPS-BD-2Y-PPP

RN-TAP-lOKEPS-BD-2Y-PPP
Renewal-Threat Platform Base Detect 10K 2YR - Plat Prio Plus

Ana Platform Base Detect 15K 2YR - Plat Prio Plus RN-TAP-15KEPS-BD.2Y.PPP

RN.TAP-2OKEP5-BD-2Y.PPP
l-Threat Ana Platform Base Detect 20K 2YR - Plat Prio Plus

I-Threat Platform Base Detect 25K zYR - Plat Prio Plus RN-TAP-25 KEPS.BD-2Y.PPP

RN-TAP.3O KEPS-B D-zY-PPP
l-Threat Ana Platform Base Detect 30K 2YR - Plat Prio Plus

l-Threat Platform Base Detect 35K 2YR - PIat Prio Plus RN-TAP-35 KEPS.BD-2Y-PPP

RN-TAP-4OKEPS-BD.2Y-PPP
l-Threat Platform Base Detect 40K 2YR - Plat Prio Plus

Platform Base Detect 45K 2YR - Plat Prio Plus

Platform Base Detect 50K 2YR - Plat Prio Plus

Renewal-Threat rm Base Detect 55K 2YR - Plat Prio Plus KEPS.BD-2Y-PPP

-PPP
Renewal-Threat Platform Base Detect 60K 2YR - Plat Prio Plus

Renewal-Threat Platform Base Detect 55K events/sec 2YR - Plat Prio Plus TAP-65KEPS-BD-2Y-PPP
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RN-TAP-TOKEPS-BD-2Y-PPP

RN-TAP-75 KEPS-BD-2Y-PPP

RN-TAP-8OKEPS-BD.2Y-PPP

RN.TAP-1KEPS-BD-3Y-PPP

RN-TAP-2.5KEPS.BD-3Y-PPP

RN-TAP-5 KEPS-B D-3Y.PPP

RN-TAP-lOKEPS-BD-3Y-PPP

RN-TAP-15KEPS-B D-3Y-PPP

RN-TAP-2OKEPS-BD-3Y-PPP

RN-TAP-25KEPS.BD.3Y-PPP

RN.TAP-3OKEPS.BD.3Y-PPP

RN-TAP-35KEPS-BD-3Y-PPP

RN-TAP-4OKEPS.B D-3Y.P PP

RN-TAP-45 KEPS-B D-3Y-P PP

RN.TAP.5OKEPS.BD-3Y.PPP

RN.TAP-55 KEPS-BD-3Y-PP P

RN-TAP-SOKEPS-BD-3Y-P PP

RN-TAP-65 K EPS-B D-3Y-PPP

RN-TAP-TOKEPS-B D-3Y-P P P

RN-TAP-75 KEPS-B D-3Y-P P P

RN.TAP-8OKEPS-BD.3Y-PPP

RN-TAP-1KEPS-B D.4Y-P PP

RN-TAP-2.5KEPS-B D-4Y-PPP

RN-TAP-5 KEPS-B D-4Y-P PP

RN-TAP-10 KEPS-BD.4Y-PPP

RN.TAP-15 KEPS-BD-4Y-PPP

RN-TAP-20KEPS-BD-4Y-PPP

RN-TAP-25 KEPS-BD.4Y-PPP

RN-TAP-3OKEPS-BD-4Y-P PP

RN-TAP-35 KEPS-BD-4Y-P P P

RN-TAP-4OKEPS-BD-4Y-PPP

RN.TAP-45 K EPS-BD-4Y-PPP

RN-TAP-SOKEPS-BD-4Y-P PP

RN-TAP-55 KEPS-B D.4Y-P P P

RN.TAP-SOKEPS-BD-4Y-PPP

RN-TAP-65 KEPS-BD-4Y-P PP

RN-TAP-TOKEPS-BD-4Y-PP P

RN-TAP-75 KEPS-BD.4Y-PPP

RN-TAP-8OKEPS-BD-4Y-PPP

IAP-1KEPS-SS-1Y-P

TAP-2.5KEPS-SS-1Y-P

IAP-5KEPS-SS-1Y-P

TAP-lOKEPS.SS-1Y-P

TAP-15 KEPS-SS-1Y-P

IAP-2OKEPS-S5-1Y-P

TAP-25KEPS-S5-1Y-P

TAP-3OKEP5-S5-1Y-P

TAP-35 KEPS.SS-1Y-P

TAP.4OKEPS-SS-1Y-P

Renewal-Threat Analytics Platform Base Detect 70K events/sec 2YR - Plat Prio Plus

Renewal-Threat Analvtics Platform Base Detect 75K events/sec 2YR - Plat Prio Plus

Renewal-Threat Analwics Platform Base Detect 80K events/sec 2YR - Plat Prio Plus

Renewal-Threat Analwi6 Platform Base Detect lK events/sec 3YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 2.5K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 5K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 10K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 15K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analwics Platform Base Detect 20K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analwics Platform Base Detect 25K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analwics Platform Base Detect 30K events/sec 3YR - Plat Prio Plus

RenewaFThreat Analwics Platform Base Detect 35K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 40K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analvtics Platform Base Detect 45K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analvtics Platform Base Detect 50K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 55K events/sec 3YR - PIat Prio Plus

Renewal-Threat Analytics Platform Base Detect 60K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 65K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analwics Platform Base Detect 70K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analwics Platform Base Detect 75K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 80K events/sec 3YR - Plat Prio Plus

Renewal-Threat Analvtics Platform Base Detect 1K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 2.5K events/sec 4YR - PIat Prio Plus

Renewal-Threat Analvtics Platform Base Detect 5K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analvtics Platform Base Detect 10K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analvtics Platform Base Detect 15K events/sec 4YR - Plat Prio Plus

RenewaFThreat Analwics Platform Base Detect 20K events/sec 4YR - PIat Prio Plus

Renewal-Threat Analwics Platform Base Detect 25K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analwics Platform Base Detect 30K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analvtics Platform Base Detect 35K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 40K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analwics Platform Base Detect 45K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 50K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analwcs Platform Base Detect 55K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 50K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 55K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 70K events/sec 4YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 75K events^ec 4YR - Plat Prio Plus

Renewal-Threat Analytics Platform Base Detect 80K events/sec 4YR - Plat Prio Plus

Threat Analwics Platform Short Search 1K events/sec 1YR - Platinum

Threat Analytics Platform Short Search 2.5K events/sec 1YR - Platinum

Threat Analwics Platform Short Search 5K events^ec 1YR - Platinum

Threat Analytics Platform Short Search 10K events/sec 1YR - Platinum

Threat Analwics Platform Short Search 15K events/sec lYR - Platinum

Threat Analvtics Platform Short Search 20K events/sec 1YR - Platinum

Threat Analvtics Platform Short Search 25K events/sec 1YR - Platinum

Threat Analwics Platform Short Search 30K events/sec 1YR - Platinum

Threat Analwics Platform Short Search 35K events/sec 1YR - Platinum

Threat Analvtics Platform Short Search 40K events/sec 1YR - Platinum
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FireEye
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404,7a4.90
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828,180.84
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s 930,540.00

S 1,1os,o32.oo
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Threat Platform Short Search 45K 1YR - Platinum KEPS-SS-1Y-P

Platform Short Search 50K 1YR - Platinum TAP-5OKEPS-SS-1Y-P

TAP-55KEPS-SS-1Y-P
Platform Short Search 55K 1YR - Platinum

Platform Short Search 60K 1YR - Platinum AP-60KEPS-SS-1Y-P

Y-P
Platform Short Search 65K 1YR - Platinum

Platform Short Search 70K events/sec 1YR - Platinum TOKEPS.SS-1Y-P

Platform short Search 75K 1YR - Platinum

Platform Short Search 80K 1YR - Platinum

reat Ana Platform Short Search 1K events^ec 2YR - Platinum

reat Platform Short Search 2.5K 2YR - Platinum

Platform Short Search 5K 2YR - Platinum KEPS-SS-2Y-P

Platform Short Search 10K 2YR - Platinum

Threat Platform Short Search 15K events/sec 2YR - Platinum

Platform Short Search 20K 2YR - Platinum -P

AP-25KEPS-SS-zY-P
Platform Short Search 25K 2YR - Platinum

Platform Short Search 30K 2YR - Platinum

Short Search 35K 2YR - Platinum

Platform Short Search 40K 2YR - Platinum

Platform Short Search 45K 2YR - Platinum

reat Ana Platform Shoft Search 50K events/sec 2YR - Platinum

Platform Short Search 55K zYR - Platinum

Platform Short Search 60K events/sec 2YR - Platinum
KEPS-SS-2Y-P

Platform Short Search 65K 2YR - Platinum

Platform Short Search 70K events/sec 2YR - Platinum
TAP-75KEPS.SS-2Y-P

Platform Short Search 75K 2YR - Platinum

Platform Short 80K 2YR - Platinum TAP-8OKEPS-SS-2Y.P

-P
Platform Short Search 1K events/sec 3YR - Platinum

Platform Short Search 2.5K 3YR - Platinum AP-2.5KEPS-SS-3Y-P

Platform Short Search 5K 3YR - Platinum AP-5KEPS-SS.3Y-P
reat Ana

reat Ana Platform Short Search 10K 3YR - Platinum

reat Ana Platform Short Search 15K 3YR - Platinum

reat Ana Platform Short Search 20K 3YR - Platinum

reat short search 25K 3YR - Platinum

Platform Short Search 30K 3YR - Platinum

Platform Short Search 35K 3YR - Platinum

Threat Platform Short Search 40K 3YR - Platinum

Platform Short Search 45K 3YR - Platinum KEPS-SS-3Y-P

TAP-5OKEPS-SS-3Y-P
Platform Short Search 50K events/sec 3YR - Platinum

Platform Short Search 55K events/sec 3YR - Platinum -P

Platform Short Search 60K 3YR - Platinum AP-SOKEPS-SS-3Y-P

Platform Short Search 55K 3YR - Platinum

Platform Short Search 70K 3YR - Platinum TOKEPS-SS-3Y-P

75KEPS-SS-3Y-P
reat Platform Short Search 75K 3YR - Platinum

Ana Platform Short Search 80K 3YR - Platinum

reat Ana Platform Short Search 1K 4YR - Platinum

Platform Short Search 2.5K 4YR - Platinum
KEPS-SS-4Y-P

Platform Short Search 5K events/sec 4YR - Platinum

Platform Short Search 10K events/sec 4YR - Platinum lOKEPS-S54Y-P
Threat

Platform Short Search 15K 4YR - Platinum TAP-15KEPS-SS-4Y.P
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s 232.635.00

5 276,2s8.0o

5 314,513.00

s 47s,966.00
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i 1.189,915.00
i t,427,89a.O0
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; 2,617,813.00

2,855,795.00

3,093,779.OO
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728.00

Platform Short Search 20K events/sec 4YR - Platinum

Platform Short 25K events/sec 4YR - Platinum

Ana Platform Short 30K events/sec 4YR - Platinum

reat Platform Short Search 35K events/sec 4YR - Platinum

reat Platform Short Search 40K 4YR - Platinum

Platform Short Search 45K - Platinum

Platform Short Search 50K - Platinum KEPS.SS-4Y-P

Platform Short Search 55K - Platinum KEPS-SS4Y-P

Platform Short Search 60K 4YR - Platinum ITAP-60KEPS-ss-4Y-P

Platform Short Search 65K 4YR - TAP-65KEPS-SS. Y-P

Threat Short Search 70K 4YR - Platinum TAP-TOKEPS-SS-4Y-P

Platform Short Search 75K events/sec 4YR - Platinum TAP-75KEP9SS-4Y-P

Platform Short Search 80K 4YR - Platinum

Platform Short Search 1K 5YR - Platinum AP-1KEPS-SS-5Y-P

Platform Short Search 2.5K sYR - Platinum

Ana Platform Short Search 5K sYR - Platinum

Ana Platform Short Search 10K sYR - Platinum

reat Ana Platform Short Search 15K events/sec sYR - Platinum 15KEPS-SS-5Y-P

Ana Platform Short Search 20K sYR - Platinum

Platform Short Search 25K 5YR - Platinum

Platform Short Search 30K - Platinum

Threat Platform Short Search 35K 5YR - Platinum

Threat Platform Short Search 40K 5YR - Platinum

Threat Platform Short Search 45K 5YR - Platinum ITAP-45 KEPS-SS-5Y-P

Platform Short Search 50K sYR - Platinum

Short Search 55K sYR - Platinum KEPS-SS-5Y-P

Platform Short Search 50K sYR - Platinum

Short Search 65K sYR - Platinum ITAP-65KEPS-ss-sY-P
TAP-TOKEPS-SS-sY-PShort Search 70K 5YR - Platinum

Short Search 75K 5YR - Platinum TAP-75KEPS.SS-5Y-P

Platform Short Search 80K events/sec 5YR - Platinum AP.SOKEPS-SS-5Y-P

Renewal-Threat Platform Search 1K 1YR - Platinum Y-P

Renewal-Threat Platform Short Search 2.5K events/sec 1YR - Platinum KEPS-SS.1Y-P

Renewal-Threat Platform Short Search 5K 1YR - Platinum Y-P

Renewal-Threat Platform Short Search 10K 1YR - Platinum RN-TAP.lOKEPS-SS.lY-P

Renewal-Threat Platform Short Search 15K 1YR - Platinum RN-TAP-15 KEPS-SS-1Y.P

Renewal-Threat Platform short Search 20K lYR - Platinum RN-TAP-2OKEPS-SS-1Y-P

Renewal-Threat Platform Short Search 25K 1YR - Platinum I RN-TAP-2s KEPS-ss-1Y-P

Renewal-Threat Analwics Platform Short Search 30K 1YR - Platinum RN-TAP-3OKEPS-S5-1Y-P

Ana Platform Short Search 35K 1YR - Platinum RN-TAP-35 KEPS-sS-1Y-P

l-Threat Ana Platform Short Search 40K 1YR - Platinum I RN-TAP-4oKEPS-ss-1Y-P

l-Threat Platform Short search 45K 1YR - Platinum RN.TAP-45 KEPS-SS-1Y.P

l-Threat Platform Short Search 50K lYR - Platinum RN-TAP-5OKEPS-SS-1Y.P

RN-TAP.55 KEPS-SS-1Y-PPlatform Short Search 55K 1YR - Platinum

Platform Short Search 60K 1YR - Platinum RN-TAP-SOKEPS-SS-1Y-P

newal-Threat Platform Short Search 55K 1YR - Platinum 1Y-P

Platform short Search 70K 1YR - Platinum Y-P

Threat Platform Short Search 75K 1YR - Platinum Y-P

Renewal-Threat Platform Short search 80K 1YR - Platinum Y-P
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s 7.61s.456.00
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Platform Short Search 1K 2YR - Platinum -P

-P
Renewal-Threat Platform Short Search 2.5K 2YR - Platinum

Platform Short Search 5K 2YR - Platinum -P
Renewal-Threat

RN-TAP-lOKEPS-SS-2Y-P
Renewal-Threat Short Search 10K 2YR - Platinum

Renewal-Threat Platform short Search 15K 2YR - Platinum RN-TAP.15 KEPS-SS-2Y.P

RN-TAP-2OKEPS-SS-2Y-P
Renewal-Threat Platform Short Search 20K zYR - Platinum

l-Threat Ana Platform Short Search 25K 2YR - Platinum RN-TAP-25 KEPS-SS-2Y-P

RN-TAP-3OKEPS-SS-zY-P
l-Threat Ana Platform Short Search 30K 2YR - Platinum

Platform Short Search 35K 2YR - Platinum KEPS-SS-2Y-P

Renewal-Threat rm Short Search 40K zYR - Platinum

Renewal-Threat Short search 45K 2YR - Platinum KEPS-SS.2Y-P

Platform Short search 50K 2YR - PlatinumRenewal-Threat

Renewal-Threat Short Search 55K 2YR - Platinum

Renewal-Threat Short Search 50K 2YR - Platinum RN-TAP-SOKEPS.SS-2Y-P

2YR - Platinum RN-TAP-55KEPS-SS-2Y.P
Renewal-Threat An short Search 55K

RN-TAP-TOKEPS-SS.2Y-P
RenewaFThreat Ana Platform Short Search 70K 2YR - Platinum

Renewal-Threat Ana P Short Search 75K 2YR - Platinum RN-TAP-75 KEPS-SS-2Y-P

Platform Short Search 80K zYR - Platinum RN-TAP-SOKEPS-SS-2Y-P
l-Threat Ana

RN-TAP-1KEPS-SS-3Y-P
Platform Short Search 1K 3YR - Platinum

Platform Short Search 2.5K 3YR - Platinum RN.TAP-2.5 KEPS-SS-3Y-P

KEPS-SS-3Y-P
Renewal-Threat Platform Short Search 5K 3YR - Platinum

Platform Short Search 10K 3YR -Renewal-Threat

RenewaFThreat Platform Short Search 15K events/sec 3YR - Platinum

Renewal-Threat Platform short search 20K 3YR - Platinum RN-TAP-2OKEPS-SS-3Y.P

RN-TAP-25 KEPS-SS-3Y.P
Renewal-Threat Platform Short Search 25K 3YR - Platinum

Renewal-Threat Platform Short Search 30K 3YR - Platinum RN-TAP-3OKEPS-SS-3Y-P

RN-TAP-35 KEPS-SS-3Y-P
Renewal-Threat Platform Short Search 35K 3YR - Platinum

Short Search 3YR - Platinum RN-TAP-4OKEPS.S5-3Y-P

RN.TAP45KEPS-SS.3Y-P
I-Threat Ana Short Search 45K 3YR - Platinum

l-Threat Platform Short Search 50K 3YR - Platinum RN.TAP-5OKEPS-SS-3Y-P

Platform Short Search 55K 3YR - Platinum

3YR - PlatinumRenewal- Platform Short Search 60K

Platform Short Search 55K 3YR - Platinum KEPS-SS-3Y-P
Renewal-Threat

Renewal-Threat Platform Short Search 70K 3YR - Platinum

Platform Short Search 75K 3YR - PlatinumRenewaFThreat
RN-TAP-8OKEPS-SS3Y-P3YR - PlatinumRenewal-Threat Platform Short Search 80K

Platform Short Search 1K 4YR - Platinum RN-TAP-1KEPS-SS-4Y-P
RenewaFThreat

RN-TAP-2.5KEPS-SS.4Y.P
Ana Platform Short Search 2.5K 4YR - Platinum

I-Threat Platform Short Search 5K events/sec 4YR - Platinum RN-TAP-5KEPS.SS-4Y-P

RN-TAP-10 KEPS-SS-4Y-P
Platform Short Search 10K events/sec 4YR - Platinum

Platform Short Search 15K 4YR - Platinum RN-TAP.15KEPS-SS4Y-P

Platform Short Search 20K 4YR - Platinum

Platform Short Search 25K events/sec 4YR - Platinum KEPS-SS-4Y-P
Renewal-Threat

Renewal-Threat Platform Short Search 30K events^ec 4YR - Platinum

Renewal-Threat Platform Short Search 35K events/sec 4YR - Platinum KEPS-SS.4Y-P

RN-TAP.4OKEPS-SS.4Y-P
Renewal-Threat Platform Short Search 40K events/sec 4YR - Platinum

RN-TAP-45KEPS-5S.4Y.P
Renewal-Threat Platform Short Search 45K 4YR - Platinum

Renewal-Threat Platform Short Search 50K 4YR - Platinum RN-TAP.5OKEPS-SS4Y-P

Renewal-Threat Platform Short Search 55K 4YR - Platinum RN-TAP-55 KEPS-SS.4Y-P
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RN-TAP-5OKEPS-BD-2Y-US

RN.TAP-55 KEPS-BD-2Y-US

RN-TAP-60KEPS-BD-zY-US

RN-TAP-55 KEPS-BD-2Y-US

RN-TAP-TOKEPS-BD-2Y.US

RN-TAP.75 KEPS-BD.2Y-US

RN-TAP-SOKEPS-BD-2Y-US

RN-TAP-1KEPS.BD-3Y-US

RN-TAP-2.5KEPS-BD.3Y.US

RN-TAP-5 KEPS-BD.3Y-US

RN-TAP-lOKEPS.BD-3Y-US

RN-TAP-15 KEPS-BD.3Y-US

RN.TAP-2OKEPS-BD-3Y-US

RN-TAP-25 KEPS-BD-3Y-US

RN-TAP-3OKEPS-BD-3Y-US

RN-TAP-35 KEPS-BD.3Y-US

RN-TAP-4OKEPS-BD-3Y-US

RN-TAP-45 KEPS-BD-3Y-US

RN-TAP-5OKEPS-BD-3Y-US

RN-TAP-55 KEPS-BD-3Y.US

RN-TAP-6OKEPS-B D-3Y.US

RN-TAP-65 KEPS-B D-3Y-US

RN-TAP-TOKEPS.BD-3Y-US

RN-TAP-75 KEPS.BD.3Y-US

RN-TAP-8OKEPS-BD-3Y.US

RN-TAP-1KEPS-BD-4Y-US

RN-TAP-2.5KEPS-B D-4Y-US

RN-TAP-5 KEPS-BD.4Y-US

RN.TAP-lOKEPS-BD.4Y-US

RN.TAP-15 KEPS-BD.4Y-US

RN-TAP-zOKEPS-BD-4Y.US

RN-TAP-25 KEPS-BD-4Y.US

RN-TAP-3OKEPS-BD.4Y.US

RN-TAP-35 KEPS-BD-4Y.US

RN-TAP-4OKEPS-BD-4Y-US

RN-TAP-45 KEPS.BD-4Y-US

Platform Base Detect 75K 1YR - Govus

Renewal-Threat Platform Base Detect 80K lYR - GovUS

Renewal-Threat Ana Platform Base Detect lK 2YR - GovUS

l-Threat Analytics Platform Base Detect 2.5K events/sec 2YR - GovUS

RenewaFThreat Analwics Platform Base Detect 5K events/sec 2YR - GovUS

Renewal-Threat AnalWics Platform Base Detect 10K events/sec 2YR - GovUS

Platform Base Detect 15K zYR - GovUS

Platform Base Detect 20K zYR - GovUS

Platform Base Detect 25K 2YR - GovUS

.Threat Platform Base Detect 30K events^ec 2YR - GovUS

Platform Base Detect 35K 2YR - GovUS

RenewaFThreat Platform Base Detect 40K 2YR - GovUS

Renewal-Threat Platform Base Detect 45K 2YR - Govus

Renewal-Threat Platform Base Detect 50K 2YR - GovUS

Renewal-Threat Platform Base Detect 55K events/sec 2YR - GovUS

Renewal-Threat Platform Base Detect 60K 2YR - GovUS

Renewal-Threat Analwics Platform Base Detect 65K events/sec 2YR - GovUS

Renewal-Threat Analytics Platform Base Detect 70K events/sec 2YR - GovUS

Renewal-Threat Analytics Platform Base Detect 75K events^ec 2YR - GovUS

Renewal-Threat Analwics Platform Base Detect 80K events/sec 2YR - GovUS

Renewal-Threat Analytics Ptatform Base Detect 1K events/sec 3YR - GovUS

Renewal-Threat Analytics Platform Base Detect 2.5K events/sec 3YR - GovUS

RenewaFThreat Analwics Platform Base Detect 5K events/sec 3YR - GovUS

Renewal-Threat Platform Base Detect 10K 3YR - GovUS

Renewal-Threat Platform Base Detect 15K 3YR - GovUS

RenewalThreat Platform Base Detect 20K 3YR - Govus

Renewal-Threat Platform Base Detect 25K events/sec 3YR - GovUS

Renewal-Threat Platform Base Detect 30K 3YR - GovUS

Platform Base Detect 35K 3YR - GovUS

Renewal-Threat Ana Platform Base Detect 40K 3YR - GovUS

Renewa l-Threat Ana lytics Platform Base Detect 45K events/sec 3YR - GovUS

Renewal-Threat Analwics Platform Base Detect 50K events/sec 3YR - GovUS

Renewal-Threat Analytics Platform Base Detect 55K events/sec 3YR - GovUS

Renewal-Threat Analytics Platform Base Detect 60K events/sec 3YR - GovUS

Renewal-Threat Analwics Platform Base Detect 65K events/sec 3YR - GovUS

Renewat-Threat Analytics Platform Base Detect 70K events/sec 3YR - GovUS

l-Threat Platform Base Detect 75K events/sec 3YR - GovUS

Renewal-Threat Analwics Platform Base Detect 80K events/sec 3YR - GovUS
.Threat Platform Base Detect 1K events/sec 4YR - GovUS

Renewal-Threat Platform Base Detect 2.5K 4YR - GovUS

Renewal-Threat Platform Base Detect 5K 4YR - GovUS

Renewal-Threat Platform Base Detect 10K 4YR - GovUS

Renewal-Threat Analytics Platform Base Detect 15K 4YR - Govus

Renewal-Threat Platform Base Detect 20K events/sec 4YR - GovUS

Renewal-Threat Analwics Platform Base Detect 25K events/sec 4YR - GovUS

Renewal-Threat Platform Base Detect 30K 4YR - Govus

Renewal-Threat Platform Base Detect 35K events/sec 4YR - GovUS

Renewal-Threat Platform Base Detect 40K events/sec 4YR - GovUS

Renewal-Threat Analwics Platform Base Detect 45K events/sec 4YR - GovUS
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Renewal-Threat Platform Base Detect 50K 4YR - GOVUS RN-TAP-5OKEPS-BD.4Y-US

Renewal-Threat Platform Base Detect 55K 4YR - GovUS RN-TAP-55 KEPS-BD-4Y-US

Renewal-Threat Ana Platform Base Detect 60K 4YR - GovUS RN-TAP-6OKEPS-BD-4Y-US

l-Threat Ana P Base Detect 65K 4YR - GovUS RN-TAP.55 KEPS-BD-4Y.US

l-Threat Platform Base Detect 70K events/sec 4YR - GovUS RN-TAP-TOKEPS-BD-4Y-US

l-Threat Platform Base Detect 75K events/sec 4YR - GovUS RN-TAP-75 KEPS.BD-4Y-US

Platform Base Detect 80K 4YR - GovUS RN-TAP-SOKEPS-BD.4Y-US

Platform Base Detect 1K 1YR - GovUS Prio Plus Y-USPP

Platform Base Detect 2.5K 1YR - GovUS Prio Plus Y-USPP

Platform Base Detect 5K 1YR - GovUS Prio Plus Y-USPP

Base Detect 10K 1YR - GovUS Prio Plus AP-lOKEPS-BD-1Y-USPP

reat Ana Platform Base Detect 15K 1YR - GovUS Prio Plus AP-15KEPS-BD-lY-USPP

Ana Platform Base Detect 20K 1YR - GovUS Prio Plus AP-2OKEPS.BD-1Y-USPP

Ana Base Detect 25K 1YR - GovUS Prio Plus Y-U5PP

reat Ana Base Detect 30K 1YR - GovUS Prio Plus P

Platform Base Detect 35K 1YR - GovUS Prio Plus P

Ana Base Detect 40K 1YR - GovUS Prio Plus

Platform Base Detect 45K events/sec 1YR - GovUS Prio Plus

Threat Platform Base Detect 50K 1YR - GovUS Prio Plus

Threat Platform Base Detect 55K 1YR - GovUS Prio Plus KEPS-BD-1Y-USPP

Threat Platform Base Detect 60K 1YR - GovUS Prio Plus

Platform Base Detect 65K 1YR - GovUS Prio Plus KEPS-BD-1Y-USPP

Platform Base Detect 70K 1YR - GovUS Prio Plus
ITAP-7s KEPs-BD-1Y-usPPPlatform Base Detect 75K 1YR - GovUS Prio Plus

Base Detect 80K 1YR - GovUS Prio Plus

Base Detect 1K zYR - GovUS PTiO

Base Detect 2.5K 2YR - GovUS Prio Plus
.USPP

Base Detect 5K 2YR - GOVUS PT|O PIUS

Platform Base Detect 10K 2YR - GovUS Prio Plus AP-lOKEPS-BD-2Y-USPP

reat Ana Base Detect 15K 2YR - GovUS PTiO PIUS AP-15KEPS.BD-2Y-USPP

Base Detect 20K 2YR - GovUS Prio Plus AP-2OKEPS-BD-2Y-USPP

Base Detect 25K zYR - GovUS Prio Plus AP-25KEPS-BD-zY-USPP

Threat Platform Base Detect 30K 2YR - GovUS Prio Plus P

Platform Base Detect 35K 2YR - GovUS Prio Plus P

Platform Base Detect 40K 2YR - GovlJS Prio Plus P

Platform Base Detect 45K 2YR -GovUS Prio Plus P

Platform Base Detect 50K 2YR - GovUS Prio Plus

Platform Base Detect 55K 2YR - GovUS Prio PIus KEPS-BD-2Y.USPP

Platform Base Detect 60K 2YR - GovUS Prio Plus

Platform Base Detect 65K 2YR - GovUS Prio Plus KEPS.BD-2Y-USPP

Platform Base Detect 70K 2YR - GovUS Prio Plus -USPP

Platform Base Detect 2YR - GovUS Prio Plus -USPP

Platform Base Detect 80K 2YR - GovUS Prio Plus ITAP-8oKEPs-BD-2Y-usPP

Platform Base Detect 1K 3YR - GovUS Prio Plus

Platform Base Detect 2.5K 3YR - GovUS Prio Plus

reat Ana Platform Base Detect 5K events/sec 3YR - GovUS Prio Plus

reat Ana Platform Base Detect 10K 3YR - GovUS Prio Plus

Platform Base Detect 15K 3YR - GovUS Prio Plus Preat
Platform Base Detect 20K 3YR - GovUS Prio Plus

AP.5KEPS-BD.3Y-USPP
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Platform Base Detect 25K 3YR - GovUS Prio Plus KEPS-BD-3Y-USPP

Platform Base Detect 30K 3YR - GovUS Prio Plus

Platform Base Detect 35K 3YR - GovUS Prio Plus -USPP

-USPP
Platform Base Detect 40K 3YR - GovUS Prio Plus

Platform Base Detect 45K 3YR - GovUS Prio Plus AP-45KEPS-BD-3Y-USPP

AP-5OKEPS-BD-3Y-USPPBase Detect 50K 3YR - GovUS Prio Plus

Ana Platform Base Detect 55K events/sec 3YR - GovUS Prio Plus

reat Ana Platform Base Detect 6OK events/sec 3YR - GovUS Prio Plus

reat Ana Platform Base Detect 65K 3YR - GovUS Prio Plus P

reat Platform Base Detect 70K events/sec 3YR - GovUS Prio Plus

reat Ana Platform Base Detect 75K events/sec 3YR - GovUS Prio Plus

Platform Base Detect 80K events/sec 3YR - GovUS Prio Plus

Platform Base Detect 1K 4YR - 6ovUS Prio Plus

Platform Base Detect 2.5K 4YR - covus Prio Plus

Threat Platform Base Detect 5K 4YR - GovUS Prio Plus -USPP

Platform Base Detect 10K 4YR - GovUS Prio Plus

Platform Base Detect 15K 4YR - GovUS Prio Plus
.USPP

AP-2OKEPS-BD.4Y-USPP
Platform Base Detect 20K 4YR - GovUS Prio Plus

Platform Base Detect 25K events/sec 4YR - GovUS Prio Plus
.USPP

Platform Base Detect 30K 4YR - GovUS Prio Plus AP-3OKEPS-BD4Y-USPP

Ana Platform Base Detect 35K 4YR - GovUS Prio Plus AP-35KEPS-BD.4Y-USPP

reat Ana Platform Base Detect 40K 4YR - GovUS Prio Plus

Ana Platform Base Detect 45K 4YR - GovUS Prio Plus

Platform Base Detect 50K 4YR - GovUS Prio Plus

Platform Base Detect 55K 4YR - GovUS Prio PIus P

Threat Platform Base Detect 50K events/sec4YR - GovUS Prio Plus P

Threat Platform Base Detect 65K 4YR - GovUS Prio Plus P

Platform Base Detect 70K 4YR - GovUS Prio Plus P

Platform Base Detect 75K 4YR - GovUS Prio Plus

Platform Base Detect 80K 4YR - GovUS Prio Plus

Platform Base Detect 1K 5YR - GovUS Prio Plus
KEPS-BD-5Y-USPPPlatform Base Detect 2.5K sYR - GovUS Prio Plus

Platform Base Detect 5K sYR - GovUS Prio Plus

Platform Base Detect 10K sYR - GovUS Prio Plus

Platform Base Detect 15K 5YR - GovUS Prio Plus -USPP

Platform Base Detect 20K 5YR - GovUS Prio Plus AP-2OKEPS-BD-5Y-USPP

AP.25KEPS-BD-5Y-USPP
reat Ana Platform Base Detect 25K 5YR - GovUS Prio Plus

reat Ana Platform Base Detect 30K sYR - GovUS Prio Plus

reat Ana Platform Base Detect 35K events/sec sYR - GovUS Prio Plus P

Platform Base Detect 40K 5YR - GovUS Prio Plus P

Platform Base Detect 45K sYR - GovUS Prio Plus

Threat Platform Base Detect 50K sYR - GovUS Prio Plus

Threat Platform Base Detect 55K 5YR - GovUS Prio Plus

Platform Base Detect 60K sYR - GovUS Prio Plus KEPS-BD-5Y-USPP

Platform Base Detect 65K 5YR - GovUS Prio Plus KEPS.BD-5Y-USPP

Platform Base Detect 70K 5YR - GovUS Prio Plus

Platform Base Detect 75K sYR - GovUS Prio Plus -USPP

Platform Base Detect 80K sYR - GoVUS Prio PIUS

Renewal-Threat Platform Base Detect 1K 1YR - GovUS Prio Plus

-USPP
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RenewaFThreat Platform Base Detect 2.5K events/sec 1YR - GovUS Prio Plus TAP-2.5KEPS-BD-lY

Renewal-Threat Platform Base Detect 5K 1YR - GovUS Prio Plus TAP-5KEPS-BD-1Y-USPP

Renewal-Threat Platform Base Detect 10K 1YR - GovUS Prio PIus RN-TAP-lOKEPS-BD-1

Ana Platform Base Detect 15K 1YR - GovUS Prio Plus RN.T

l-Threat Platform Base Detect 20K 1YR - GovUS Prio Plus RN-TAP.2OKEPS-BD.1Y-USPP

reat Ana Platform Base Detect 25K 1YR - GovUS Prio Plus

l-Threat Platform Base Detect 30K 1YR - GovUS Prio Plus

l-Threat Platform Base Detect 35K 1YR - GovUS Prio Plus

.l nreat Platform Base Detect 40K 1YR - GovUS Prio Plus RNJ

l-Threat Platform Base Detect 45K 1YR - GovUS Prio Plus

Base Detect 50K 1YR - GovUS Prio

RenewaFThreat Platform Base Detect 55K 1YR - GovUS Prio Plus

Renewal-Threat Base Detect 60K events^ec 1YR - GovUS Prio Plus

Renewal-Threat Platform Base Detect 55K events/sec 1YR - GovUS Prio Plus KEPS-BD-1Y

Renewal-Threat Platform Base Detect 70K events/sec 1YR - GovUS Prio Plus

Renewal-Threat Platform Base Detect 75K 1YR - GovUS Prio Plus

Renewal-Threat Platform Base Detect 80K 1YR - GovUS Prio Plus

Renewal-Threat Platform Base Detect 1K 2YR - Govus Prio Plus TAP-1KEPS-BD-2Y-USPP

Ana Platform Base Detect 2.5K 2YR - GovUS Prio Plus

Renewal-Threat Ana Platform Base Detect 5K 2YR - GovUS Prio Plus RN.TAP-sKEPS.BD-2Y-USPP

l-Threat Ana Platform Base Detect 10K 2YR - GovUS Prio Plus RN-T

l-Threat Ana Platform Base Detect 15K 2YR - GovUS Prio Plus RN-T

I-Threat Platform Base Detect 20K 2YR - GovUS Prio Plus

Threat Platform Base Detect 25K 2YR - GovUS Prio Plus

Platform Base Detect 30K 2YR - GovUS Prio Plus

.Threat Platform Base Detect 35K 2YR - GovUS Prio Plus I Rru-rnp-gsxeps-BD-2Y-usPP

.Threat Platform Base Detect 40K 2YR - GovUS Prio Plus I nru-rap-aorEps-BD-2Y-usPP

Platform Base Detect 45K 2YR - GovUS Prio Plus

.Threat Platform Base Detect 50K 2YR - GovUS Prio Plus lnru-

Renewal-Threat Platform Base Detect 55K 2YR - GovUS Prio Plus lnru:

RenewaFThreat Platform Base Detect 60K 2YR - GovUS Prio Plus

Renewal-Threat rm Base Detect 55K 2YR - GovUS Prio Plus

Renewal-Threat Platform Base Detect 70K 2YR - GovUS Prio Plus

Renewal-Threat Platform Base Detect 75K 2YR - GovUS Prio Plus

Renewal-Threat Platform Base Detect 80K 2YR - GovUS Prio PIus

Renewal-Threat Platform Base Detect 1K 3YR - GovUS Prio Plus

Renewal-Threat Base Detect 2.5K 3YR - GovUS Prio Plus

Platform Base Detect 5K 3YR - GovUS Prio Plus TAP.5KEPS-BD-3Y-USPP

l-Threat Ana Base Detect 10K 3YR - GovUS Prio PIus RN-TAP-lOKEPS.BD-3Y

l-Threat P Base Detect 15K 3YR - GovUS Prio RN-TAP-15KEPS-BD-3Y

l-Threat Ana Base Detect 20K 3YR - GovUS Prio Plus
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95,194.00

118,992.00

r42,790.O0
156,588.00

190,386.00
274,184.00

237,984.00

26L7a2.OO
; 285,580.00

309,378.00

fhreat Analwics Platform Base Detect 5K events/sec 5YR - Platinum to Plat Prio Plus I u P-TAP-s KE PS-BD-sY-PT2 PP

Base Detect 10K 5YR - Platinum to Plat Prio Plus U P-TAP.lOKEPS-BD-sY-PI2P

Platform Base Detect 15K 5YR - Platinum to Plat Prio Plus

Platform Base Detect 20K sYR - Platinum to Plat Prio Plus

Platform Base Detect 25K 5YR - Platinum to Plat Prio Plus

reat Ana Platform Base Detect 30K 5YR - Platinum to Plat Prio Plus

reat Ana Platform Base Detect 35K 5YR - Platinum to Plat Prio Plus

reat Ana Base Detect 40K sYR - Platinum to Plat Prio Plus

Platform Base Detect 45K sYR - Platinum to Plat Prio Plus KEPS-BD-5Y-PT2P

Base Detect 50K 5YR - Platinum to Plat Prio Plus

Base Detect 55K sYR - Platinum to Prio Plus U P-TAP-55 KEPS-BD-5Y-PT2P

Platform Base Detect 50K 5YR - Platinum to Plat Prio Plus P-TAP-SOKEPS.BD-5Y-PT2P

Threat Base Detect 65K 5YR - Platinum to Plat Prio Plus U P-TAP-65 KEPS-BD-5Y-PT2P

Base Detect 70K 5YR - Platinum to Plat Prio Plus U P-TAP-TOKEPS-BD.5Y-PT2P

Platform Base Detect 75K 5YR - Platinum to Plat Prio PIus U P-TAP-75KEPS-BD-5Y.PT2P

Platform Base Detect 80K 5YR - Platinum to Plat Prio Plus U P.TAP-SOKEPS-BD-5Y-PT2P

Short Search 1K events/sec 1YR - Platinum to Plat Prio Plus

Platform Short Search 2.5K events/sec 1YR - Platinum to PIat Prio Plus

Platform Short Search 5K 1YR - Platinum to Plat Prio Plus

Platform Short Search 10K lYR - Platinum to Plat Prio Plus

Platform Short Search 15K 1YR - Platinum to Plat Prio Plus

Platform short Search 20K 1YR - Platinum to Plat Prio Plus

reat Analytics Platform Short Search 25K 1YR - Platinum to Plat Prio Plus I uP-TAP-2sKEPS-ss-1Y

reat Analytics Platform Short Search 30K 1YR - to Plat Prio PIus I uP-TAP-3oKEPs-ss-1

Short Search 35K 1YR - Platinum to Plat Prio Plus KEPS-SS-1

Platform Short Search 40K 1YR - to Plat Prio Plus

Short Search 45K 1YR - Platinum to Plat Prio Plus KEPS-SS-1

Threat Platform Short Search 50K 1YR. to Plat Prio Plus UP-TAP-5OKEPS.SS-1

Short Search 55K 1YR - to Plat Prio Plus UP-TAP-s5KEPS-SS-1

Platform Short Search 60K lYR - Platinum to Plat Prio Plus UP-TAP-60KEPS-SS-1

Platform Short Search 55K 1YR - Platinum to Plat Prio Plus UP-TAP.65KEPS-SS.1

Search 70K 1YR - Platinum to Plat Prio Plus U P-TAP-TOKEPS-SS-1Y-PT2P

Platform Short Search 75K events/sec 1YR - Platinum to Plat Prio Plus U P-TAP-75 KEPS-SS-1Y-PT2P

Platform Short Search 80K events/sec 1YR - Platinum to Plat Prio Plus

Platform Short Search 1K 2YR - Platinum to Plat Prio Plus UP-TAP-

Platform Short Search 2.5K events/sec 2YR - Platinum to Plat Prio Plus U P.TAP-2.5KEPS-SS-2\ -PT2P

Platform Short Search 5K 2YR - Platinum to Plat Prio Plus

Platform Short Search 10K 2YR - Platinum to Plat Prio Plus

reat Platform Short Search 15K 2YR - Platinum to Plat Prio Plus

reat Ana Platform short Search 20K 2YR - Platinum to Plat Prio Plus

reat Analwics Platform Short Search 25K 2YR - Platinum to PIat Prio Plus I uP-TAP-25KEPs-ss-2Y

reat Platform Short Search 30K 2YR - Platinum to Plat Prio Plus I up-

Platform Short Search 35K 2YR - Platinum to Plat Prio Plus I uP-TAP-35

Platform Short Search 40K 2YR - Platinum to Plat Prio Plus I uP'

Threat Platform Short Search 45K 2YR - Platinum to Plat Prio Plus UP-TAP-45

Platform Short Search 50K 2YR - Platinum to Plat Prio Plus UP-

Platform short Search 55K 2YR - Platinum to Plat Prio Plus UP-T
Threat

Platform Short Search 50K zYR - Platinum to Plat Prio Plus U P-TAP.6OKEPS-SS-zY.PTz P

Platform Short Search 65K zYR - Platinum to Plat Prio Plus I u p-rap-es reps-ss-2Y-PTzP
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50,599.20

60,085.55

58,429.85

103,521.30

155,281.95

207,046.95
258,807.60

310,558.25

352,328.90

414,089.55

s4,743.88

82,817.04

\24,225.56
165,637.55
207,046.08

24a,454.50

289,853.12

372,680.16

4t4,092.16
45s,500.68

62,1t2.78
93,L69.r7

rss,284.56
185,340.95

2L7,397.34

24A,4s3.73

279,5r0.L2

495,907.46
| 40,479.35

33r,271.64

s 331.27L.64

s 496,909.20

5 538,377.72

S 579,726.24

S 627,134.76

S 662,543.28

s !24,228.t7

s 310,s6e.12

S 341,625.s1

5 372,581.90

5 403,738.29

s 434,794.68

S 465,851.07

s 48,069.24

5 289,863.12

S 310,s67.38

s 30,3s9.s2

s 35,0s1.93

s 41,057.91

655,352.00

773,948.00

76t,s4/..OO

392,573.00

428,370.00

464,057.OO

499,764.00

53s,461.00

571,158.00
46,528.00

55,2s2.00

333,176.00

355,974.0O

380,772.00
34,896.00

41,439.00

47,193.00

71,394.00

t42,79r.OO

178,488.00

i 356,976.00

$ 47s,955.00

S 571,160.00

s 518,7s5.00

s s8,150.00

5 69,06s.00

s 78,5ss.00

5 118,990.00

S 178,485.00

s 23Z98s.oo

5 297,480.00

s 3s6.97s.00

5 476,470.00

5 62,924.00

S 9s,192.00

5 142,788.00

5 190 388.00

5 237,984.00

s 285,s80.00

s 333,175.00

S 380,772.00

S 428,368.00

S 47s,9G8.00

S s23,s54.00

s 107.091.00

s 21418s.00

S 249,882.00

S 28s,s79.00

s 32t,276.OO

U P-TAP-75 KEPS-SS-4Y.PT2P I

U P-TAP-1KEPS-SS.5Y-PTzPPI

U P.TAP.2.5KEPS-SS-5Y-PTzP

UP-TAP-5 KEPS-SS-sY-PT2PP I

U

UP-TAP-15KEPS-SS-5Y-PT2PI

U P.TAP-2OKEPS-SS-5Y-PTzPf

U P-TAP.25 KEPS-SS-5Y.PT2P F

U P-TAP-3OKEPS-SS-5Y-PT2PT

UP-TAP.35 KEPS-SS.5Y-P1-2PT

U P-TAP4OKEPS-SS.5Y-PT2 P I

U P.TAP-75 KEPS-SS-3Y-PT2Pf

U P-TAP.lKEPS-SS.4Y-PT2PP I

U P-TAP-5KEPS-SS4Y-PT2PPI

U P-TAP.lOKEPS-SS-4Y.PT2P I

UP-TAP.15 KEPS-SS.4Y-PT2P I

U P.TAP-2OKEPS.SS-4Y-PT2 PI

U P-TAP-2s KEPS-SS-4Y-PT2 P'

UP.TAP.3OKEPS-SS-4Y.PT2PI

U P-TAP-35 KEPS-SS-4Y-PT2PI

U P-TAP4OKEPS-SS-4Y.PTzP T

U P-TAP-45 KEPS-SS-4Y-PT2PT

UP.TAP-sOKEPS-SS-4Y-PT2Pf

UP-TAP-55 KEPS-SS-4Y-PT2P I

U P-TAP-6OKEPS-SS-4Y-PT2 P I

UP-TAP-5 KEPS-SS-3Y-PT2PP I

U P-TAP-15 KEPS-5S.3Y-PTzP I

U P-TAP-2OKEPS-SS-3Y-PT2P I

UP-

U P-TAP-35 KEPS-SS-3Y-PT2PT

U P-TAP40KEPS-SS-3Y-PT2P F

U P-TAP-4s KEPS-SS.3Y-PI2P T

U P-TAP-TOKEPS.SS-2Y-PT2P I

3YR - Platinum to Plat Prio Plus

4YR - Platinum to Plat Prio Plus

4YR - Platinum to Plat Prio Plus

3YR - Platinum to Plat Prio Plus

lec 3YR - Platinum to Plat Prio Plus I up-

m to Plat Prio Plus2YR -

UP-TAP-253YR - Platinum to Plat Prio Plus

3YR - Platinum to Plat Prio Plus

3YR - Platinum to Plat Prio Plus

3YR - Platinum to Plat Prio Plus

3YR - Platinum to Plat Prio Plus

2YR - Platinum to Plat Prio Plus UP-TAP-

num to Plat Prio Plus3YR.

Platform Short Search 50K

Platform Short search 20K 5YR - Platinum to Plat Prio Plus

Short Search 25K events/sec 5YR - Platinum to Plat Prio Plus

Platform Short Search 30K 5YR - Platinum to Plat Prio Plus

Platform Short Search 35K events/sec 5YR - Platinum to Plat Prio Plus

Platform Short Search 40K sYR - Platinum to PIat Prio Plus

Platform Short Search 35K 4YR - Platinum to Plat Prio Plus

Platform short Search 40K 4YR - Platinum to Plat Prio PIus

Platform Short 45K 4YR - Platinum to Plat Prio

Platform Short search 50K 4YR - Platinum to Plat Prio Plus

Platform Short Search 55K 4YR - Platinum to Plat Prio Plus

Platform Short Search 60K 4YR - Platinum to Plat Prio Plus

Platform Short Search 55K

Short Search 70Kreat
Platform short Search 75K 4YR - Platinum to Plat Prio Plusreat Ana

reat Ana Platform Search 80K 4YR - Platinum to Plat Prio PIus

Platform Short Search 1K events/sec 5YR - Platinum to Plat Prio Plus

Platform Short 2.5K 5YR - Platinum to Plat Prio Plus

Threat Platform Short Search 5K sYR - Platinum to Plat Prio Plus

Threat Platform Short Search 10K 5YR - Platinum to Plat Prio

Threat Platform Short Search 15K events/sec 5YR - Platinum to Plat Prio Plus

Platform Short Search 55K

Platform Short Search 50K

Platform Short Search 65K

Platform Short Search 70K

Platform Short Search 75K 3YR - Platinum to Plat Prio Plus

short Search 80K

reat Ana Platform Search 1K 4YR - Platinum to Prio Plus

Platform Short Search 2.5K 4YR - Platinum to Plat Prio Plusreat
Platform Short Search 5K events/sec 4YR - Platinum to PIat Prio Plus

Platform short Search 10K evenB/sec 4YR - Platinum to Plat Prio Plus

Threat Platform Short 15K 4YR - Platinum to Plat Prio Plus

Threat Platform Short Search 20K events/sec 4YR - Platinum to Plat Prio Plus

Platform Short 25K events/sec 4YR - Platinum to Plat Prio Plus

Threat Platform Short Search 30K 4YR - Platinum to Plat Prio Plus

Platform Short Search 70K 2YR - Platinum to Plat Prio Plus

Platform Short Search 75K

Platform Short Search 80K

Platform Short Search 1K

Platform Short Search 2.5K

Short Search 5K 3YR - Platinum to Plat Prio Plus

reat Ana Platform Short Search 10K 3YR - Platinum to Plat Prio Plus

reat Ana Platform Short Search 15K 3YR - Platinum to Plat Prio PIus

Ana Platform Short Search 20K 3YR - Platinum to Plat Prio Plus

Platform short Search 25Kreat
Platform short Search 30K 3YR - Platinum to Plat Prio Plus

Platform Short Search 35K 3YR - Platinum to Plat Prio Plus

Threat Platform Short Search 40K 3YR - Platinum to Plat Prio Plus

Platform Short Search 45K 3YR - Platinum to Plat Prio Plus
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s 455,850.20

S 5L7,6ts.2o

S 569,37s.85

s 521,135.50

s 672,897.15

5 724,6s7.80

776,418.45

828,179.LO

2r,420.27
| 26,t42.53

30,535.18

48.954.90

73,432.35

s 97.9t0.67
s t22.388.12

5 146,865.57

5 77t,343.02

S r9s,82o.47

s 42,8r':Os4

S 52,285.26

5 6L,272.36

S 97,909.80

s t46,864.70
t95,827.34
244,776.24

293,737.r4
342,686.O4

39L,640.94

64,260.8r
78,427.89

S 91,908.s4

5 746,8U.70

5 22O,297.Os

S 293,732.01,

s 367.L64.35

440,596.7r

s14,029.06

5a7,46r.4t
85,681.08

L04,570.52

t22,544.72

S 195,819.50
s 293.729.40

391,642.68

489,552.48

587,462.28

68s,372.08

783,287.88

LO7 101.35

s3s,450.00
, 594,960.00
, 654,455.00
i 713,950.00
; 773,445.00

832,940.00

892,435.00

s 9s1.930.00

s 24.621.00

30,049.00

s 3s,214.00

S s6,27o.oo

s 84,405.00

5 112,s41.00

S 140,675.00

s 168,811.00

S 195,946.00

225,081.00

49,242.O0

50,098.00

70,428.OO

tt2,540.oo
168,810.00

22s,O82.OO

281,352.00

s 337.522.00

s 393.892.00

s 4s0.162.00

S 73,853.00

5 9O,I47.OO

s 10s,642.00

S 158,810.00
, 2s3,215.00

337,623.00

422,O24.00

s05.433.00

s s90.838.00

s 67s,243.OO

s 98,484.00

s 120,196.00

S 140,855.00

S 22s,o8o.oo

S 337,520.00

S 4s0,164.00

5 s52,704.00

5 575,244.00

s 787,784J0

S 900,324.00

S 123,105.00

Platform Short Search 45K sYR - Platinum to Plat Prio Plus UP-TAP4s

Platform Short Search 50K 5YR - Platinum to Plat Prio Plus UP-

Platform Short Search 55K sYR - Platinum to Plat Prio Plus IUP-T

Platform Short Search 50K 5YR - Platinum to Plat Prio Plus U P-TAP.6OKEPS-SS.sY.PT2P

Platform Short Search 65K 5YR - Platinum to Plat Prio Plus

Platform Short Search 70K 5YR - Platinum to Plat Prio Plus

Short Search 75K 5YR - Platinum to Plat Prio Plus UP-TAP-

Platform Short Search 80K 5YR - Platinum to Plat Prio Plus

Platform search 1K 1YR - Platinum to Plat Prio Plus

Search 2.5K 1YR - Platinum to Plat Prio Plus P

Platform Search 5K 1YR - Platinum to Plat Prio Plus

Platform Search 10K 1YR - Platinum to Plat Prio Plus

reat Ana Platform Search 15K 1YR - Platinum to Plat Prio Plus

reat Ana Platform Search 20K 1YR - Platinum to Plat Prio Plus

Platform Search 25K 1YR - Platinum to Plat Prio Plus

Platform Search 30K 1YR - Platinum to Plat Prio Plus

Platform Search 35K 1YR - Platinum to Plat Prio Plus TAP-35KEPS.Ls-

Threat Platform Lo Search 40K 1YR - Platinum to Plat Prio Plus U

Threat Platform Search 1K 2YR - Platinum to Plat Prio Plus UP-

Platform Search 2.5K 2YR - Platinum to Plat Prio Plus U P-TAP-2.5KEPS-6-2Y-PT2P

Search 5K 2YR - Platinum to Plat Prio Plus UP-T

Search 10K 2YR - to Plat Prio Plus UP-TAP-lOKEPS-Ls-2Y

Platform Search 15K 2YR - Platinum to Plat Prio Plus

Platform Search 20K 2YR - to Plat Prio Plus

Platform Search 25K zYR - Platinum to Plat Prio Plus

Platform Search 30K 2YR - Platinum to Plat Prio Plus

Platform Search 35K 2YR - Platinum to Plat Prio Plus

Search 40K 2YR - Platinum to Plat Prio Plus

Platform Search 1K events/sec 3YR - Platinum to PIat Prio Plus

reat Ana Platform Search 2.5K 3YR - Platinum to Plat Prio Plus

reat Ana Platform Search 5K 3YR - Platinum to Plat Prio Plus

Platform Search 10K 3YR - Platinum to Plat Prio Plus

Platform Search 15K 3YR - Platinum to Plat Prio Plus

Platform Search 20K 3YR - Platinum to Plat Prio Plus U

Threat Platform Search 25K 3YR - Platinum to Plat Prio Plus UP-

Search 30K 3YR - Platinum to Plat Prio Plus UP-

Search 35K 3YR - Platinum to Prio Plus UP.

Search 40K 3YR - Platinum to Plat Prio Plus UP-T

Search 1K events/sec 4YR - Platinum to Plat Prio Plus

Platform Search 2.5K 4YR - Platinum to Prio Plus U P-TAP-2.5 KEPS-LS-4Y-PTzP

Platform Search 5K events/sec 4YR - Platinum to Plat Prio

Platform Search 10K 4YR - Platinum to Plat Prio Plus

Search 15K 4YR - Platinum to Plat Prio

Platform Search 20K 4YR - Platinum to Plat Prio Plus

reat Ana Platform Search 25K 4YR - Platinum to Plat Prio Plus

reat Ana Search 30K events^ec 4YR - Platinum to Plat Prio Plus

reat Ana Platform Search 35K 4YR - Platinum to Plat Prio Plus

Ana Platform Search 4OK events/sec 4YR - Platinum to Plat Prio

reat Ana Platform Search 1K 5YR - Platinum to PIat Prio Plus
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r30,713.r5
; 153,180.90
i 244,774.50

367,t6L.75
489.553.35

611.940.60

5 734,327.8s

S 8s6,715.10

s 979,102.3s

5 4aos.or
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43,816.58

s 49.294.20

5 s4,77t.72

5 60,249.24

5 65,726.76

5 77,202.s4

S 76,580.06

s 82,1s7.s8

S 87,63s.10

5 \4,4LS.O3

S 15,526.89

S 1s,816.60

S 150,24s.00
s 175.070.00

s 281.350.00

5 422,02s.00

5 562,705.00

S 703,380.00

8r14,055.00

984,730.00
1.12s,405.00

5,523.00

5,949.00

s o060.00
s 7,4O7.0o

S 11,110.00

S 13,2s4.00

s 1s.739.00

s 18.887.00

s 22.035.00

s 25,182.00

5 28,330.00

S 31,478.00

s 34626.00

s 37,774.OO

s 40,921.00

S 44,069.00

47,277.OO

50,36s.00

11,046.00

s 11,898.00

s r2,r2o.oo

S 14,814.00

5 22,220.00

s 26.s08.00

S 31,478.00

S 37,774.oo

5 44,O7O.OO

S so,364.oo

s 55,550.00

S 62,9s6.00

S 59,2s2.00
', 7s,548.00
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; 88,138.00
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s 15.s69.00
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Platform Search 2.5K 5YR - Platinum to Plat Prio Plus

Platform 5K events^ec sYR - Platinum to Plat Prio Plus

Platform Search 10K 5YR - Platinum to Plat Prio

reat Ana Platform Search 15K 5YR - Platinum to Plat Prio Plus

reat Platform Search 20K sYR - Platinum to Plat Prio Plus

Platform Search 25K sYR - Platinum to Plat Prio Plus

Search 30K sYR - Platinum to Plat Prio Plus

Platform Search 35K sYR - Platinum to Plat Prio Plus UP-

Platform Search 40K 5YR - Platinum to Plat Prio Plus UP-

Threat PI Base Detect 1K 1YR - GovUS to GovUS Prio Plus UP-TAP-1KEPS-BD-1

Platform Base Detect 2.5K 1YR - GovUS to GovUS Prio Plus UP-TAP.2.5KEPS-BD-1

Platform Base Detect 5K 1YR - GovUS to GovUS Prio Plus UP-TAP.sKEPS-BD-1

Platform Base Detect 10K lYR - GovUS to GovUS Prio UP-TAP-lOKEPS-BD-1

Platform Base Detect 15K 1YR - GovUS to GovUS Prio Plus UP-TAP-15KEPS-BD-1

Platform Base Detect 20K 1YR - GovUS to GovUS Prio Plus

Platform Base Detect 25K 1YR - GovUS to GovUS Prio Plus

Platform Base Detect 30K 1YR - GovUS to GovUS PT|O

reat Ana Platform Base Detect 35K 1YR - GoVUS to GovUS PTiO PIUS

Platform Base Detect 40K 1YR - GovUS to GovUS Prio Plus

Platform Base Detect 45K 1YR - GovUS to GovUS Prio Plus

Platform Base Detect 50K 1YR - GovUS to GovUS Prio Plus

Threat Platform Base Detect 55K 1YR - GovUS to GovUS Prio Plus

Threat Platform Base Detect 60K 1YR - GovUS to GovUS Prio Plus UP-TAP-6OKEPS-8D.1

UP-TAP-65KEPS-BD-1YThreat Platform Base Detect 55K 1YR - GovUS to GovUS Prio Plus

Platform Base Detect 70K 1YR - GovUS to GovUS Prio Plus UP-TAP-TOKEPS-BD-1Y

UP-TAP-75KEPS.BD-1Platform Base Detect 75K 1YR - GoVUS to GOVUS PTiO PIUS

Platform Base Detect 80K 1YR - GovUS to GovUS Prio Plus UP-TAP-8OKEPS-BD-1

Platform Base Detect 1K events/sec 2YR - GovUS to Govus Prio Plus

Platform Base Detect 2.5K zYR - GovUS to GovUS Prio Plus

Platform Base Detect 5K 2YR - GovUS to GovUS Prio Plus

reat Ana Platform Base Detect 10K 2YR - GovUS to GovUS Prio Plus

reat Platform Base Detect 15K 2YR - GovUS to GovUS Prio

reat Platform Base Detect 20K events/sec 2YR - GovUS to GovUS Prio

Ana Platform Base Detect 25K 2YR - GovUS to GovUS Prio Plus

Platform Base Detect 30K 2YR - GovUS to GovUS Prio Plus

Platform Base Detect 35K 2YR - GovUS to GovUS Prio Plus

Threat Platform Base Detect 40K 2YR - GovUS to GovUS Prio Plus

Platform Base Detect 45K 2YR - GovUS to GovUS Prio Plus UP-TAP4s

I uP-TAP-50KEPS-BD-2YPlatform Base Detect 50K 2YR - GovUS to GovUS Prio PIus

Platform Base Detect 55K 2YR - GovUS to GovUS Prio Plus I UP-TAP-s5KEPS-BD-2Y

Platform Base Detect 60K 2YR - GovUS to GovUS Prio Plus UP.T

Platform Base Detect 55K zYR - GovUS to GovUS Prio Plus UP-T

Base Detect 70K 2YR - GovUS to GovUS Prio Plus

Platform Base Detect 75K zYR - GovUS to GovUS Prio Plus

Platform Base Detect 80K 2YR - GovUS to GovUS Prio Plus

Platform Base Detect 1K 3YR - Govus to GovUS Prio Plus
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reat Ana Platform Short Search 50K sYR - GovUS to GovUS Prio Plus

Platform short Search 55Kreat Ana

Platform Short Search 50K

atform Short Search 65KThreat

Platform Short Search 40K 4YR - GovUS to GovUS Prio Plus

Platform Short Search 45K

Platform Short Search 55K 4YR - Govus to GovUS Prio Plus

Platform Short Search 60K 4YR - GovUS to GovUS Prio Plus

reat Ana Platform Short Search 65K 4YR - GovUS tO GOVUS PTiO PIUS

Platform Short Search 70Kreat Ana

Platform Short Search 75K

Platform Short Search 80K

Short Search 1KThreat
Short Search 2.5K

Platform Short Search 50K 3YR - GovUS to GovUS Prio Plus

Platform Short Search 65K

Platform short Search 70K

Platform Short Search 75K 3YR - GovUS to GovUS Prio Plus

Ana Platform Short Search 80K 3YR - GovUS to GovUS Prio

Platform Short Search 2.5K 4YR - GovUS to GovUS Prio Plus

reat Ana Platform Short Search 5K 4YR - GovUS to GovUS Prio Plus

Platform Short Search 10K 4YR - GovUS to GovUS Prio Plus

Platform Short Search 15K

Platform Short Search 20K

Search 25K - GovUS to GovUS Prio PlusPlatformThreat

Threat 4YR - GovUS to GovUS Prio PlusPlatform Short Search 30K

Platform Short Search 35K

3YR - GovUS to GovUS Prio PlusPlatform Short Search 55KThreat
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FireEye
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FireEVe
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FireEve

lThreat AnaFireEye
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FireEye

FireEve

FireEye
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FireEye

lThreat AnalFireEye
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s 122.ts

S 391,642.58

S 489,552.48

s s87.462.28

s 585.372.08

293,737.14

342,686.O4

39t,640.94
64,260.81

78,427.89

91,908.s4
146,864.70

220,297.O5

293,732.01

367,164.35
440,596.7t

146.865.57

L7L,343.O2

t95,a20.47
42,840.54

52,285.26
i 6r,272.36

97,909.80

45.24s
90.48s

s 162.86

37.4ts
74.42s

5 293,729.40

s 783.281.88

s 107,101.35

S 130,713.1s

5 1s3,180.90

s 244,774.50

5 367,76r.7s

5 489,ss3.3s

S 511,940.60

S 734,327.8s

S 856,715.10

5 979,102.35

s s14.029.06

s s87.4il.4r
5 8s,681.08

5 to4,s7o.s2

5 L22,544.72

S 19s,819.60

5 746,864.70

S 19s,821.34

S 244,776.24

uP-TAP-30KEPS-LS-5Y-USG2tl s 844,055.00

RN-MC-MSMC{00999-1Y I s 52.00

RN-MC-MSMC-OOO999-2Y I s 104.00

RN-MC-MSMC{00999-3Y I s 140.40

RN-MC-MSMC{00999-4Y I S r87.2O

43.00RN-MC-MSMC{01999-1Y ls
nr.r-vc-rvsvcoorggg-zy I S 86.00

up-TAp-sKEps-6-+v-usczul S 140,856.00

up-TAp-2oKEPS-6-4Y-USG2q s 450,164.00

up-TAp-25KEPS-LS4Y-USG2t| s 552,704.00

up-TAp-3oKEps-Ls4y-usc2{ S 67s,244.0o

up-TAp-3sKEps-ts-4y-usc2l| S 787,784.oo

UP-TAP-4oKEPS-LS-4Y-USG2{ s 900,324.00

up-TAp-1KEps-Ls-sy-usc2ul 5 123,105.00

up-TAp-sKEPS-6-2Y-USG2ul S 70,428.00

up-TAp-lOKEps-6-2Y-usc2tl S 112,540.00

up-TAp-2sKEps-6-zv-usez{ 5 281,3s2.00

uP-TAP-30KEPS-6-2Y-USC2II 5 337,622.00

up-TAp-35KEPS-6-2Y-USG2ll s 393,892.00

UP-TAP-4oKEPS-6-2Y-USG2tl 5 4s0,152.00

UP-TAP-1KEPS-LS-3Y-USG2UT5 73,863.00

up-TAp-z.sKEps-Ls-3y-usc2l S 90,147.00

up-TAp-10KEps-Ls-3Y-usG2ll 5 168,810.00

up-TAp-1sKEps-15-3Y-usG2{ 5 253,215.00

up-TAp-2oKEPS-LS-3Y-USG2l| s 337,523.00

up-TAp-25KEps-Ls-3y-usc2tl S 422,028.00

UP-TAP-1KEPS.6-2Y-USG2UJ S 49,242.00

uP-TAP-2.5KEPS-6-2Y-USG2| s 60,098.00

sYR - GovUS to GovUS Prio Plus

4YR - GovUS to GovUS Prio Plus

5YR - GovUS to GovUS Prio Plus

5YR - GovUS to GovUS Prio PIus

5YR - GovUS to GovUS Prio Plus 705.00

sYR - GovUS to GovUS Prio Plus

5YR - GovUS to GovUS Prio Plus 730.00

5YR - GovUS to GovUS Prio Plus

3YR - GovUS to GovUS Prio Plus s

3YR - GovUS to GovUS Prio Plus s

3YR - GovUS tO GOVUS PTiO PIUS s

4YR - GovUS to GovUS Prio Plus

4YR - GovUS to GovUS Prio Plus UP-TAP-15

2YR - GovUS to GovUS Prio Plus

2YR - GovUS to GovUS Prio Plus

1YR - GoVUS to GovUS PTIO PIUS UP.TAP-3OKEPS-6-1Y

1YR - GovUS to GovUS Prio Plus UP-TAP-35KEPS.LS-1Y $

1YR - GovUS to GovUS Prio Plus UP-TAP40KEPS-Ls-1 5

sYR - GovUS to GovUS Prio Plus

3YR - GoVUS tO GOVUS PT|O PIUS UP-TAP-5KEPS-LS-3Y s 10s,542.00

Search 35KPlatform

Platform Search 1K 2YR - GovUS to GovUS Prio PIus

l-Mobile Threat Prevention - Mobile cloud 4 Year 500-999

l-Mobile Threat Prevention - Mobile ent Cloud 1 Year 1000-1999

l-Mobile Threat Prevention - Mobile ment Cloud 2 Year 1000-1999

Platform Search 25K events/sec 4YR - GovUS to GovUS Prio Plus

Platform Search 30K 4YR - GovUS to GovUS Prio Plus

Platform Search 35K 4YR - GovUS to GovUS Prio Plus

Platform Search 40K 4YR - GovUS to GovUS Prio Plus

Platform Search 1K 5YR - GovUS to GovUS Prio Plus

Search 2.5KPlatform
Search 5KPlatformAn

search 10KPlatform
Search 15Kreat Ana Platform
Search 20Kreat Ana Platform

Search 25KPlatformAna
search 30K 5YR - GovUS to GovUS Prio Plus

Search 35KPlatform
Search 40K

Renewal-Mobile Prevention - Mobile Cloud 1 Year 500-999

Renewal-Mobile Threat Prevention - Mobile Cloud 2 Year 500-999

Renewal-Mobile Threat Prevention - Mobile Cloud 3 Year 500-999

Platform Search 2.5K 3YR - GovUS to GovUS Prio Plus

Search 5KPlatform
Platform Search 10K 3YR - GovUS to GovUS Prio Plus

Platform Search 15K 3YR - GovUS to GovUS Prio Plus

Platform Search 20K 3YR - GovUS to GovUS Prio PlusI nreaf Andr

Platform Search 25K 3YR - GovUS to GovUS Prio Plus

Search 30KPlatform
Search 35Kreat
Search 40Kreat Ana Platform

reat Ana Platform Search 1K 4YR - GovUS to GovUS Prio Plus

Search 2.5K
Search 5K 4YR - GovUS tO GOVUS PTiO PIUS

Search 10KPlatform
Search 15K

Threat cs Platform Search 20K 4YR - GovUS to GovUS Prio Plus

Search 30KPlatform

fhreat Anal

Search 40KPlatform

I nI edl Arrdl

Platform Search 2.5K 2YR - GovUS to GovUS Prio Plus

Platform search 5K 2YR - GovUS to GovUS Prio Plus

Platform Search 10K 2YR - GoVUS tO GOVUS PT|O PIUS

search 15KPlatformAn

Search 20KPlatform

Search 25K events/sec 2YR - GovUS to GovUS Prio Plusreat Ana Platform

Platform 30K 2YR - GovUS to GovUS Prio Plus

Platform Search 35K 2YR - GovUS to GovUS Prio Plus

Threat Platform Search 40K 2YR - GovUS to GovUS Prio

Threat Platform Search 1K 3YR - GovUS to GovUS Prio Plus
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155.15

987.10

43.85

10.M
20.88

28.L9

177-28

332.29

70.47

93.95

2L.75

43.50

58.73
78.30

!8.27
36.54

49.33

134.68

31.32

488.55

37.58s
-555

s
s

s

s
s

48.87

4.08s
48.87s
4.08s

9.77s
34.2L5

2.85

65.77

!4.79
29.58s
39.935
s3.24s
12.18s
24.36s
32.89

101.01

62.54s
84.56s

1r2.75
26.10

52.20

4.L7

120.00

10.00
35.00

2.92

500.00

61.20

14.00

28.00

37.80

50.00

116.10

97.20

129.60

30.00

60.00

81.00
108.00

45.90

154.80

340.00
170.00

s

5 10,100.00

5 34.00

50.40

L2.00s
24.OOs
32.40s
43.20

s0.00

4.17

72.OO

25.00

50.00

57.505
90.00

21.00

42.O0s
55.70s
75.60s
17.00s

35.00$

10800100011-000

10811100011-000

10811100016-000

11200100003-000

1120010000+000

N-MC-MSMC-074999-4Y

c-MsMc-099999-3Y
c-MsMc-099999-4Y

RN-MC-MSMC-100000+1Y

RN-MC-MSMC-100000+2Y

RN-MC-MSMC-100000+3Y

RN-MC-MSMC-100000+4Y

PS-SS-3M-USPP

GAPPS.PREM-1USER-12MO

GAPPS.PREM-U

lUSER-12MO

N-MC-MSMC-009999-1Y

c-MSMC-009999-3Y

c-MsMc-009999-4Y

RN-MC-MSMC-019999-4Y

RN-MC-MSMC-049999-1Y

RN-MC-MSMC-049999-2Y

RN-MC-MSMC-049999-3Y

RN-MC-MSMC-049999-4Y

RN-MC-MSMC-074999-1Y

RN-MC-MSMC-001999-3Y

RN-MC-MSMC-0019994Y

RN-MC-MSMC-004999-1Y

RN-MC-MSMC-004999-2Y

1

1

1

3M - Platinum-PROMOTION

1

1 seau

12 month

900 Cold Mobile Threat Prevention - Mobile

8400 Cold Stand Threat Prevention - Mobile Secl Ma Model AX 8400

Platform Short Search 1K

Platform Short Search 1K 3M - Plat Prio Plus-PROMOTION

Platform Short Search lK 3M - GovUS-PROMOTION

Platform Short search 1K 3M - GovUS Prio Plus-PROMOTION

for Business: 12 month term; 1

for Business e: 1 month 7

vault: 12 month
l monthVault

Unlimited: 12 month rt 1

de:1 monthUnlimited U

l month
ll Bundle - Gold NRR

ll Bundle - Gold MRRsoc
T&M MRC MRR

Services Term Fee NRR

Service Cancellation Fee NRR

l-Mobile Threat Prevention - Mobile CIoud 2 Year 20000-49999

l-Mobile Threat Prevention - ent Cloud 3 Year 2000049999

I-Mobile Threat Prevention - Mobile cloud 4 Year 2000049999

ewal-Mobile Threat Prevention - Mobile Cloud 1 Year 50000-74999

Renewal-Mobile Threat Prevention - Mobile cloud 2 Year 50000-74999

Renewal-Mobile Threat Prevention - Mobile cloud 3 Year 50000-74999

Renewal-Mobile Threat Prevention - Mobile CIoud 4 Year 50000-74999

Renewal-Mobile Threat Prevention - Mobile cloud 1 Year 75000-99999

Renewal-Mobile Threat Prevention - Mobile Ma cloud 2 Year 75000-99999

Renewal-Mobile Threat Prevention - Mobile Secu Ma Cloud 3 Year 75000-99999

Renewal-Mobile Threat Prevention - Mobile Secu Ma Cloud 4 Year 75000-99999

Renewal-Mobile Threat Prevention - Mobile Ma Cloud 1 Year 100000+

Renewal-Mobile Threat Prevention - Mobile Ma Cloud 2 Year 100000+

Renewal-Mobile Threat Prevention - Mobile Cloud 3 Year 100000+

Renewal-Mobile Threat Prevention - Mobile Cloud 4 Year 100000+

l-Mobile Threat Prevention - Cloud 1 Year 20004999

l-Mobile Threat Prevention - Mobile cloud 2 Year 20004999

ewaFMobile Threat Prevention - Mobile Cloud 3 Year 20004999

obile Threat Prevention - Mobile Cloud 4 Year 20004999

Renewal-Mobile Threat Prevention - Mobile Secu Cloud 1 Year 5000-9999

Renewal-Mobile Threat Prevention - Mobile Secu M Cloud 2 Year 5000-9999

Renewal-Mobile Threat Prevention - Mobile Secu Ma Cloud 3 Year 5000-9999

Renewal-Mobile Threat Prevention - Mobile Ma Cloud 4 Year 5000-9999

Renewal-Mobile Threat Prevention - Mobile Ma Cloud 1 Year 10000-19999

Renewal-Mobile Threat Prevention - Mobile Cloud 2 Year 10000-19999

Renewal-Mobile Threat Prevention - Mobile Cloud 3 Year 10000-19999

Threat Prevention - Mobile Cloud 4 Year 10000-19999

l-Mobile Threat Prevention - Mobile Cloud 1 Year 20000-49999

Threat Prevention - Mobile Cloud 3 Year 1000-1999

Threat Prevention - Mobile Cloud 4 Year 1000-1999

QTS

QTS

Fi

Fi



5 1,s82.05

S 9,773.30

488.66

977.33

488.55

97.73

488.55

s 488.55

s 488.55

s 1.954.65

S 977.33

5 gtt.zs
5 977.33
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5 1,954.65

5 977.33

s 1,9s4.66
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s 97.73
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5 st.tt
S 977.33

977.33

977.33

145.50

24.43

t95.47
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293.20

; 342.07

5 342.07

S 342.07

s 1,9s4.65

5 977.33
.98

S 1.618.7s

10,000.00

500.00

s 1.000.00

s soo.00

s 100.00

s s00.00

S soo.oo

S soo.oo
2,000.00

1,000.00

1,000.00
1,000.00

1,000.00
2,000.00

1,000.00
2,000.00

5,000.00

10,000.00

s tooo.o0
s 100.00

5 1,ooo.oo

S 1,ooo.oo

s 2,000.00
; 5,000.00

300.00

300.00
100.00

100.00

100.00

100.00

100.00

100.00

1,000.00

1,000.00

1,000.00

s 150.00

s 2s.00

s 200.00

s 200.00

s 200.00

S s,8oo.oo

5 300.00

S 3so.oo

350.00

350.00

2,000.00

1,000.00

for SQL Server - Tier 1: Processor One Time NRR 11200NETO0013-000

Metroconnect Protected 10 NRR 11400000041-Rlc
n

lP Bandwith Fee NRR 11400100001-000

lP Bandwith Fiber - Fee NRR

cross Connect NRR

T1 NRR

AT&T Cross Connect NRR

Verizon Business Cross Connect NRR 11400100003-\rzB

Verizon Cross Connect NRR 11400100003-vzN

Cross Connect NRR 11400100004-000
Con me

Fiber Cross Connect NRR 11400100005-000

AT&T Fiber Cross Connect NRR 11400100005-ATT
n

11400100005-vzBVerizon Business Fiber Cross Connect NRR
11400100005-\fzNVerizon Fiber Cross Connect NRR

Fiber Cross Connect NRR

Metroconnect standard 1 NRR

MetroConnect Standard 1 NRR

Metroconnect Standard 10 NRR
11400100028-RlcMetroconnect Standard 10 NRR

Metroconnect Standard 100 NRR 11400100034-ATL

11400100035-000
POTS NRR

Metroconnect Protected 100 M NRR 11400100039-ATL

Metroconnect Protected 1 NRR 11400100040-ATL

11400100040-RlcMetroconnect Protected 1 NRR

Metroconnect Protected 10 NRR 11400100041-ATL

Data Center Connect 10MB - NRR 11400100045-ATL

11400100053-Rlc
Data Center Connect 10MB - Richmond NRR

11400100058-ATL
DC Connect Additional increments NRR

DC Connect Additional 10M increments - Richmond NRR

DC Connect Additional 10M increments - Atlanta NRR

Dc Connect Additional increments - Richmond NRR

Dc Connect Additional increments . AIIANIA NRR

DC Connect Additional increments NRR 11400100072-RIC

11400100073-ATT
AT&T Coax Cross Connect NRR

Verizon Coax Cross Connect NRR 1140010007+\rzN

Coax Cross Connect NRR
1140010007s-000

11411100021-000
Cross Connect MRR

T1 MRR
11411100021-0T1

n

AT&T cross Connect MRR 11411100021-ATT

Verizon Business Cross Connect MRR LI4IILOOOZ1-VZB

LT4ILTOOOZI-!/ZNVerizon Cross Connect MRR

Cross Connect MRR

Fiber Cross Connect MRR

AT&T Fiber Cross Connect MRR

Verizon Business Fiber Cross Connect MRR

Verizon Fiber Cross connect MRR

Fiber Cross Connect MRR

Metroconnect Standard 1 MRR r!4tLtoooz7-ATL

Metroconnect Standard 1 MRR 11411100027-RlC
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s 24.43

s 19.55

s 46.9r

s 9s2.90
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5 24433
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78.r9
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s 1s6.37

S 78,185.40

s 78,186.40

5 78,186.40
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s 21.50

S ezo.eo

s 29.32

) 39.09

s 39.09

r,L23.93
2,107.26

39.09

58.41

586.40

5 1,s24.63

S s85.40

48.87

s LL.73

s 39.09

s 97.73

s 73.30

s 58.64

s 39-09

s 48.87

97.73

73.30

488.66

s 24.43

5 733.00

s

S s,ooo.oo

S 8,soo.oo

s 1oo.0o

5 75.00

5 50.00

s 8.00

30.00

2s.00
20.00

48.00

97s.00

100.00
250.00

80.00

s 80.00

S l,soo.oo

S 3,5oo.oo

160.00

S 160.00

80,000.00

80,000.00

80,000.00

80,000.00
22.O0

63s.00

30.00

40.00

40.00

1,150.00

S 2,1so.oo

s 40.00

5 70.00

s 600.00

S 1,560.00

5 600.00

S so.oo

12.00

40.00

100.00

75.00

50.00

40.00

50.00

s 100.00

) 75.00

s s00.00

s 25.00

s 750.00

Metroconnect Standard 10 MRR 11411100028-ATL

Metroconnect Standard 10 MRR 11411100028-Rrc

11411100032-G04
Bandwidth - 1 t4 MRR

Bandwidth - 1 MRR 11411100032-G09

Bandwidth - 1 MRR 11411100032-G19

Bandwidth - 1 MRR 11411100032-G1G

Bandwidth - 1 MRR

P Bandwidth - 1 M MRR

lP Bandwidth - 1 M MRR

NRR
10000100001-000

Services -
10000100004-000

Services - Cabinet NRR
10000100006{00

Cubicle NRR

Customer Provided Rack lnstall - One Time Fee NRR 10000100027-000

10000100030-000
Rack - NRR

Rack NRR
10000100033-000

Services: cabinet 8 kW NRR 10000100055-000

10000100057-000
Services: H Cabinet 15 kW NRR

Services: 24 KW NRR 10000100058-000

Services: 35 KW + NRR

Services:3300 ft. suite - Richmond NRR

Services:3300 ft. suite - Metro NRR

Services: 3300 ft. Suite - Suwanee NRR

Services:3300 ft. Suite - Dallas NRR

Services - MRR 10011100001-000

Services - Cabinet MRR
10011100008-000

Services - Suite MRR
10011100030-000

Rack - MRR
10011100033-000

Rack - MRR
10011100056-000

Services: cabinet 8 kW MRR

Serv'ces: Cabinet 15 kW MRR 10011100057-000

100111000s8-000
Services: 24 KW MRR

Services: 35 kW + MRR 10011100059-000

720V Pri NRR

Power 120V Prima NRR

Power 120V Redundant NRR

lP Bandwidth - 1 MRR

lP Bandwidth - 1 M MRR
11411100032-G99

lP Bandwidth - 1 MRR

lP Bandwidth - 100 M MRR 11411100032-H04

lP Bandwidth - 100 MRR 11411100032-H09

lP Bandwidth - 100 MRR 11411100032-H19

11411100032-H1H
lP Bandwidth - 100 MRR

Bandwidth - 100 Com MRR 11411100032-H49

11411100032-T04
Bandwidth - 10 M Com MRR

Bandwidth - 10 M MRR 11411100032-T10

Metroconnect standard 100 MRR

POTS MRR

Metroconnect Protected 100 MRR

Metroconnect Protected 1 G MRR

11411100034-ATL
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9,773.30
7,329.97

s v.s9r.94
5 273.6s

s 273.6s
( 73.30

s 73.30
( s8.54

5 58.64

s 48.87

5 7,s24.63

S s86.40

1,651.69

585.40

1,551.69

586.40

586.40

s s85.40

s s86.40

5 s86.40

S sae .+o

s s86.40

s s85.40

s 1"358.26

S 1,368.26

S 1,368.26

S r,fl2.80
S 1,358.26

LLTZ.aO
L,358.26

1,172.80

7,368.26

r.172.80

5 1,368.25

5 1,9s4.66

s 1,368.25

5 44.47

5 244.33

S 293.20

5 293.?0

5 29.32

s 39.09

5 zt.zt
s 0.40

s 0.52

s t.6r
s 219.90

s 1955

s 29.32

s 10,000.00

s 7,s00.00

S 18,ooo.oo

s 28o.oo

s 280.00

S 7s.oo

75.00

60.00

s 60.00

s s0.00

1,560.00

500.00

1,690.00

600.00

s 1.690.00

s 500.00

s 600.00

S ooo.oo

s 600.00

S ooo.oo

5 ooo.oo

s 600.00

5 600.00

S 1,4oo.oo

S 1,4oo.oo

1,400.00

1,200.00

1,400.00

1,200.00

1.400.00

s 1"200.00

S 1,4oo.oo

S 1,2oo.oo

S 1,4oo.oo

S 2,ooo.oo

S 1,4oo.oo

50.00

250.00

S 3oo.oo

300.00

30.00
40.00

32.00

0.41

0.53
1.65

225.OO

20.00

30.00

I 11411100040-RrcConnectivity: Metroconnect Protected 1 Gbps MRR

Metroconnect Protected 10 MRR

Metroconnect Protected 10 MRR

Data Center Connect 10MB - Atlanta MRR

Data Center Connect 10MB - Richmond MRR

DC Connect Additional increments - Atlanta MRR

DC Connect Additional increments - Richmond MRR

Connectivitv: DC Connect Additional 10Mbps increments (110Mbps-500Mbps) -Atlanta MRR I 11411100064-ATL

DC Connect Additional increments - Richmond MRR 11411100066-Rlc

Dc connect Additional increments - Atlanta MRR 11411100070-ATL

Power 120V Redundant NRR 10200100002-NYc

Power 120V NRR 10200100003-000

Power 120V 30Amp Primary NRR I 1o2oo1ooo03-NYc

120V Redundant NRR 10200100004-000

t20v Redundant NRR 10200100004-NYc

208v NRR 10200100006-000

208v Redundant NRR 10200100007-000

208v NRR 10200100008-000

Power 208v Redundant NRR 10200100009-000

Power 208v Prima NRR 10200100010-000

Power 208v NRR

Power 208v 50Amp Primary NRR I 10200100012-000

Power 208v Redundant NRR

Power 3 Phase 208v NRR

Power 3 Phase 208v Redundant NRR

Power 3 Phase 208v NRR 10200100015-000

Power 3 Phase 208v NRR

Power 3 Phase 208v Redundant NRR

Power 3 Phase 208v 30Amp Redundant NRR I 1o2oo1ooo17-JcY

Power 3 Phase 208v 50Amp Primary NRR I 1o20o1ooo18-ooo

Power 3 Phase 208v 50Amp Primary NRR I lozoolooolSJcY

Power 3 Phase 208v Redundant NRR 10200100019-000

Power 3 Phase 208v Redundant NRR 10200100019JcY

Power 3 Phase 208v Pri NRR 10200100020-000

3 Phase 208v NRR 10200100020"rcY

3 Phase 208v Redundant NRR 10200100021-000

DC Connect Additional increments - Richmond MRR LL41ILOOOT2-RlC

Connectiviw: AT&T Coax Cross Connect MRR | 11411100073-ATT

Verizon Coax Cross Connect MRR rT4rtroooT+wN

coax Cross Connect MRR 11411100075-000

Federal Cloud - DR - lnternet Overage MRR I 1 lsoooooos9-ooo

Federal Cloud - VPU 1 Ghz MRR | 11sooooo097-ooo

Federal Cloud - RAM 1GB MRR

Federal Cloud - Bronze 1GB MRR

Federal Cloud - Silver Sto 1GB MRR

Federal Cloud - Gold 1GB MRR

Federal Cloud - Firewall MRR

Federal Cloud - lnternet MRR 1s00000103-000

Federal Cloud - lnternet MRR 11s0000010+000

ors
QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTs

QTS

QTS

QTS

QTS

QTS

QTS

QTS

OTS

ors

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS



13

834.26

365.50

355.50

610.83

742.77

586.40

145.60

879.50

2L9.90

.09

376.27

720.t0
430.03

r27.O5

332.29

0.29

L.20

2t9.90
19.55

7.33

(

0.98s
0.98$

5 977.33

244.33

351.84

s 439.80

87.96s
5 219.90

S s08.21

664.58

22.485
14.575

0.23

24.43

14.665
48.87)
4.895

1.00

1.00

440.00

250.00

7.50

350.00

4s0.00

90.00
22S.OO

520.00

15.00

50.00
5.00

23.00

19.00

225.OO

s 750.00

s

5

5

s 37s.00
375.00

s
s
s 62s.00

s 130.00

5 340.00

s 600.00

S 1so.oo

s 900.00

s 22s.00

s

S 38s.oo

S 1,760.00

20.00

25.OO

680.00

0.24s
0.30

1.23

10211100102-Rlc

10211100103-ATL

10211100104-suw
10211100105-DFW

10300100034-000

10311100033-000

10211100015JCY

10211100017-000

10211100017-JcY
10211100018-000
10211100018-JCY

10211100019-000

10211100019JcY

10211100005-000

10211100007-000

10211100008-000

10211100009-000

10211100010-000

10211100011-000

10211100012-000

10211100013-000

10200100021-Jc"/

10211100001-000

10211100001-NYC

10211100002-000
10211100002-NYC

10211100003-000

10211100003-NYc

1500000113-000

11500000114-000

11s00000115-000

11500000116-000

11500000117-000

- Dallas MRR500kW - N+1

Custom Data Center Services NRR

Custom Data CenterServices MRR

3 Phase 208v MRR

3 Phase 208v 50Am MRR

Redundant MRR3 Phase 208v 50Am
Redundant MRRPower 3 Phase 208v

Power 3 Phase 208v MRR

Power 3 Phase 208v MRR

Power 3 Phase 208v Redundant MRR

Power 3 Phase 208v MRR

Power:500kW - N+1 MRR

Power:500kW - N+1 - Metro MRR

-Suwanee MRR500kW - N+1

MRR208v
Redundant MRR208v

MRRPower 3 Phase 208v

Power 3 Phase 208v Redundant MRR

Power 3 Phase 208v MRR

Power 3 Phase 208v MRR

Power 3 Phase 208v Redundant MRR

3 Phase 208v Redundant MRR

MRR120V

Redundant MRRt20v
Redundant MRR120V

Power 120V MRRPri

Power 120V MRR

Redundant MRRPower 120V

Redundant MRRPower 120V

Power 208v 20Am MRR

Redundant MRRPower 208v

Power 208v MRR

Redundant MRRPower 208v
MRR208v

Redundant MRR208v

eral Cloud - DR - Bronze 1GB MRR

Cloud-DR-Silver 1GB MRR

Cloud - DR -Gold 1GB MRR

Firewall MRRCloud - DR -
Federal Cloud - DR - lnternet MRR

Federal Cloud - DR -Additional Public lP MRR

Federal Cloud - DR - Additional Network MRR

Redundant NRRPower 3 Phase 208v
MRR120V

Federal Cloud - Additional Public lP MRR

Federal Cloud - Additional Network MRR

Federal Cloud - Client to Site VPN MRR

Federal Cloud - DR - VPU lchz MRR

Cloud - DR - RAM 1GB MRR

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS



4-85

4.85

4.85

5.36

0.50

0.99

0.99

0.99

0.99

0.99

0.99

0.99

0.20

o.22

o.4t
0.41

0.47

195.47

2L5.Or

33.O7

33.O7

56.15

0.18

0.18

488.66

977.33

r95.47

1.42s
r.42s
4.8s

0.99

0.99s
0.995
0.99s
t.o2s
1.O2s

0.26s
0.26

0.33s
0.33

0.3s

47.34s
4t.34

0.22s

215.01

5 9,871.03

.03

1.00

1.00

1.00

1.03

1.03
1.44

t.44
4.95

0.33

0.33

0.35

1-00

42.30

0.26

o.26

220.00

42.30

o.z2

4.955
4.95

4.95s
5.50

o.4L

o.4t
o.4L

0.50s
1.00s
1.00$
1.00(
1.00s
1.005
1.00s
1.00

67.68

0.18

0.18

0.20s
o.22s

s00.00

5 200.00

s 200.00

5 220.00

33.84
33.84

11511000070-000

11511000158-000

11511000076-000

11511000092-000

11511000153-000

11511000164-000

11511000014-000

11511000169-000

11011100031-000

11211100001-000

10811100013-000

10s00100014-000

10800100013-000

11000100039-000

11200100001{00
11s00000159-000

11s11000084-000

11511000145-000

11511000085-000

11511000146-000

11511000068-000

11511000156-000

11s110000s0-000

10611100005-000

10611100006-000

10511100008-000

10511100020-000

10700100001-000
10700100002-000

10700100003-000

10700100004-000

10600100001-000
10600100005-000

MRR

- EC Reservation - client to site vPN MRR

remote clients for VPN Sessions MRR

Services Custom MRR

Services Custom MRR

Services Custom MRR

services Custom NRR

services Custom NRR

Services Custom NRR

Services Custom NRR

lnfrastructure I Credit NRR

QVI lP addresses MRR

- DR -Gold 1GB MRR

DRaaS - Gold 1GB MRR

Cloud - Gold 1GB MRR

DRaaS - EC Reservation - Gold 1GB MRR

Cloud- Client to Site VPN MRR

cloud - DR- client to site vPN MRR

- Client to Site vPN

1GB MRRcloud - Bronze
1GB MRR- EC Reservation - Bronze

GBs MRRDisk

1GB MRRcloud - Silver

DRaaS - EC Reservation - Silver 1GB MRR

AdditionalSAN MRR

MRRQVI

lnfrastructure ment Credit MRR

Services Custom MRR

-U NRR

NRR

NRR

NRREnhanced
NRRnced

services GB Transferred MRRcloud - Back-u

MRRservices GBcloud - Back-u

MRR

Cloud-DR-Bronze 1GB MRR

1GB MRRDRaaS - Bronze

Cloud-DR- Silver 1GB MRR

- Silver Sto 1GB MRR

MRC NRR

Base Su NRR

Cluster NRRBase Su

T&M NRR

Termination Fee NRRn

Service Cancellation Fee NRR

SQL Base MRR

cluster MRRSQL Base

SQL T&M MRR

MRC MRR

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS

QTS



58.64

58.54

58.64

53.53

s3.75

58.64

58.64

58.54

58.64

26.39

24.43

24.43

74.66

15.54

L7.59

L7.59
L7.59

17.59

t7.59

7.34

14.56

73.30

73.30)
73.30s
73.305
73.30s
7a.L9s

26.39

26.39
25.39

29.32s
29.32s
34.2rs
34.21s
44.47s
48.87

24.435
24.43

26.39

?6.39

26.39

20.52

22.23

22.48s

7.34s
lL.735
t2.7L
T2.7I

L5.54

75.00

75.00

60.00

60.00

65.00

75.00

30.00

35.00

60.00

27.OO

27.OO

27.OO

27.O0

27.00

27.OO

27.OO

30.00

18.00

18.00
21.00

22.75
23.00

25.00

16.00
16.00

18.00

18.00
18.00

75.O0

80.00

7.50

12.00

60.00

60.00

75.00

7.50

35.00

s0.00

50.00s
55.005
60.00s

60.00

25.00s
25.005
25.00

15.00

15.00

13.00s
13.00s

11s00000049-000

11511000141-000

11511000005-000

11500000055-000

11500000056-000

11s00000057-000

11500000058-000

11511000023-002

11500000009-000

11500000015-000

11500000017-000

1151100015+000
11511000161-000

11411100013-000

11500000013-000

11500000014-000

11s00000028-000

11s11000057-000

11511000091-000

115110001s2-000

11511000017-000

11511000023-000

11511000143-000

11511000072-000

11511000088-000
11511000149-000

11511000160-000

11511000151-000

11s11000008-000

11511000083-000

11511000144-000

Server Windows Standard-Linux NRR-HA
NRRServer Windows-HA

ServerWindows Data Center NRR-HA
Standard Firewall MRRCloud -

Site-To-Site VPN Connection MRR

AdditiONAIVM VPU NRR

AdditionalVM RAM NRR

Network virtual of Bandwidth NRR1Sitetoclient5orVPNSitetoSiteLFirewallsredundantofPair

RAM GBs NRRDR-VM
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s 68,916.88

5 s7,43O.73

s 7.73

9.65s
9.65

s 48.00

s 288.00

5 192.00

s s40.00

s 90.00

s s40.00

S 35o.oo

s 90.00

s s40.00

s 350.00

s 6,000.00

3,000.00

480,000.00

3,000.00

S l,soo.oo

s 120.00

s 12,000.00

S 3,600.00

5 s2,8oo.oo

S 1s,84o.oo

s 132,000.00

s 39,600.00

5 s2,8oo.oo

5 11s,200.00

S 95,ooo.oo

57,600.00

115,200.00

810,000.00

243,000.00

202,s00.00

121,500.00

24,000.00

7,200.00

6,000.00

5 3,5oo.oo

S 7,2oo.oo

5 78,000.00

19,500.00

s 11,700.00

23,400.00

240,000.00

72,000.00

60,000.00
8.O0

10.00

10.00

Force.com EE Sandbox

Force.com EE Sandbox

EE Sandbox
204-1527GC

UE Government Cloud
2c4-152758D

UE Sandbox

UE Sandbox

Force.com UE box

Force.com PXE Sandbox

Force-com PXE Sandbox Full

Force.com PXE Sandbox

Scheduled Bundle

- 5 Additional mic Dashboards ts
20+1583
20+r584

Cloud -Wave
cloud - Builder

CIoud -

for Sales Cloud

Data is

File ts

Customer Members

Customer Members Government Cloud
20+L480

Members
204-1480GC

Commu Members Government CIoud
20+L483

Com Government Cloud 20+r483GC

Partner Members Mem
1GC

Partner Members Me Government Cloud

Partner Co Members Premier

Partner Members Premier

Partner Members Sandbox

Members
20+L47zGC

Commun Members Government cloud

Members Premier
204-147ZPPS

Commu
20+L47zPS

Members Premier

Partner r473GC
Partner Com ns Government Cloud

Partner Premier

Partner Premier

Partner Sandbox
20+t474
20+1474GC

Government CloudCommu 1000
204-t474PPS

Commu Premier
204-L474PS

Premier
20+t474SB

Partner ns Sandbox

Partner Com ns

Partner Government Cloud

Partner Premier

Additional 10 for Customer Members- 10 Members Sanbox

Salesforce Event of List Price

Audit Trail of List Price Sloo of List

of List
20+FAr

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

Salesforce,com
salesforce.com

salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

salesforce.com

Salesforce.com
Salesforce.com

salesforce.com

Salesforce.com



202.57

231.5L
23!-SL
23r.5r

7r5.76
138.91
138.91

144.70
t44.70
754.34

L54.34

30.87

38.s9

38.59

92.60

rts.76
7L5.75
175.76

!9.29
23.15

23.r5
28.94
2A-94

s 434.09

S 463.02

s 463.02

S 453.02

5 463.02

s 270.10

s 277.87

s 289.39

s 289.39

5 289.39

S 347.27

S 347.27

5 347.27

5 347.27

S 370.42

s 434.09

s 173.53

s 173.63

s 173.63

s 192.93

45.30s
45.30s
57.88s
59.455
86.825
92.50s

480.00

300.00

350.00

360.00

360.00

350.00
384.00

450.00

450.00

480.00
480.00

480.00

180.00

200.00

288.00

300.00

300.00

95.00

60.00
72.00
90.00

s 210.00

s 240.00

s 24.00
s 240.00

s 280.00

s 120.00

s 120.00

s 120.00

s 120.00

s 144.00

s 144.00

s 1s0.00

s 1s0.00

s 160.00

S 160.00

5 180.00

S 18o.oo

30.005
30.005
32.00s
40.00s
40.00s
48.00s
48.00s

96.00s

20.00s
24.00s
24.OOs

204-1635SBD

20+161958P

204-1545PPS

204-1647

L477SBD

204-1631GC

P

204-1545PS

20+L6L2SBD

204-1537PPS

20+154658D

204-1631PS

204-7647GC

20+L644PPS

20+16313BP

20+164L
20&1.637P5

20+t64r'lcc

204-1641PPS

zo4-L64rGC

204-163758D

204-L647PS

204-1644P5

204-PLT-E

204-t64tPS
20+L647SBD

204-1545S8DSanbox
204-L647SBPrtial

Sanbox

Government Cloud

Sandbox

Partial

of List

Sanbox

of List Lice

10 Members Sandboxfor Customer

Plus- 10 Membersfor Customer Commu10

Members - 10 Members SandboxCommun
for Partner Premier+ Success10

for Customer100 Sanbox5000

Plus- 10 Members Premier SuccessCom

Partner10

for Partner10
Plus- 500 Members Sanboxfor Customer110

for Customer 100010
Premier Success200Customer
Sanbox1000Customer

Plus- 10 MembersCustomer
Members- 2500 Members Sanboxfor CustomerAdditional 10

onth Premier+ Successfor Customer 100010

for Customer Premier+ Success2o010

Customer CommuniW Members- 10 Members

for Customer Commu Members- 10 Members100
Premier SuccessPartner10

for Customer Government Cloud20010
Sandbox200Customer10

Members- 10 Members Premier+ Success

SandboxCustomer 100 MMember
Members- 10 Members Government CloudCustomer

SandboxMembers- 10Customer
for PartnerAdditional 10

for Customer SanboxPlus- 100010

for Customer Premier Success100010

Premier Successfor Customer 20010

for Customer Commu100 1000

Plus- 10 Membersfor Customer Commu100
Plus- 10 Members Sanbox PCom

Members- 10 Members Premier SuccessCom

for Customer Com 20010

for Customer Com Plus- 10 Members Premier+ Success10

for Customer Ptus- 10 Members Government CloudAdditional 10

Additional 10

Customer Communiw Logins- 200 Loginsl

Members- 10 Members Premier Successfor Customer Commu10
Plus- 10 Members Sanboxfor Customer Commu10

Salesforce Shield (30% of List Price per S10l

for Customer 20010
Members- 10 Membersfor Customer10

Members- 10 Members Sanbox

for Customer Com Members- 10 Members Premier+ Success10

for Customer Com Members- 10 Members Government Cloud110

Additional 10 Members- 10 Members Sandbox llCustomer

Additional 10 for Partner Sanbox

Plus- 10 Members Premier successfor Customer10

Platform Encrvption (20% of List Price per 510(

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

salesforce.com

Salesforce.com

Salesforce,com
Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

Salesforce.com

Salesforce,com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com



520.90

555.63

555.53

578.74

578.78

s78.78

s 578.78

s s78.78

578.78

S s78.78

S 607.72
694.54

694.54

723.48

77L.77

810.29

810.29

864.L7

858.17

858.17

858.17

868.17

926.0s

s 983.93

S 1,012.87

1,041.81

1,080.39

7,757.56

1,157.56

1,157.56

5 r,rs7.s5
s 1.157.55

s 1,1s7.s5

5 7,2rs.44

5 r,30?..26

s 1,3s0.49

S 1,3s0.49

$ 1,389.07

s 1,389.07

s 1,389.07

s 1,445.95

s r,446.95

s 7,446.9s

5 L,562.77

S 1,620.s9

S 1,620.59

S r,736.34

' L,736.34

736.34

540.00

s s75.00

s s75.00

s 600.00

s 500.00

s 600.00

s 600.00

5 soo.oo

s 600.00

S 600.00

530.00

720.00

5 720.00

s 7s0.00

S 8oo.oo

S 84o.oo

s 840.00

S 9oo.oo

s s00.00

S 9oo.oo

s 900.00

S 9oo.oo

s 950.00

S 1.o2o.oo

1,050.00

1,080.00

s 1.120.00

1,200.00

S 1,200.00

5 1,2oo.oo

S 1,2oo.oo

s 1,200.00

S 1,2oo.oo

S 1,250.00

S 1,350.00

S 1,4oo.oo

1,400.00

1,440.00

t,440.oo
r,440.0o
1,500.00

1,500.00
i 1,500.00

1,520.00

1,680.00

1,680.00

1,800.00

1,800.00

s

-L
100 for Customer Commu 1000 Government Cloud

nal 10 for customer Comm 1000

Data-com Premium Add on

Com Plus- 10 Premier+ Success

200

10 for customer Com 200

Customer Member Sandbox

Customer Sandbox

Customer Member Premier Success 20+t477PS

Plus- 10 Members Government cloud

Plus- 10 Members Sandbox (Full 204-1619S8F

Comm 200 Premier+ Success 204-1634PP5

Members- 10 204-t63Ler
10 for Customer Plus- 1000 Premier Success

Com Member Members Sandbox rtia I

Partner Com Members - 10 Members Premier Success

Customer 200 Government Cloud

Customer 200 Sandbox

110 for Customer 5000 Premier Success

10 for Customer Plus- 5000 Sanbox P

10 for Partner Com 2000 Sandbox

110 for Customer Members- 10000 Members Sanbox

Customer Member Premier+ Success

Additional 10 for Customer Plus- 500 Members Premier Success

Additional 10 for Customer Plus- 1000 Partial

Partner Members - 10 Members Sandbox 20+161258P

10 for Partner Members 204-1637

10 for Customer Commu s000 onth rtial 204-164658P

Database - Additional Database contacts 204-.L657

Database - File 20+1561

Database - lnbound 204-1654

Com Member Sandbox

1000 Premier Success

Customer Plus- 1000 Sanbox Pro

10 for Customer Plus- 1000 Premier+ Success

10 for Customer Members- 2500 Members Premier Success

10 for Customer Plus- 500 Members

10 for Customer Plus- 2500 Members Sanbox

Partner Members - 10 Members Premier+ Success

Customer s000 Sanbox

10 for Customer s000 Premier+ Success

10 for Customer Plus- 5000 Members Sanbox

10 for Customer Plus- 1000 Government Cloud

10 for Customer Plus- 1000 204-1653SBFsandbox

Commu Members - 10 Members Government cloud 20+L6L2GC

Members - 10 Members Sandbox 20+L672SBF

Plus- 500 Members Sanbox 204-1620S8D

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

salesforce.com

Salesforce.com

salesforce.com

salesforce,com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

Salesforce.com

Salesforce,com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com
salesforce.com

Salesforce.com

salesforce.com

salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce,com

Salesforce.com

Salesforce.com

Salesforce,com

Salesforce.com

salesforce.com

Salesforce.com



S 1,736.34

S r,736.34
7,736.34

1,736.34

L,736.34

r,736.34

S r,736.34

5 1,8s2.10

s 1,8s2.10

s 2,083.51

5 2,083.51

5 2,170.43

5 2,3rs.r2
5 23rs.rz
5 2,31s.L2

S 2,3ts.t2
S 2,3Ls.L2

2,3!5.72
2,375.r2
2,604.5L

2,604.51

2,604.sr

S 2,604.s!

5 2,6}4.st
5 2,778.15

S 2,778.ts

5 2,778.Ls

s 2,893.90

s 2,893.90

I 2,893.90

s 2,893.90

2,893.90

2,957.78

3,472.69

3,472.69

3,472.69

3,704.20

3,85854
3,935.71

4,05t.47
4,L67.22

4,L67.22

s 4340.85
S 4340.86
S 4,340.86

S 4,530.25

S 4.630.2s

1,800.00

1,800.00

S 1,8oo.oo

S 1,8oo.oo

S 1,8oo.oo

S 1,8oo.oo

1,800.00

1,920.00
1,920.00

2,160.00

2,160.00

2,250.00

2,400.00

2,400.00
2,400.00

2,400.00

2,400.0o

2,400.00

s 2,400.00

s 2,700.00

S z,7oo.oo

S 2,7oo.oo

; 2,700.00

2,700.o0

2,880.00

2,880.00

2,880.00

3,000.00

3,000.00

3,000.00

3,000.00

3,000.00

S 3,o5o.oo

S 3,600.00

S 3,600.00

S 3,600.00

5 3,840.00

s 4,000.00

5 4,o8o.oo

5 4,200.00

s 4,320.00

S 4,320.00

S 4,soo.oo

; 4,500.00

4,s00.00

4,s00.00
4,800.00

4,800.00

Customer 1000 Partial

10 for Customer 5000 ns/Month Government Cloud

10 Customer s000 Sandbox 204-164558F

204-1648PPS
10 for Customer Plus- 500 Members Premier+ Success

10 for Customer Commu Plus- 20000 Sanbox 204-1655S8D

Comm Member Mem Premier Success

Premier Success

10 for customer Members- 2500 Members

al 10 ects for Customer 1000

10 for Customer Com Plus- 500 Members Government Cloud

10 for Customer Plus- 500 Members Sandbox

Customer 1000 Premier+ Success PPS

Customer Plus- 10 Members

Customer Members- 2500 Members Sanbox P

10 for Customer Members- 2500 Members Premier+ Success

Public Communities Views Sanbox

Database - Automation Rules 204-t670

Commun Member sandbox 20+t478SBP

Sandbox 204-1482SBP

1000 Government Cloud

1000 Sandbox 1635SBF

100 for Customer Plus- 5000 Premier Success

Com Member Me Sandbox

Com Member Me Sandbox

10 for Partner Comm 2000 Premier Success

10 for Customer Com Members- 2500 Members Government Cloud

10 for Customer Members- 2500 Members Sandbox

customer 200

Additional 10 for Customer Plus- 10000 Members Sanbox

Member Premier+ Success

Commu Premier+ Success 204-1482PPS

204-148358DSandbox

100 for Customer Members- 10000 Members Premier Success 204-1543PS

10 for Customer Plus- 5000 204-16s4SBP

Com Member M Sandbox

Sandbox

10 Partner 2000 Sandbox

Pardot- Database - Quick Start time
10 for Customer Members- 10000 Members

Customer Plus- 1000 Premier Success 1626PS

Additional 10 for Partner M Sanbox

10 for Customer Plus- 2500 Members Premier Success

customer Plus- 5000 Sanbox 204-762758D

Customer 5000 onth Premier Success 204-1635PS

10 for Customer Plus- 25000 Members Sanbox 204-165258D

10 for Customer Plus- 5000 Premier+ Success

Commu 2000 sandbox P

100 for Partner Commu

Database - Custom

2000 Premier+ Success

204-16s4PP5

m

Salesforce,com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

salesforce.com

salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

salesforce.com

salesforce.com

Salesforce.com
salesforce.com

Salesforce.com

Salesforce.com

salesforce.com

salesforce.com

salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

5alesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce,com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

Salesforce.com



S 4,530.25

4,630.2s

4,630.25

s 4.630.2s

4,630.2s

s 4.530.2s

5 4,630.2s

s 4.688.12

s 4.919.54

5 4,919.64

S s,209.03

S s,209.03

s s,209.03

S s,209.03
; 5,401.95

5,401.9s

s,555.30

5,ss5.30

5,555.30

s,787.4L

s s.787.8L

S s,787.81

5 s,787.81

S s,787.81

S 5,787.81

5,903.56

5,903.s5
; 5,250.83

6,752.44
| 6,945.37

6,945.37
6,945-37

6,945.37

6,945.37

6,945.37

6,945.37

7,234.76

s 7,234.76

5 7,8L3.54

s 7,813.s4

5 7,873.s4

5 8,102.93

S 8,102.93

S 8,334.44

S 8,334.44

s 8,681.71

S 8,681.77

8,68L.7r

4,800.00

S 4,8oo.oo

S 4,8oo.oo

; 4,800.00

S 4,8oo.oo

4,850.00

S 5,1oo.oo

S s,loo.oo
5,400.00

5,400.00
5,400.00

5,400.00

s s,500.00

S s,6oo.oo

s s,750.00

s s,750.00

S s,76o.oo

S 5,ooo.oo
i 5,000.00
i 5,000.00

6,000.00

6,000.00

6,000.00

5 5,120.00

s 6.120.00
5,480.00

7,000.00

s 7.200.00

5 7,200.00

5 7,200.00

s 7,200.00

s 7,200.00

S 7,2oo.oo

S 7,2oo.oo

S 7,soo.oo

; 7,500.00

8,100.00
8,100.00

8,100.00

8,400.00
8,400.00

8,640.00

8,540.00

9,000.00
9,000.00

9,000.00

Pardot- Database - API Access
204-L659

20+L650
Pardot- Database - Advanced Email Ana

20+t662
Database - Advanced Content

Database - Adwords

Database - social Profiles &
Pardot- Database - nsion Pack

Bcc Email

10 for Customer Com Plus- 5000 Members Premier Success

Customer Members- 10000 Members Sanbox

110 for Customer Com Members- 10000 Members Premier+ Success

Customer Plus- 500 Members Premier Success

10 for Customer Plus- 5000 Government Cloud 20+1554GC
204-155458F

Additional 10 Customer Plus- 5000 Sandbox

Additional 10 Customer Plus- 20000 Premier Success 204-1555PS

16265BP
Plus- 1000 onth rtial

for Customer Plus- 1000 onth10

100 for Partner Commu 2000 Government Cloud

for Partner commu 2000 ll100
10 for Customer Plus- 2500 Members Co

Members - 10 MembersPartner Com

Customer 5000 Partial

10 for Customer com 5000

Pardot- Database - Dedicated lP
20+t653

Pardot- Database - Custom User Roles
204-1484SBDSandbox P

10 for Customer Members- 10000 Members Government Cloud 20+7643GC
204-164358F

10 fo r Customer Commu Members- 10000 Members sandbox

10 for Customer Commu Plus- 5000 Members rtia

Com 1000 Premier+ Success

Com Plus- 500 Members
16215BD

Co Plus- 2500 Members Sanbox

Customer Mem 2500 Members Premier Success

110 for Customer Com Plus- 500 Members

10 for Customer Plus- 2500 Members Premier+ Success

10 for customer Plus- 20000 nth

Public Communities Views 1 Premier Success
204-1536PPS

Customer 5000 Premier+ Success

Customer Member Sandbox 204-1480S8D

Commun Plus- 5000 Members Sanbox 20+752258D

10 for Customer Commu Plus- 5000 Members Premier+ Success

Member Premier Success

Plus- 1000 Government Cloud

Com PIus- 1000 Sandbox

10 ects for Customer Com PIus- 2500 Members Government Cloud

for Customer Com Plus- 2500 Members Sandbox

Customer Plus- 500 Members Premier+ Success

Customer Plus- 20000 sanbox

Customer 1000

Customer

10

5000 Government Cloud 204-1635GC

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

Salesforce,com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce,com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce,com

Salesforce.com
Salesforce.com

Salesforce.com

Salesforce.com
salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

salesforce.com

Salesforce.com
Salesforce.com

Salesforce.com

Salesforce.com



S 8,681.71

8,581.71

8,687.7L
i 8,68!.7t

9,260.49
i 9,260.49

i 9,260.49

9,376.25
9,376.25

10,418.06

10,418.05

s 10,418.06

S 10,418.05

S rr,s7s.62
I Lt,575.62
s L3.,575.62

LL,575.62

rt,575.62
7!,575.62
t2,50L.67
73,022.57

13,o22.57

13,022.57

L3,890.74

13,890.74

13,890.74

13,890.74

s 13.890.74

s 13.890.74

s r4,469.s2

5 14,459.52

S 14,469.52

t4,758.9r
S 15,627.08
; 16,658.89

17,363.43

L7,363.43

L7,363.43
r7,363.43
17,353.43

r7,363.43

23,MO.62

24,598.L9

25,003.33

25,003.33

26,045.14

26,O4s.r4

26,045.14

s 26.04s.r4

s 9,000.00

s 9,oo0.oo

5 9,oo0.oo

s 9,000.00

s 9,600.00

S 9,5oo.oo

s 9,500.00

s 9,720.00

s 9,720.00

S 1o,8oo.oo

s 10,800.00

10,800.00

10,800.00

s 12.000.00

s 12,000.00

s 12,000.00

s 12,000.00

s 12,000.00

S 12,ooo.oo

5 12,960.00

s 13,s00.00

s 13,s00.00

S 13,soo.oo

S 14,4oo.oo

S 14,4oo.oo

14,400.00

t4,400.00
3,4,400.OO

14,400.00

15,000.00

15,000.00

15,000.00

s 15.300.00

s 16,200.00

s 17,280.00

s 18,000.00

S 18,ooo.oo

S 18,ooo.oo

s 18,000.00

S 18,ooo.oo

S 18,ooo.oo

i 24,300.00

S 5,soo.oo
25,920.00

25,920.00

I 27,ooo.oo

s 27,000.00

27,000.00

27,000.00

SandboxCustomer 5000

Additional 10 for Customer Plus- 10000 Members Premier Success

10 for Customer Plus- 20000 Premier+ Success 20+1655PPS

Premier Success
20&1483PS

Comm Members- 2500 Members Partial

10 for Customer Members- 2500 Members

Public Communities Views

10 for Customer Com Plus- 5000 Members Government Cloud
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s 3,300.00

5 6,232.00

S 12,032.00

8003084
central Mindtouch-User
Central Srv

Central Mindtouch-Base

SAP ReaFTime Communicator GENBAND

SAP HANA Cloud Cloud for Customer Edition

SAP HANA Cloud Platform, extension for SAP Cloud for customer edition

SAP Cloud for edition
SAP SAP HANA Cloud P extension

8003509-1
SAP Workforce Performance cloud

8003509-2
Workforce Cloud

Workforce Performa nce Builder Cloud

Workforce Performance Bui lder Cloud

WorKorce Performa nce Cloud

SAP Performance Cloud

SAP Workforce Performance CIoud

SAP starter bundle 80&n79
SAP bundle

8004080
bundle

8004084
incremental user

8004085
incremental channel

SAP HANA Unit - Pro

SAP HANA Unit - Prem

SAP HANA Unstructured

SAP HANA Bandwidth

HANA 3rd Connect
8004159

HANA Administrator
8004158

HANA Portal
8001020

HCP Starter Edition 32 GB

HCP Starter Edition 64 GB

SAP HANA Custom Domains

SAP HANA cture Sewices 54 GB

SAP HANA re Services 128 GB

5AP SAP HANA Services 256 GB
8003369

SAP HANA Services 512 GB
8003370

HANA Infrastructure Services 1024 GB
8003545

HANA base edition 32 GB

HANA base edition 54 GB

HANA base edition 128 GB

SAP HANA base edition 256 GB

SAP HANA base edition 512 GB

SAP HANA base edition 1024 GB

SAP HANA ed.32 GB

HANA base ed. 64 GB

HANA ed. 128 GB

base ed. 256 GB
8003379

HANA

HANA base ed.512 GB

HANA base ed. 1024 GB

HANA 32 GB

SAP HANA edition 64 GB

SAP HANA edition 128 GB



20,877.62

S 4L,5o!.27

s 76,422.s2

s 2,937.00

s s,s46.48

; 10,708.48

20,877.62

4r,607.27

5 75,422.s2

5 489.s0

5 58s.30

s 979.00

5 1,850.10

s 3,426.s0

s 489.s0

S 68s.30

s 979.00

S 1,850.10

s 3,425.s0

5 19.58

s 38.27

115.70

979.00

969.2L

3,220.9r
0.08

1,958.00

S 4,89s.00

s 342.6s

s 4.90

48.06

s22.43

978,II
1.95

9.79

3.92
r.96
r.47
1.96

4.90

7,342.50

3,915.00
130.83

2L8.94

439.66

s 2!.36
2L.36

113.03

s t.s42.37

5 23,458.00

s 46,743.00

s 85.868.00

S 3,3oo.oo

s 5,232.00

s 12,032.00

23,458.00

46,743.OO

85,868.00
s50.00

770.0O

s 1.100.00

s 2,090.00

s 3,8s0.00

S sso.oo
s 770.00

1,100.00

s 2.090.00

s 3,8s0.00

s 22.O0

s 43.00

s 13o.oo

S 1,1oo.oo

1,089.00
; 3,619.00

0-08

2,200.00

5,500.00

5 38s.00

) 5.50

5 54.00

S s87.oo

S 1,099.00

) 2.20

s 11.00

4.40

2.20

s 1.65

2.20

s 5.50

8,250.00

; 4,400.00
!47.0O

246.0O

494.00
24.OO

24.OO

t27.OO

1,733.00

SAP HANA edition 255 GB

SAP HANA edition 512 GB

SAP HANA edition 1024 GB
8003s48

HANA ed 32 GB
8003387

HANA rm ed 64 GB

HANA ed 128 GB

SAP HANA ed.255 GB

SAP HANA ed 512 GB

SAP SAP HANA ed 1024 GB

HANA AsE x-small
8003541

HANA ISE small
8003542

HANA ASE medium

HANA ASE la

SAP HANA ASE

SAP HANA ASE x-small

SAP HANA ASE small

HANA ASE medium

HANA ASE
8003s39

HANA ASE

SAP HANA Cloud edition

SAP HANA Cloud edition

SAP HANA Cloud edition

SAP HANA Cloud Platform servlce t6
SAP HANA standard edition

8003517
HANA edition

8000800
Ed

Cloud Standard Edition

Cloud Professional Edition

HANA Cloud add'l connection

SAP HANA Cloud

SAP HANA Web IDE Edition

SAP Remote Data standard edition

HCP Remote Data
8003929

HCP lnternet Services
8000776

Twoco Location

Documents User

SAP Docs

SAP SAP Mobile Secu cloud edition
Protection Mocana, cloud

8003145
HCP Mobile user

8004024
HCP Mobile consumer edition

8003528
Forms as a Service

Lumira Professional

SAP Lumira Professional Ed

SAP Lumira Professional Ed

sAP Lumira User

Lumira 8004104
Cloud for Std User Public Ed.

SAP

CIoud for user Public Ed
8004105



347.36

198.49

L.24

0.99

5.95

0.50

198.49

240.55

5.95
6.95

19.85

99.24

9.92

571.38

1o7.69

19.58

790.00

58.74

19.58

9.79

s
24.8Ls

6.95s
124.06

49.62

5.95s
5 I,240.5s

S 124.06
0.99

s 979.00

.00s

.50

s
489.50

s

S 9,790.00

s 146.8s

571.38

5 t76.22

s

50.00

7.00

125.00

1.00

10.00

350.00

750.00

25.00

7.00

550.00

198.00

165.00

66.00

0.s0

s 200.00

200.00
t.25
1.00s
6.00

0.20s
0.205
0.30s

125.00

6.00

7.OOs
20.005

s 100.00

s
5 3,392.00

S 6,783.00
642.00

642.O0

5 121.00
22.0Os

22.0Os
11.00s

.005

NMGMT

-UR

FYAL

SNCORCHPASSWORD

SNCPRODOlO5T

sNcPROD01056

CEXPRESS

8004t22
8004123

8003674

8003676

8004102

8004110
8003359

- Devices

- Fulfiller User

Subscri

Private Ed.

Orchestration Core Password Users 1000 Client SW Dist. Client Nodes i - Node Node Minimum Qua

orchestration Password Reset - User

Performance

owo Cloud Ma Node Minimum- Node

owo Customerservice - Fulfiller User

Node Minimum- Node
Node Minimum- NodeEvent

- Devices onth
Pack - 500 lncluded at No

Fulfiller User

Facilities Service Automation - Unrestricted User Unrestricted User Minimum

Financial - Fulfiller User

Governance, Risk and Suite - Fulfiller User

lT Financial Ma - Unrestricted User Unrestricted User Minimum

ServiceNowo lT Service Automation Suite - Unrestricted User Unrestricted User Minimum

ServiceNowo ITSA U - Fulfiller User

Platform RuServiceNowo ITSA

ow@ - User

Orchestration Client Software Distribution - Client Node Node Minimum

cloudData

standard cloud editionAPI

cloud editionAPI

cloud editionAPI

referred SuccessFactors

Preferred SAP

Ariba

Additiona I Non-Production lnstance - US Data Center

Additional Environment - US Data Center

User

Bl Extension Public EdCloud for
Cloud for add-on 10

Cloud for test tenant 32 GB Private Ed.

cloud for Ana test tenant 64 GB Private Ed.

Cloud for Ana test tenant 128 GB Private Ed.

Cloud for test tenant 255 GB Private Ed.

64 GB HANACloud for
SAP Cloud for Private Ed.128 GB HANA

255 GB HANA Private Ed.SAP Cloud

SAP Cloud for 512 GB HANA Private Ed.

Cloud for Private Ed.1024 GB HANA

foundationcloudData

Cloud for Std User Public Ed.

for Ana Bl User Public Ed.

Public Ed.

Cloud for Std User Private Ed.

Cloud for Plan Prof User Private Ed.

Plan Std User PrivateSAP Cloud for
SAP Cloud for Bl User Private Ed.

Private Ed

ServiceNow

SewiceNow

ServiceNow
ServiceNow

ServiceNow

ServiceNow

ServiceNow

ServiceNow
ServiceNow

ServiceNow

ServiceNow

ServiceNow

ServiceNow
ServiceNow

serviceNow

ServiceNow

ServiceNow

ServiceNow

ServiceNow

5AP

SAP

SAP

SAP

SAP

SAP

SAP

SAP

SAP

SAP

ServiceNow

SewiceNow

ServiceNow

5AP

SAP

SAP

SAP

SAP

SAP

SAP

SAP

SAP

SAP

SAP

SAP

t:SAP

SAP

SAP

SAP

SAP



58.65

s8.65

724.06

29.77

74.43

_17

o.74

99.24

2.98

99.24

r24.06

7.94

0.42

.95

34.74
74.43

487.77

6.9ss

s 198.49
4.96s

99.24s

.95s

s

19.85

L6.87

L6.87

13.89

25.80s
14.49s
5.95s

.60

s

5
.59s
77s

S 10337.94

S 4,13s.18

s 198.49

s 198.4s

S 198.49

12s.00

30.00

L7.OO

t7.oo

26.OO

15.00

7.OO

7.00

200.00

5.00

100.00

155.56

125.00

200.00

200.00

200.00

75.00s
s
S 1,s9s.oo

50.00

60.00s
499.00

14.00

o.75s

S 5,zso.oo

s 100.00

3.00s
s 100.00

20.00

35.00

75.00s
8.00

o.42s

s
5

5

.34

1

email
Drive

DLP rules

cPROD90862

ELDSVCAUTU

SNCSERVMGMTV2

SNCSERVPLATRTVz

CPUBCAT2-3

CPUBCATz-4

T2-5

T3-4

ROD104598

T

SNCSERVMGMT

SNCSERVMGMTUN

D90781

BCAT5-36

BCATl-2

SNCPUBCAT1-4

SNCPERFANASERVMGMT

Node Minimum- Node

Unrestricted User Minimum

UserSlooo

Service ment Suite v2 With Runtime - Fulfiller User

Service - Worker
- Plannerservice

Service
and Performance - Public

and Performance Ana minimum 5- On-Site Classd

- on-Site ClassAnaand

Suite - Fulfiller Userowo Service

Service mMinimulJserUnrestricted1000UserunrestrictedSuitement
Suite With Platform Runtime - UserService

and Node Minimum- NodesServicewatch
Node Minimum- Nodeand EventService MaServicewatch I

and ServiceServiceWatch

seNicewatch suite - Node Node Minimum

Time Card User - Time Card User

Field Service Automation - Unrestricted User Unrestricted User Minimum

ServiceNowo HR Service Automation - Unrestricted User Unrestricted User Minimum

ServiceNowo

ServiceNowo HR Service - Unrestricted User Unrestricted User Minimum Qua

ow@ Service Suite v2 - User

From Tier 1 to Tier 3 to 99999ow@ Public

owo Public From Tier 1 to Tier 4 to 299999

Public to 599999From Tier 1 to Tier 5
to 99999From Tier 2 to Tier 3Public
to 299999From Tier 2 to Tier 4Public

Public From Tier 2 to Tier 5 to 599999

to 299999From Tier 3 to Tier 4Public
to 599999From Tier 3 to Tier 5Cata
to 599999From Tier 4 to Tier 5Public

- Devices Device MinimumSecu

ServiceNowo Devices - Module

Service Automation Platform Suite - Process UserServiceNowo
Unrestricted User Minimum-UMaowo Service Users

Suite -For ServiceAn

Suite with Platform Runtime -For Service MaPerformance Ana n

Platform Runtime - Fulfiller User

Portfolio Suite - Fulfiller User

Portfolio Suite - Unrestricted User

Public

Public Cata

uestsPublic

Public

Public

Public

serviceNowo Public From Tier 1 to Tier 2 to 19999-U

ServiceNowo Performance For lT Service Automation Suite - 51000 Su

ServiceNow

ServiceNow

Virtru
Virtru
Virtru

ServiceNow

ServiceNow

ServiceNow

ServiceNow
serviceNow

ServiceNow

ServiceNow

ServiceNow

ServiceNow
ServiceNow

ServiceNow

ServiceNow

ServiceNow



487.77

29,32s.00

9,774.O2

7,954.O2

455.00
930.00

58.13

s 1.395.00
6,439.88

6,439.88

$ 7,332.08

S 7,332.08

s 6,ss6.03

5 6,ss6.03

S 7,337.43

s 7.337.43

15,208.93

1s,208.93

14,859.65

14,859.65

7,847.65

7,847.55

139.50

41.85

8.37

s 10.23

5 8.37

S s,s+o.ss

S 8,940.s9

; s,089.s2

5,089.52
, 6,075.49
; 5,075.89
; 23,355.81

23,365.81

27.90

55.80

176.25

232.50

5 51.38

s 9.30

s 790.s0

5 627.7s

5 2s1.10

s 23.25

s 23.25
23.24s
23.25

23.25

s 499.00

s 30.000.00

s 9.999.00

s 1,999.00

s soo.oo

S 1,ooo.oo

s 62.50

S 1,soo.oo

S 6,924.60

5 6,924.60

7,883.95

7,883.96
; 7,049.50
; 7,049.50

7,889.70

5 7,889.70

s 15,3s3.69

s 15,3s3.59

5 1s,978.11

s 15,978.11

S 8,438.34

s 8,438.34

s 1s0.00

s 45.00

s 9.00

11.00

9.00
, 9,613.54

9,613.54

5,472.60

s s,472.50

s 5.s33.21

s 5.533.21

s 25.12452
5 2s.t24.s2

30.00

s 50.00

s 12s.00

s 2s0.00

s 66.00

10.00

8s0.00
575.00
270.OO

25.00
25.00

s 24.99

25.00s
25.00

added to
that
added

VTRUSROOS
Command line interace
IC-DP-BU-17

HM-HA-VIR-17lnstallation and Setu - Virtual nce

Auditor Service
T

Auditor
1 TB HANA

1 TB HANA - Seconda

1 TB HANA for BW
TB

1 TB HANA nce for BW - Seconda TB

HM-HA1-SOH-1TB
1 TB HANA nce for SoH -
1 TB HANA for SoH - HM-HA2-SOH-1TB

HM-HA1-SOH-15
1.5 TB HANA M for SoH -

1.5 TB HANA MA for SoH - HM-HA2-SOH-15

HM.HA1-SN.2TB
TB HANA

TB HANA

TB HANA for BW P

for BWTB HANA

TB HANA for SoH -
TB HANA for SoH -

2FA Dedicated Base Fee

2FA Dedicated DR Base Fee

2FA Dedicated Token Fee
-MF

2FA Token Fee

2FA Virtustream Portal Token Fee
HM-HA1-SOH-3TB

TB HANA for SoH - P

TB HANA for SoH - HM-HA2-SOH.3TB

HM-HA1-SN-512
GB HANA

GB HANA
HM-H42-SN-512

12 GB HANA for BW

12 GB HANA for BW

TB HANA for SoH -

TB HANA for SoH -

Non-Production Fee

Production vCPU Fee

HANA Fee

HANA Fee
CS-ENC.AGTH-PR

Basic Plus
IC-UVM-BASP-ENT

IC-UVM-RESV-ENT
Reserve

CS-ENC-SYS-SYSMa Fee
CS-FA-FA-SYS

Firewall Service

Service

File

File

Secon

Second

1-SYS

Virtru
Virtru
Virtru
Virtru

Virtustream

Virtustream

Virtustream
Virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
Virtustream
Virtustream

Virtustream

Virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
Mrtustream
Virtustream

virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

virtustream
Virtustream

Virtustream

Virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
Virtustream

Virtustream

Virtustream



22.32

s 1,18s.75

5 5.05

s 189.32

s 23.25

29.06

29.06

s 45.50

20.93

s 68.57

s 776.87

S 93.00

52.31

23.25

45.50

S s34.7s

S 139.50

s 26.74

5 26.74

443.6L

890.01

108.01

98.50

s 23.25

s 4.6s

s 93.00

S 46.50

s 5.98

102.30

139.50

232.50
29.76

186.00

185.00

255.75

s 302.2s

s 67.89

s 0.28

5 0.37

5 t-zo

s L.67

s 0.92

s ?.07

s 0.49

s r.o7
s 0.34

5 0.78

s 0.15

s 0.39

5 24.OO

1.,275.O0

5.50
203.57

25.00

s 31.25

50.00

5 22.54

73.74

190.18

S 1oo.oo

s s6.25

s 25.0O

s0.00

575.00

150.00
2A-75

28.75

5 477.00

5 9s7.oo
tt6.r4

s 10s.92

25.00

s.00

100.00

s 50.00
7.50

s 11o.oo

5 1s0.00

S 2so.oo

5 32.00

S 2oo.oo

s 200.00

S 27s.oo

325.00
73.00

0.30

0.40

1.35

1.80

0.99
2.23

0.53

1.16

o.37

0.84

0.15

s 0.42

IC-UHV-BASP-ENT
rise Basic Plus

Basic Plus VM Fee

Reserve
HV-RESV-ENT

lntrusion Detection and Firewall Prima

lntrusion Detection and Firewall
1-NET

lPSec VPN Bandwidth Fee - USDCl

tPSec VPN Bandwidth Fee - USDC2
CS-VPN.T-SVC

IPSecVPN Tunnel Ma Service
IC-NW-LBM-NET

Load Balanci Bandwidth Fee Ito Network
CS-TM-IDFW-SVC

Detection and Firewall Service

Secu Bundle Prima fee CS-TM-VLs81-SYS

Load Balancer Services

Bundle fee

Perimeter Firewall
rc-sw-MSS-WlN

Microsoft OS
IC-SW-MQL.ENT

Microsoft Ente 2

SQL Standard 2
IC-SW-MQL.STD

Fee - USDC1

Bandwidth Fee - USDc2
CS-IDS-NB2-SYS

Based lntrusion Detection and Service -

Based lntrusion Detection and Service - CS-IDS-NB1-SYS

TM-VLsBA-SVC
Bundle Service Fee

Bundle Service Fee

Public lP Address

Public lP Address

Red Hat Linux -

Red Hat Linux - Standard
IC-5W-RDSJF

Remote services
IC-SW-SLES-2C

Linux Ente <=2 vCPU & <=2GB RAM
tc-sw-sLES-4C

Li nux <=4 vCPU & <=SGB RAM
IC-SW-SLES-8C

Linux <=8 vCPU & >8GB RAM

Linux > 8 vCPl.J >8GB RAM

Linux for HANA

Linux forSAP <=2 vCPU &<=2GB RAM

Linux for SAP <=4 vCPU & <=8GB RAM

Linux for SAP >4 vCPU or >8GB RAM

SUSE Linux forVirtual HANA
IC-SW-SLE}VH

IC-DP-BUP-LOC
STABDARD P Local

IC-DP-BUP.REP

IC-DP.BUPH-LOC
- Local

IC.DP.BUPH-REP

0 Block - Local

0

I Block - Local
P

I Block

ll Block - Local

ll Block
tc-sTo-T3A-LOC

lll Block

lll Block

- Local
IC-STO-T3A-REP

Virtustream

Virtustream

Virtustream
Virtustream

Virtustream

Virtustream
Virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
Virtustream

Virtustream
Virtustream

Virtustream

Virtustream
virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
Virtustream

Virtustream

virtustream
Virtustream

Virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
Virtustream
Virtustream

Virtustream

Virtustream
Virtustream

Virtustream
Virtustream

Virtustream

Virtustream

Virtustream
Virtustream

m



s 92.07

s 82.5I

S 1,860.00
55.80

5 67.49

71.6.25

93.00

418.50

455.00

5,440.50

s 2.992.28

S 3,264.30

s 6s28.50
s 4314.04
5 3,909.49

S 1,632.1s

s 3,096.90

s 144.15

S 2,557.s0

5 s11.so
; 290.63

9s9.06

; 2,44!.25
i 627.75

377.8r
2,M|.25
3,37L.25

7s6.94

87.19

5 377.81

s 639.38

S 1,813.s0

i 2,876.03

2,606.33

1,088.10

11,160.00
5,580.00

5 22,32o.o0

s 372.00

i 2,0&.60
; 1,453.13

1,453.13

139.s0

34.88

162.75

40.59

504.s0

504.s0

418.50

S 99.00

5 84.72

s 2,000.00

s 60.00

s 73.O0

5 12s.00

s 1oo.oo

s 4so.oo

500.00

s,850.00

3,217.50

3,510.00
7,020.00

4,638.75
4,203.75

1,755.00

3,330.00

s 1s5.00

s 2,7s0.00

S sso.oo

s 312.s0

S 1,031.2s

5 2,625.00

5 67s.00

s 405.25

s 2,62s.00

S 3,52s.00
r54.75
93.75

406.25

587.s0

s 1,9s0.00

5 3,092.50

S 2,802.s0

5 1,170.00

s 12,000.00

s 6,000.00

s 24,000.00

s 400.00

S z,22o.oo

5 1,s52.50

S 1,562.50

s 150.00
37.50

S 17s.oo
43.75

550.00

550.00

450.00

Bundle Service Fee

Virtustream Bundle Service Fee

Virtustream Fee
CS.VS-MLM.SVC

Service
CS-VS-PA-SVC

Auditor Service Fee
CS-VS-PA-SYS

Auditor Fee

Service - non Public lP

Remedial Ad Hoc Scan

Service - Public lP

virtustream Co-lnnovation Roundtables - Ad Hoc
MM-AH

m Demand - Ad Hoc

rtustream scorecards - Ad Hoc
CC-TAM]TRF-AH

Resource Forecast - Hoc
CC-TAM-RBR-AH

and Business Review - Ad Hoc

Resource and Performance Ad Hoc

Virtustream Review-Ad Hoc

Virtustream Status and - Ad Hoc month

m Cover

m Onshore SAP and Process
CC-NS-ONDB-BU5

Business & Database
cc-NloNos-BUS

Business
CC-SAP-ONNH-BUS

Business SAP Technical
PH-BUS

Business SAP Technical
& Database rt

virtustream onshore SAP Technical

Virtustream Onshore SAP Technical
DB-STD

m Onshore Standa & Database Su
cc-Ns-oNos-srD

Onshore Standard O rt
CC-SAP.ONNH-STD

standard SAP Su
CC-SAP-ONPH-STD

Standard SAP Technical
- 1 Year

and Business Review - 1 Year

Virtustream Resource and Performance - 1 Year
TAM-SLAR.1Y

Virtustream sLAReview-1Year AM-TAM.GOLD
Technical Account - Gold

CC-TAM-TAM-SILV
rtustream Account - Silver

CC.TAM-TAM.PLAT
Account - Platinum

CC-TAM-TAMINST
Account - Per lnstance

R-1Y
Status and lncident - 1 Year

virtustream Rack & Stack - USDC2

Virtustream Rack & Stack - usDcl
Virtustream Remote & Hands Ad Hoc

Remote & Hands Ad Hoc
DC-SVC-REU.GAH1

& Hands - cold Ad Hoc
DC-sVC-REU-GAHQ

& Hands - Gold Ad Hoc Mi
DC.NWUI-XCH-17

Connect - HA - usDcl
T

connect - HA - usDc2

Connect - Standard Ports Availa - usDcl 1-XCS-17

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream



S 418.50

185.00

186.00

5 232.s0

s 232.s0
465.00

465.00

7,046.25

r,046.25

2,809.38

4,!65.62
!,840.62
2,772.49

7,278.7s

L,278.75

2,906.25

S 4,359.38

s 1,937.s1

S 3,003.12

S t,278.7s

s 1,278.75

5 4,262.sr

S 6,781.24

s 2,906.2s
i 4650.00

7,278.75

L,278.75

s 4.262.5r

s 3,100.01

5 s,231.2s

s 46s0.00
S 4,5so.oo

5 495.68

S s36.s1

5 389.14
431-30

766.14

S 83s.22

; 637.01
705.05

580.43

740.r4
583.70

546.95

S L,084.70

s 1.188.25

s 9ss.53

5 1,0s9.08

s 4so.0o

5 200.00

200.00

2s0.00

250.00

5 s00.00

s soo.00

s 1,12s.00

s 1,125.00

s 3,020.84

5 4,479.16

5 1,979.16

5 2,916.66

S 1,375.00

S 1,375.00

S 3,125.00

4,5a7.50

2,083.34

3,229.16

s 1.375.00

1,375.00

4,583.34

s 7.29L.66

s 3,12s.00

s s,ooo.oo

s 1,37s.00

S 1,37s.00

4,583.34

3,333.34

5,62s.00

5,000.00

s,000.00

s 534.06

s 575.89
4L8.43

s 463.75

$ 823.8s

s 898.09

5 584.95

S 7s9.20

s 731.6s

s 79s.89

s 627.53

s 59s.6s

r,L66.34
t,277.69
r,o27.45
1,138.80

- USDC2
T

Connect - standard Ports
DC-NWU1-XCCX-17

coax Cross Connect - USDCl - lnstallation
DC-NWU2-XCCX-17

Coax Cross Connect - USDC2 - lnstallation
DC.NWUl-XCC-17

Cross Connect- USDCl - lnstallation
DC-NWU2.XCC-17

Cross Connect - USDC2 - lnstallation
DC-NWU1-XCF-17

Cross Connect - USDC1 - lnstallation

Cross Connect - USDCz - |

A 120 V Power - usDcl
A 120 V Power - usDc2

20A 120 V Redundant Power - USDCl - lnstallation
DC-PWU2-21R-17

204 120 V Redundant Power - USDC2 - lnstallation
DC-PWU1-21P-17

204 L20V Power - USDC1 - lnstallation
DC-PWU2-21P-17

20 120 Power - USDC2 - Installation
DC-PWU1-22S-17

A 208 V Power - usDcl
DC-PWU2-22S.17

208 V Power - usDc2
T

A 208 Redundant Power - USDCl - lnstallation
T

204 Redundant Power - USDC2 - I nstallation

Power - USDCl - Installation
L-22P-!r

A 208

A 208 V Prima Power - USDc2 - Installation

A 120 V Power - usDcl
DC-PWU2-315-17

30 A 120 V Power - usDc2
DC-PWU1.31R-17

30A r20v Redundant Power - USDCl - lnstallation
DC-PWU2-31R-17

30A L20 Redundant Power - USDC2 - Installation
DC-PWU1-31P-17

A t20 P Power- USDCl - lnstallation

A 120 Power - USDC2 - Installation
1-32S-17

A 208 v Power - USDCl

A 208 V Power - USDCz

A 2O8 V Prima Redunda nt Power USDCl lnstallation

A 208 V Redundant Power USDC2 lnstallation

Power - USDCl - lnstallation
DC.PWU1.32P-17

30A/208V
DC-PWU2.32P-17

30A/208V Power - USDC2 - Installation
DC-RKUl-RK.1T

lnstallation - USDCl
DC.RKU2.RK-17

lnstallation - USDC2
DC.PWUl-21R-PF

A 120 V Redundant Power - USDCl
DC-PWU2-21R-PF

A t20 Redundant Power - USDC2
I-27P-PF

120 Prima Power - USDCl

A L20 Power - USDC2

20 A 208 Redundant Power - USDCl

20 A 208 Redundant Power - USDC2
DC-PWU1-22P-PF

zo 2O8VP Power - USDC1
DC-PWU2.22P-PF

20A 208 V Power - USDC2
DC-PWU1-31R-PF

A 120V Redundant Power - USDCl
DC-PWU2-31R-PF

120 V Redundant Power - USDC2
DC-PWU1-31P-PF

A 120 V Power - USDCl

A 120 V Power - USDC2

A/208v Redundant Power - USDCl

A 208 V Pri Redundant Power - USDC2

A 208 V Prima Power - USDCl

30 A 208 Power - USDC2

1-32R-PF

Virtustream

Virtustream

Virtustream
Virtustream

Virtustream

Virtustream

Virtustream
Virtustream

Virtustream

Virtustream
Virtustream
Virtustream
virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
Virtustream
Virtustream

Virtustream

virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream



494.06

S 494.06

s 232.50

s 232.5O

s 232.s0

S 762.7s

s L62.7s

s L74.38

5 L74.38

319.59

319.59
176.25

t16.25
202.67

202.67

279.00

1,39s.00

5,265.00

5 2,89s.7s

5 3,159.00

S 5,318.00

4,174.88

3,783.38

1,579.50

2,997.00

139.50

2,475.OO

495.00
2ar.2s
928.13

2,362.s0

507.50

s 35s.63

5 2,352.s0

5 3,252.s0

s 1s1.88

s 84.38

s 355.63

) 618.75

s 1,7ss.00

S 2,783.2s

S 2s22.2s

S 1,053.00

S 1o,8oo.oo

S 5,4oo.oo

21,600.00

350.00

1,998.00

5 s31.2s
531.25

531.2s
q 250.00

s 2s0.00

250.00

175.00

s 17s.oo

S 187.s0

S 187.s0

s 343.7s

s 343.75

5 12s.00

s 12s.00

5 217.93

5 2L7.93

s 300.00

S 1,soo.oo

5,850.00

3,2L7.50

3.s10.00

S 7,o2o.oo

S 4,538.7s

5 4,2O3.7s

s 1,7ss.00

S 3,330.00

S 1ss.oo

s 2,7s0.00

s ss0.00

s 312.s0

5 1,031.2s

S 2,62s.00

675.00

406.25

2,625.0O

3,525.00

768.7s

s 93.75
406.25

1,950.00

s 3.092.50

s 2,802.s0

s 1,170.00

S 12,ooo.oo

5 6,000.00

s 24,000.00

s 400.00

S 2,22o.o0

DC-NWU3.XCH.HA
Connect - HA

DC-NWU1-XCH-HA
Connect - HA - usDcl
Connect - HA - usDcz

cloud Connect - Standard ava

cloud Connect - Standard aval - USDCl

Cloud Connect - Standard - u5DCz
DC-NWUI-XCCX-MF

Coax DS-3 Cross Connect - USDC1
DC-NWU2-XCCX-MF

Ds-3 Cross Connect - USDCz
DC-NWU1.XCC-MF

Cross Connect - USDC1
DC-NWU2-XCC-MF

Cross Connect - USDCz
1-XCF-MF

Cross Connect - USDCl

Fiber Cross Connect - USDC2

Rack Colo - USDCl

Hotel Rack Colo - USDC2
DC-PWU1-P-PF

kW Pri Power - USDCl
DC-PWU2-P-PF

KW Power Cha - usDc2
DC-SVC-REU-B

& Hands - Bronze
DC-SVC-REU-G

& Hands - Gold

Roundtables - Ad Hoc

Demand - Ad Hoc
TAM-E$AH

Executive Scorecards - Ad Hoc
AM-ITRF-AH

lT Resource Forecast - Ad Hoc
AM-RBR-AH

and Business Review - Ad Hoc

Resource and Performance - Ad Hoc
CC-TAM-SIAR-AH

Review - Ad Hoc month
CC-TAM-WSIR.AH

Status and lncident - Ad Hoc
T

Cover US-17
SAP Cha Process

Business & Database

Onshore Business Su

Onshore Business SAP Tech nical

Business SAP Technical
CC-NS-ONDB-ENT

onshore & Database
CC.NS-ONOS-ENT

CC-SAP-ONNH-ENT
SAP Technical Su

CC-SAP-ONPH-ENT
Ente SAP Technical

Standard & Database

Standard
SAP Technical

Virtustream onshore Standa SAP Technical

Virtustream - 1 Year
CC-TAM-RBR-1Y

m and Business Review - 1 Year
CC-TAM-RP-1Y

andPerformance-1Year
CC-TAM-SLAR-1Y

Review - 1 Year
CC-TAM-TAM-GOLD

Account - Gold

I Account - Silver

Virtustream Account - Platinum

Virtustream Account Ma - Per lnstance

Virtustream Status and lncident - 1 Year

AM-TAMINST

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream

Virtustream
Virtustream

Virtustream
Virtustream

Virtustream

Virtustream

Virtustream
Virtustream

Virtustream

Virtustream

Virtustream
Virtustream
Virtustream
Virtustream

Virtustream

Virtustream

Virtustream



9 7,329.97

S 29,31s.90

S 3,420.5s

i 4886.55
3,420.6s

1,672.59

L3,438.29
t,344.8r
2,533.90

22,t36.52
2,7L3.65

6,122.97

51,6s1.89

5,155.19

s 6,t22.97

s s1,6s1.89

S s,16s.19

2,198.99

78,324.94

r,832.49
4,373.55

36,894.2L
4,O37.49

33,595.7?

S 3,352.02

5,370.43

i 8,009.22

12,504.94

5 2s,o].4.75

s 25.014.76

s 18.564.38

s r7Lo27.86

s 87,9s4.81

5 317,627.36

S 8,795.97

S s,863.98

S 13,193.95

s 13,193.9s

S 13,193.9s

S 2,1s0.13

2,93r.99
5,853.98
s,853.98

8,795.97

7,329.97

19,139.38
; 11,809.40

2,418.89

5 20,157.43

s 7.s00.00

30,000.00

3,500.00

s 5.000.00

s 3,soo.oo

S 1,5so.oo

s 13,7s0.00

s 1,376.00

s 2,59s.00

5 22,5s0.00

s 2,26s.O0

S 5,25s.00

S sz,8so.oo
; 5,285.00

6,255.00

52,850.00

5,285.00

s 2,2s0.00

s 18,7s0.00

S 1,87s.00

S 4,475.00

s 37,7s0.00

5 4,12s.00

s 34375.00
s 3.440.00

S s,495.00

S 8,195.00

5 12,79s.00

S 2s,sgs.oo

18,995.00
; 174,995.00

; 89,995.00

324,995.00

9,000.00

6,000.00

s 13.s00.00

s 13.s00.00

13,s00.00

s 2.200.00

s 3,ooo.oo

s 6,000.00

5 6,000.00

s 9,000.00

S 7,soo.oo

s 19,s83.33
s 12.083.33

s 2.475.OO

$ 20,62s.00

and - On PremiseU.5. Federal Socialcast
CON-HZ-SC-ACAR-FF

U.S. Federal Socialcast client Account

Federal Socialcast Reach
CON-HZ.SC-RSI-FF

coN-Hz-5C-SSOC-FF
Federal Socialcast On ration

Federal Socialcast Custom Theme I

Federal VMware vcenter Site lnstall Ma Enrollment

- OnsitelnstallU.S. Federal VMware vcenter Site

U.S. Federal VMware vcenter Site lnstall - Exra Person

U.S. FederalVMware Enrollment EDU-VSDW55-OE-F

EDU.VSDW55-OS-F
U.S. FederalVMware - On Site

U.5. FederalVMware - Extra Peron EDU-VSDW55.XP-F
ere:

EDU-SDDC3-OE-F
U.S. FederalVMware SDDc lntensive Enrollment

Federal VMware SDDC lntensive - On Site EDU-SDDC3-OS-F

Federal VMware SDDC lntensive - Extra Person

NSX for Fast Track Enrollment

Fast Track - On SiteNSX for I

NSX for I Fast Track - Extra Person

lnstall Enrollment

lnstall - Onsite
EDU-MICM5-OS.F

EDU-MICM5-XP.F
I nsta ll - Extra Person

VMware and Scale Enrollment EDU-VSOS6-0E-F

EDU-VSO56-0S-F
VMware and scale - On Site

FederalVMware lnstall Enrollment EDU-VSICM6.OE-F

EDU-VSICM6.OS-F
FederalVMware lnstall re - On Site

Federal VMware lnstall - Extra Person

U,S. Federal VMware vFabric tcserver

U.S. Federal VMware vFabric

U.S. Federal VMware vFabric and tcserver

U,S. VMware vFabric Paas Service

U.S. Federal GemFire Architectural Accelerator Service

U.S. FederalvMware and vcenter standalone

Federal VMware Advanced Technica Account M for NSX

Federal VMware Basic Technical Account for NSX

Dedicated Technical Accou nt Ma for NSX TAM-NSX-DED.F
Federal VMware
Federal VMware Health Check

U.S. FederalvMware I to Virtual

U .5. Federal VMware lnfrastructure with vCenter Lab

U,S. FederalVMware re with to virtual

U.S. Federal VMware with vcenter
CON-EXP-F

U.S. Federal Reimbursement
coN-Gc-JsAo-F

Federal Vmware 1 Add-on

Federal VMware vcenter Lab
CON-LM-JS.F

CON-THIN-JS-F
FederalVMware Virtualization

FederalVMware View
AM.UG.TIER-1-2-F

U .s. Federa UPGRADE: VMware Technical Account rltoTier2 Month

Technical 1to Tier 3 Month AM-UG-TIER-1-3-F
U .s. Federal UPGRADE: VMware Account

Federal UPGRADE: VMware Technical Account Tier 2 to Tier 3 TIER-2-3-F
U .s.

EDU-VMVICM.OE-F
U.S. Federal VMware View 4: lnstall Enrollment

U.S. Federal VMware View 4: I nstall

re

Ma - Onsite

Month

EDU-VMVICM.OS-F

VMware
VMware

VMware

VMware

VMware

VMware

VMware
VMware
VMware
VMware
VMware
VMware

VMware

VMware

VMware

VMware

VMware

VMware
VMware
VMware
VMware

VMware

VMware
VMware

VMware

VMware
VMware
VMware
VMware
VMware

VMware

VMware

VMware

VMware

VMware

VMware

VMware

VMware
VMware
VMware

VMware

VMware
VMware

VMware

VMware

VMware
VMware
VMware
VMware



1,754.3L

14,757.68

L,475.77

s3,753.1s

5,473.O5

4,246.50

33,595.72

t3,438.29

29,575.37

2,951.s4

1,607.7L

13,438.29

1,343.83

3,360.05

4,832.90

40,637.38

4,063.74

2,213.65

2,016.23

806.30

5,719.L4

s s,37s.31

5 3,s13.s0

s 29,51s.37

5 2,9st.54

s 43e3.10

5 4,612.02

S s,047.91

5 42,464.99

s 3,360.05

s r.607.7t

s 1.343.83

S 46,120.20

5 2,633.90

s 22,r36.s2

S 805.30

S 6,719.14

S 672.40

5 t,6o7.7r
S 13,438.29

S 1,343.83

S 3,513.s0

s 2,016.23

5 2,418.89

S 2o,r57.43

s 672.40

s 2,533.90

s 22,r36.s2

5 2,213.65

3,020.00

4,495.00

3,595.00

i 30,200.00

s,600.00

47,190.00

4,719.OO

s,155.00

; 3437s.00
; 3,438.00
; 1,545.00

L,795.OO

; s,s00.00

13,7s0.00

6,87s.00

2,695.00

22,550.0O

2,265.00

2,695.00

22,550.00

825.00

6,875.00

2,475.OO

S 13,750.00

S 1,37s.00

5 15,1oo.oo

5 1,510.00

S ss,ooo.oo

S 41,580.00

S 4,1s8.00

s 43,4s0.00

S 4,34s.00

s 1.37s.00

s 3,s9s.oo

s 30,200.00

S 3,o2o.oo

S 1,54s.00

S 13,7so.oo

S 1,37s.00

s 3,438.00

S 4,945.00

S 82s.oo

S 588.00

688.005

s 1.64s.00

s 2,063.00

s 2.26s.00

s 20,62s.00

s 2,053.00

EDU-VsWN5-XP-F

EDU-VCSRM5-OE-F

EDU-VCSRM5.OS-F

EDU-VC5RM5-XP-F

EDU-VSFT5-OS-F

EDU-VSFTs.XP-F

EDU.VC15DM-OE-F

EDU-VC15DM.OS-F

EDU-VC15DM-XP-F

EDU-VSO55.OE-F

EDU-VDFT45-XP-F

EDU-VS4AFT-OE-F

EDU-VS4AFI-OS-F

EDU-VS4AFT.XP-F

EDU-VS41AUFT-OE-F

EDU-VS4lAUFT-OS-F

EDU-VS41AUFI-XP.F

EDU-VSICM5-OS-F

EDU.VSICMS-XP-F

EDU-VSWN5-OE-F

EDU-VSWN5-OS-F

EDU.VS4SO-XP-F

EDU-VS4TR-OE-F

EDU.VS4TR-OS-F

EDU-VS4TR-XP-F

EDU-VS4WN-OE-F

EDU-VS4WN.OS-F

EDU-V54WN-XP-F

EDU.VS4lICM-XP-F

EDU-VDFT45.OE-F

EDU-VDFT45.OS-F

EDU-VS4MA-XP-F

EDU.VS4MDS-OE-F

EDU-VS4MDS-OS-F

EDU-VS4MDS-XP-F

EDU-VS4MP-OE-F

EDU-VS4MP-OS-F

EDU-VgMS-OE.F

EDU-VS4MS-OS-F

EDU-VS4MS-XP-F

EDU-VS4SO.OE-F

EDU-VS4SO.OS-F

EDU-VMVICM-XP-F

EDU-VS4DMP-XP-F

EDU-VS4DW-OE-F

EDU-VS4DW-OS-F

EDU-VS4DW-XP-F

EDU-VS4MA.OE-F

EDU-V54MA-OS-F

v4.5

Enrollment

- OnsiteFast Track

FederalVMware vcloud: and M - On Sitethe VMware

Fedenl VMware vCloud - Extra Personthe VMware CloudMa

and ScaleFederalVMware Enrollment

FederalVMware lnstall - On Sitere

Federal VMware lnstall - Extra Personre

U.S. FederalVMware What's New Enrollment

U.S. FederalVMware What's New - On Site

U.S. FederalVMware - Extra PersonNew

U.S. Federal VMware vcenter Site I nstall Enrollment

U.S. Federal VMware vcenter Site lnstall - On Site

lnstall - Extra Personu.S. Federal VMware vcenter Site

U.S. FederalVMware vS ere: Fast Track - On Site

U.S. FederalVMware vS ere: Fast Track - Extra Person

FederalVMware vcloud: and the VMware Cloud Enrollment

FederalVMware 4: what's New-Extra Person

Federal Vmware VS4: lnsta V4Ob - Extra Person

Federal VMware view: Fast Track Enrollment

U.S. Federal VMware View:

U.S. Federal VMware view: Fast Track - Extra Person

U.S. FederalVMware Advanced Fast Track Enrollment

Advanced FastTrack - OnsiteU.S. FederalVMware
Advanced Fast Track - Extra PersonVMwareU.S.

ere: Automation Fast TrackU.S. Federal VMware Enrollment

Automation Fast Track - OnsiteU.S. FederalVMware
FederalVMware Automation FastTrack - Extra Person

- On SiteFederalvMware
- Extra PersonFederalVMware 4:

Enrollment4: skills forFederal VMware
- Onsite4: Skills forFederalVMware
Extra Person4: skills forU.S. FederalVMware

U.S. Federal VMware Enrollment4:

U.S. FederalVMware - On Site4i

U.S. FederalVMware - Extra Person

U.S. FederalVMware ere 4: What's New - Enrollment

FederalVMware ere 4: What's New-On Site

FederalVMware - Extra PersonWorks4l

FederalVMware Enrollment4i
- On SiteVMware 4i

FederalVMware - Extra PeBon4: Ma Ava

U.S. FederalVMware and Enrollmentfor4i
and - On SiteU.S. FederalVMware for4l
and - Extra PersonU.S. FederalvMware for4.
for Performance - n EnrollmentU.S. FederalVMware
for Performance - On Sitee(e 4'.u.S. FederalVMware

EnrollmentScalabiFederalVMware 4:

Federal VMware View 4: lnstall - Extra PersonMaU.S.
- Extra PersonU.S. FederalVMware for

U.S. FederalVMware
- On SiteFederal VMware 4:

VMware

VMware

VMware

VMware

VMware

VMware

VMware

VMware
VMware
VMware
VMware
VMware
VMware
VMware
VMware

VMware

VMware

VMware

VMware

VMware
VMware

VMware

VMware
VMware
VMware

VMware
VMware

VMware

VMware

VMware
VMware

VMware

VMware
VMware
VMware
VMware

VMware

VMware

VMware

VMware

VMware

VMware
VMware
VMware
VMware
VMware

VMware
VMware
VMware



36,894.2!
3,689.42

1,507.7r
L3,438.29

1,343.83

5 2,633.90

s 22,136.s2

2,273.65

; 36,950.65
3,696.26

2,633.90

22,t36.52
2,2L3.65

63,52L.55

s r5!,48t.26
S 293,794.LL

S 2,025.00

i 2,638.79

s 1,979.09

2,533.90

22,136.52

5 2,273.65

S t,607.7t
S t3,438.29

5 1,343.83

5 2,418.89

5 2O,1s7.43

5 2,0t6.23

S 3,220.30

26,876.57

L,612.59

13,438.29

S 1,344.81

5 6,122.97

S s1,5s1.89
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s 54,99s.00
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S 2,ozs.oo
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s 2,69s.00
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2,26s.OO
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1,375.00
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2,063.00

s 3,29s.00

s 27,s00.00

S 1,5so.oo
i 13,750.00

1,375.00

6,255.00

52,850.00
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s 3,300.00

27,500.00
2,752.0O
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4,495.00
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FederalVMware and Scale - On Site

U.S. FederalVMware and Scale - Extra Person

U.S. Federal VMware vcenter Predict Enrollment

U.S. Federal VMware vcenter and Predict - On Site

U.S. Federal VMware vcenter Ma and Predict - Extra Person EDU-VCOAP5-XP-F

EDU-VDBP51-OE-F
VMware View: Best Practices Enrollment

re View: Best Practices - On Site
EDU-VDBP51-OS-F

EDU-VDBP51-XP.F
View: Best Practices - Extra Person

FederalVMware View: Fast Track - On Site

u.s. VMware View: Fast Track - Extra Person

vCloud: Best Practices

vCloud: Best Practices - On Site
EDU.VCDBP15-XP-F

vCloud Best Prdctices - Extra Person
CON.S2-TAM-TIER-1-F

VMware vFabric TAM
CON-S2-TAM-TIER-2-F

vMware vFabric TAM
CON-S2-TAM-TIER-3-F

FederalVMware vFabric Dedicated TAM

U.S. Federal Web - Onsite

Grails Enrollment

and Grails - Onsite

vCloud and Professionals Enrollment
EDU-VCNS51-OS-F- On Sitere vCloud and Secu for Professionals
EDU-VCN551-XP-F

and Seor for Profeisionals - Extra Personre vCloud
EDU-VCOA55-OE-F

vCloud Director: nization Administration Enrollment

nization Administration - On Site
EDU-VCOA55.OS-F

vcloud Director:

vCloud Director: nization Administration - Extra Person

vcloud Director: lnstall Ma Enrollment

vcloud Director: lnstall - On Site

vcloud Director: lnstall - Extra Person EDU-VCICM55-XP-F

EDU-VICM5-OE-F
U.S. Federal VMware View: lnstall Enrollment

U.S. Federal VMware View: - On Site EDU-VICM5-OS-F

EDU-VSWN6.0E-F
FederalVMware What's New to Enrollment

EDU-VSWN6-0S-F
FederalVMware What's New .x to - On Site

What's New -x to - Extra Person EDU-VSWN6-XP-F
.S. FederalVMware .OE-F

U.S. FederalVMware and Horizon with View Fast Track - Enrollment

and Horizon with View Fast Track - On Site 5FT-OS-F
U.S. FederalVMware
U.S. Federal VMware and Horizon with View Fast Track - Extra Person

U.s. FederalVMware lT Business and I
EDU-ITBM8.OE-F

EDUITBM8-OS-F
and I - On Siteu.S. FederalVMware lT Business

EDUJTBMS-XP-F
Federal VMware lT Business Costi and lv8 - Extra Person

lnstall - On Site EDU-VCOPICMS.OS-F
Federal VMware vRealize

Federal VMware vRealize lnstall Enrollment

.S. Federal VMware vRealize lnstall - Extra Person

U.S. FederalVMware Horizon 6 Production Pilot

U.S. FederalAirwatch Enrollment
- On Site

EDU-AW.BTCMP-OS-F
U.S. FederalAirwatch

EDU-AW-BTCMP-XP-F
U.S. FederalAirwatch - Extra Person

EDU-AW-INTEG.OE-F
Federal Airwatch and Enrollment

and Solutions - On Site EDU-AW-INTEG-OS-F
AirWatch

Federal Airwatch

Mobi
re and Solutions - Extra Person EDU-AW-INTEG-XP-F
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EDU-VSDDFT6-O5.F

EDU.VSDDFT6-XP-F

EDU-VSO6-0E-F

EDU-VSO6-05.F

EDU-VSO6-XP-F

EDU-VRAICMT-OS-F

EDU-VRAICMT-XP-F

EDU-VROPSOP60-0E-F

EDU-VSANDMS-OE-F

EDU-SRMICM61-XP.F

EDU-VCADDFT6-OE-F

EDU-VCADDFT6.OS-F

EDU-VCADDFT6-XP-F

EDU-VOSTFT6-OE-F

EDU-HICM62-OE-F

EDU-HICM52.OS-F

EDU-HICM52-XP-F

EDU-NSXFT51.OE-F

EDU-NSXFT51-OS-F

EDU.AW-MANAGE-OE.F

EDU.AW-MANAGE-OS.F

EDU-AW-MANAGE-XP-F

SaaS

SaaS Producti
ncludes Production

- Extra Person

- On Site

- Extra Person

K12 Education - On Site

vMware Airwatch from Blue - Shared Cloud SaaS Psuite to Yellow SuiteFederal

Federal VMware Virtual SAN: Enrollmentand
- On SiteandFederdl VMware Virtual SAN:

U.S. FederalVMware Virtual SAN: - ffira Personand

U.S. FederalVMware - Onsite

U.S. Federal VMware - Extra Student

U.S. FederalVMware and n EnrollmentFast Track

U,S. FederalVMware - On SiteFast Trackand

U.S. FederalVMware and - Extra PersonFast Track
EnrollmentSkillsVMwareu.s.

U.S. FederalVMware - On SiteSkills

Federal VMware - Extra PersonSkills for

Fast TrackVMware Cloud Automation: and
- On PremiseSuiteSuite to YellowVMware Airwatch Blue
- Shared CloudSuite to BlueGreen MavMware AirwatchFederal Suite

- Shared CloudSuite toVMware Airwatch from Green MaU.S. Federal Suite

U.5. FederalVMware vRealize Automation: I nstall EnrollmentMa

U.S. FederalVMware vRealize Automation: I - On Site

U.S. FederalVMware vRealize Automation: I nstall - Extra Person

U.S. Federal VMware vRealize Automation: lnstall Enrollment

U.S. Federal VMware vRealize Automation: lnstall - On Site

Federal VMware vRealize Automation: lnstall - Extra Person

Federal VMware NSX for EnrollmentFast Track

Federal vMware NSX for rts Fast Track - On Site

FederalVMware NSX for Fast Track - Extra Person

Federal VMware NSX: Install Enrollmentre

U.S. FederalVMware NSX: tnstall Configure Manage [V6.2

U.S. FederalVMware NSx: lnstall Configure Manage [V52
U.S. Federal VMware Site Enrollmentlnstall

- On SiteMalnstallSiteu.s.
U.S. Federal VMware Site - Extra Personrelnsta ll

VMware Cloud Automation: EnrollmentFast TrackandU.S.

Federal VMware Cloud Automation and - On SiteFast Track

FederalAirWatch lnstall and on-Premise Solutions - EnrollmentVMware

FederalAirwatch On-Premise Solutions - On Site Dedicatedlnstall andVMware

FederalAirwatch On-Premise - Extra Personlnstall andVMware

U.S. FederalVMware EnrollmentBootca

U.S. Federal VMware Horizon: and Enrollment

U.S. Federal VMware Horizon: and - On Site

U.S. Federal VMware Horizon: and - Extra Person

Horizon Enrollmentu.s.
- On SiteFederal Horizon lnstall
- Extra PersonFederal Horizon relnstall

U.S. FederalAirwatch EnrollmentK12 Education -

U.S. Federal Airwatch Enterprise Mobilil

U.S. Federal Airwatch K12 Education - Extra Person*

U.S. Federal Airwatch and Ma Enrollment

U.S. FederalAirwatch and - On Site

U.s. FederalAirwatch - Extra Person
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SaaS Production

Basic

SaaS Production- Dedicated Cloud for 1 Device

SaaS Production- Dedicated Cloud for 1 Device

FederalvMware Airwatch End User Video

Federal vMware Airwatch On-SiteSuite On-Premise - lncludes 2Ma
SaaS Basic- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Green Suite

- Dedicated Cloud for 1 DeviceSubscriFederal VMware Airwatch Green Suite

U.S. FederalVMware Airwatch Green Suite r Subscri Cloud for l Device SaaS Production

U.S. FederalVMware Airwatch Green Suite r Subscri - On Premise for 1 Device Basic

U.S. FederalVMware Airwatch Green Suite Cloud for l Device SaaS Basicf

U.S. FederalVMware Airwatch Green Suite - Dedicated Cloud for 1 Device SaaS Production

U.S- FederalVMware Airwatch SaaS SEG and MAG

u.S. Fede vMware Airwatch Yellow Suite On-Premise with to Remote Screen Share No On-Site lncluded

U.S. FederalvMware Airwatch SaaS SEG and MAG Weekend and Same Off-Hours

u.s. FederalVMware Airwatch Green Ma Suite l: l Device

Federal vMware Airwatch SocialCast Dedicated SaaS Fee One Time Fee

L4 U.S. Federal U vRealize Automation 7 Advanced Public Cloud Extension to vRealize Automation 7 Public Cloud ExtensiVMware

Federal VMware Airwatch Blue Suite On-Premise with to Remote Screen Share No On-Site lncluded

L2 U.S. Federal U vMware vRealize Automation Adva nced Public Cloud Extension to vReallze Automation 7 Public Cloud Extensi7

L5 U.S. VMware vRealize Automation 7 Advanced Public Cloud Extension to vRealize Automation 7 Public Cloud

U.S. FederalVMware Airwatch Green Suite Subscri - Shared Cloud for 1 Device SaaS Basic

u.s. VMware Airwatch Green Suite Subscri - Sha Cloud for 1 Device Saas Production

U.S. Federal VMware Airwatch Green Suite - Shared Cloud for 1 Device SaaS Productionr

U.S. Federal VMware Airwatch Green Suite Cloud for 1 Device SaaS Basicr

U.s. FederalVMware Airwatch Green - Shared Cloud for 1 Device SaaS BasicSuite

u.S. FederalVMware Airwatch Green Ma SaaS Production1 Device- Shared CloudSuite

U.S. FederalVMware Suite On-Premise - lncluGreen Ma On-Site7

U.5. FederalVMware Airwatch Ora Suite On-Premise with to Remote Screen Share No On-Site lncluded

Federal VMware Airwatch Green Suite On-Premise with to Remote Screen Share No On-Site lncluded

Federal VMware Airwatch On-Premise Weekend and Off-Hours One Time FeeSame

U.S. Federal VMware Airwatch Teacher Tools 3-year Subscri

Federal VMware Airwatch Teacher Tools - Dedicated Cloud for 1 Device es Saas Productionr
- On Premise for 1 DeviceFederal VMware Airwatch Teacher Tools

SaaS Basic- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Teacher Tools

U.S. Federal VMware Airwatch Teacher Tools 2-year Subscr'

for VMware Airwatch Teacher Tools: 1 Device for 1U.S. Federal Basic

for VMware Airwatch Teacher Tools: 1 Deviceu.S. Federal Production Su 3

U,S. Federal VMware Airwatch Teacher Tools - Shared Cloud for 1 Device SaaS Basic Su

u.S. Federal Production for VMware Airwatch Teacher Tools: 1 Device for 1

U.S. Federal Basic for VMware AiiWatch Teacher Tools: 1 Device for 3

TPP L3 LJ.S. Federal e: VMware Automation 7 Advanced Public Extension to vRealize Automation 7 Public Cloud

Federal VMware Airwatch Blue Suite On-Premise - lncludes 3 On-Site

.S. FederalVMware Enrollment

U.S. FederalVMware - On Site

U.S. FederalVMware - Extra Person

u.S. Federal vMware Airwatch Teacher Tools - Shared Cloud for 1 Device SaaS Basic Su

U.S. Federal VMware Airwatch Teacher Tools - Shared Cloud for 1 Device SaaS Production Su

U.S. Federal VMware Airwatch Teacher Tools - Shared Cloud for 1 Device SaaS Production Su

u.s. VMware Airwatch Teacher Tools Subscri - Dedicated Cloud for 1 Device SaaS Basic

U.S. Federal VMware Airwatch Teacher Tools Subscri - Shared Cloud for 1 Device SaaS Basic

U.s. Federal VMware Airwatch Teacher Tools Subscri - Shared Cloud for 1 Device SaaS Production

SaaS Basic- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Teacher Tools
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SaaS Basic

SaaS Basic

SaaS Basic

SaaS Production

SaaS Basic

SaaS Production Su

SaaS Basic

Suite: 1 Device for 1for VMware Airwatch Green

Suite: 1 Device for 3for VMware Airwatch Green Ma rs

SaaS Basic- Shared Cloud for 1 DeviceFederal VMware Airwatch Telecom Su

SaaS Production- Shared Cloud for 1 DeviceFederal VMware Airwatch Telecom
- Dedicated Cloud for 1 DeviceVMware Airwatch Telecom r
- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Telecom

SaaS Production- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Telecom f

SaaS Production- Shared Cloud for 1 DeviceFederalVMware

Federal VMware Airwatch - Shared Cloud for 1 Device lncludes SaaS Production

Federal Basic Su VMware Airwatch Telecom: 1 Device for 1

Federal Production Su VMware Airwatch Telecom: 1 Device for 3n

U.S. Federal Production Su VMware Airwatch Telecom: 1 Device 1

U.S. Federal VMware Airwatch Telecom 1 - Shared Cloud for 1 Device lncludes SaaS Basic

U.S. Federal VMware Airwatch Telecom l: l Device

U.S. Federal Basic for VMware Telecom: 1 Device for 3

U.5. Federal VMware Airwatch Telecom - Shared Cloud for 1 Device SaaS Basic

SaaS Production- Shared Cloud for 1 DeviceU.S. Federal VMware AirWatch Telecom
SaaS Production Sured Cloud for 1 DeviceU.S. Federal VMware Airwatch Telecom

- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Telecom

Federal Production for vMware Airwatch Video: 1 Device for 1

SaaS Basic- Shared Cloud for 1 DeviceFederal VMware Airwatch Video

Federal VMware AirWatch Video l: 1 Device

for VMware Airwatch video: 1 Device for 3U.s. Federal Basic

U.S. FederalVMware Airwatch Video ncludes SaaS Basic- Shared Cloud for 1 Device

U.S. Federal VMware Airwatch Video ProductionSaaSncludesDevice1forcloudShared

- Shared Cloud for 1 DeviceU.S. FederalVMware Airwatch video
- Dedicated Cloud for 1 DeviceU.S. FederalVMware Airwatch Video
- Shared Cloud for 1 Deviceu.S. FederalVMware Airwatch Video bscri

SaaS Production- Shared Cloud for 1 Devicer Subscriu.S. FederalVMware Airwatch Video
- Shared Cloud for 1 DevicerSuU.s. Federal VMware Airwatch Cata

SaaS Production- Shared Cloud for 1 DeviceU.S. Federal VMware Airwatch r

Federal vMware Airwatch Cloud for 1 Device (lncludes SaaS Basic bscri

L4 US. Federal VMware vRealize Automation 7 Advanced to U.S' VMware vRealize Automation 7 ost
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Suite: 1 Device for 3for VMware Airwatch GreenFederal Production
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U,S. Federal VMware Airwatch - Dedicated Cloud for 1 Device SaaS Basic Su

U.S. Federal VMware Airwatch Cloud for 1 Device SaaS Production

U.S. Federal VMware Airwatch Cloud for l Device SaaS Basic
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U.S. Federal VMware Airwatch - Dedicated Cloud for 1 Device SaaS Basicr Subscri
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U.S. Federal vMware Airwatch Yellow suite on-Premise - lncludes 3 On-Site

vRealize Federal osr
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L1 U.S. Federal VMware vRea lize Automation Advanced Public Cloud Extension vRea lize Automation 7 Public Cloudto7
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4.OO)
5.00s

5 rz:.oo

V-GMS-DLD-U-P-F

V-GM9CLD-U-2P-F

V-GMS-CLD-U.3P-F

V.GMS.CLD-U-P-F

V-GM5-DLD-D-2G-F

V-GMS-DLD-D-2P-F

V-GMS-DLD-D-3G-F

V-GMS-DLD.D-3P-F

V-GMS-DLD-D-G-F

V.GMS.DLD-D-P-F

V-GMS-DLD-U-2G-F

V-GMS-DLD-U.3G-F

V.GMS-DLD-U-3P-F

V-GMS-DLD-U-G-F

lncludes Basic Support/Subscription)
rrcort/subscription) lv-cor-oLD-u-e-r

V-COL-PLL-U-F

V-COL-SSS-U-3G-F

v-coL-sss-u-G-F
v-coL-sss-u-P-F
V.GMS-CLD-D-2G-F

V-GMS-CLD-D-2P-F

V-GMS-CLD-D-G-F

lv-cLV-oPL-D-P-F
'tion)

ncludes SaaS Basic

lncludes SaaS Basic Support/Subscription)
)ort/su bscri pt lv-coL-DLD-u-2P-F

lv-cLV-PLL-D-F)ort/Subscription)

lv-cLV-oPL-D-3P-Frort/Subscription)

lncludes SaaS Basic Support/Subscription)
lncludes SaaS Production Support/Subscription lV-COL-CLD-U-3G:q-

lncludesSaaSBasicsupport/Subscription) |V-COL-CLD-U-G-I-
tncludes saas Production Support/Subscription lv-coL-cLD-u-P-F

) for 1 vear

k) for 3 vears

for 3 vears

:k) for 1 vear lv-e us-ct-o-o-ge-p

for 2 Monthsosl

- Shared Cloud for 1 Device

ost

VMware vRealize Automation 7

Suite: 1 Device for 3for VMware Airwatch Blue Ma

U.S. Federal Basic Support/Subscri

L3 U.S. FederalVMware vRealize Automation 7 osr

Federal Basic Su VMware vRealize Automation 7 osr for 1

VMware vRealize Business 7 Standard osrbscriProduction

IPP L4 U.S. Federal VMware vRealize Business 7 Standard
vMware vRealize Business 7 StandardFederal Production osl

VMware vRealize Automation 7 AdvancedFederal Basic Su ost

L1 U.S. VMware vRealize Automation 7 OSI

VMware vRealize Automation 7 Advanced for 3Federal Production 5u ost

P L2 U.S. FederalVMware vRealize Automation 7 osr

U.S. Federal Production VMware vRealize Automation 7 Advanced ost for 1

U.s. FederalVMware vRealize Automation 7 osr

L1 U.S. Federal VMware vRealize Business 7 Standard

L4 U.S. Federal VMware vRealize Business 7 Standard (Per

L2 U.S. Federal VMware vRealize Business 7 Standard

L5 U.S. FederalVMware vRealize Business 7 ndard

U.s- Federal VMware vRealize Business 7 Standard

TPP u| U.S. Federal VMware vRealize Business 7 Standard

TPP L4 U.5. FederalVMware vRealize Automation 7 osr

Federal Production bscri VMware vRealize Automation 7 osl for 1

L5 U.S. FederalVMware vRealize Automation 7 ost

Federal vMware Airwatch Blue rSuite
- Shared Cloud for 1 DeviceFederal VMware Airwatch Blue Suite
- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Blue Suite

SaaS Production- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Blue Ma Suite
SaaS Production- Dedicated Cloud for 1 DeviceFederalVMware Airwatch Blue Ma Suite

- On Premise for 1 Device.S. FederalVMware Airwatch Blue Ma Suite
SaaS Basic- Dedicated Cloud for 1 DeviceU.S. FederalVMware Airwatch Blue Suite

cludes SaaS Production- Dedicated Cloud for 1 DeviceU.S. FederalVMware Airwatch Blue Ma Suite

U.S. Federal Basic for VMware Blue Suite: 1 Device for 1

U.s. Federal Production for vMware Airwatch Blue Suite: 1 Device for 3

U.S. FederalVMware AirWatch Blue Suite - Shared Cloud for 1 Device SaaS Basic

U.S. Federal Production for vMware Airwatch Blue Suite: 1 Device for 1 f

U.S. Federal Basic Support/Subscr

TPP L5 U.S. Federal VMware vRealize Business 7 Sta ndard ost

U.S. Federal Basic bscri VMware vRealize Business 7 Standard osl for 3

VMware vRealize Business 7 StandardFederal Basic ostbscri

- On Premise for 1 DeviceFederal VMware Airwatch Telecom Basicr

Federal VMware Airwatch Telecom - Dedicated Cloud for 1 Device lncludes SaaS Basic bscri

U.S. Federal VMware Airwatch Telecom - Dedicated Cloud for 1 Device lncludes SaaS

SaaS Basicfor 1 User- DedicatedU.5. FederalVMware Video

U.S. FederalVMware Airwatch Video - Dedicated Cloud for 1 User saaS Production

- DedicatedU.S. FederalVMware Airwatch Video ncludes SaaS Production1 User

- Dedicated Cloud for 1 UserU.S. Federal VMware Airwatch Video Subscri

Subscriu.S. FederalVMware Airwatch video ncludes SaaS Production Su- Dedicated Cloud for 1 User

U.S. Federal VMware Airwatch Blue Suite Su - Shared Cloud for 1 Device SaaS Basic

SaaS Production- Shared Cloud for 1 DeviceSubscriU.S. FederalVMware Airwatch Blue Suite
- Shared Cloud for 1 DevicerSuSuite 1U.S. FederalVMware Airwatch Blue
- Dedicated Cloud for 1 DeviceSuite 1Federal VMware Airwatch Blue f

VMware
VMware

VMware
VMware

VMware

VMware

VMware

VMware

VMware

VMware
VMware

VMware
VMware

VMware

VMware

VMware

VMware

VMware
VMware
VMware
VMware
VMware
VMware
VMware

VMware

VMware

VMware

VMware

VMware
VMware

VMware

VMware

VMware
VMware
VMware
VMware
VMware
VMware

VMware

VMware

VMware

VMware

VMware
VMware
VMware
vMware
VMware
VMware

VMware



s 72.75

s 75.62

s 101.45

S lo6.zs
S 38.29

40.20

48.87

97.73

28.38

5 33.54

s 70.75

s t2.7!
54.18

54.50

20.52

24.43

22.97

s 22.97

5 L77.08

s 181.85

5 247.91

255.57

93.80

96.58

91.89

50.54

60.65
19.L4

22.97

s 44.O3

s 44.99

s 61.26

s 63.L7

22.97

s 23.93

S 6s.09

5 67.OO

s 91.89
( 93.80

S zq.qa

35.42

22.02

23.93

30.63
33.50

17.49

12.44

t9.L4
10.11

s 75.00

5 79.00

s 106.00

111.00

40.00
42.OO

s s0.00

s 100.00

s 29.O4

34.32

11.00

s 13.O0

s 55.44

s 66.00

s 21.00

5 25.00

s 24.OO

s 24.OO

s 18s.00

S 19o.oo

259.00

267.O0

98.00

5 101.00

s 95.00

s 52.80

s 63.35

s 20.00

s 24.OO

s 46.00

s 47.OO

5 64.00

S oo.oo

s 24.OO

25.00

68.00
70.00

95.00

98.00

36.00

37.00

23.00

2s.00

32.00
35.00

5 12.00

s 13.00

s 20.00

s 10.55

Production Support/Subscription VMware vRealize Business 7 Standard CPU) for 1 vear lv-crvrs-opr--o-ze -r

Federal VMware vRealize Automation 7 Advanced ost

Federal Basic VMware vRealize Business 7 Standard tor J

L1 U.S. Federal VMware vReallze Automation 7 Advanced (25 OSI Pack) lv-GMS-OPL-D-3P-F

U.S. Federal Basic VMware vRealize Business 7 Standard for 1

LJ.s. Federal Production VMware vRealize Business 7 Standard for 3

L5 U.S. Federal VMware Horizon FLEX Add-On 10

L2 U.S. Federal VMware vRealize Automation 7 Advanced osr

L2 U.S. Federal VMware vRealize Business 7 Standard osr

L3 U.S. Federal VMware vRealize Business 7 Standard ost

U.S. Federal VMware vRealize Business 7 Standard (25 OSI Pack) IV-GMS-SSS-D-G-F

TPP L1 U.S. Federal VMware vRealize Business 7 Standard ost

L5 U.S. Federal VMware vRealize Automation 7 Advanced ost

Basic VMware vRealize Automation 7 Advanced ost for 1

L3 U.S. Federal VMware vRealize Automation 7 Advanced osr

L4 U.S. Federal VMware vRealize Automation 7 Advanced osl
Federal VMware Airwatch Telecom r - Dedicated Cloud for 1 User ncludes SaaS Basic Su

Federal VMware Airwatch Telecom f Cloud for 1 User ncludes SaaS Basic

Federal Basic for VMware Airwatch 1 Device for 1

LJ.S. Federal Production Su n for VMware Airwatch 1 Device for 3

U.5. Federal Production Su n for VMware Airwatch 1 Device 1

Federal VMware Airwatch - Shared Cloud for 1 Device SaaS Basic Su

U.S. Federal VMware Airwatch App Catalog Perpetual: 1 Device lv-rDM-cLD-u-G-F

U.5. Federal Basic Support/Subscription for VMware Airwatch App Catalog: 1 Device for 3 vears lv{DM-cLD-u-P-F

U.S. FederalVMware AirWatch for La Ma Suite - On Premise for 1 Device Basic Su

U.S. FederalVMware Airwatch for La Suite - On Premise for l Device Production

U.5. FederalVMware Airwatch for Suite - on Premise for l Device Production

U.S. FederalVMware Airwatch for Suite - On Premise for 1 Device Basic Su

U.S. FederalVMware Airwatch for Suite - on Premise for 1 Device Production

U.S. Federal Basic for VMware Airwatch Blue Suite: 1 User for 1

U.S. Federal Production for VMware Airwatch Blue suite: 1 User for 3 B-CLD-D-2P.F

U.S. Federal for VMware Airwatch Suite: 1 User for 1 B-CLD-D-3G-F

Federal VMware Airwatch Blue Suite Subscri - Shared Cloud for 1 User SaaS Basic NB-CLD-D-3P-F

U.S. FederalVMware Airwatch Blue Management Suite Perpetual: 1 User lv-lNB-cLD-D-G-F

Federal Basic for VMware Airwatch Blue Suite:1 Userfor3 NB-CLD-D.P-F

FederalVMware Blue Suite for 1 User SaaS Basic NB-DLD-D-2G-F

FederalVMware Blue Suite for 1 User SaaS Production NB-DLD-D.2P-F

U.S. Federal VMware Airwatch Blue Management Suite 1-year Subscription - Shared Cloud for 1 User (lncludes SaaS Production Support/Subscription) lV-lNB-DLD-D-3G-F

for 1 User {lncludes SaaS Basic SupDort/Subscription) lv-lNB-DLD-D-3P-FU.S. FederalVMware Airwatch Blue Management Suite 1-year Subscription - Dedicated Cloud

U.S, Federal VMware Airwatch Blue Management Suite z-year Subscription - Shared Cloud for 1 User SaaSBasicSuoDort/Subscriotion) lV-lNB-DLD-D-G-F

U.S. Federal VMware Airwatch Blue Management Suite 2-year Subscription - Shared Cloud for 1 User saaS Production suDoort/Subscription) IVINB-DLD-D-P-F

U,S. FederalVMware Airwatch Blue Management Suite 3-year Subscriotion - Dedicated Cloud for 1 User (lncludes SaaS Basic Support/Subscription) lv-lNB-OPL-D-2G-F

U.S. Federal VMware Airwatch Blue Management Suite Subscriotion - Dedicated Cloud for 1 User (lncludes SaaS Production Support/SubscriptiorlvlNB-oPL-D-2P-F
(tncludes saaS Production Suooort/SubscriptiodV-lNB-OPL-D-3G-FsubscriDtion - Dedicated Cloud for 1 UserU.S. Federal VMware Airwatch Blue Management Suite 1-year

U.S. Federal VMware Airwatch Yellow Management Suite Perpetual: l Device lv-rNB-oPL-D-3P-F

U.S. Federal VMware Airwatch Blue Management Suite 2-year Subscription - Dedicated Cloud for 1 User(lncludes saas Basicsupport/subscription) lv-lwg-opt-o-e-r

U.S. FederalVMware Airwatch Blue Suite - Dedicated Cloud for 1 User SaaS Production

u-s. FederalVMware Airwatch Blue suite - On Premise for l Device Basic

U.S. FederalVMware Airwatch Blue Management Suite 2-year Subscription - On Premise for 1 Device (lncludes Production Support/Subscription) lv-rNe-sss-o-ge-r
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VMware
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VMware

VMware

VMware

VMware

VMware

VMware

VMware
VMware
VMware
VMware
VMware
VMware
VMware

VMware

VMware

VMware

VMware
VMware

VMware

VMware

VMware

VMware

VMware

VMware

VMware
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VMware
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18.19

5.74
6.70

9.57

5.05

105.25

3a.29
40.20

15.31

93.80

97.63

132.O9

63.L7

22.97s
23.93s

6.705
tI.495
13.40

7.58

1.915
2.47

44.O3s
44.99s
6t.265

63.r7s
72.75s
75.62s

101.46

47.86s
27.80

32.85

10.53s
72.Ms
L7.49
13.40s
15.315
18.19s
5.74s

3.835
4.79s

s 135.88

49.77s
51.69)

s 11s.82

s 119.6s

t61.76

5 167.s1
6t.26s

72.535

3.00

46.00

47.00

54.00

55.00

24.O0

25.00

34.32
11.00

13.00

L2.OO

14.00

16.00

19.00

5.00

7.OO

L2.OA

14.00

15.00

19.00

52.00

121.00

125.00

159.00
175.00

54.00

66.00
76.00

79.00

106.00

111.00

50.00

13.20
4.00

5.00

143.00

10.00s
5.28

7.92

2.00

5.00

7.00

54.00

40.00s
42.00)

29.04

98.00

s 102.00

s 138.00

LL-D-F

LD-D-3P.F

V,LTP-PLL-D-F

V-LTP-SSS-D-3P-F

TP-SSS.D-G-F

TP-CLD-D-G-F

TP-CLD-D.P-F

bscri

bscri

SaaS Basic

ncludes SaaS Production

Production

Basic 5u

- on Premise for 1 Device

for VMware Airwatch Telecom: 1 User for 3 rs

for VMware Airwatch Telecom: 1 Userfor 1 f

for VMware Airwatch lnbox: 1 Device for 3

for VMware Airwatch Telecom: 1 User for 1 r

for VMware AirWatch Telecom: 1 User for 3

Federal vMware Airwatch Telecom Su - Shared Cloud for 1 User lncludes SaaS Production

Federal VMware Airwatch Telecom - Dedicated Cloud for 1 User ncludes SaaS Basic

ncludes SaaS Basic- shared cloud for 1 UserFederal VMware Airwatch Telecom f

Federal VMware Airwatch Telecom - Shared Cloud 1 User ncludes SaaS Productionf

Federal VMware Airwatch Telecom f ncludes Basic- on Premise for l Device

- on Premise for 1 DeviceFederal VMware Airwatch Telecom Production(

U.S. Federal VMware Airwatch Telecom n - On Premise for 1 Device Production

U.S. Federal VMware Airwatch Telecom n - On Premise for 1 Device Basic

U.S. Federal VMware Airwatch Telecom - On Premise for 1 Device

u.s. Basic for VMware Suite: 1 User for 1Ma

U.S. Federal Production for VMware Airwatch Ora Suite: 1 User for 3

U.s. Federal Production for VMware Airwatch Ora Suite: 1 User r
- shared cloud for 1 UserU.S. Federal VMware Airwatch fSuite

U.S. Federal VMware Airwatch Suite 1 User

U.S. Federal Basic for vMware Airwatch O Suite: 1 User for 3

Federal VMware Airwatch lnbox - Shared Cloud for 1 Device SaaS Basic

Federal Production for VMware lnbox: 1 Device for 1

U.S. Federal Basic Support/Subscri

U.S. Federal Basic Support/Subscri

U.S. Federal Production Support/Subscri

U.S. Federal Production Support/Subscrl

U.S. Federal VMware Airwatch Telecom - Shared Cloud for 1 User SaaS Basic

U.S. FederalVMware Airwatch Telecom Pe : 1 User

U.S. Federal Basic Support/Subscri
Telecom Cloud for 1 User SaaS BasicU.S. FederalVMware

Federal VMware Airwatch Telecom - Shared Cloud for 1 User lncludes SaaS Production

Federal VMware Airwatch lnbox Cloud for 1 Device SaaS Basic- Ded

Federal VMware Airwatch lnbox - shared cloud for 1 Device SaaS Basic

Federal VMware Airwatch lnbox - Shared Cloud for 1 Device saaS Production

Federal VMware Airwatch lnbox - Dedicated Cloud for 1 Device SaaS Basic

lnbox for 1 Device SaaS Production- DedicatedSubscriFederalVMware
U.S. FederalVMware Airwatch lnbox - Dedicated Cloud for 1 Device SaaS ProductionSu

ncludes Basic1 Device- On Premiseu.s. FederalVMware Airwatch lnbox f

U.S. Federal VMware Airwatch lnbox - Dedicated Cloud l Device SaaS Basic

U.S. Federal VMware Airwatch lnbox - Dedicated Cloud 1 Device SaaS Productionf

- on Premise for 1 DeviceU.S. Federal VMware Airwatch lnbox Basic

n - On Premise for 1 DeviceU.S. FederalVMware AirWatch lnbox Productionf

U.S. FederalVMware Airwatch lnbox f

U.S. Federal VMware Airwatch Teacher Tools l Device

- On Premise for 1 DeviceU.S. FederalVMware AirWatch lnbox

U.S. FederalVMware Airwatch lnbox - On Premise for 1 Device Production

U.S. Federal Basic bscri forVMware Airwatch 1 Device for 1

for VMware Airwatch lnbox: 1 Device for 3Federal Production bscri

U.S. FederalVMware Airwatch Blue - On Premise for 1 Device ProductionSuite

U.5. Federal VMware Airwatch - On Premise for 1 Device Basic SuSuite

U.S. FederalVMware Airwatch Blue Suite - On Premise for l Device Production Su

U.S. FederalVMware Airwatch lnbox ncludes SaaS Basic- Shared Cloud for 1 Device

U.S. FederalVMware Airwatch Inbox ncludes SaaS Production- Shared Cloud for 1 Device

- Shared Cloud for 1 DeviceVMware Airwatch lnboxu.5.
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5s.09
67.OO

91.89

93.80

34.46

35.42
22.O2

s 23.93

s 30.63

s 33.s0

5 r1.49

s 72.44

s t9-14
s 10.11

s 12.63

s 3.83

s 4.79

s 93.80

97.63

132.09

136.88

49.77

s 51.69

5 us.az
119.65

s 151.76

5 157.s1
5 6r.26

$ 63.77

s 72.75

s 75.62

5 101.46

S 105.2s

t 34.29

40.20

47.46

s 27.a0

s 32.85

5 10.53

s L2.44

5 105.60

s 112.16

s 150.17

5 1s6.6s

s 55.54

s 59.32
s 220.1s

5 228.77

S :os.rz

5 68.00
70.00

96.00

98.00

s 35.00

37.00

s 23.00

s 25.00

5 32.00

s 35.00

s t2.oo

s 13.00

s 20.00

10.56

13.20

4.00

s.00

98.00

102.00

138.00

143.00

5 52.00

s 54.00

s 121.00

5 rzs.oo

S rsg.oo

5 17s.00

s 64.00

s 56.00

S 76.00

s 79.00

5 ros.oo
111.00

40.00

42.O0

s 50.00

) 29.O4

s 34.32

s 11.00

s 13.00

S 115.00

S 121.00

; t62.OO

169.00

5 61.00

64.00

S 23o.oo

S 239.00

S 323.00

V-MBM-DLD-D.2G-F
V-MBM-DLD-D-2P-F

V.MBM-DLD-D-3G-F

/-MBM-DLD-D.3P-F

V-MBM-DLD-D-G-F

V-MBM.DLD-D-P-F

V-MBM-OPL-D-2G-F

V-MBM-OPL-D-2P-F

V-MBM-OPL'D-3G-F

V.MBM-OPL-D-3P.F

V-MBM-OPL.D.G.F

V-MBM.OPL-D-P-F

V-MBM-PLL-D-F

V.MBM-SSS-D-3G-F

V-MBM-SSS-D-3P-F

V-MBM-SSS-D-G-F

V-MBM-SSS-D-P-F

V.MDM-CLD-D-2G-F
V.MDM-CLD-D-2P-F

V-MDM-CLD.D-3G-F

V-MDM.CLD.D.3P-F

V-MDM-CLD.D-G-F

V-MDM-CLD-D-P-F

V-MDM-DLD-D-2G-F
V-MDM.DLD.D.2P-F

V-MDM-DLD-D-3G-F
V-MDM-DLD.D-3P-F

V-MDM-DLD.D.G-F

V-MDM-DLD-D.P-F

V-MDM-OPL-D-2G.F

V.MDM-OPL-D-2P-F

V-MDM.OPL-D-3G-F

V.MDM-OPL-D-3P-F

V.MDM-OPL.D.G-F

V.MDM-OPL-D-P-F

V-MDM-PLL.D-F

V-MDM-SSS-D-3G-F

V-MDM-SS}D-3P-F

V-MDM.SSSD-G-F

V.MDM-SSS-D-P-F

V-OMS.CLD.D-2G-F

V-OMS-CLD-D-2P-F

V.OMS-CLD-D-3G-F

V-OMS-CLD-D-3P-F

V.OM9CLD-D-G-F

V-OMS-CLD.D.P.F

V-OMS-CLD-U-2G-F

V-OMS-CLD-U-2P-F

V-OMS-CLD-U-3G-F

Federal VMware Airwatch Ma Suite - Shared Cloud for 1 User SaaS Basic

3-vear subscription - Shared cloud for 1 User (lncludes SaaS Production Support/SubscriptiorU.S. Federal VMware Airwatch Orange Management Suite

Suite l-yearSubscription - Shared Cloud for 1 User (lncludes SaaS Production Support/SubscriptiorU.S. Federal VMware Airwatch Orange Management

Management Suite 1-year Subscription - Dedicated Cloud for 1 User (lncludes SaaS Basic Support/Subscription)U.S. Federal VMware Airwatch Oranse

U.5. Federal VMware Airwatch Orange Management Suite z-year Subscription - Shared Cloud for 1 User (lncludes SaaS Basic Support/Subscription)

Federal VMware Airwatch Suite - shared Cloud for 1 User SaaS Production

Federal VMware Airwatch Suite - Dedicated Cloud for 1 User SaaS Basic

Federal VMware Airwatch Suite - Dedicated Cloud for 1 User SaaS Production

Federal VMware Airwatch O Suite - Dedicated cloud for 1 User SaaS Production

U.S. FederalVMware AirWatch Blue Management Suite Perpetual: 1 Device

U.S. Federal VMware Airwatch Orange Management Suite 2-year Subscription - Dedicated Cloud for 1 User (lncludes SaaS Basic Suooort/Subscription)

U.S. Federal VMware Airwatch Orange Management Suite 2-year Subscription - Dedicated Cloud for 1 User (lncludes SaaS Production Sqpport/Subscrip'

U.S. Federal VMware Airwatch Orange Management Suite 2-year Subscription - On Premise for 1 Device (lncludes Basic Support/Subscription)

u^S. Feder"l Vt\4.are Airwatch Orange Management Suite 2-year Subscription - On Premise for 1 Device (lncludes Production Support/Suq!!4p!!9!)
Orange Management Suite 3-year Subscription - On Premise for 1 Device (lncludes Production Support/Subscription)U.S. Federal VMware Airwatch
Orange Management Suite 3-year Subscription - On Premise for 1 Device (lncludes Basic Support/Subscription)U.S. Federal VMware Airwatch
Orange Management Suite 1-year Subscription - On Premise for 1 Device (lncludes Production Suppqrt/Subscription)U.S. FederalVMware

U.S. Federal Basic Support/Subscription for VMware Collaboration Bundle: 1 User for 1 year

U.S. Federal Production Support/Subscription for VMware Collaboration Bundle: 1 User for 3 years

U.S. Federal Production forVMware Collaboration Bundle: 1 Userfor 1

U.S. Federal VMware Collaboration Bundle 1-year Su - Shared Cloud for 1 User (lncludes SaaS Basic

U.S. Federal vMware Collaboration Bundle 1 User

U.S. Federal Basic Support/Subscription for VMware Collaboration Bundle: 1 User for 3 years

U.5, Federal VMware collaboration Bundle 3-year Subscription - shared Cloud for 1 User (lncludes SaaS Basic Suooort/Subscription)

U.S. Federal VMware Collaboration Bundle 3-year Subscription - Shared Cloud for 1 User (lncludes SaaS Production Su ooort/Subscription)

U,S. Federal VMware Collaboration Bundle 1 r - Shared for 1 User SaaS Production

U.s. Federal VMware collaboration Bundle 1-year Subscription - Dedicated cloud for 1 User (lncludes Saas Basic SuDoort/Subscription)

U.S. Federal VMware Collaboration Bundle 2-year Subscription - Shared CIoud for 1 User (lncludes SaaS Basic Suooort/Subscriotion)

U.S. Federal VMware Collaboration Bundle 2-year Subscription - Shared Cloud for 1 User (lncludes SaaS Production Suooort/Subscription)

U.S. Federal VMware Collaboration Bundle 3-year Subscription - Dedicated Cloud for 1 User (lncludes SaaS Basic Suooort/Subscriotion)

U.5. Federal VMware Collaboration Bundle 3-year Subscription - Dedicated Cloud for 1 User (lncludes SaaS Production Support/Subscription)

U.S. Federal VMware collaboration Bundle 1-year Subscription - Dedicated Cloud for 1 User (lncludes Saas Production Support/Subscription)

U.S. Federal VMware Airwatch lnbox Perpetual: 1 Device

U.S. Federal VMware Collaboration Bundle z-vear Subscription - Dedicated Cloud for 1 User (lncludes SaaS Basic Support/Subscription)

Bundle 2-vear Subscription - Dedicated cloud for 1 User (lncludes SaaS Production support/Subscription)U.S, Federal VMware Collaboration
(lncludes Basic Suooort/Subscriotion)U.S. Federal VMware AirWatch Mobile Browser 2-year Subscription - on Premise for 1 Device

Federal VMware Airwatch Mobile Browser - On Premise for 1 Device Production bscri

Federal VMware Airwatch Mobile Browser - On Premise for 1 Device Production bscri

Basic suooort/Subscriotion)U.S. Federal VMware Airwatch Mobile Browser 3-year Subscription - On Premise for 1 Device (lncludes

U.S. Federal VMware Airwatch Mobile Browser l-year Subscription - On Premise for 1 Device (lncludes Production Suoport/SubscriDtion)

IPP L3 U.S. Federal VMware vRealize Automation 7 Advanced Public Cloud Extension (25 OSI Pack)

U.S. Federal Basic Support/Subscription VMware vRealize Automation 7 Advanced Public Cloud Extension (25 OSI Pack) for 1 yea r
fPP L4 U.S. Federal VMware vRealize Automation 7 Advanced Public Cloud Extension (25 OSI Pack)

U.S. Federal Production Support/Subscription VMware vRealize Automation 7 Advanced Public Cloud Extension (25 OSI Pack) for 1 year

IPP L2 U.S. Federal VMware vRealize Automation 7 Advanced Public Cloud Extension (25 OSI Pack)

IPP t5 U.S. Federal VMware vRealize Automation 7 Advanced Public Cloud Enension (25 osl Pack)

IPP L4 U.S. Federal VMware vRealize Automation 7 for Desktop per CCU (25 Pack)

U.S. Federal Production Support/Subscription VMware vRealize Automation 7 for Desktop per CCU (25 Pack) for 1 year

TPP L5 U.S. Federal VMware vRealize Automation 7 for Desktop per CCU (25 Pack)

VMware
VMware
VMware

VMware

VMware
VMware

VMware

VMware

VMware

VMware
VMware

VMware
VMware

VMware

VMware

VMware

VMware
VMware
VMware
VMware
VMware
VMware
VMware

VMware
VMware

VMware

VMware
VMware

VMware

VMware

VMware
VMware

VMware

VMware

VMware

VMware

VMware

VMware
VMware

VMware

VMware

VMware
VMware

VMware

VMware

VMware
VMware

VMware

VMware



S 321.61
s !76.7a

721-56

5 L27.92

S 132.55

t78.90
185.32

s 67.67

s 70.45

s 263.22

5 ztt.aq
5 369.47

$ ggr.gr

5 rgg.zs
s 144.53

s 89.02

5 93.80

$ L24.43

s 132.09

s 45.90
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V€MS.CLD-U-3P-F
V-OMS-CLD-U-G-F

V-OMS-CLD-IJ.P.F

V-OMS-DLD-D-2G-F

V-OMS-DLD-D-2P-F

V-OMS-DLD-D-3G-F

V.OMS-DLD-D-3P-F

V-OMS-DLD-D-G-F

V-OMS-DLD-D-P-F

V-OMS-DLD-U-2G-F

V-OMS-DLD-U-2P-F

V-OMS-DLD-U-3G-F

V.OMS-DLD-U-3P-F

V-OMS-DLD.U.G-F

V-OMS-DLD-U.P-F

V-OMS-OPL-D-2G-F

V-OMS-OPL-D-2P.F

V-OM9OPL-D-3G-F

V.OM5-OPL-D-3P-F

V.OMS-OPL-D-G-F

V-OMS-OPL-D-P-F

V-OMS-PLL-D-F

V-OMS-PtL-U-F

V-OMS.SSS-D-3G.F

v-oMs-sss-D-3P-F

v-oMs-sss-D-G-F

V.OMS-SSS-D-P-F

V-OMS.SSS-U.3G-F

V-OMS-SSS-U-3P-F

V-OMS-SSS-U-G-F

V-OMS-SSS-U-P-F

V-PS-ACCELERATE-F

V-P5-APP-VPN-SP-F

V-PS-APSV.MG.SP.F

V.PS-AW-RPT-SP-F

V-PS-AWT-SP.F

V.PS.AWV-SP-F

V.PS-BMS-CLD-SP-F

V-P}BMS-OP-SP-F

V-PS-BMS-OPL-3OS-F

V-PS.BMS-OPL-RSS.F

V-PS-DBSV-MG-SP-F

V-PS-DEP-SP-F

V-PS-DHE-SET-F

V-PS-DHE.UAT.F

V-PS.DR-SP-F

V-PS-ENT-ACC-SP-F

V-PS.ENT-SUP-GEO-F

V-PS.EU-OBV-F

U.S. Federal Basic Support/Subscription VMware vRealize Automation 7 (10 Pack) for 1 year

IPP L3 U.S. Federal VMware vRealize Automation 7 for Desktop per CCU (25 Pack)

U.S, Federal Basic Support/Subscription VMware vRealize Automation 7 for Desktop per CCU (25 Pack) for 1 year

U.S. Federal Production Support/Subscription VMware vRealize Automation 7 Advanced Public Cloud Extension (25 OSI Pack) for 3 years

fPP [2 U.S. Federal VMware vRealize Automation 7 Enterprise Public Cloud Extension {25 OSI Pack)

U.S. Federal VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack)

fPP L3 U.S. Federal VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack)

U.S. Federal Basic Support/Subscription VMware vRealize Automation 7 Advanced Public Cloud Extension {25 OSI Pack) for 3 years

IPP L1 U.S. Federal VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack)

U.S. Federal Basic Support/Subscription VMware vRealize Automation 7 for Desktop per CCU (25 Pack) for 3 years

IPP L1 Uosrade: U S. Federal VMware vRealize Automation 7 Advanced to U.S, Federal VMware vRealize Automation 7 Enterprise (25 OSI Pack)

U.S. Federal Production SupDort/Subscription VMware vRealize Automation 7 for Desktop per CCU (25 Pack) for 3 years

TPP L2 UpsGde: U S. Federal VMware vRealize Automation 7 Advanced to U.S. Federal VMware vRealize Automation 7 Enterprise (25 OSI Pack)

U.S. Federal Production Suoport/Subscription VMware vRealize Automation 7 {10 Pack} for 1 year

Federal Upgrade: VMware vRealize Automation 7 Advanced to VMware vRealize Automation 7 Enterprise (25 OSI Pack)

IPP t5 U.S. Federal VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack)

U.S. Federal Basic Suoport/Subscription VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack) for 2 Months

U.S. Federal Basic Support/Subscription vMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack) for 1 year

U.S. Federal Production Support/Subscription VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack) for 2 Months

TPP L4 U.S. Federal VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack)

U.S. Federal Production Support/Subscription VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI PaqkL&I 1 yg!r
U.S. Federal Production Support/Subscription VMware vRealize Automation 7 Enterprise (25 OSI Pack) for 2 Months

U.S. Federal Basic Support/Subscription VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack) for 3 yean

U.S. Federal VMware vRealize Automation 7 Advanced Public Cloud Extension (25 osl Pack)

TPP L1 U.S. Federal VMware vRealize Automation 7 Advanced Public Cloud Extension (25 OSI Pack)

U.S. Federal Basic Support/Subscription VMware vRealize Automation 7 Enterprise (25 OSI Pack) for 3 years

U.S. Federal Production SupporVSubscription VMware vRealize Automation 7 Enterprise (25 OSI Pack) for 3 years

TPP Ll U.S. Federal VMware vRealize Automation 7 for Desktop per CCU (25 Pack)

TPP L2 U.S. Federal VMware vRealize Automation 7 for Desktop per CCU (25 Pack)

U.S. Federal Production Support/Subscription VMware vRealize Automation 7 Enterprise Public Cloud Extension (25 OSI Pack) for 3 years

U.S. Federal VMware vRealize Automation 7 for Desktoo oer CCU (25 Pack)

u.S. Federal Airwatch bv VMware Accelerated Deolovment Add-On One Time Fee

U.S. Federal VMware Airwatch Per App Tunneling Configuration One Time Fee

U.S. Federal VMware Airwatch Application Server Migration
U.S. FederalVMware Airwatch Reports Server Configuration and Deployment One Time Fee

U.S. FederalVMware AirWatch Telecom Module Deployment One Time Fee

U.S. FederalVMware Airwatch Video Deployment One Time Fee

U.S. Federal VMware Airwatch Blue Management Suite Cloud Deployment Fee One Time Fee

U.S. Federal VMware Airwatch Blue Management Suite On Premise Deployment Fee One Time Fee

U.S. Federal Airwatch by VMware Blue Management Suite On-Premise - lncludes 3 days On-Site

U.S. Federal Airwatch by VMware Blue Management Suite On-Premise with ability to Remote Screen Share No On-Site lncluded

U.S. Federal VMware Airwatch Database Server Migration
U.S. Federal VMware Airwatch Device Enrollment Program (DEP) Confieuration and Deployment One Time Fee

U.S. FedeGlVMware Airwatch Cloud - Dedicated Environment Setup One Time Fee / Environment

U.S. Federal vMware Airwatch Cloud - Dedicated UAT Environment 1 Year Fee / Device

U.S. Federal VMware Airwatch Disaster Recovery Set-up Fee

U.S. Federal VMware Airwatch Cloud Connector (ACC) Configuration and Deployment - Enterprise lntegration One Time Fee

U.S. Federal VMware Airwatch Telecom 1-year Subscription - Dedicated Cloud for 1 User (lncludes SaaS Production Support/Subscription)

U.S, Federal Airwatch by VMware End User On-Boarding Video
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S L,L72.8o

488.66

r,759.19
7,r72.80
4,704.79

781.86

3,225.79
488.55

19,546.60

24,433.25

!,!72.80
4,885.55

9.773.30

5 977.33
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s 488.66

s 488.56

37,s00.00
s0,000.00

750.00

1,750.00

S l,soo.oo

S 2,soo.oo
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500.00

500.00

U.S. Federal VMware Airwatch Gold SaaS Cloud to 100000 devices one Time Fee

U.S. FederalVMware Airwatch E Gold On Premise to 100000 devices one Time Fee

U.S. FederalVMware Airwatch Green Ma Suite Lite Cloud Fee One Time Fee

u.s. Federal VMware Airwatch Green Ma Suite Lite On Premise Fee One Time Fee

U.S. FederalVMware Airwatch Green Ma Suite Cloud Fee One Time Fee

Federal vMware Airwatch Green Suite On Premise Fee One Time Fee

FederalAirwatch VMware Green Suite On-Premise - 2 On-Site

FederalAirwatch VMware Green Suite with abi Remote screen Share No on-Site Included PL-RSS-F

Federal VMware Airwatch Availa One Time Fee

U.S. Federal VMware Airwatch Health Check One'fime Fee V-PS-HC-F

U.S, Federal VMware Airwatch Professional Services - t hour of services one Time Fee

U.s. FederalAirwatch VMware Browser Fee One Time Fee BM-SP-F

One Time Feeu.S. FederalAirwatch vMware Airwatch Content Collaborate Add-On for K12+MAG ent suite

U.S. Federal Airwatch VMware AirWatch Content Colla borate Add-On for Fee One Time Fee

u.s. FederalvMware Airwatch Mobile content Cloud One Time Fee

Federal VMware Airwatch Mobile Content On Premise One Time Fee

Federal VMware Airwatch Content View Cloud De Fee One Time Fee

FederalVMware Airwatch Advanced M and On Premise Fee One Time Fee

FederalAirwatch VMware Advanced and Cloud one Time Fee

Federal vMware Airwatch Basic and On Premise Fee One Time Fee
V-PS.MIG-BASIC-SP-FFederalAirwatch VMware Basic and Cloud One Time Fee

Federal VMware Airwatch Device and Add-on One Time Fee
RG.SP-F

Federal VMware AirWatch Device Cloud and One Time Fee

U.S. Federal VMware Airwatch Device On Premise and One Time Fee

U.S. VMware Airwatch suite Cloud Fee One Time Fee

U.S. Federal VMware Airwatch Suite On Premise Fae One l]me Fee

U.S. FederalAirWatch VMware Ora Ma Suite on-Premise - lncludes 2 On-Site

u.s. FederalAirwatch VMware Suite On-Premise with to Remote Screen Share No On-Site lncl uded
P2-DHS-F

u.s. Federal VMware Airwatch On Premise to Dedicated One Time Fee

Federal Airwatch VMware On-Premise Weekend U and Off-Hours Same One Time Fee

Federal VMware Airwatch PKI Certificate Advanced and One Time Fee

FederalVMware AirWatch PKI Certificate Basic and One Time Fee
ELL-SP-F

Federal VMware Airwatch PowerShell One Time Fee

Federal Airwatch Socialcast Cloud One Time Fee v-Ps-sc-cLD-sP-F

U.S. Federa Ai rWatch VMware SocialCast Dedicated SaaS Fee One Time Fee

U.S. FederalAirwatch socialcast On Premise One Time Fee V-PS-SC-OP-SP-F

U.S. FederalAirwatch VMware SaaS SEG and MAG

U .s. Federal AirWatch VMwa re SaaS SEG and MAG Weekend and Same off-Hours

U.S. FederalVMware Airwatch Secure Email and One Time Fee

V-CLD-SP-F
U.S. Federal VMware Airwatch Silver SaaS Cloud to 50000 devices One Time Fee

U.S. Federal VMware Airwatch Silver On Premise to 50000 devices one Time Fee

U.S. Federal vMware Airwatch Professional Services - 8 hours of services One Time Fee

U.S. Federal VMware Airwatch rt One Time Fee

Federal VMware Airwatch One Time Fee

Federal VMware Airwatch lncident 5 NC-F

Federal VMware Airwatch Telecom - Dedicated Cloud 1 User ncludes SaaS Production

Federal VMware Airwatch Professional Services Travel and nse -

Federal VMware Airwatch Teacher Tools One Time Fee

U.S. Federal VMware Airwatch from Green M Suite to

One Time Fee

Suite or On One Time
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s 40.00

s 42.OO

5 50.00

s 29.04

u.s. FederalVMware Airwatch Dedicated Cloud off-hours One Time Fee RS-F

U.S. Federal VMware Airwatch services for On Premise Fee One Time Fee

U.S. FederalVMware Bundle Cloud One Time Fee

U.S. FederalVMware Collaborate Bundle On Premise One time Fee

U.S. FederalVMware Shared Cloud One Time Fee

FederalvMware On Premise One Time Fee

Federal VMware Airwatch Yellow Suite Cloud nt Fee One Time Fee V-PS-YMS-CLD-SP-F

FederalvMware Airwatch Yellow M Suite On Premise Fee One Time Fee P-SP-F

Federal Airwatch VMware Yellow Suite On-Premise - lncludes 3 On-Site PL-3OS-F

U.S. FederalAirwatch VMware Yellow ent Suite On-Premise with to Remote Screen Share No On-Site

U.S. Federa VMware Ma Advanced Edition SaaS One Time Fee

U,S. FederalVMware Advanced Edition On-Premises One Time Fee

U.S. Federal VMware Airwatch Mobile Browser - Shared Cloud for 1 Device SaaS Basic

U.S. FederalVMware Airwatch Mobile Browser - Shared Cloud for 1 Device SaaS Production

U.S. FederalVMware Airwatch Mobile Browser Subscri - Shared Cloud for 1 Device Saas Production

U.S. FederalVMware Airwatch Mobile Browser Su - Dedicated cloud for 1 Device SaaS Basic

U.S. FederalVMware Airwatch Mobile Browser r Subscri - Shared Cloud for 1 Device SaaS Basic

U.5. FederalVMware Airwatch Mobile Browser r - Shared Cloud for 1 Device SaaS Production

u-S- FederalVMware Airwatch Mobile Browser - Dedicated Cloud for 1 Device SaaS Basic

U.S. FederalVMware Airwatch Mobile Browser - Dedicated Cloud for 1 Device SaaS Production bscri

Federal VMware Airwatch Mobile Browser - Dedicated Cloud for 1 Device SaaS Production bscri

Federal VMware Airwatch Mobile Browser - On Premise 1 Device Basic Su

Federal VMware Airwatch Mobile Browser - Dedicated Cloud for 1 Device SaaS Basic Su

Federal VMware Airwatch Mobile Browser - Dedicated Cloud for 1 Device ncludes SaaS Production Su

U.S. I Basic Su forVMware Airwatch Mobile Browser: 1 Device I
U.S. Federal Production Su n for VMware Airwatch Mobile Browser: 1 Device for 3

U.S. Federal VMware Airwatch Mobile Browser - Shared Cloud for 1 Device SaaS Basic

U.s. Federal Production VMware Airwatch Mobile Browser: 1 Device for 1

U.S. Federal Basic for VMware Airwatch Mobile Browser: 1 Device for 3 rs

U.S. VMware Airwatch Video Subscri - On Premise for l Device Basic

U.s. FederalVMware Airwatch Video Subscri On for 1 Device cludes Production

U.S. FederalVMware Airwatch video rSu - on Premise for 1 Device n Basic

u.s. vMware Airwatch video r - On Premise for 1 Device ncludes Production G-CLD-D-3P-F

Federal VMware Airwatch Video r - On Premise for 1 Device Basic

Federal vMware Airwatch Video - On Premise for l Device Production

Federal Basic for VMware AirWatch Video: 1 User for 1

Federa Production for VMware Airwatch Video: 1 User for 3 rs

Federal Production for VMware AirWatch Video: 1 User for 1 V.RUG-DLD.D-3G-F

Federal VMware Airwatch Video - shared cloud for 1 User SaaS Basic

U.S. FederalVMware Airwatch Video 1 User

U.S. Federal Basic for VMware Airwatch Video: 1 User 3

U.S. FederalVMware Airwatch Video - Shared Cloud for 1 User SaaS Basic

U.S. Federal VMware Airwatch Video - Shared Cloud for 1 User SaaS Production

U.S. FederalVMware AirWatch Video - Shared cloud for 1 User lncludes SaaS Production

U.S. FederalVMware Airwatch Video subscri - Dedicated Cloud for 1 User ncludes SaaS Basic Su

U.S. Federal VMware Airwatch Video Subscri - Shared Cloud for 1 User SaaS Basic

U.S. FederalVMware Airwatch Video rSu - Shared Cloud for 1 User ncludes SaaS Production bscri

U.S, FederalVMware Airwatch Video r - Dedicated Cloud for 1 Device saaS Basic

U.S. FederalVMware Airwatch Video f - Dedicated Cloud for 1 Device saaS Production
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s 114.00

s 12s.00

s 43.00

47.00

5 90.00

50.16
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s 19.00

23.00

23.00

25.00

s 32.00

s 35.00

s 12.00

s 13.00

s 47.OO

s 49.00

s 55.00

69.00

25.00

26.0O

45.00
47.00

54.00

66.00

24.00

s 25.00

s 93.00

s 94.00

s 13o.oo

S 132.00

s 49.00

s 50.00

s 23.OO

5 25.00

s 32.00

s 35.00

s 12.00

U.S. Federal VMware AirWatch Video 3-year Subscription - Dedicated Cloud for 1 Device (lncludes SaaS Production Support/Subscription) IV-RUG-SSS-D-3P-F

u.S. FederalvMware Airwatch video Subscri - Dedicated cloud for 1 Device SaaS Basic

U.S. FederalVMware Airwatch Video Su - Dedicated Cloud for 1 Device SaaS Production

Federal VMware Airwatch Yellow ment Suite - shared Cloud for 1 User SaaS Basic -CLD-U.2G-F

Federal VMware Airwatch Yellow Suite - Shared Cloud for 1 User SaaS Production -CLD-U-2P-F

U.S. Federal VMware Airwatch Yellow Suite Subscri - Shared Cloud for 1 User SaaS Production

Federal VMware Airwatch Yellow Suite - Dedicated Cloud for 1 User SaaS Basic

Federal VMware Airwatch Yellow Sulte - shared cloud for 1 User lncludes SaaS Basic

vMware Airwatch Yellow Suite f - Shared Cloud for 1 User lncludes SaaS Production V-SCT-CLD-U-P-F

Federal VMware Airwatch Yellow Suite f - Dedicated cloud for 1 User SaaS Basic Su LD-U-2G-F

FederalVMware Airwatch Yellow M Suite r - Dedicated cloud for 1 User ncludes SaaS Production LD.U-2P-F

Federal VMware Airwatch Yellow Suite 1 r Dedicated Cloud for 1 User ncludes SaaS Production Su

FederalVMware Mobile Browser 1 Device P-F

U.5. FederalVMware Airwatch Yellow Ma Suite - Dedicated Cloud for 1 User SaaS Basic

U.S. FederalVMware Airwatch Yellow Ma Suite - Dedicated Cloud 1 User saaS Production

U.S. Federal Basic for VMware Airwatch Yellow ment Suite: 1 User for 1

U.S. Federal Production Su for VMware Airwatch Yellow Suite: 1 User for 3

U.S. Federal VMware Airwatch Yellow Suite - shared cloud for 1 User SaaS Basic

U.S. Federal Production for VMware Airwatch Yellow ment Suite: 1 User for 1 (

U.S. Federal Basic for VMware Airwatch Yellow Suite: 1 User for 3

u.s. FederalvMware Airwatch Mobile Device rSu - Shared Cloud for 1 Device SaaS Basic

vMware Airwatch Mobile Device rSu - Shared Cloud for 1 Device SaaS Production

Federal VMware Airwatch Mobile Device 1 f - Shared Cloud for 1 Device SaaS Production

VMware Airwatch Mobile Device - Dedicated Cloud for 1 Device SaaS Basic

Federal vMware Airwatch Mobile Device - Shared Cloud for 1 Device SaaS Basic

Federal VMware Airwatch Mobile Device - Shared Cloud for 1 Device SaaS

.S. Federal vMware Airwatch for Suite f - Shared Cloud for 1 Device SaaS Basic

U.S. FederalVMware Airwatch for M Suite - Shared Cloud for 1 Device SaaS Production

U-s. Federal VMware Airwatch Ma Suite - Shared Cloud for 1 Device SaaS Production

U.S. Federal VMware Airwatch for Ma Suite - Dedicated Cloud for 1 Device SaaS Basic bscri

U.S. Federal VMware Airwatch for La Ma Suitb - Shared Cloud for 1 Device SaaS Basic

U.S. Federal VMware Airwatch La Ma Suite Cloud for 1 Device SaaS Production TEL-CLD-IJ-P-F

U.S. Federal VMware Airwatch Device - Dedicated 1 Device SaaS Basic Su TEL-DLD.D-2G-F

tJ.S. FederalVMware Airwatch Mobile Device - Dedicated Cloud for 1 Device SaaS Production Su TEL-DLD-D-2P-F

lDevice{lncludessaasProductionsupport/Subscription) IV-TEL-DLD-D-3G+U.S. Federal VMware Airwatch Mobile Device 1-year Subscription - Dedicated Cloud for

U.S. FederalVMware Airwatch Mobile Device - On Premise for l Device Basic

U.S, Federal VMware Airwatch Mobile Device Subscri - Dedicated Cloud for 1 Device SaaS Basic

U.S. Federal VMware Airwatch Mobile Device 2-year Su bscription - Dedicated Cloud for 1 Device (lncludes SaaS Production Support/Subscription) lv-TEL-DLD-D-P-F

U.S. FederalVMware Airwatch for Suite - Dedicated Cloud for 1 Device ncludes SaaS Basic LD-U-2G-F

Federal VMware Airwatch for Suite - Dedicated Cloud for 1 Device SaaS Production LD-U-2P-F

FederalVMware Suite Su - Dedicated cloud for 1 Device SaaS Production

Federal vMware Airwatch Suite - On Premise for 1 Device Basic

FederalVMware Suite f cloud for 1 Device SaaS Basic

Federal VMware Airwatch Suite f Cloud for 1 Device SaaS Production

Federal VMware Airwatch Mobile Device - on Premise for l Device Basic

Federal VMware Airwatch Mobile Device - On Premise for 1 Device Production

Federal VMware Airwatch Mobile Device - on Premise for 1 Device Production bscri

VMware Airwatch M l DeviceSuite

Federal vMware Airwatch Mobile Device - On Premise for 1 Device Basic Su
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5.70

19.L4

tt.49

15.31

18.19

5.74

6.70

t!.49
13.40

15.31

18.19

L2.44
t9.r4
38.29

10.11

3.83

4.79

13.40

37.54

74.66s
75.55

80.64

89.91s
92.70s
96.76

20.52s
24.43$
37.81s
38.77s
74.66$
7A.Ol

37.8L

15.31s
18.19

s.74

10.11

L2.63

3.83s
4.79s

77.40

5.74

6.70
11.49

13.405

12.63

20.22s
25.27s

7.56s
9.s7

25.00

39.s0
40.50

78.00

78.00

13.20

4.00

5.00

83.50

87.00

97.00

100.00
99.00

2r.00

6.00

7.00

12.OO

14.00

16.00

19.00

6.00

25.40

8.00

12.00

81.50
39.50s
40.50

81.50

10.55

19.005

7.00s
20.00s

10.00

12.00

14.00

15.00s
19.00s
6.00$
7.OO

14.00s
16.00s

13.00
20.00

40.00

10.56s
73.20s
4.005
5.00

2r.12

-DLD-U-P-F

TTS-S5S-D.P-F

V.UG-BU-SSS-U-P-F

fiS-DLD-D-P-F

V-TTS.PLL-D-F

TTS-CLD-D-2G-F

V-TTS.DLD.D-2P-F

TEL-PLL-D-F

v-TEL-SSS-U-3G-F

bscri

SaaS Basic Su

lncludes SaaS Basic

lncludes SaaS Production

- On Premise for 1 Device Production

Suite: 1 Device for 1for VMware Airwatch for La

Suite: 1 Device for 3for VMware Airwatch for Ma

ment Suite: 1 Device for 3for VMware Airwatch Yellow

1 Device for 3n Wrafor VMware Airwatch Mobile

for VMware Airwatch Mobile Device: 1 Device f1

Suite: 1 Device for 1for VMware Airwatch for

U.S. Federal Basic Support/
or Business Unit1 Year FeeFederalVMware

Federa I VMware Airwatch Technical Account can be CustomersorAirWatch
- Shared Cloudsuite to YellowVMware Airwatch from BlueU.S. Federal Suite

U.S. FederalVMware Advanced Edition 1 UserMa

U,S. Federal VMware Content Locker Collaborate 1 Device- on Premise Productionr
SaaS Production- Dedicated Cloud for 1 UserU,5. Federal VMware AirWatch Telecom

ncludes Production- On Premise for 1 DeviceCollaborateLockerContentrwatchAiVMwareFederalu.s.
Federal Locker Collaborate - Shared cloud for 1 Device SaaS ProductionContentrWatchAiVMwareu.s.

U.S, Federal VMware Airwatch ncludes Basic1 Device- On PremiseSuite for Devices

Fedenl VMware Airwatch Content Locker Collaborate - Shared Cloud for 1 Device SaaS Production

Federal VMware Airwatch Ma Suite for Basic su- On Premise for 1 DeviceDevices

Federal VMware Airwatch Yellow 1 UserSuite
udes Basic- On Premise for 1 DevicevMware Airwatch Yellow Suite

vMware Airwatch Yellow fSuite ncludes Production- On Premise for 1 Device

for VMware Airwatch Yellow Suite: 1 Device for 1Federal Basic Su

U.S. Federal Production 5u n for VMware AirWatch Yellow Suite: 1 Device for 3

u.S. Federal VMware Airwatch Yellow for 1 Device SaaS Basic- SharedSuite

U.S. Federal Production for vMware Airwatch Yellow Suite: 1 Device for 1

U.S. Federal Basic SupPoG

Federal VMware Airwatch Content Locker View SaaS Production- Dedicated Cloud for 1 DeviceU.S,

U.S. Federal Production for vMware Airwatch Mobile 1 Device for 3

Content Locker view SaaS Production- Dedicated CIoud for 1 DeviceFederalVMware bscri

Federal VMware Airwatch Yellow - Shared Cloud for 1 Device SaaS BasicSuite

FederalVMware Airwatch Yellow M - Shared Cloud for 1 Device SaaS ProductionfSuite

FederalVMware Airwatch Yellow M SaaS Basicfor 1 Device- DedicatedSuiteu.s.
tJ-S. Federal VMware Airwatch Yellow - Dedicated Cloud for 1 Device SaaS ProductionSuite

.S. Federal VMware Airwatch Yellow - Dedicated Cloud for 1 Device SaaS ProductionSuiteU

u.s. Federal VMware Airwatch Yellow - On Premise for 1 Device BasicSuite

Federal VMware Airwatch Yellow SaaS Basicfor 1 Device- DedicatedSuiteU.S.

U.S. Federal VMware Airwatch Yellow Cloud for ProductionSuite SaaSncludesDevice1Dedicated

U.S. Federal VMware Airwatch Yellow - On Premise for 1 Device {lncludes Basic SuSuite

U.S. Federal VMware Airwatch Yellow Production Su- on Premise for 1 Devicement Suite Su

Federal VMware Airwatch Yellow SuSuite

Federal Basic forVMware Airwatch Mobile Device: l Device 3

Federal Production

Federal VMware Airwatch for - Shared Cloud for 1 Device SaaS Basic bscriSuite

Federal Production Su

for VMware AirWatch for suite: 1 Device for 3U.S. Federal Basic
- Shared Cloud for 1 DeviceU.S. Federal VMware Airwatch Yellow Suite
- Shared Cloud for 1 DeviceU.S. Federal VMware Airwatch Yellow Suite

U.S. Federal VMware Airwatch Yellow Shared Cloud for ProductionSuite SuSaaSncludesDevice1

Federal VMware Airwatch Yellow Cloud for 1 Device SaaS BasicSuSuite

U.S. Federal VMware Airwatch Mobile Device - on Premise for 1 Device Production Su

U.S. Federal Basic SuPPort

U.S. Federal Basic SuPPolt

U.S. Federal Production for VMware Airwatch Mobile Device: 1 Device for 3

Federal vMware Airwatch Mobile Device SaaS Basic- Shared Cloud for 1 Device(

Federal Production 1forDeviceIDevice:MobileAirwatchVMwarefor
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66.28

53.75

21.50

&.42

20.39

9.57

10.53
21.50

54.56

25.37

26.42

51.59
52.84
25.37

27.28
43.00

37.8L

38.77

43.00

8.80

122.36

5 128.38

63.r7s
66-52

86.01s
17.595

51.91s
54.23

20.10

4.89s
5.86s

63.r7s
66.525

s 126.3s

5 L32.s7

59.32s
64.42

8.80

!0.75
9.57

10.53s
20.10s
2!.065
9.57s

1.0.20s

10.75(,

2s.37s
27.24s
51.59

18.00

22.00

5.00

55.00

69.50

132.00

138.50

54.00

69.50

138.50

55.00

59.50

10.00

11.00

21.00

22.O0

10.00

11.00

2t.oo

5.00

132.00

26.50

28.50

54.00

11.O0

s5.00

58.50
69.50

71.50

s5.00s

88.00

22.00

10.00s
11.00s
72.OOs

57.00

25.50s
28.505
54.00s
57.00s
25.505
28.505
M.OO

9.00

39.50)
40.50s
44.00s
9.00)

11.00

V-UG-GY-SSS-D-P-F

PL-D-G-F

PL-D.P-F

LL-D-F

V-UG-GO-SSS-D.G-F

B-DLD-D-G-F

B.DLD-D.P-F

B-DLD.U-G-F

V-UG-GB-SSS-D-P.F

V-UG.GO-CLD-D-G-F

L-D-P-F
.PLL-D-F

V-UG€B-CLD-D-G-F

SaaS

- Dedicated

saaS Production

ncludes Production

SaaS Basic- Shared Cloud for 1 User

1 Device

Edition: 1 User for 3n for VMware

Devices: 1 Device for 3Suite forfor VMware Airwatchbscri

Federal VMware Airwatch Content Locker View - Dedicated Cloud for 1 Device SaaS Basic

VMware I Edition - Shared Cloud for 1 User SaaS Basic

Federal VMware Airwatch suite for Devices - Shared Cloud for 1 Device ncludes SaaS Basic Su

Federal VMware Airwatch from Green Suite to Suite - Dedicated Cloud SaaS Ba

VMware Airwatch from Green Suite to Suite - Dedicated cloud SaaS Ba

Federal SuiteYellowtoViewLockerContentAirwatch&DeviceMobilefromAirwatchreVMwa
- On Premise for 1 Devicer SubscriU.S. Federal VMware Airwatch Content LockerView Basic

U.S. Federal VMware Airwatch Mobile - Shared Cloud for 1 Device Saas Basic

U.S. Federal VMware Airwatch Content Locker view r lncludes Basic- on Premise for 1 Device

u.s. Federal vMware Airwatch Mobile for 1 Device SaaS Basic- Shared

U.S. Federal VMware Airwatch from Blue Suite to Yellow Ma des SaaS Basic Su- Shared CloudSuite

Federal VMware Airwatch from Blue suite to Yellow - Dedicated Cloud SaaSSuite

Federal from Green Suite to Blue Ma - Dedicated cloud ncludes SaaS BasicSuiteVMware

Federal - Dedicated Cloud ncludes SaaS BasicSuite to BlueGreen MaVMware Airwatch Suite

I Production SuU.S.

U.S. Federal Basic forVMware Airwatch Suite Devices: 1 Device for 3
SaaS Production- Shared Cloud for 1 UserAdvanced EditionU.S. Federal VMware Su

U.S. Federal VMware Airwatch Suite for SaaS Production- Shared Cloud for 1 DeviceDevices

U.S. Federal VMware Airwatch Content Locker View - Shared Cloud for 1 Device SaaS Production

U.S. Federal VMware Airwatch Content Locker View - Shared Cloud for 1 Device SaaS Production

SaaS Production- Shared Cloud for 1 DeviceLocker ViewU.S. Federal VMware Airwatch Content

Advanced EditionFederalVMware
Federal Production

Federal VMware Airwatch from Suite to Blue - Shared Cloud SaaS BasicSuite

Federal - Shared Cloud SaaS Basicment suite toVMware Airwatch Suitem

Blue - Dedicated Cloudsuite to YellowvMware Airwatch SaaSSuite

U.S. Federal Basic Advanced Edition: 1 User for 3for VMware

U.S. Federal Production Su n for VMware AirWatch Suite for Devices: 1 Device for 1

U.S. FederalVMware Ma Adva Edition cloud for 1 User SaaS Production

- Shared Cloud for 1 Deviceent SuiteU.S. Federal VMware Airwatch rDevices

U.S. FederalVMware Airwatch Content Locker Collaborate - Dedicated Cloud for 1 Device SaaS Basic bscrir
- On Premise for 1 DeviceSuite forVMware Airwatch DevicesU.S.

LJ.S. FederalVMware Airwatch Content Locker - Dedicated Cloud for 1 Device SaaS Production

Federal VMware Airwatch Content LockerViewu.s
U.S. FederalVMware ncludes SaaS BasicAdvanced Edition - Shared Cloud for 1 User

Federal VMware Airwatch Ma - Shared Cloud for 1 DeviceSuite for Devices lncludes SaaS Basic Su

Federal VMware Airwatch from Suite to Blue - On PremiseSuite ncludes Basic

Federal ment suite to Yellow - On PremiseVMware Airwatch from Suite ncludes Basic Su

Federal Production Su Advanced Edition: 1 User for 1VMware
for VMware AirWatch Devices: 1 Device for 1Suite forU.S. Federal Basic Su

Subscri SaaS Production- shared Cloud for 1 UserAdvanced Editionu.S. FederalVMware
U.S. Federal VMware Airwatch - Shared Cloud for 1 Device SaaS Basicsuite for rDevices

Federal VMware Airwatch Content Locker Collaborate for 1 Device SaaS Basic- Dedicated bscri
U.S.

U.S. Federal VMware Airwatch 1 Device- On PremiseSuite for Devices ncludes Production

Federal VMware Airwatch Content Locker Collaborate SaaS Basic- Dedicated Cloud for 1 DeviceU.S.
- On Premise for l DeviceSuite forFederalVMware ProductionDevicesM

U.S. Federal Basic for VMware Advanced Edition: 1 User for 1

U.S. Federal VMware Airwatch l: l DeviceSuite for Devices

U.S. Federal U VMware Airwatch from suite to Yellow Suite - Shared Cloud

re
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re

re

VMware
VMware
VMware
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VMware
VMware
VMware
VMware
VMware
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VMware

VMware



64.50

13.58

51.91

106.25

t07.99
53.60

54.23

105.25

r07.99
53.50

55.99

L6.75

21.50

4.89

62.17

32.M
75.79

t6.22
31.59

32.44

t5.79

31.59

33.s0

19.L4

20.39

64.50

16.51s
13.44s
13.44s
25.495
25.49s
21.50s

s.85s

64.42s
74.62s
76.47s
75.25s
75.64s
18.57s

5 ss.eo

31.59s

44.03s
46.42s

13.58s
15.615
L5.79s
16.75s

Ll.73s
13.68s

27.50

14.00

17.OO

14.50

14.50

80.50
42.50

s8.50

67.00

59.50

14.00

77.0O

16.50

17.50

33.00

12.00

L4.OO

46.00

56.00s

56.00s

27.50s

22.00s

16.00s
19.00s
56.00s
56.00s

5 111.00

s 115,s0

55.00s
58.50$

5 111.00

s 116.s0

35.00s
16.505
L7.50s
22.OO$
s.00s
6.00s

TT.OOs

S 48.s0
65.00s

35.00s
15.50s
17.505
33.005

33.00s
35.00s
20.00s
22.OOs

V-UG-OY-OPL.D-P-F

V.UG-OY-PLL-D-F

V-UG-OY-SSS-D-G.F

V.UG-OY-SSS-D-P-F

V-UG-TU-CLD-U-G-F

V.UG-TU.CLD-U-P-F

V-UG-TU-DLD-U-G.F

V-UG-TU-DLD-U-P-F

V-UG-TU-PLL-U-F

V-UG-OU-SSs.U.G.F

V-UG-OU-SSS-U-P-F

V-UG-OY-CLD-D-G-F

V-UG-OY-CLD.D-P-F

V-UG-OY-CLD.U-G-F

V-UG.OY-CLD-U-P-F

V-UG-OY-DLD-D-G-F

V-UG-OY-DLD-D-P-F

V-UG-OY-DLD-U-G-F

V-UG-OY-DLD.U-P-F

V-UG-OY.OPL-D.G-F

V-UG-OB-OPL-D.G-F

V.UG-OB-OPL-D.P-F

V-UG-OB-PLL.D-F

V-UG.OB-SSS-D-G-F

V.UG-OB-SSS-D-P.F

V-UG-OU-CLD-U-G-F

V-UG-OU-CLD.U-P.F

V-UG-OU-DLD-U-G-F

V-UG-OU-DLD-U-P-F

V.UG-OU-PLL-U-F

V-UG.MY-SSS-D-G.F

V-UG-MY-SSS-D.P-F

V.UG-OB-CLD-D-G-F

V.UG-OB-CLD-D-P-F

V-UG-OB-CLD-U-G-F

V-UG-OB.CLD.U-P-F

V.UG-OB-DLD-D-G-F

V-UG-OB-DLD-D-P-F

V-UG.OB-DLD-U-G.F

V.UG-OB.DLD.U.P-F

V-UG-MU-SSS-U-G-F

V.UG-MU-SSS-U-P-F

V-UG-MY-CLD-D-G-F

V-UG-MY-CLD.D-P-F

V-UG-MY-DLD-D-G-F

V-UG-MY.DLD-D-P-F

V-UG-MY-OPL-D-G-F

V-UG-MY-OPL-D-P.F

V.UG-MY-PLL-D.F

roort/Subsc

rport/Subscription)

rort/Subscriptir

rort/Subscriotion)

rort/Subscription)

, LIUI I

rort/Subscription)

)oort/Subscriotion)

lncludes SaaS Basi

lncludes SaaS Basic

lncludes SaaS Basic 5

rort/Subscription)

)ort/)uoscnouon

ncludes SaaS Production SUP

SaaS Basic

SaaS Basic

SaaS Basic

SaaS Basic

- shared Cloud

SaaS Basic Su- Dedicated Cloud for 1 DeviceDevices

for VMware AirWatch Content Locker View: 1 Device I
f1forDeviceLCollaborate:LockerContentAirWatchVMwarefor

- Shared CloudSuite tovMware Airwatch from Green Ma Suite

- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Mobile Su

Federal VMware Airwatch Content Locker View - On Premise for 1 Device Production

- Dedicated Cloud for 1 DeviceFederal VMware Airwatch Mobile Wrd

Federal VMware Airwatch Content Locker Collaborate - On Premise for 1 Device Production

Federal VMware Airwatch Content Locker View ncludes SaaS Basic Sul Device- Shared

Federal VMware Airwatch Content Locker Collaborate - On Premise for 1 Device BasicSu

rWatch DeviceFederal Production Su 3for1View:LockerContentAiVMwarefor
U.S. FederalVMware Content Locker Collaborate - Shared Cloud for 1 Device SaaS Basicr

- Dedicated Cloud for 1 Deviceent Suite forU.S. Federal VMware Airwatch fDevices

U.s. Federal Airwatch Locker View Locker Dedicated Cloud SaaSncludesborateCollacontentAirwatchtoContentAiruatchfromreVMwa

U.S. Federal VMware AirWatch Suite to Yellow Ma - Dedicated Cloud ncludes SaaS BasicSuite

U.S. Federal VMware Airwatch from Blue Suite to Yellow - Shared Cloud lncludes SaaS ProductSuite

U.S. Federal VMware Airwatch Content Locker View - Dedicated Cloud for 1 Device SaaS Basic bscri

Federal vMware Airwatch Mobileu.s. 1 Device

Federal VMware Airwatch Content Locker View - On Premise for l Device Basic Su

-Shared cloud for 1 DeviceFederal VMware Airwatch Mobile Wra
Suite toVMware Airwatch from Green MaU.s. Federal Suite

U.S. Federal Upgra(
Airwatch Airwatch Collaborateu.S. Federal

CloudSharedLockerContenttoLockerViewContentfrornAirwatchVMware
Locker Collaborate:U.S. Federal Production 3Device1contentAirwatchVMware

u.s. Federal VMware Airwatch Content Locker View Cloud for 1 Device SaaS Basic

Federal VMware Airwatch content Locker collaborate - Shared Cloud for 1 Device SaaS Production
u.5.

Federal VMware Airwatch M - On Premise for 1 DeviceSuite for BasicDevices

cludesFederal VMware Airwatch Content Locker Collaborate icated Cloud ProductionSaaSnDevice1forDed

Federal Production Airwatch Device Lfor1View:LockerContentreVMwafor
Federal VMware Airwatch Content Locker Collaborate - On Premise for 1 Device Basic

rwatchFederal Basic Su 3forDeviceIView:LockerContentAiVMwarefor

Federa I VMware Airwatch Content Locker Collaborate - Shared Cloud for 1 Device saaS Basic

U.S. Federal VMware Airwatch Devices - Dedicated Cloud for 1 Device SaaS ProductionSuite for f

U.S, Federal VMware Airwatch from Suite to Blue SaasCloudSuiteMa

U.S. Federal vMware Airwatch from Ora Suite to Blue on - Dedicated Cloud SaaSSuiteMa

VMware Airwatch Ora suite to Yellow Cloud SaaS BasicSuiteMU.S.

VMware Airwatch Content Locker View - On Premise for 1 Device bscriProduction
U.S.

Federal vMware Airwatch Mobile - Shared Cloud for 1 Device SaaSSu

Federal VMware Airwatch Content Locker Collaborate Cloud for ProductionSaaSncludesDevice1icatedDed

Federal Basic

Federal Basic

Federal VMware Airwatch - Dedicated Cloud for 1 Device saas BasicSubscrisuite for Devices

U.S. Federal vMware Airwatch from Green Ma Suite to Suite lncludes Basic- On Premise

u.S. Federal VMware Airwatch from Green Ma Suite to Yellow - On Premise BasicSuite

VMware Airwatch from Green Suite to Blue SaaS Basic- Shared Cloud
U.S. Federal Suite

AirWatch Colla borate:U.S. Federal Easic 3forDeviceILockerContentVMwarefor
u.S. Federal VMware Airwatch Suite for - Dedicated Cloud for 1 Device SaaS BasicDevices

- shared Cloud for 1 DeviceFederal VMware Airwatch Content Lockeru.s.
U.S. Federal VMware Airwatch SaaS Production- Dedicated Cloud for 1 DeviceSuite for Devices

U.S. Federal VMware Airwatch from Blue - On Premise Basic SuSuite SubscriSuite to Yellow Ma

U.s. Federal VMware Airwatch from Green - Shared Cloud SaaS BasicSuite to Blue Suite

U.S. Federal Production Airwatch borate: LforDeviceICollaLockerContentVMwarefor
Suite forFederal VMware Airwatch
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220.15

81.36

34.46

110.08

113.90

15s.06

156.98

7.82

113.09

29-67

30.53

6.84
7.82

32.25

6.84

32.25

43.27s

36.37s

159.85s
58.39s
50.30s
77.53s
79.45S

s 109.12

s 111.99

4L.16(
42.L2s

5 1s3.1s

5 118.19

s 12s.50

s 130.70

s 139.76
29.32s

S ss.rs
56.47s
s8.39s

5 78.49

81.36s

20.39s
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3L.525
42-64s
M.O3s

4.89s
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20.10s

114.00
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43.00

44.00

150.00

154.00

36.00

35.00

59.00

61.00

82.00

85.00

31.00

L67.OO

53.00

33.00

34.00

45.00
47.50

13s.s0

141.00

143.00

30.00

21.OO

22.OO

21.00

22.O0

33.00

6.00

s 225.00

S 23o.oo

85.00s
87.00s

38.00s

32.00s

s 11s.00

s 119.00

s 152.00

S 61.00

S gr.oo

83_005

33.00s
7.OOs
8.005

5 122.00

S 127.50

s.00s

7.00s
8.00s

D-DLD-U-2G-F

V.VID.DLD.U-3P-F

V-VID.CLD-D-P.F

D-CLD'U-2P-F

D-CLD-U-3G-F

rort/Subscription)
V-VID-DLD-D-3G.F

V.UG-VU.SSS-U-G-F

V-UG-VU-SSS-U-P-F

rort/su bscri otidv-uG-YU-D LD-u-G-F

V.UG-YU-PLL-U-F

lv-uG-YU-sss-u-G-F
V-UG-YU-SSS-U-P-F

V-VID-CLD-D-2G-F

V-VID-CLD-D-2P-F

V-VID-CLD.D-3G.F

rort/su bdv-uG-TU-sss-u-P-F

V-UG-VC-CLD-D-G-F

rort/Subscription) IV-UG-VC-DLD-D-P-F
V-UG-VC-PLL-D-F

V.UG-VC-SSS-D-G.F

V-UG-VU-CLD-U-P-F

rort/su bd v-uG-TU-sss-u-G-F

lncludes saaS Production supporlv-uG-VC-CLD-D-P-F

lv-vro-oel-o-ze-rrort/subscriotion)

lv-vrD-cLD-u-2G-Frort/Subscriotion)

SaaS Production LD-D-P.F

bscri

I ncludes SaaS Production Support/Subscri

SaaS Basic Support/Subscription) lv-vrD-DLD-D-G-F

SaaS Production Su D-DLD-U-2P-F

lncludes SaaS Production Su pport/Subscription) lv-vro-olo-u-re-r

saaS Production

SaaS Production- Dedicated Cloud for 1 Device

ent Suite toVMware Airwatch from Green Suite lncludes SaaS Basic- Shared Cloud

- Dedicated Cloud for 1 deviceFederal VMware Airwatch Printer
Federal VMware Socialcast icated Cloud for 1 User SaaS Basic

SaaS Production- Dedicated Cloud for 1 UserFederal VMware Socialcast

Federal VMware Airwatch Printer - Shared Cloud for 1 device SaaS Production Su

SaaS Basic- Shared Cloud for 1 UserFederal VMware Socialcast

Federal VMware Socialcast SaaS Production- Shared Cloud for 1 User

Federal VMware Socialcast SaaS Production- Shared cloud for 1 User

Federal VMware Socialcast ncludes SaaS Basic- Dedicated Cloud for 1 User

- Shared Cloud for 1 UserU.S. Federal VMware Socialcast Su

- Shared cloud for 1 UserU.S. Federal VMware Socialcast Su

U.S. Federal VMware Airwatch Printer - Dedicated Cloud for 1 device SaaS Basic Su

- Dedicated cloud for 1 deviceU.S. Federal VMware Airwatch Printer
- Dedicated Cloud for 1 deviceU.S. Federal VMware Airwatch Printer

U.S. FederalVMware Airwatch Mobile Device 1 Device
SaaS Basic- Dedicated Cloud for 1 deviceFederal VMware Airwatch Printer

Federal VMware Airwatch from Device & Airwatch Content View to Yellow Suite - Shared Clou

Federal VMware Airwatch from ment Suite to Blue Suite. Subscri - Shared Cloud SaaS Basic S

Federal Basic Su for VMware Socialcast: 1 User for 1

U.S. Federal Production VMware Socialcast: 1 User for 3

U.S. Federal Production su for VMware socialcast: 1 User for 1

U.S, Federal VMware Socialcast bscrilncludes SaaS Basic- Shared Cloud for 1 User

U.S. Federal VMware Socialcast 1 User

U.S. Federal Basic for VMware socialcast: 1 User for 3
SaaS Basic-Shared Cloud for 1 deviceU.S. Federal VMware Airwatch Printer

U.S. Federal VMware Airwatch Printer -Shared Cloud for 1 device ncludes SaaS Production

PrinterU.S. FederalVMware ncludes SaaS Productioncloud for 1 device

U.5. FederalVMware Cloud for 1 device SaaS BasicPrinter

Federal VMware Airwatch Printer - Shared Cloud for 1 device SaaS Basic Su

Federal VMware Airwatch from Green ment Suite to Suite Su - On Premise Basic Su

Federal VMware Airwatch Content Locker view - Dedicated for 1 Device ncludes SaaS Production Su

Federal bscri for VMware Airwatch Mobile Wra 1 Device for 1 r

Federal VMware Airwatch Content Locker View - Dedicated Cloud for 1 Device SaaS Basic

for VMware Airwatch Mobile 1 Device for 1Federal Basic Su

u.s. Federal vMware Airwatch Mobile - Dedicated Cloud for 1 Device SaaS Production

U.S. FederalVMware Airwatch Cloud - Dedicated Environment for I Licenses: 1 Device (L

U.S. Federa I VMware Airwatch Cloud - Shared Environment for I Licenses: 1 Device for 1 r
ncludes Production- On Premise for l DeviceU.S. Federal VMware Airwatch Content Locker View (

- Shared Cloud for 1 DeviceU.S. Federal VMware Airwatch Mobile

U.S. Federal VMware Airwatch Mobile - Dedicated cloud for 1 Device ncludes SaaS Basic

u.S. Federal vMware Airwatch Mobile Shared Cloud for Device ncludes SaaS Production Su1

Federal U VMware Airwatch from Device & Airwatch Content Locker View to Yellow Suite - On Premise

Federal vMware Airwatch Mobile SaaS Production- Dedicated Cloud for 1 DeviceWra

U.S. Federal VMware Airwatch
Federal Locker Collaborate 1 DeviceContentAirwatchVMwarecU

- Shared Cloud for 1 DeviceSuite forVMware Airwatch DevicesU.S.

U.S. FederalVMware Airwatch Content Locker collaborate - on Premise for 1 Device ncludes Basic

U.S. Federal VMware Airwatch Content View Cloud for 1 Device SaaS Basic

U.S. Federal Upgrat

U.S. Federal U VMware Airwatch from Green ent suite to Yellow Suite - Shared Cloud es SaaS Basic
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402.O2

420.20

563.78

S s89.52

2r3.45
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saaS Basic

saaS Production

SaaS Production Su

es Basic

SaaS Production1 User- Shared

- Extra Person

for VMware Airwatch Printer: 1 Device for 1 r

cloud for 1 UserFederal VMware Airwatch Green Suite
- Dedicated Cloud for 1 UserFederal VMware Airwatch Green Suite

Federal VMware View: lnstall - Extra Personre

Virtualization with VMware Enrollment

Virtualization with VMware - On Site

Virtualization with VMware

vcloud Automation Center: Extensi and Advanced Administration Enrollment

and Advanced Administration - Onsitevcloud Automation Center:

VMware vCloud Automation Center; - Extra PersonAdministrationand

U.S. Federal Usi VMware vcenter Lab Enrollment

U.S. Federal Usi VMware vcenter Lab - On Site

Federal VMware Airwatch Green - Dedicated cloud for 1 User SaaS BasicSuite

Federal VMware Airwatch Green - Shared cloud for 1 User SaaS BasicSuite

Federal VMware AirWatch Green Suite

VMware Airwatch for 1 Device SaaS Basic- DedicatedSuiteFedera

U.S. Federal VMware Airwatch Suite ncludes SaaS Production Su- Dedicated Cloud for 1 Device

u.s. Federal VMware Airwatch - Dedicated Cloud for 1 Device SaaS Production SuSuite
- On Premise for 1 DevicerSuU.S. Federal VMware Airwatch Suite

U.S. Federal VMware Airwatch - Dedicated Cloud for 1 Device SaaS BasicrSuite

Federal VMware Airwatch Ora - Dedicated Cloud for 1 Device Saas ProductionSuite

for VMware AirWatch Green Suite: 1 User for 3Federal Basic bscri

Federal vMware Airwatch Suite - Shared Cloud for 1 Device saas Basic bscriMa

Federal vMware Airwatch - Shared Cloud for 1 Device des SaaS Production bscriSuiteMa

U.S. Federal VMware Airwatch O Suite - Shared Cloud for 1 Device SaaS Production bscri

U.S. Federal VMware Airwatch ncludes SaaS Basic- Dedicated Cloud for 1 DeviceSuite

U.S. Federal VMware Airwatch Suite - Shared Cloud for 1 Device ncludes SaaS Basic Su

- Shared Cloud for 1 Device
U.S. Federal VMware Airwatch Suite

U.S. FederalVMware Airwatch Green Ma - Shared Cloud for 1 User SaaS BasicSuite

U.S. FederalVMware Airwatch Green Ma ncludes SaaS Production SuSuite for 1 User

Federal VMware Airwatch Green for 1 User SaaS Production Su- SharedSuite

Federal VMware Airwatch Printer - Shared Cloud for 1 device SaaS Basic

Federal Production
VMware Airwatch Printer: 1 Device for 3Federal Basic Su

for VMware Airwatch Green suite: 1 User for 1.S. Federal Basic

LJ.S. Federal Production Su for VMware Airwatch Green Suite: 1 User for 3

for VMware Airwatch Green Ma Suite: 1 User for 1
LJ.S. Federal Production

u.s. FederalVMware Airwatch Green Ma SaaS Basiccloud for 1 UserSuite

FederalVMware Airwatch Green Ma al: 1 UserSuiteu.5.

Federal VMware Socialcast SaaS Basic- Dedicated Cloud for 1 User

Federal VMware Socialcast - Dedicated cloud for 1 User SaaS Production

Federal VMware Airwatch Teacher Tools - On Premise for 1 Device bscriBasic

for VMware Airwatch Printer: 1 Device for 1u.s. Federal Basic

U.S. Federal VMware AirWatch Teacher Tools 1 Device- On Premise

.s. Federal VMware Airwatch Teacher Tools 1 Device- On Premise Production
U

u.S. Federal VMware Airwatch Teacher Tools - On Premise for 1 Device Basic

Production- On Premise for 1 DeviceFederal VMware Airwatch Teacher ToolsU.S.

Federal Production for VMware Airwatch Printer: 1 Device for 3

SaaS Production Su- Dedicated Cloud for 1 UserU.s- FederalVMware Socialcast 1 f

Federal VMware Airwatch Printer 1 Device
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19,03s.00
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8s.00

s,000.00
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130.00

100.00

100.00

90.00
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svc-cR-15-F
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SaaS Production

Suite: 1 Device for 3VMware Airwatch Ora

,UI L/:

- Shared CloudSuiteYellowvMware Airwatch from Mobile Device & Airwatch Content Locker View to

Air AcceleratorFederalVMware
FederalVMware Viritualization Health Check

Federal VMware Airwatch Ora Suite 1 Device
SaaS Basic- Dedicated Cloud for 1 UserFederal VMware Airwatch Green Suite
SaaS Production- Dedicated Cloud for 1 UserFederal VMware Airwatch Green Suite

Federal VMware Airwatch Green - On Premise for 1 Device Basic SuSuite

Federal Basic Su for VMware Airwatch Suite: 1 Device for 1

U,S. FederalVMware Airwatch Green Suite - On Premise for l Device Su

U.S. Federal VMware Airwatch Green Suite Subscri - On Premise for 1 Device Production Su

U.S, Federal VMware Airwatch Green Suite rSu - On Premise for 1 Device Basic

U.S. FederalVMware Airwatch Green Suite - On Premise for l Device Productionr

U,S. Federal Production SupPoG

u.s. VMware Airwatch Suite Su - Shared for 1 Device SaaS Basic

U.S. Federal Production for VMware Airwatch Suite: 1 Device for 1 f

U.S. Federal Basic for VMware Airwatch Suite: 1 Device for 3

U.S. Federal U vMware Airwatch from Mobile Device & Airwatch Content Locker View to Yellow Suite - On Premise

U.S, Federal Uosral
Locker Locker collaborate - Shared CloudFederal U ContentAirwatchtoViewContentAirwatchfromAirwatchVMware
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Federal Restricted SKU & Credits. P Services. PSO Credit 151-500.
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Federal Restricted SKU & Credits. Services. PSO 601-1200.

Federal & Train Credits - Services PSO Credit 1201+

U.S. Federal Restricted SKU: & Credits. Services. PSo Credit 1201+

U.S. Federal Socialcast and - On Premises

U.S. Federal Socialcast Client Account

u.S. Federal Socialcast Reach

U.S. Federal Socialcast On

LJ.s. Federal Socialcast Custom Theme
- Dedicated Cloud for 1 UserGreen MaFederalVMware Suite

U.S. Federal Usi VMware vcenter Lab - Extra Person

U.S. Federal & Credits - Services PSO Credit 1-150

Federal Restricted sKU: & Credits. Services. PSO Credit 1-150.
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carahsoft"
Mardr 10,2015

$tate of Utah Division of Purchasing

3150 $tate Office Building

CapitolHill
$alt Lake Ci$. Utah 84114

Re; Cara$sofi's Reoponoe to tlr Sfafe o{ t"itah'sRequesf for Propo.ral for f'lA$PO ValueQoinl Masfer

Agvementfor Claud SaMions, Soibifafion # CHl60t2.

Dear Mr. Hughes,

Carahsoff Technology Corp. appreciates the opportunity to respond to the $tate of Utah's Reguest for

Froposals/CVlnformation fbr Froject Desuiption'

./

Robert R. Moore

Vice President

Pleasefeel*eetomntaoimedirec{lyat703.87t'85oc@orJackDixonai
703.230.754ltle9k.Dixon@carahs0fr.@n with any questions qr comrnunimtions that will assist the Agenoy

in *re evaluatioil of Wse. This proposal is valid fur 90 days frorn the date of submission.

Thank you for your time and consideration.

Sincerely,

/e

Corporation understands hat hey may

additional terme and condithns, including additional adminisbative
Carahsoff

a

required to negoliate

feeq wih Participafing

Entities when Addendum.
hisofas aufilizedCarahsoft OEMsfre pa*fris proposedbeingliihen responsewritng

ffrisStaff form propooalthisassist oeatingto response. responsiblepreparingre$p0me
& HollDavidJad< Dixon ConhactMoore ViceRobertindude President, Specialist,R,

Coordinator
cunently suspended, debaned or otrenuise excludedCarahsoff Technology Corporation is not

salesforhe
Technology

Adminishative

ahat 0.?.50/a

will to totalAdminisba{ive feeandFee applyParticipating Ent?any

andfrom federalor state

awarded*om theRFP.Master

solution.

ofliet msolutions triEanl9TCarahsofr all*ncompassingincludingCorporatlonechnology
ServiceslaaS&coverswhioh t€ FaaS, conr$etion/d eployment$aaS, categories.r€spsrce

rnanufacbrers olvr'lihewillbut eiherutilizeonbased manutadrrer integralion policieswill vary
manufacfurers'$emaor trird subcontracbr ser$cn9and speci*lizingprocedures party

to Aitachrnent tl forfirrther detail.and soluticn
can levels pf data

Please see our

requiremenis,$rlppo* based on

5.2.1

5.2.2

5.2.3

5.2.4

5.2,5

5.2.6

1860 MICIta[t. FARAITaY DRM, I SU$E loo 1 RLSION, VA 20190 I TEI.763 871 85oo I FAX 7o3 8n 8505 | WWW.CA*AltSOlr^st{
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soucrTATloN # cH16012a
RFP SlarunruRE Pnar

5.1 of theThe Lead State's

Please find below Carahsoffs RFP Signature Page below,

:)

J
canahsoft canhsoft

1-



State of Utah Vendor Information Form

Legal Company Name (inciude d/b/a if 4plicable)

Carahsoft Technology Corporation

Federal Tax Identification Number

52-2189693

State of Utah Sales Tax ID Number

9721863-0143
Ordering Address

1860 Michael Faraday Drive, Suite f00
City

Reston

Strte

VA

Zip Code

20190
RemitanceAddress (if diftrent frorn ordoring address)

1860 Michael Faraday Drive, Suite 100

City

Reston

Strrte

VA

Zip Code

20190
n/pt I proprierorship I rartnersnip fl Government

ffi for-nrofit Corporation fl Non-profit Corporation

Company Contaol Pcrsofl

Robert R. Moore
Telophone Number (includp area code)

703.871.8504

FaxNumbcr (include area code)

703.871.8505

Companyrs lirternet Wcb Address

www.carahsoft.com

Enail Address

robert. moore@carahsoft .com

Offeror! Authorized Representative's Signature

/l u/t fl 4(c-__-.-_^
Type orPrintName

Robert R" Moore

Position or Title of Authorized ReBresentative

Vice President

.Date:

3 /16/aola

tat5l20t4



3'1f2016 R€quest for Proposal.hhnl

State of Utah
Request for Proposal

Legal Company Narne (include d/b/a if appllcable)

Calahssft Technology Corporation

Federal Tax ldentification
Number

52-2189693

State of Utah Saleo Tax lD Number

9721863-0143

Odedng Address

1860 Michael Faraday Drive, Suite 100

City
Reston

State

VA
Zip Code
20190

Rernittance Address (f different frorn ordering address)

1860 Mlchdel Famday Drivq Suite 100

cit:t
Reston

State
VA

Zp Gode
201S0

Type X-i i.: ' -. '.-:
Corporation Partnenship Pmprietorship Goremment

Company Contact Person

RobertR. Moorc

Telephone Number (lnclude arca code)

703.871.8504

Fax Number (lnclude area oode)

703.8718505

Gompany's lntemet Web Address

www0arahsoft,com

Emall Address
Robed.Moore@Carahs ofi .com

Discount Terms (for prompt payment discounts):

Not Applicable

Days Required for Delivery After Receipt of Oder (see attached for
any reguired minimums)

By submitting a proposal in response io this RFP, the Offeror acknowledges and agrees thatthe specifications, terms and conditions, or
sther elements of the RFF arc not ambiguous, confusing, contradictgry, undttly restrictive, eng.neoiJs, br antlcompetitive. The Offeror further
acknoiytedges that it has read thls RFP, along with any attached orreferenced documents, and this document, including the General

Prwisisns,

Offercl's Authofized Representative's Signature

/l ('r /u, *e-
Date

311012016

Type or Frint Name

Robert R. Moore

Positlon or Title

Vice President

NOTICE

f le:///Cytrsss/dholl/AppDab/LmallTemt'Iempl6-sdec&dDocumenb,zip/Requ€€e/o2ofor7o20Propcal.html 1t3



soltclTATloN # cH160121
ACTruOWLEDG EM ENT OT ANN ENDMENTS

Please find of Amendments.

)

camhsoft carahsoft
4



o
ACKNOWI.EDGEM ENT OF AM EN DMENTS TO RFP (SOLICITATION CH16O12)

This attaehment represents that the offeror has read, reviewed, and understands the totality of
solicitatien cH16012, includingthe final RFF doeument posted on February 10, 201G.

By signing below, the offero-r attest to reviewing the documents listed above.

/T
SignatureRe
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The 0ne 0r two page executive summary is to briefly describe the Offerods Proposal. Th is summary should

hig hlight the major features of the Proposal. It must indicate any requirements that cannot be met by the

Offeror The Lead State should be able to determine the essence of the Proposal by reading the executive

. See Section 5.4 of the RFP

EXTCUTIVE SUNNMARY

Prime Gontractor: Carahsoft Technology Corp.

Garahsoft Technology Corporation understands that the State of Utah & NASPO ValuePoint is seeking a

Master Agreement for Cloud Solutions,

Carahsoft has assembled a team from our vast portfolio of over 200 hundred vendors that includes our

premiere network of cloud solutions, resellers, and subcontractors as the best solution to meet the State of

Utah's requirements. The intent of our proposal is to deliver the highest value proposition at the lowest

possible cost to the State of Utah, NASPO ValuePoint, & all participating entities for the acquisition of cloud

solutions. Carahsoft understands the need for high quality cloud based service providers that have the

ability to provide a menu of cloud solution offerings. Carahsoft's superior contract management and

netwbrk of Cloud Solution Providers will ultimately increase the State & Participating Entities overall

efficiency, reduce costs, improve operational scalability, provide business continuity, increase collaboration

efficiencies, and all for expanded flexibility.

Carahsoft Technology Corp. is an lT solutions provider delivering best-of-breed hardware, software, and

support solutions to federal, state and local government agencies since 2004, Carahsoft has built a

reputation as a customer-cenhic real-time organization with unparalleled experience and depth in

government sales, marketing, and contract program management. This experience has enabled Carahsoft

to achieve the top spot in leading software license GSA resellers.

VENDOR RELATIONSHIPS - Just as each state, territory, and participating entity is unique in how they

employ cloud solutions, Carahsoft's cloud offering follows a unique business model focusing on providing

superior sales and marketing execution, a track record of success, high integrity, and a focus on strategic

vendor relationships.

PROVEN EXECUTION (Growth and Experience of Sales)- Carahsoft has been supporting the lT needs

of Government and Education Customers for more than 12 years. Our Public Sector Sales Team supports

the Government, Education, and Healthcare vertical markets and is an enormous component of Carahsoft's

ongoing and continued growth. \n2014, Carahsoft had revenues of over $2B in the public sector market,

Oui Stite & Local Government Sales Force is solely dedicated to supporting the unique needs of Higher

Education, K- 12 Schools, State Government, and Local Government customers,

CONTRACT VEHICLES - Over the past ten years Carahsoft has acquired and maintained a wide variety

of purchasing contract vehicles for agencies at the state, local, and federal levels, Carahsoft holds

statewide contracts in many states across the country, and we have a great deal of experience with

contract transitions. Associated with all contracts are dedicated and experienced contract management

resources,

6canahsoft carahsoft



soLtclTATloN # cH16012

Carahsoft has leveraged its vast contracting experience and extended it to quoting and order management,

Carahsoft seamlessly generates quotes wittrin gO minutes or less and processed over 56,000 orders in

2014 that were each completed the same day received.

GROWTH & STABILITY - Carahsoft has continued to show impressive growth year after year, turning

annual revenue from $3.4 million in our first year in 2004 to $1,065 billion in 2011, $1,465 billion in 2012,

$1 ,B billion in 2013, and $2.45 billion in 2014,ln september of 2014,7,501 orders were processed worth

over $626 million, We are a stable, conservative, and profitable company and have received numerous

accolades including the 2013 GovCon Government Contractor of the Year Award in the greater than

$300M revenue category, Carahsoft was also recognized in the following areas:

. Largest GSA Schedule 70 Contract holder for software

r /th of the Washington Business Journal's 100 Largest Private

Companies List for 2014
. 2012Federal 100 Winner, Craig P, Abod, Presidentand CEO

, 2013 Federal 100 Winner, John Lee, Vice President of Cloud

dMW:r
Services

As a part of this response Carahsoft has utilized multiple Cloud Solution Vendors, covering all of the Cloud

Sotution Categories; SaaS, laaS, PaaS. Carahsoft's strong vendor relationships and partner ecosystem

have created in efficient and cost effective response which encompasses all vendor solutions into a single,

easy to utilize vehicle, While the technical requirements of each solution vary, Carahsoft strives to

coniolidate these specifications and responses into a cohesive unit'
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MnTDAToRY MINIMUMS
This section should constitute the Offeror's point-by-point response to each item described in Section 5 of

the RFP except 5, 1 (Signature Page) and 5,4 (Executive Summary). An Ofiero/s resp0nse must be a
I

n the order listed, to each tn the Section 5 of the RFP

5.1 -S

Please find Carahsoffs Signature Page completed above'

5.2 - Gover Letter

Please find above Carahsoft's Cover Letter addressing these requirements.

Proposals must be submitted with a vendor information form, located on Bidsync as

RFP, which must contain an ORIGINAL HANDWRITTEN signature executed in INK

SIGNATURE, and be retumed with the Ofierols

an attachment to the

ORAN ELECTRONIC

Proposals must include a cover letter on ofiicial tettel!9{ of the Offeror. The cover lefter must

RFP Title and number, and must be signed by an individual authorized to commit the Offeror to

identiff the

the work

proposed. ln addition; the cover letter must include:

5,2.1 A statement indicating the Offero/s understanding that they may be required to negotiate additional

terms and conditions, including additional administrative fees, with Participating Entities when executing a

Participating Addendum,

5.2.2 Astatement naming the flrms and/or staff responsible for writing the proposal.

5,2.3 A statement that Offeror is not currently suspended, debaned or otherwise excluded from federal or

state procurement and no n-procureme nt programs,

5,2.4 Astatement acknowledging that a0.2S%NASPO ValuePointAdministrative Fee and any

Participating Entity Administritive fee will apply to total sales for the Master Agreement(s) awarded from

the RFP.

0.2.5 A statement identifying the service model(s) (SaaS, laaS, and/or PaaS) and deployment model(s) that

it is capable of providing under the terms of the RFP. See Attachment C for a determination of each service

model subcatelory. Thi services models, deployment models and risk categories can be found in th.e

Scope of Serviies, Attachment D. Note: Multiple service and/or deployment model selection is permitted,

and at least one service model must be identified. See Attachment H.

b,2,6 A statement identifying the data risk categories that the Offeror is capable of storing and securing,

See Attachment D and Aftachment H,

carahsoft carahsoft
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lf the RFP is amended, the Offeror must acknowledge each amendment with a signature on the

acknowledgement form provided with each amendment, Failure to return a signed copy of each

amendment acknowledgement form with the proposal may result in the proposal being found non-

5.3 - nt of Amendments

Carahsoft acknowledges all amendments, Also please find below Carahsoft's Acknowledgement of

Amend ments form completed

5.4 - Executive

Please find above Carahsoft's Executive Summary addressing these requirements.

5.5 - General Requirements

5.5.1 Offeror must agree that if awarded a contract it will provide a Usage

for the quarterly sales reporting described the Master Agreement Terms a

Addendums,

Report Administrator responsible

nd Conditions, and if applicable

Report Administrator responsible for

nd Conditions, and if applicable
Carahsoft agrees that if awarded a

quarterly sales reporting described

contract they will provide a Usage

in the Master Agreement Terms a

Participating Addendu ms

Carahsoft agrees to coope rate with NASPO ValuePoint and SciQuest (and any authorized agent or

successor entity to SciQuest) with uploading Carahsoft's ordering inskuctions, if awarded a contract.

5.5.3 Offeror must at a minimum complete, provide, a

Assessment, Offeror must either submit a completed

nd maintain a completed CSA STAR Registry Self-

The Consensus Assessments lnitiative Questionnaire

(CAIQ), Exhibit 1 to Attachment B, or submit a report documenting compliance with Cloud Controls Matrix

(CCtvtj, Exhibit 2 to Attachment B, Offeror must also represent and warrant the accuracy and currency of

ihe information on the completed. Offerors are encouraged to complete and submit both exhibits to

Attachment B

For ease ofaccess and evaluation, Carahsoft has provided these Assessment documents under separate

cover. All copies have been submitted electronically per the instructions of the RFP. Please note that

specific assessments have been labeled as confidential- additional information is provided in the

Confidential, Protected, or Proprietary lnformation section.

uldsho h ht theitsof An VEExecutiExecutivean rghligSuOfferors Summarymust mmary proposalprovide
Thees.n0tn thanm0re threethedescribeofres Offerofsan pag(3)featu proposalproposal. rieflymajor

the Executivetole the essence themmitteec0 ldshou ab determine of by readingbeevaluation proposal

uirements that cannot be met the Offeror must be included,s

5.5.2 Offeror must provide a statement that it agrees to cooperate with NASPO ValuePoint and SciQuest

(and any authorized agent or successor entity to SciQuest) with uploading an Offeror's ordering

if awarded a contract,

carahsoft carahsoft
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5.5.4 Offeror, as part of its proposal, must provide a sample of its Service Level Agreement, which should

deflne the performance and other operating parameters within which the infrastructure must operate to

meet lT and requirements,

SERVICE LEVEL FMMEWORK
The seMce levels ("Service Levels") applicable to the Services specified in Sections I and2 are set forth in

Schedule B to this bD l"Service Levels for Cloud Platform Services"), The framework that governs all Service Levels

is set forth in this Section.

Commencement of Service Levels

Gommencing thirty (30) days from the Service Start Date (as set forth in the applicable Order Form), Virtustream's

performanciot tnb bervices will meet each applicable Service Level, lf Virtustream's performance of the Services

does not meet the applicable Service Level, then Virtustream will use commercially reasonable efforts to restore its

performance to meet such Service Level,

Service Level Reports

Service Levels will be calculated and measured monthly by Virtustream on a calendar month basis and reported

each month for the previous month. The reports will be provided to Customer by the tenth (10th) working day of the

month following thaito which such report relates, commencing on the second (2nd) month following the Service Start

Date and each month thereafter, The monthly service level reportwill contain at least the following items: (i) Uptime

statistics for the month concerned; (ii) an analysis of reported incidents over the previous month, broken down by

type for discussion; (iii) action plans for items giving rise to concern; (iv) comments and observations on any issues

arising trom Virtustream's perlormance monitoring activities; (v) recommendations on service delivery strategies to

maintiin or enhance the service level; and (vi) rwiew of general business requirements ("Service Level Report").

Cloud Platform Services (CPS) has its own specific service levels as described in this document. Cloud Cover

Services (CCS) has service levels that pertain to the CCS offerings and are reported separately, Not all Virtustream

customers have CCS but all Virtustream customers use CPS.

Service Level Review Meetings

Monthly Service Level review meetings will be conducted by Virtustream with Customer where the monthly Service

Level rbport specifled above will be discussed. lf any of the Service Levels measured over the previous calendar

month period is not achieved in that month, then Virtustream will include the steps taken to rectify the problem in the

next monthly Service Level Report. ln addition, the issue shall be an agenda topic for discussion at the next monthly

service review meeting, Additionally, after restoring service or otherwise resolving any immediate problem as

specified in this SD, ifVirtustream iails to provide Services in accordance with the Service Levels, Virtustream shall:

a, Promptly investigate and report on the causes of such problem;

b, provide-a Root Cause Analysis of such failure as soon as practical after such failure or at Custome/s request;

c. Conect such problem that ii Virtustream's fault or responsibility, as soon as reasonably practicable and coordinate

the correction oi such problem if Virtustream does not have responsibility for the cause of such problem'

d, Advise Customer of the status of remedial efforts being undertaken with respect to such problem;

e. Demonstrate to Custome/s reasonable satisfaction that the causes of such problem (that is Virtustream's fault or

responsibility) have been or shall be conected on a permanent basis; and

t, f'afe corrective actions to prevent any recurrence of such problem (that is Virtustream's fault or responsibility).

Root Cause Analysis
promptly following Virtustream's failure to meet a Service Level, Virtustream will perform a root cause analysis to

Oetermine the realson for that failure. Upon Virtustream's determination of the cause of such failure, it will provide to

Customer a preliminary report citing the cause of such failure. lf Virtustream determines that the failure was due to

Virtustream, an additional report will be provided that details the root causes of the failure, and which details any

measures that should be taken to minimize the possibility that such failures will re-occur. Virtustream will correct the

problem and use reasonable commercial efforts to minimize the re-occurrence of such failures'

Service Level Exceptions

Virtustream shall not be liable for any failure to meet the Service Levels, to the extent such failure was caused by one

or more of the following:

a, A failure of Customer or any of its employees, agents or contractors (including any of Custome/s third party

service providers) to perform any of its responsibilities under this SD;

carahsoft 10
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b. Any act or omission of Customer or any of its employees, agents or contractors (including Gustomeds third party

service providers or other third parties acting on behalf of Customer);

c. Any hardware, software or other product of a third-party or Customer equipment;

d, Any failure of Customer to secure the proper access rights or maintenance and support services with respect to

any component of the Services (e,g., hardware, software, network, maintenance) for which Virtustream does not bear

operational responsibility;

e, Downtimes resulting from a Virtustream's scheduled maintenance windows;

f, Customer's reprioritization of the tasks to be performed by Virtustream where such reprioritization causes

Virtustream to miss a Service Level;

g. Viruses; provided that the infected Virtustream-provided system had virus protection for which the virus protection

software updates were up to date;

h. An etection by Customer to purchase a base commitment that is not sufficient to run Custome/s system (e.9., lf a

customer elects to size a pVM pool that is insufficient to run the designated workload);

i. lssues occurring outside of standard working hours (as defined for business levelcustomers)-forwhich the

Service Level Objectives (SLOs) do not apply;
j. Cloud Cover Services (CCS) offerings - for which the Service Level Objectives (SLOs) do not apply;

k, Resolution delays due to lack of client response and/or Customer provided credential based information;

L Priority levels not agreed upon by both customer and supplier;

m, Claims of performance degradation not substantiated through Customer provided diagnostic testing results,

5.7 Recertification of Minimums and Technical cations

Carahsoft acknowledges that if awarded a contract under the RFP that it will annually certify to the Lead State that it

still meets or exceeds the technical capabilities discussed in this proposal,

Offeror must acknowledge that if it is awarded a contract under the RFP that it will annually certify to the

Lead State that it still meets or exceeds the technical discussed in its

camhsoft 11
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This section should constitute

Offerofs response must be a

the Section 6 of the RFP.

the Offerods r€sp0nse to the items descfibed in Section 6 of the RFP An

specific point-by-point resp0nse ln the order listed, to each req uirement ln

BuslNEss Pnonlr

Carahsoft Technology Corp, was started in Reston, Virginia in 2004. Carahsoft remains headquartered in Reston

Virginia employing wer 500 people that specifically supportthe Public Sector (Federal, State, Local, and Public

fuiOeO fOucationat Entities Nationwide within the United States.) Carahsoft has built a reputation as a customer

focused organization with depth of experience in government sales, marketing, and contract qroglary management'

Carahsoft is one of the largest sellers of Cloud (including SaaS, PaaS, and laaS) to U.S. the Public Sector,

Carahsoft's organizational structure allows for very focused and individualized support of any customer. The

Executive Mariagement team at Carahsoft is responsible for all aspects of day to day running of the organization,

Reporting to thetxecutive Management Team are Directors, lt is the Directofs primary responsibility to ovensee a

particulaitechnology area(s) andlo monitor and manage all aspects of the staff, customers, and business within that

area, An example-of a Technology Area at Carahsoft is the VMware Virtualization practice. A host of technology

offerings that use VMware at their-core are supported by a single business unit overseen by a single Director that has

reach Sack and access to the Executive Management staff. The Directo/s are then supported by a group of Team

Leads. Each Team Lead Oversees a business area (typically defined by customer type (i,e, State Customers) or

technology type (i,e. Virtual Desktop). Each team lead oversees a staff that is responsible for executing and

managing the activities within that business unit'

At its' core, this organizationalstructure is lean and efficient, lacking layers of middle management, and empowering

individuals with deiision making capability in order to support all customers quickly an efficiently'

Carahsoft boasts an excellent employee retention rate, Specific benchmarks that we track include employee

retention at 2 years of employment and 4 years of employment with rates of 65% and 90% respectively,

Carahsoft has been providing cloud solutions since opening its doors in 2004. US Public Sector entities have relied

on Carahsoft to provide a wide variety of cloud technologies, Carahsoft serves as the cloud distributor and provides

access to the core cloud technology with the core technology being supported by companies such as SalesForce,

Google, ServiceNow, etc, Carahsoft currently support a state-wide implementation of Service Now's cloud

techiology within the Commonwealth of Pennsylvania, This implementation is known as the Enterprise lnformation

Help Deik and manages all incident requests, Additionally, in 2013, Carahsoft has contracted with the State of Ohio

to provide a cloud solution built around the technology from Salesforce. Ohios' Department of Administrative

Services has contracted for Carahsoft to provide a variety of services including Service Cloud, Radian6 and

Marketing Cloud as well as others. Both the Ohio and Pennsylvania cloud solutions are still being provided to these

organizations,

Contracts similar in scope and size of this NASPO Cloud RFP:

ible for award,be

structu t0,startedUT diusiness inclub organizationalProvidele a ofrofile year1 Bus Profiiness ng6. p y0
numberlastthe reetharketm etc,sector 0verrowthfocus t0 years,(3)baseclient n, ) g,by reg( ncluding ny

thewith servicesthat associatedberatesn forretentioof employees may0yee (specificemployees, emp
nlm ofum threeustm emonstrated matwo USINESSES (3)etc, Bthto e the0ver lastrelated (2) yearsRFP)

toscale udiinclSOcloud utio forns expenence,of governmentnglarge projects,experience providingyears
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California Multiple Award Schedule California CMAS 3-1 2-70'2247 E

Delaware Salesforce Contract Delaware SE-CLD-001

Florida Commercial-off-the-shelf Software Contract Florida COTS 43230000-14-01

lowa Salesforce Contract lowa 2015-BUS-004

Ohio Master Cloud Services Agreement Ohio MCSA-0016

0hio State Term Schedule Ohio STS 534354

Texas DIR Salesforce Contract DIR.SDD-1793

Texas DIR EmergencY Preparedness Contract DIR.SDD-2035

Texas DIR Software/SaaS Contract DrR-TSO-3149

VITA Desktop Productivity Software Contract VITA VA-140401-CARA

6,2 - Scope of Experience

consortium contracts similar

dollar value of the business'

provided Solutions identical

Describe in detail the business' experience with government or large

to the Master Agreements sought through this RFP, Provide the approximate

five (5) largest contracts in the last two (2) years, under which the Offeror

or veiy similar to those required by this RFP. Government experience is

CoNTRACT VEHICLES - Over the past ten years carahsoft has acquired and maintained a wide variety of

pri.n6ing contract vehicles for agencies at the state, local, and federal levels. Carahsoft holds statewide contracts

in rrny siates across the countryland we have a great deal of experience.with lT Master contracts accessible to

nrr.166 public agencies. Carahsoft has extensive experience in successfully launching, maintaining, and

managing ihese co--ntracts and projects over a wide range of government customers. The range of government

proi..ir include agency/ county/ city wide project, state-wide-efforts, and multi-state contracts, as well as supporting

b.i;;i; that cross-a wid. rang'e of 
-Federal 

government customers, Examples of some of these projects include:

TEXServe Multi-jurisdictional Purchasing Program: Carahsoft promoted and managed the Texserve

Contact-allowing tne tutt VMware products & Services portfolio to be procured by Texas K-12 Users at a discounted

price,

TEXserve services including: VMware Technical Support, Pre-sales licensing configuration &

design, contract promotion, ad hoc revenue reporting, and customer nurturing/ upsell campaigns. Carahsoft

wortied with Texserve, K-12 customers, to partner with a select number of VMware Premier and Enterprise

Authorized Resellers utilizing their expertise under the Texserve conhact'

oNENET purchasing consolidation: carahsoft serves as the prime contractor and program managerfor

the ONENET contract seriing the entire ONENET community providing the ability to procure VMware software

lticensinglsupport) through a-trusted network of strategic partners at a discounted rate. Carahsoft has a proven track

iecoro oiprouloinil tne n:lgnest level of technical support while ensuring that members receive the proper software

products and services conveniently under the ONENET Contract'

TX DIR Gontract Sales: Carahsoft maintains a number of purchasing vehicles with the State of Texas

Department of lnformation Resources (DlR,) 2014 DIR sales accounted for greater than $50M in revenues.

Carahsoft actively markets these contracts and has grown revenues at greater than 10% annually for the past 5

years.

Total GSA State & Local Sales: Carahsoft holds a US General Services Administration (GSA) Schedule 70

iechnology Contract. This contract is open to State and Local agencies to purchase as a form of Cooperative

carahsoft 13
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purchasing, Carahsoft markets the availability of this contract to eligible users and maintains sales revenues to

eligible State and Local entities at greater than $50M annually.

As a whole, Carahsoft's live largest public sector contracts have totaled approximately $211,571,0Q7 in sales in the

past 2 years,

Carahsoft GSA Schedule GS-35F-0'119Y $127,242,948.95

Texas DIR Emergency Contract TX-DIR-SDD-2035 $ 39,007,058,19

Texas DIR BMC Contract TXDIR-SDD-,I727 $ 15,734,306.68

Texas DIR Salesforce Contract TXDIR.SDD-1793 $t 4,876,679,26

Texas DIR Adobe Contract TX-DIR.SDD-2504 $ 14,710,013,43

Total Sales: $21 1,571,006.51

These contracts make up close to 2/3 of the total sales on contract that Carahsoft completed in that span. All of these

contracts are currently in place with government entities.

Carahsoft has deemed its audited financials to be considered confidential, Additional information is

provided in the Confidential, Protected, or Proprietary lnformation section. For D&B report along with

additionalclarification, please see page 360 in the Supplemental lnformation Section,

6.4 - General lnformation

Carahsoft has assembled a team from our vast portfolio of vendors that includes our leading premiere

network of cloud solutions, resellers, and subcontractors as the best solution to meet the State of Utah's

requirements. They include:

AODocs, CA, DocuSign, FireEye, Google, QTS, Salesforce, SAP, ServiceNow, Virtru, Virtustream, VMware

Carahsoft is submitting as the exclusive offeror for all Google, Salesforce, and ServiceNow solutions and

services for the NASPb Cbud solicitation. These manufacturers have deemed Carahsoft as the prime

contractor who can effectively and efficiently manage the NASPO cloud contract on their behalf,

As a part of this response Carahsoft has utilized multiple Cloud Solution Vendors, covering all of the Cloud

delivery models; SaaS, laaS, PaaS, Carahsoft's strong vendor relationships and partner ecosystem have

created an efficient and cost effective response which encompasses all vendor solutions into a single, easy

6.3 - Financials Offeror must provide audited financial statements, of the last two years,

demonstrate that an Offeror meets at a minimum Dun and Bradstreet (D&B) credit rating

or a recognized equivalent rating, Please provide the Respondent's D&B Number and the composite credit

rating. Th-e State reserves the right to verify this information, lf a branch or wholly owned subsidiary is

bidding on this RFP, please provide the D&B Number and score for the parent company that will be

to the State that
of 3A2 or better,

financi responsible for of the

6.4.1 Provide any pertinent general information about the depth and breadth of your Solutions and their

overall use and acceptance in the cloud marketplace'

camhsoft t4
carahsoft



soLlctrATloN # cH16012

to utilize vehicle, While the technical requirements of each solution vary, Carahsoft strives to consolidate

these specifications and responses into a cohesive unit, For example:

CA Technologies is a leader in lT Management Solutions in the industry, CA has be steadily moving its

premier on premise management solutions to the cloud, CA Clarity Project and Portfolio Management

(PPM) is one of the leading solutions used by state governments today,

Google's SaaS offering, Google Apps, has been commercially available since 2006 and presently has -5.3

million paying customers covering 26m+ end user licenses, Google Apps represents a combination of the

most populai consumer products that have been prepared for Enterprise use through the means of adding

Administrative and Compliance Controls to the suite,

Gmail is the anchor product in the SaaS offering, Google has over 1B consumer users of Gmailand from

that success designed a means by which customers could bring their own email-enabled domain name(s)

into this managedservice to replace legacy on-premises systems at a significantly reduced price, The

straightforward means of migrating data as well as configuring the service and the knowledge that a

majority of these business users may already be familiar with Gmail via personal use has made the

adoption of Google Apps a logical choice.

Examples of the evolution of this SaaS offering include:

r Acquisition in 2007 of one of the leading email security and compliance vendors and the integration of

those services to the Gmail Advanced Seftings options, These features include the ability for customer

System Administrators to set Spam, Content, Aftachment and TLS policies to meet their specific

requirements,
r ln 2011 Google launches the Google Apps Status Dashboard, a publicly accessible website with RSS

feeds to keep the world apprise of current system status.

o ln2012Google increases the Gmail storage allocation from 1Ogb to 259b, no change in price

r ln 2013 Google modifies the storage space to uniff email and Drive storage and increase the allocation

to 30Gb, no change in price

o h2AM Google offers a new premium SKU that offers unlimited unified Storage

o ln 2015 Google enhances the Gmail Advanced Settings features to include pre-defined lexicons to

support Data Loss Prevention scanning in email,

The above list is a short list of the variety of services, support offerings, features and best practices that

Google has adopted into the service delivery of the SaaS offering. ln addition to the wide use of GMail,

Google has six other products with over a Billion active users. Those are Google Search, Chrome,

Android, Google Maps, YouTube and Google Play.

Chrome as a browser and an operating system are further evidence of strong usage and market

acceptance, ln a report released by Net Applications in April of 2015, Chrome browser held 25'68% market

share while lE11 had 25,04,followed by lE8 at 16,0, The increase in adoption by Enterprise customers is

attributed to the real time updates against emerging threats and the Chrome for Enterprise browser

controls.

Chromebooks, the laptops that run Google Chrome as the OS, are seeing a rapid increase in sales in the

K-12 market worldwide, This is attributed to the low-cost and the easy-to-manage machines.
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Google's PaaS/laaS offerings entitled Google Cloud Platform was first announces in 2008 with Google App

Engiie, a platform to develop and host web applications, Early success on this platform included The

nolat WeiOing Website and' BestBuy moving their online Gift Card/Registry se_rvice-to the. platform, Over

the years, and-based on market demand, Google began to externalize off PaaS/laaS service offerings that

Google developed originally for their own infrastructure and platform utilization,

Google continues to expose the benefits of Google's infrastructure to outside entities'

Or, put differenly, Google lets customers use the same infrastructure that allows Google to return billions of

seaich results in milliseionds, serve 6 billion hours of YouTube video per month and provide storage for

lBillion Gmailusers.

Salesforce is the enterprise cloud computing leader dedicated to helping companies and g-overnment

agencies transform into connected organizations through social and mobile technologies. Since launching

iti nrst service in 2000, Salesforce's I'lst of over 150,000 customers span nearly every industry worldwide'

The company's trusted cloud platform is creating a connected government experience for over 1000

government igencies including all federal cabinet government agencies and the majority of US States.

ilritn tne worldis leading cloud platform, Salesforce is freeing govemment data from legacy systems,

empowering citizens and connecting agencies to administer government in powerful new ways,

Governmeni agencies are using Saiesforce solutions for a multitude of government functions including

grants management, constituent communications and conespondence management, incident and case

i'.'rnrg.m.ni call/contact center management, outreach programs, learning management, volunteer

manaler.nt, project management, and even donor management, among numerous others'

SAp is the fastest growing company at scale in the cloud with a user base of over 95 million subscribers'

We also have the lirgestiloud portfolio of over 30 solutions for all lines of business as well as business

suites. We also have 41 data centers in 21 locations in 11 countries,

Security is a multidimensional business imperative that demands consideration at multiple leve s, from

security for applications to physical faci ities and network security, ln addition to the latest technologies,

wodd-class security requires ongoing adhere nce to best-practice policies, To ensure this adherence, our

various cloud providers continually seek relevant third-party certification, including lS0 27001, the SysTrust

audit (the recognized standard for system security), and SSAE 16 SOC 1 audit (an examination and

assessment of internal corPorate controls, previously known as SAS 70 Type ll). S0C1, SOC2 and SOC3

audits are performed by third party auditor annually at a minimum, Additional audits and certifications

include: CSA'Consensus
Mark), and TRUSTe.

Assessments ln itiative', J IPDC (Japan Privacy Seal), Tuv (Germany Privacy

Some examples include;

ServiceNow's security framework is based on ISO/IEC 27002and has been ISO 27001 certified since

2012. Annually, Serv'rceNow undergoes ISO 27001 Surveillance audits and well as SSAE 16 attestations

for both SOC i Type 2 and SoC 2 Type 2. Customers under an NDA can request these reports annually in

assisting with bot-h their vendor management and regulatory or compliance programs, ServiceNow

providei Security Event Logs using Application Level Audit Logs and lnfrastructure Monitoring,

6.4.2 Offeror must describe whether or not its auditing capabilities and reports are consistent with SAS 70

or later versions includ , SSAE 16 6/2011, or reater
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' Opplication Level Audit Logs, The ServiceNow application writes detailed audit log information that is

storeO in tables within a customeds instance. Since this is considered customer data and is stored within a

custome/s instance, ServiceNow does not attempt to monitor or view this data unless specifically

requested by a customer, As a result the customer is responsible for monitoring the contents of these logs

files and, at the customer's choosing, exporting the logs through the capabilities provided within the

platform,

lnfrastructure Monitoring. All components of the infrastructure supporting the private cloud feed alerts and

logs into the SIEM. ln addition, ServiceNow has deployed an lntrusion Detection System (lDS), positioned

to listen to all inbound network traffic, with all events going to the SIEM as well. The SIEM is configured to

automatically send alerts for common attacks. ServiceNow is responsible for managing the SIEM

environment and securing the logs, ServiceNow retains all infrashucture Iogs for at least 90 days. The

Security Operations Center (SOC) is also responsible for completing a daily checklist across a range of

security domains, including privilege account usage, IDS alerts, file integrity monitoring (FlM), and

database access. The daily checklists and captured events are managed through an instance of

ServiceNow, Any variances that are discovered are raised as incidents for tracking, notifications, and

investigation,

CA SaaS environment is compliant with SSAE16 for services where infrashucture and application are

managed and maintained by CA, CA Agile Management cunently does not hold SSAE16 certification. For

SaaS offerings where infrastructure is managed by a third party, provide/s SSAE16 reports are available

upon request.

, e.S - Billing and Pricing Practices

Carahsoft's Order Management team works to ensure that billing and payment are completed in an efficient

and simple manner. Purchase Orders and lnvoices are provided to the customer early to ensure that

payment can be completed whenever the customer is ready and within the confines of the agreed upon

deal, Our OM team is available to answer any questions a Purchasing Entity has in order to assist with the

process and confirm that they have everything needed for payment.

Carahsoft's pricing is dictated by the manufacturers- Carahsoft ensures that the Purchasing Entity's receive

the best possible price by working directly with the manufacturer and ensuring that pricing meets or

exceeds the contract being used. ln addition, Carahsoft works with the manufacturer to ensure that all

pricing changes are accounted for within the contract, as applicable'

6.5.2 ldentify any typical cost impacts that a Purchasing Entity might need to consider, if any, to implement

r cloud solutions,

When a purchasing entity determines they need implementation services to their cloud solutions, the

Carahsoft offering provides these additional services. For Example:

ServiceNow Response: Customers typically engage ServiceNow for the initial implementation and training

services and then for any major new future application implementations to get the best-of-breed expertise

6.5.1 Describe your billing and pricing practices, including how your billing practices are transparent and

to understand for Purchasi

camhsoft L7
carahsoft



soltctrATloN # cH16012

for good standard solution support, ServiceNow developed the platform and applications so anyone could

sup"port changes to the configuration without having to hire outside consultants. The customer is

.rdo*r"O a"s they gain expirience either by shadowing ServiceNow consultants during initial

imptementations, aiihey tait<ing to other cusiomers through the Community website, or by asking for

technical support through the portal. So initial costs typically occur for ServiceNow when it is first

implemented'and therehight'be requested services as customers add new application support but there

are no ongoing costs tYPicallY.

CA Cloud SaaS solutions are fully operational multi-tenant solution that are fully ready to use at outset,

These Solutions are typically complex management solutions that do require setup and training, For

example many customer wili purchase a limiled time block of consulting to help with loading data, and

conRjuring reports, Training 'rs also available for all applications to either augment start-up packs or walk

customers through basic tasks.

ln addition to the licensing fees there are optional Google services that a Purchasing Entity may find meet

additional mandatory reqiirements. Examples would include adding on other SaaS solutions like Virtru for

end to end encryption orAODocs for Document Management, The key benefit to moving to Cloud based

vendors is a new set of transformative tools that are more productive and most cost effective than

traditional client server solutions, Other additional costs may come into play of the Purchasing Entity wants

to outsource all of the configuration and migration work to the selected reseller leading to additional time

and materials expenses.

The Salesforce solution is available immediately for use via the internet after a Purchasing Entity makes a

purchase of the solution, Other additional costi would include any implementation fees to be performed by

a certified Salesforce implementation partner. These fees vary based on the type of project and length and

complexity of implementation,

6.5.3 Offeror must describe how its Solutions are NIST compliant, as defined in NIST Special Publication

800-145, with the service models it offers

Carahsoffs cloud solution offerings all fit within the guidelines listed in NIST publication 800-145 and

repeated in Attachment D of this response, Please

6.6 - Scope and Variety of Gloud Solutions

see response 8.1,5 for a more detailed explanation.

Carahsoft proudly offers a number of SaaS, PaaS, and laaS suPPorted by the cloud technologies as listed

below, Many of our toP tier cloud vendors also Provide subscription and utility based pricing models which

would be available to the State, Below is a list of each manufactu rer being proposed in this response, along

with the specific type of solution (SaaS, laaS, and PaaS) they fit into:

SaaS - AODocs, CA Technologies, DocuSign, FireEye, Google, QTS, Salesforce, SAP, ServiceNow,

Virtru, VMware

PaaS - Google, QTS, Salesforce, SAP, ServiceNow, Virtustream

laaS - FireEye, Google, QTS, Virtustream, VMware

6.6 Specify the sc0pe and variety of the service models y0u offe r und A r th ls solicitation You may provide a

st of the different SaaS, laaS, and/or PaaS services that offer
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6.7 - Best Practices

6.7 Specify your policies and procedures in e

protection for cloud-delivered services; includ

nsuring visibility, compliance, data security and threat

e any implementations of encryption or tokenization to control

access to sensitive data.

Carahsoft utilizes varying procedures for ensuring visibility, compliance, data security and threat protection

for cloud-delivered serviIes. Please see the below examples of potential options for meeting the State's

expectations:

ServiceNow Response: ServiceNow applications have the advantage of being built on a single cloud

ftrtforr that consjsts of one user interface, one code base and one data model; delivering holistic visibility

into processes, creating a single source of truth, irrespective of whether the processes and systems are

within the custome/s e-nvironment or hosted in the cloud. ServiceNow invests significant resources in

providing its services in a secure manner. This includes global teams delivering 24x7 operations and

iecnnica'i support from ServiceNow staff. ServiceNow currently has offices with staff focused on the

management of the private cloud in Australia, the Netherlands, the U,K, North America, and Asia, The

ServiciNow environment is a private cloud, fully owned and operated by ServiceNow, which supports a

logically single tenant architeciure, Customer data is isolated from other customer data by leveraging an

qit"rp'ir.-gt de cloud architecture and a dedicated database and application set per instance, This gives

ServiceNow customers cost reduction through shared infrastructure, while having the security benefits of

customer-specific isolation at the application and data layers, ln addition to the security features that come

standard within the platform and each customer instance, customers can leverage the additional security

features within ServiceNow to augment the security configuration of their instances based on their own

needs and risk profile.

GA Response: This is addressed throughout all of our policies and procedures. CA SaaS Operations and

Deliveryruns an lnformation Security Management Framework (ISMS), which includes security

organization, documentation, monitoring, and continuous improvement cycle, The security documentation

cdmprises oicA saas Operations information security policies, procedures, guidelines and checklists.

lSMb documentation is reviewed along with applicable controls annually, CA offers a variety of SaaS

solutions, details for each offering has been provided in Exhibit 1 and 2 of this proposal,

Salesforce Response: Salesforce has many customers that are subject to laws pertaining to the

processing of personally identifiable information (Pll) or personal data. Salesforce offers its customers a

broad speitrum of funciionalities and customer-controlled security features that its customers may

implement in their respective uses of the Salesforce services. Salesforce believes that these provide its

customers the flexibiliiy to comply with laws with stringent privacy and security requirements. Encryption

options vary based on'Salesfoice Commercial Cloud or Salesforce Government Cloud offering'

Government Cloud EncryPtion :

As part of the Salesforce bovernment Cloud, Salesforce is capable of responding to FIPS 140-2

cryptographic implementations for data being transferred between the State's web browser and Salesforce.

Oiia tiat'resides within Salesforce's protected boundary does not use FIPS 140-2 validated encryption as

compensating/mitigating controls are in place to protect data, Additional information is provided below'

Data ln Motion:
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Salesforce employs cryptographic mechanisms to protect information during transm'ss]on.AJl

transmissions between in. urbr. and Salesforce are encrypted by default with a 2048- bit Public Key, Our

service uses lnternational/Global Step Up certificates. We support one- way TLS, in which customers

create secure connections before sharing private data.

Secure routing and traffic flow policies ensure that customer traffic is encrypted entering Salesforce until

the load balaricer decrypts the traffic, The load balancers decrypting the traffic are FIPS 140'2 compliant

and are located inside of the Salesforce Government Cloud isolation boundary,

Data At Rest:

NIST Sp 800-53 Rev, 4 states in SC-28, "lnformation at rest refers to the state of information when it is

located on a secondary storage device (e,g., disk drive, tape drive) within an organizational information

system." SC-28 also siates, "Organizations may choose to_ employ. different mechanisms to achieve

confidentiality and integrity protections, as appropriate." All secondary storage media (hard drives, disk

drives, and tipes) containing customer data are maintained within Salesforce's secure production data

centeis until the media has 6een sanitized and destroyed, Salesforce relies on physical access controls as

a compensating control to protect the data'
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OnenNEATloNs Pnoptu
This section should constitute the Offeror's response to the items

Offerods response must be a specific point-by-point response, in

the Section 7 of the RFP,

described in Section 7 of the RFP, An

the order listed, to each requirement in

7.1 - Gontract Manager

The Offeror must provide a Contract Manager as the single point of contact for management of the NASPO

ValuePoint Master Agreement, administered by the State of Utah, The Contract Manager must have a

minimum of three (3) years' experience managing contracts for cloud solutions.

7.1.1 Provide the name, phone number, email address, and work hours of the person who will act as

Contract rif are awarded a Master reement,

Bethany Blackwell

Senior Manager

703-230-7435 (office)

703-501-1134 (cell)

Bethanv. blackwell@ca rahsoft ,com

Working hours:7am-7pm EST M-F

7.1.2 Describe in detail the Gontract Manage/s experience managing contracts of similar size and scope to

the one that will be awarded from this RFP. Provide a detailed resume for the Contract

The proposed contract manager, Bethany Blackwell, has over 5 years of experience in managing SaaS

contracts in both the State and Local and Federal markets.

Bethany developed and manages contracts and associated terms for cloud contracts in more than 10

states. The combination of the State and Federal contract vehicles and BPAs being managed is valued at

over $300M. Annually, she oversees 1000+ SaaS transactions off of these contract vehicles which include

licensing and implementation that provide end to end cloud solutions to public sector customers.

Name Position

Bethany Blackwell
Carahsoft Senior Account Manager -
Will serve as the NASPO ValuePoint
Contract Manager

Background
a

a

a

a

Senior Manager for cloud solutions products, including Salesforce.com, Docu Sign, BMC Software

Vendo/Partner manager for 20+ complimentary solution vendors and 25+ implementation

partners and system integrators

Graduated Virginia Tech in 2010 - dual degree with concentrations in Psychology and Political

Science
5+ vears of exoerience at Carahsoft

Skills

canahsoft
2L

carahsoft



soLtctTATtoN # cH15012

. Expertise in negotiating SaaS contract vehicles and terms at State level

. Knowledge of contract vehicles, BPAs, multi-year deals, multi-vendor deals

. Management of enterprise size product contracts

o Establish and maintain positive customer relationships through proactive communication

. Maintained interactions with customers to ensure quick, accurate quotes; facilitated easy

ordering process for customers

Relevant Experience
o Oversees the management and execution of 900+ individual SaaS contracts, valued at 85M+

annually
r Maintain the annual recuning subscription renewal bases to ensure no customer's lapse in service

r Oversees the ordering and distribution of licenses on statewide enterprise licenses agreements and

various BPAs

. Established vendor specific terms and conditions for 10 different statewide contracts

. Assist customers in shifting buying strategy from perpetual to subscription licensing model

7.1.3 Describe in detail the roles and responsibilities of the Contract Manager as they apply to the NASPO

ValuePoint Master Agreement that will be awarded from this RFP,

The Contract Manager assigned to this contract will be in charge of all coordination and organization efforts

between Carahsoft and NASPO ValuePoint. This includes, but is not limited to:

o contract negotiation
. roll-out plan

. amendmentscompletion
o renewalexecution
. reseller/subcontractoradditions
. contract pricelist updates and upkeep

o contract compliance
o marketingcoordination
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TTcHNICAL RTSPONSE
This section should constitute the Technical response of the proposal and mu$t contain at least the

information:

A. A complete narrative of the Offero/s assessment of the Cloud Solutions to be provided, the

Offerors ability and approach, and the resources necessary to fulfill the requirements, This should

demonstrate the Offerods understanding of the desired overall performance expectations and

indicate or alternatives

ln response to the State of Utah request for Cloud Solution Proposals, Carahsoft has assembled a

response that includes a number of Cloud Solution Offerings from within the Carahsoft Cloud framework.

These offerings are all supported in part or wholly by twelve leading cloud technology providers. Each

provide/s technology is an integral part of Carahsoft's proposal. Within this framework, Carahsoft will

orchestrate, assemble, and execute on all activities necessary to support this contract, engaging each

cloud technology provider as needed in the delivery of a particular service or solution offering.

The Carahsoft Cloud framework will provide for all requirements of the State of Utah Request for Proposal

to be fulfilled. Carahsoft will be able to provide Cloud Solution Offerings to the State of Utah as well as to

those entities that may participate via the cooperative purchasing program, The Carahsoft Cloud proposal

provides for the provision of PaaS, laaS, and SaaS offerings that are compliant with all requirements as

outlined by the State. Carahsoft will provide dedicated resources to supporting this agreement, Carahsoft

will insure that adequate resources are supplied to fully support this agreement during all phases from

contract launch through termination. Usage requirements and demand resources fluctuate over time and

Carahsoft's Cloud offering has been constructed in a manner that provides for the ability to scale without

interruption, disruption, or any other similar interruption of customer service and solution availability,

B. A specific pointby-point response, in the order to each requirement in the Section I of the

RFP. Offerors ld not links to a website as of its

OfferoCs should focus their pioposals on the technical qualiffcations and capabilities described in the RFP

Offerors should not include sales brochures as of their

For the purposes of Carahsoft's response to the technical requirements (section 8) of this RFP, please note

that any response provided related to a specific manufacturer should be treated as a response to the

following categories:

SaaS - AODocs, CA Technologies, DocuSign, FireEye, Google, QTS, Salesforce, SAP, ServiceNow,

Virtru, VMware

PaaS - Google, QTS, Salesforce, SAP, ServiceNow, Virtustream

laaS - FireEye, Google, QTS, Virtustream, VMware

8.1 - Technical Requirements

8.1.1 Offeror must identify the cloud service model(s) and deployment model(s) it intends to provide to

EI ble Users. See Attachment D
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CA APM CA APIM SaaS offering helps accelerate, secure

for development and management of application,

and manage APls. CA is responsible

AWS provides laaS services to CA

for manaoement of the underlving cloud infrastructure.

MAA CA Mobile App Analytics stimu lates collaboration between business analysts,

developers, operations and support in order to accelerate mobile app delivery and

improve end-user experience, This service is hosted at CenturyLink Data center and

the infrastructure is managed and maintained by CA SaaS Ops and Delivery team.

CA Agile CA Agile Central is a SaaS offering that is generally used to document and manage

work within the SDLC,

ASM CA App Synthetic Monitor (ASM) provides end-to'end transaction response-time

visibility into cloud, mobile and Web applications, Application utilizes Rack Space

laaS services.

Google The Cloud Service Models that we intend to provide include SaaS, PaaS, and laaS. ln our

response we will describe the various options for using Google Apps under the SaaS model and

the functions of Goog le Cloud Platform under Paas and laas,

A0Docs The Cloud Service Models that we intend to is SaaS.

Virtru All Virtru services are cloud-based and accessed via browser or downloadable browser extensions

and pluqins.

Salesforce Salesforce's deployment model is a "public" cloud infrastructure, as defined by NIST 800-14E

ServiceNow Cloud service model: Software as a Service (SaaS)

Deolovment model: Private Cloud

QTS 'QTS IS a lead tng nation al provider of nfrastructure as d Service (laaS) data center solutions and

fu ly managed cloud services and d leader n security and compliance, The c0mpany offers a

complete, unique portfolio of c0re data center products, ncluding custom data center (c1 ) t

colocation (c2) and cloud and managed servrces (ca), providing the flexibility scale and secu rity

needed to support the raprdlv evolvi ng hybrid infrastructu re demands of web and IT applications

With 12 data centers in eight states, QTS owns, operates and manages approximately 4.7 million

square feet of secure, state-of-the-art data center infrastructure and supports more than 850

customers. QTS' Critical Facility Management (CFM)can provide increased efficiency and greater

performance for third-party data center owners and operators'

QTS offers a number of laaS solutions

SAP Ariba Our solutions are offered and delivered in a true subscription-based model

and shared service (multi-tenant) offering, There is no software to install, no

hardware to buy, no maintenance or support costs and no need to hire

consultants or tech specialists to run the system, We deploy and manage the

infrastructure, Customers only need a web browser for access, Subscriptions

include system maintenance, automatic upgrades, enhancements and

application of service packs, Level 1- 3 help desk support, professional

services and best built into the ication

Fieldglass The SAP Fieldglass application is exclusively offered in a software as a

service (SaaS) model,

Hanna SAP HANA Enterprise Cloud (HEC) is a private managed isolated & dedicated

ladnscape (single tenant) offering end-to-end cloud-based infrastructure and

managed services for SAP applications powered by SAP HANA. lt is a fully

scalable, enterprise-ready, mission-critical, secure and high-availability cloud

servlce

Hybris The SAP Hybris Commerce, Cloud Edition offering are all single tenent hosted

VM environments, Customers have their own VM's with SAP Hybris instances

to those VM's, The SAP Cloud Edition cuCommerce

carahsoft 24
carahsoft



soLtclTATloN # cH16012

has Development, Staging, Testing, and Production environment. More

environments can be added as uired

Our solutions are delivered through a private clou

architecture, We refer to this as a Controlled Cloud, lt includes a contractual

framework reflecting applicable data privacy regulations, implementation and

maintenance in accordance with Technical and Qrganizational Measures

(TOMS) and regular audits by an independent third party for industry

and rec0m

d using a multi-tenantSuccessFactors

vCloud Air laaS - Public Commu

laaS - Public

&

Horizon Air

laaS - CommunvCloud Suite

laaS - Private

SaaS - Public
Ainvatch

laaS - PrivateHorizon 6
SaaS - Public

Com laince

Realize Air

SaaS - PublicSocialCast

VMware

All FireEye cloud offerings included the SaaS cloud service model and private

modelcloud

in this response fitFireEye

Public and Cloud

dASnfrastructuretheASNIST Essentialfor Characteristics,ISsolutionVirtustream compliantfully
Cloud0nt Private Cloud,withModel all Communityrvtce ptionsSe deploymeService (laaS)

VirtueStream

m Asc0ncern.tsaracteristics aNthe TIS chessentialtheof meetiRFP pn aryoF the1I ,2 ngurposesp
as tndefined ISTNristicharacte cs Specialutio themeetr solhowdescribe followingpr0 n(s)posedSU ch, y0u

self-se

451blicationPu 800-
howof cloudthewrittenP erovid briefao Demandn Self-Service descriptionChaIST racteristic1L I,2. N

ndcaAttestNessential Characteristic. brieflyISTisth nd ual bilitypaividsatisfiessolutions roposedp
met,istechnicalrvrcehowdescribe

APM N/A. This is a SaaS service and clients do not

infrastructure in order to provision computing capabilities' CA is responsible for the
have direct access to the underlying

and wil maketheof necessaryinfrastructuremaintenance anyandmanagement
clients.itstothis servtceofas

mobile

however, MMnotls0and andn-Dem available,servtcetsts SaaSdTh offering
outuacc0 andnts changesmto their configurationarecustomers enabled carryanage

MM

CA Agile We are a fully multi-tenant provide the On-Demand Self-

Service

environment and do not

This does not apply as this is a SaaS service' ASM customers

aspects of their accounts, create sub-accounts, and make any

are able to manage all

configuration changes

for their monitors

ASM

CA

Tools,

lowsal tothemmtnAd anelP thathavers toaccess an performadministratoSaaS Google Apps
d0n emandservtceadmuser n ngreportiistration, configurations,

Stoisrm an ofset ragetools,loc Platfo Computeud integratedGooglePaas/laaS,
cancustomerAPls. Aandtools ServicesDataT tools,Bools, analytic ManagementNetworking rg

Consolethe Develovta0nservlces demandtheseofSEu

Google

SaaS, AODocs administrators that allows them to perform useraccess to an Admin

administration uct urations on demand
AODocs
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features.

toneed installwhen iredu Usersmm onlyedrvicesse becan reqiatelyAil provisionedrequired
adfor ministrativen administrativeto dashboardle-user 0rto capabi lity logget singapplication

Virtru

accessedbethevia andweb candelare on-deivered mandSaaSand solutionsPaaSSalesforce
tsnfrastructure0radditionalNo software0rn dmobile evrce,internetand connectioawith browser

to theirUS customers mission,ethe ntire th manageu red rceSalesfo hosts solution, freeing upreq
andbrowserts nosticSalesforce supportsAdd agreinfrastructu solutionnot an itionallymanage

are0rusers'0ninstallations desktopsNoSafari laptopsbrowsers Chrom tE).e,refox,all (Fimajor
rtedconnection andinternetanaccessibleIS supp0fromthand theus solution anywhererequired

devicesmobilearebrowser availab

Salesforce

automatically scale its application servers out horizontally by adding them to the load balancer

for a

andmercustobetween aatical anafterare autominstances ly agreementCustomer provisioned
andrmance caninstanceNow customermonitorsexecuted.ts Service perforvrceSe Now actively

ServiceNow

controls:2013SO 27001certified3 and theofts0ls :20127001solution manyDTM@DocuSign's
add informationitionalcanWE up0nNISTthe 800-53are to providerequirements;mapped

Docusign

each service

uch ASc0mcanumerAself-service. c0ns puting capabilities,On-demand provisionunilaterally
withnu interactiohumannwithoutneededas ngandtime reqautomaticallynetworkserver storage,

QTS

The solution provides self-service user

the intuitive, minimal-step nature of the

profile management, Users proflt from

user interface with little or no training,

to user le includes workflow for

Ariba

limwithout Theitationallto ustomerscrcesres0u availableareAil system
to theavailableurationsmostwithts h h beingconfigconfigurablerg lysystem

customer's administrators.

Fieldglass

nfra servlces&udclo thereforetsCloud d managedHANA privateEnterprise
demand0ndecomm0r changebeuld uested placingbyc0 isioned)req (added

documentroles &ECteams,HEC clearlyHSAP responsibiltieswithrequests
nda tswhat availablethe ECHtswhat ncluded n ricingarticulates monthly p

or down on theon-demand in addition to

Hanna

N/Ans

rules and nts

and thoseifudiincl benefitstnIS payroll productsoneself-service ngAlr place
the forWets intuitivean abilitytnare Self-service provideexperiencescope.

tnaction toolthe assuchtaketohaveto u redem config permissionsployees
benefits0rfield atad for nformation, changes, payrollpersonalupdates

Self-etc.activitiesned in theforworkflow tool,actio c0t]s, ng assigmpleti
tourable fit businessand c0isbothfor nfig y0urSETVrcE managersemployees

SAP

SuccessFactors

rvtceSelf-Sethewith n-Demand characteristic,olaaSVMware's SaaSand compliesofferings
nowith nhumarcesres0urchasedu userd can compute0because unilaterally provisionnce p

consoles:servlcetoaccess selftwoncludes MyVMwarewith Theraction subscriptioninte
whichConsole theIS flvCloudVMware Airnda the p maryforVMware account management,

VMware.fromresou rcescloudof purchasedand mforinterface access anagementconsumption

doc for a com lete list of features

VMware

FireEye is offering 4 distinct SaaS cloud solutions each featuring self-service features specific to

the unique capabilities of the offerings:

l,Email Threat Prevention (ETP)

Email

FireEye
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Once the ETP infrastructure is provisioned,

stream mail and delivery to user mailboxes

mailbox provisioning is required as ETP will

with the downstream service,

2,Mobile Threat Prevention (MTP)

customers can self-service the acceptance of up-

by config u nn g the r own domaln settings. No user

automatically check the val id itv of th6 email recipient

User Provisioning

Once the MTP infrastructure is provisioned, customers can self-service the creation of service

users by integrating with an LDAP service or manually adding the users via the user interface.

Device Provisioning

Once the MTP infrastructure is provisioned, customers can self-service the creation of managed

devices by instructing users to install the FireEye MTP Application on their mobile device and

having a valid user account provisioned,

3.Threat Analytics Platform (TAP)

User Provisioning

Once the TAP infrastructure is provisioned, customers can create and assign role-based access

control to user accounts. The enrollment process includes the ability to create two-factor

authentication for newly provisioned users,

Data Sources

Once the TAP infrastructure is provisioned, customers can configure new data sources to feed the

TAP instance without the assistance of FireEye, The TAP communications broker accepts data

feeds in the following formats: syslog, flat files, TCP/UDP streams, and JDBC connections,

4,FireEye as a Service with Continuous Vigilance (FaaS CV)

User Provisioning

Once the FaaS infrastructure is provisioned, customers can create and assign role'based access

control to user accounts via the on rse sensors

VirtueStream Virtustream laaS provides a self-service portal called xStream, where users can access t view,

ed it, provision, and modify compute, storage, network and application servtces based 0n g ranular

Role Based Access Control which can be integ rated with Active Directory 0r LDAP Virtustream

portal that enables the user to provision VMs, order servlces through a catalog add storage,

servlce tem and run VAn0us al th h the same

8.1,2.2 NIST Characteristic - Broad Network Access: Provide a brief written description of how the cloud

solutions proposed satisfies this individual essential NIST Characteristic. Attest capability and briefly

describe how network access is

CA APM The APIM service is accessed via HTTPS on a supported browser with no

requirements for a workstation client install ; mobile friendly and optimized for use with

iOS and Android tablets

MM Upon native authentication, MAA dashboard is accessible by any host 0ver public

internet, mobile devices connect to the servrce REST API

CA Aqile All access to the a lication is a browser,

ASM The ASM dashboard and API are accessible from any host connected to the public

lnternet, The API and dashboard require authentication, and each account is only

accessible the account owner

Google SaaS, Google Apps is device, platform and network agnostic, As a pure play cloud-based solution

the services can be accessed via any modern browser from any network access point. Customers

that have requirements to limit access to trusted devices or trusted access points have access

Device Management tools via the Admin Panel at no additional cost'

PaaS/laaS, Google Cloud Platform management services can be accessed via any modern

to

browser from anv network access point, End-users can accesses services through one or more
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l

appropriate tools (browser, CLl, APls, also monitor and manage services

a mobile

etc.). Administrators can

theutioncloud-based solAs a redan networkts pu playA0Docs servlce, agnostic,platformSaaS,
access nt,networkfromvta browsermodernbecan accessedservlces

A0Docs

AllVirtru services are available on the b available internet.Virtru

mobile devices,browser are available includi

canand accessedbetheua webareutions ivereddel on-demandandPaaS solSaaSSalesforce
tsinfrastructuresoftware 0rdevice,le addNo itionaectionc0nn 0 mobibrowserd internetandwith

mtheirtocustomers ission,usth uthehosts reenti manageSOSalesforce lution, freeing puired.req
andISSalesforce browser agnostic supportsAddan solutionnfrastructure itionallynot manage

areorusgrs' desktops0nNo installations laptopsbrowsers Chrome, Safari,refox, lE)all (Fimajor
andnternet connectionfrom an upportedsolthe ISution accessiblethus anywhereandrequired

Salesforce

colocationicateddedIS ServiceNow'sintore manageddeployedServiceNow's physical
dedicatedterm nate nwithi theconnectiolnternet ns spacecagerversedM ultiplespace,cage

environment,ServiceNowto thefromaccess eth nternetredundantngprovid
udclo overServiceNowthe HTTPS,toconnectandistrators privateadmin developersAil users,

nsallwith nteractiormaln0instanceServiceNownicatio andto afromc0mmfor unTLS,leveraging
0nsoftware dinstallto an client laptopesktop,ISThere n0 u rement anyvla weba browser vreq

or smart hone used to access a ServiceNow instance,

ServiceNow

Please see above.

Broad network access, Capabilities are avat lable over the network and accessed through standard

mechan rsms that promote use by heterog ene0us th n 0r thick client platfo rms e,g mobile

phones, tablets, laptops, and workstations),

eTS recognizes that ihe connectivity challenges of today are largely driven by consolidation,

virtuatization and adaptive architectures, Our agile connectivity solutions provide you with both

uniflcation across your communication infrastrutture and with buifi-in network scale, reliability, and

high-performance.

eTS metroConnect is a fast, reliable, high bandwidth connection to hundreds of network and

service providers inside the local Carrier Hotel, With access to the numerous networks at the

canier hotel, QTS delivers the interconnection necessary to supportyour connectivity, business

continuity and application collaboration needs. metro0onnect offers redundancy and diversity

options that ensure your content is always available.
.High availabili$
.Backed by a 99,999% SLA
.24x7x365 monitoring and management
.Carrier-neutral model
.Convenient access to an anay of Caniers and lnternet providers

.Dedicated, secure, and highly resilient connectivity wittr speeds of 100Mbps, lGbps or 10Gbps*

.Supports all connectivity r6dundancy, business continuity, and collaborative application needs

QTS data center0onnect Service

Data centerConnect is a secure, scalable, cost-effective way to connect your primary and

secondary sites between two or more client environments located in different QTS data centers

piouiOing a reliable interconnection option for any size business, QTS data centerConnect enables

data replication and recovery through its resilient and redundant network, This ensures your

business operates successfully with seamless, day-to-day transactions over a high-performance,

low latency connection that supports business continuity, data replication and other lT business

application needs.

With QTS data centerConnect you get:

h - Resilient network architecture and relavailabil

QTS
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.Dedicated and Secure - Dedicated bandwidth with secure MPLS encapsulation

.scalable Bandwidth - Easily scale your bandwidth (from 1OMb up to 1Gb)

.Flexible Network Conligurations - Supports multiple network topologies

.Gost-effective, Bu nd led Solution - All inclusive, bund led offer

.Fully Managed, End-to-End - End-to-end, proactive monitoring and management, 24x7x365

QTS internetConnect Service

internet0onnect provides a multi-homed, high performance, dual access, multi-carrier network that

meets all your lnternet service needs, We ensure maximum uptime, guaranteed availability, and

various bandwidth speeds through our flexible, high performance, carrier-neutral offer. For

enterprises and government agencies conducting business over the lnternet, QTS internet0onnect

Service provides a highly reliable, secure connectivity solution for production environments.
.Direct access to multiple ISP backbones gives unmatched reliability and guarantees maximum

uptime

'Dual connections with direct access to multiple ISP backbones
oDiverse, redundant paths to multiple backbone providers

"Dual paths, with diverse entry points into the QTS Data Center
.Anti-DDoS Mitigation Services provide an additional level of protection and security
.Dedicated with burstable bandwidth options provides resiliency and flexibility
.Backed by an industry leading 100% SLA
.Optional service plans to meet your needs

QTS ethernetConnect Service

You need to be able to connect your employees and customers to your applications and to the

outside world. Whether hybrid cloud, disaster recovery/disaster recovery as a service, data

replication, data migration or other applications, you need the ability to seamlessly and

conveniently connect your business together and to the outside world as if there is no distance

between you,

QTS ethernet0onnect offers a variety of connectivity options, You can centralize your services

with a single provider. And since QTS can handle everything from ordering to billing you have a

single provider for a complete solution - "One Stop Shopping". QTS undenstands your needs and

will tailor your end-to-end solution for your business.
.High Bandwidth - Speeds are available in select increments of 100Mb to 1 OGb

.Da1a Privacy - Data is separated from lP traffic as it traverses the carrier backbone

.High Performance Options - Solutions can be developed to fit your specific performance or

reliability requirements
.Consistency - Ethernet circuits travel over a single carrier's infrastructure and data follows a

consistent

SAP Ariba Ariba uses Cisco Routers and Catalysts (high-speed switches) for ensuring

maximum network connection performance. They deliver enterprise-class

versatility, integration, and power to Ariba, Together, these routers provide the

reo uired suooort for I nternet/intranet access with firewal I secu rity,

Fieldglass Customers are only required to use a standard web browser with default

settinqs to access and use the Fieldqlass solution,

Hanna Cloud Capabilities are available over the network (via secure MPLS or VPN

network connectivity) and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms such as mobile

phones, laptops. HEC is an extension of customers existing netwerk and uses

customes lP ranoe and /24 range

Hybris All capabilities of SAP Hybris are available over the network, Furthermore,

thev are accessible bv standard mechanism including heterogenous thin or
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thick client platforms through either standard web technologies or through the

OCC REST web service API's.

SuccessFactors 0ur solution was designed from the outset for high availabil ity We provid e d

system aval labi lity SLA of oo .5%, Every component (hardware and software)

is completely red u ndant. There is a redundant piece of equipment 0r software

for every hardware 0r software c0mponent for eve ry layer of the infrastructure

stack (server, software and network),

We load balance at every tier in the infrastructure, from the network to the

database servers. F5 load balancers are used to route traffic to an available

web server to process the request, Application server clusters are enabled so

that servers can fail without interrupting the user experience, We maintain an

N+1 approach for all equipment in the hosted cloud environment, so that there

is never a single point of failure, All customer database backups are encrypted

and streamed in a Secure manner from the customer's "primary" data center tO

their "alternate" data center, allowing for a timely restoration of service in the

event of disaster.

Based on the terms of the agreement, we will designate one of the data

centers as the customer's "primary" data center, with an additional data center

designated as the "alternate" for data redundancy and disaster recovery

purposes,

Load balancers will automatically detect a software or hardware error and take

the servers out of service if needed without interrupting the user experience or

application. They also allow capacity addition or reduction without interrupting

service,

All of the JBoss application servers are clustered, Each is designated as a

primary and a secondary, so any application server can fail without any loss of

service or interruption of the application or user experience'

The database servers are also clustered using a Veritas high availability

cluster, The Veritas suite will detect any hardware or software errors in the

database machines and fail them over to a server

VMware VMware's laaS offerings c0m p res with the Broad Network Access characteristic, Ail fo these

products' capabilities are available over the pu blic nternet and can be used by heterogeneous thin

0r thick client platforms Consumers 0n ly need internet access to access these res0urces,

Additional capabilities exist includi

including IPSEC VPN, SSL Client

VMware's SaaS offering AirWatch

standard mechanisms,

ng the abil itv to secu re communications 0ver the publ tc internet

VPN and the ability to c0nsume via WAN connectivity

can be accessed over the internet 0r private network throug h

FireEye AI FireEye clo ud offerings included tn this resp0nse meet the defi n ition of broad netwo rk access.

Each of the solutions performs its designed functional ity ove r stand ard internet-faci ng services and

IS accessible ua a web browser from any internet c0n nected device when valid credentials are

ed

Virtustream laaS provides Broad Network Access, where it can provide land ing z0ne for any

private network (Point-to-Point, Vi rtual Private Label Switch ng M u Iti-Protoco Label Switching 0r

Direct Connect), public network (r nternet, Trusted nte rnet Con nectivity as and ng z0ne, IPSEC

VPN and SSL vPN) and also extranet connectivity (shared network, I ,e, c loud Con nect, Cloud

AS n n res0urcesetc. wh ich is for c0 cloud

VirtueStream

8.1.2,3 NIST Characteristic - Resource Pooling: Provide

solutions proposed satisfies this individual essential NIST

describe how resource Poo technicalcapabi is met,

a brief written description of how the cloud

Characteristic, Attest capability and briefly
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Carahsoft's multiple Cloud Service Provide/s solution provides for Resource Pooling, as defined by NIST,

in a variety of methods. Each method optimizes the cloud subscribe/s experience while optimizing the

availability of compute, network, and data resources. Each service provider provides Resource Pooling,

see below for details.

CA APM CA API Management SaaS (SaaS APIM) has been built from the ground up to be a

leverages Amazon's infrastructure to scalemulti-tenanted, SaaS-based offering that

appropriately; utilize a continuous integration model to provide for frequent updates;

and fail over across multiple availability zones.

MAA MAA core service utilizes dedicated infrastructure layered with virtualization

capabilities. lt doesn't share computing resources with other services. Tenants are

ustn lication containerization

CA Agile We monitor all system resources and have alerting mechanisms when resource

constraints have reached a defined threshold, We can easily scale our systems to

accommodate any additional capacity, lf we determine a single user is using a

significant amount of resources we will proactively reach out to them to understand

what they are trying to accomplish and help them to formulate more performant

ueries.

ASM AIIASM core servers are dedicated physical servers, ASM Public Status Pages are

served from dedicated web servers (used only by CA ASM) in the Amazon Cloud, on

shared tenancy virtualization, Amazon Cloud virtual machines used by ASM are

ed and ioned CAASM administrators.

Google SaaS, Google's g lobal infrastructure IS d shared p00 of res0urces that dynamically SETVE each

end user with a primary data center access point that may rotate throug hout the sessl0n without

the end user being aware whi le at the same time replicating any data across at least two add itional

geographically d ispersed data ce nters wh ich also may rotate through the sesst0n.

PaaS/laaS Google Cloud Platform also operates across the global Goog le infrastruture The

elements of this servtce can be deJi ned within the Develope/s c0ns0 le to run within d h ig her level

of abstraction which covers four regions; Central US, Eastem US, Western Europe, East Asia

where each has three or four zones,

AODocs AODocs infrastructure is hosted in Google

Drive, This protection is insured by Google
App Engine and data of our customers on Google

Virtru Virtru Services are offered in a fully multi-tenant mode if the customer requests,

Salesforce Salesforce is a multitenant cloud-based subscription service, Multi{enant cloud solutions provide a

single, shared infrastructure, one code base, one platform that is allcentrally managed, with

platform-based APlto supportall integration traffic, and multiple release upgrades included as part

of the subscription service. Multi-tenancy and the Cloud Computing model remove unneeded

tasks from the process of delivering, managing, and integrating software. Salesforce customers

will not need to maintain any hardware or software, Without multiple versions to support,

integrations don't break during updates; they are simply updated automatically. As a result, both

the initial integration and its continued maintenance are simplified. More resources can be focused

on creating a better product, with a faster cycle of innovation, instead of having to manage the

complexity of many different versions to supporta vast installed base.

Salesforce's position as an online service enables us to roll out all levels of improvement, from

patch releases to major upgrades that are largely transparent to the end users. When a bug is

iixed and tested, it isiolled out to the application as part of regular maintenance; the nature of the

service prevents special patches and code branches for individual customers, so allfixes can

benefit all customers

The ServiceNow environment ts a private cloud I fully owned and operated by ServiceNow which

su architecture. other customer datad st le tenant Customer data is isolated from
ServiceNow
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customer-specific

seticationanddatabaseandre dedicatedaarchitectu applcloudaning enterprise-gradeleveragby
whileshh aredreductioncost nfrastructure,customers througServiceNowThisinstance. givesper

dataand lntheatisolation layers,ofbenefits applicationthe securityhaving
eachand mercustothewithinthatres standardc0metheto featu platformitionadd security

to ntwithinres NowServicesecuitional featu augmecan addthestanceln customers rityleverage
kneeds0wn nsandbasedinstances their profile0nofuration theirthe configsecurity

individualeaccessbut separatentirelyvirtualization)platform (noCustomers share a hardware

instances of the ServiceNow

serve consumersarerces tores0u multiplerGe The pooledResou computingpooling. provider's
andnedres0urcesvirtualand assigwithmodel dynamicallydifferentu multi-tenanta physicalsing

n thethatsensea locationofTheredemand is independencerdacc0 to c0nsumerlngreassigned
theof resourcestheover locationexact0rcontrol providedn0has knowledgecustomer generally

orlevelher abstractionof state,atlocation ha g countrybut ablebe (eto igmay specify
and bandwidthnetworkmemoincludercesof res0u

QTS

To

avatle lab andthe lityneedthat customersAriba highest-possibrecognizes
redundantand allatscalablelsendthat infrastructureAribareliability,

err0extensiveAriba hasandT0 availability reliabilitytiers provide high
rder0 ensureto theln availabilityhand fail-overand highestcapabilitiesling

and maintenanceas uentsuchuses backupbestAriba freq systemspractices
medown-tiofnotificationcustomerundantred unplannedproactivesystems,

and international su rt

Ariba

Fieldglass application version in a

hosted in a secure hosting facility,

customers without limitation.

sametheaccessAil customersoffered an modelSaaStslassFieldg
isdatabase Themulti-tenan systemcy

toavailable allareres0urcesAil system

Fieldglass

for critical business systems as it's a

managed private cloud, which is dedicated to one particular customer.

Howeier, network routers, availability reporting & monitoring could be shared

SAP HEC does not pool resources

d HEC technicalDetails can be

Hanna

servetoatad arecentersurcesres0 the multipleofAI pooledngcomputi
ownSE theirVM's andthei 0wncuEach stomercustomers gets parate

to those VM's,instances of

Hybris

single point of failure,

Coirplete Redundancy - Every infrashucture component is redundant. There

are at least two of each hardware component that processes the flow and

storage oT data.

Backup & Restore - the Data center runs full data backups weekly and

tntier theWe balanceload atServe& Clusteri everyLoad al ngancrng
serverntheto database serversthefrom network Applicatioinfrastructure,

usewithout thecanservers failenabledare that interruptings0clusters
an +'lNmaintainfoustered failover Weaservers clreDatabaseexpenence,
neverIS athats0 theren hosted r0envtallfor nment,equipmentapproach

incrementaldata backu n

SuccessFactors

SAP

theforPooResource Hybridcharacteristicc0 the (exceptwith linglaaSAI mplyVMware's products
andNetworka of vCPUAirvCloud rovides vRAM,NotISCloud ich poolpwh ApplicableManager

locationAir uiredthevCloudre,shared provides reqinfrastructuthe0n physicalstorage
willthatdatacenterof thed locationthethat customerand utres irectly pecifyindependence req

tsSaaS Notalso icableVMware'sNotetimeat instantiationoftheirhost cloud

VMware

andservewebof systemsIS,andconsists operatingThe udclo applicationinfrastructuresFireEye
rtual devices.and VIof bothareandan environmenthosteddatabases

FireEye
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toinfrastructure andload-balancedare acrossres0urces replicatedandCom powerputing
dtn areatabasesstodata redevethe ofnt disasterdundantred in Clientspecificdatacenters

and isolation.from other clients' data

specific criteria:
.bNLY Accessible Using Private Network - We call this pool "Enterprise" which most of

Virtustream's laaS workioad is residing. There is no direct access from lntemet into this pool. This

ISwhichtechuVMand nsolutio ofutionsol itsts nologyVirtustream patentedto ryproprietaKey
forpaya solutionranular res0urcefor application performance,provid ngpooling,geffectively
costforbutandrcesres0u aggregatefor0 compliance,and securityconsumption nly segregate

ProviderService withof0ne few Cloudadd tsVirtustreamn veryition, currentlyefficiency
alad centermach tones dGeo- theof rtualvifor and specificTagg ngGeo-Fencingcapabilities
0nbased twoThe rcesres0u arehostand levelmachinetodown cluster pooledand getting

and firewallfrom other zonesvta a ofrs

VirtueStream

technical is met.

Elasticity: so NSutiohof theOW udclobriefa writtenProvide descriptionN Tts racteCha ristic1B .2,4 Rapid
howdescribe elandSTNI aracteristic,Ch Attest rapid asticitythis brieflybilitysatisfies capaproposed

CA APM CA API Management SaaS (SaaS APIM) has been

multi-tenanted, SaaS-based offering that leverages

built from the ground uP to be a

Amazon's infrastructure to scale

appropriately; utilize a continuous integration model to provide for frequent updates;

and fail over across multiple z0nes,

MAA The pool of web and application servers can

Any changes to the size of the pool remains

be grown or shrunk when necessary.

kansparent to end-users and customers,

and would be done CA MAA administrators.

CAAgile This is a SaaS service, therefore, CA monitors all system resources and have alerting

mechanisms when resource constraints have reached a defined threshold' Data

storage and network capacity are monitored and scaled to meet current client

demands, Com resources are scaled to meet client

AIIASM core servers are dedicated physical servers; there is no elasticity, The ASM

Public Status Pages are served from web servers in the Amazon Cloud, and the pool

of web servers cin be grown or shrunk if necessary. Any changes to the size of the

pool would be transparent to end-users and customers, and would only be done by

bn nSV systems administrators, Since this is a SaaS environment the CA SaaS

Operations and delivery along with RackSpace are responsible for management of the

and monitori

ASM

Google Saas Goog le Apps can scale from 1 user to tens of thousand use rs, The usage of the servtces
I

confi of the sto allocationincl ud ed are desig ned to horizontal scale within the nes per user rage

Google Apps can be purchased with a 30gb per user allocation 0r with unlim ited storage

Paas/laaS, Google Cloud

resources for applications

resources and more.

Platfo rm was designed to scale 0n de mand both tn terms of availab le

designed and runnlng 0n Google App Eng ne but also Compute Eng tne

A0Docs AODocs can scale from one user to tens of thousand users. The storage is based on the Google

Apps storage which could be from 30Gb to unlimited storage depending on the Google Apps

subscription

Virtru Presently WE over-provFl0n servtces by 2 5x peak traffic tn order to hand le spikes, We are in the

pr0cess of mplementing horizontal scaling of all services and expect to have that work completed

in the second half of 201ti,

Salesforce User AuthenticationLogon is form-based , When users log into the Salesforce application, they

submit a username and Password, which are sent to Salesforce via an TLS-encrvpted session,
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Security features are developed by Salesforce and built into the application. Third -party packages

are not used for development or implementation of security internal to the application.

ln addition, single sign-on and two-factor authentication may be used to authenticate users. Some

organizations prefer to use an existing single sign-on capability to simplify and standardize their

usbr authentication. You have two options to implement single sign-on-federated authentication

using Security Assertion Markup Language (SAML) or delegated authentication,

Federated authentication using Security Assertion Markup Language (SAML) allows you to send

authentication and authorization data between affiliated but unrelated Web services, This enables

you to sign-on to Salesforce from a client application, Federated authentication using SAML is

enabled by default for your organization.

Delegated authentication single sign-on enables you to integrate Salesforce with an authentication

meth-od that you choose, This enables you to integrate authentication with your LDAP (Lightweight

Directory Access Protocol) server, or perform single sign-on by authenticating using a token

instead of a password, You manage delegated authentication at the profile level, allowing some

users to use delegated authentication, while other users continue to use their Salesforce-managed

password, Delegated authentication is set by profile, not organization wide. You must request that

this feature be enabled by Salesforce,

Salesforce can be conflgured to utilize Active Directory directly via Delegated Authentication, or

indirectly via Federated ldentity using either SAML 1.1, or SAML 2.0. Additionally your users can

be loaded from information drawn from your Active Directory servers and modifications made in

Active Directory can be propagated into Salesforce.

Customers can use their own SAML ldentity Provider, or license one directly from Salesforce with

our ldentity Connect product,User ProvisioningUser provisioning and management is performed

through the Salesforce Administrative Setup environment and is performed by Salesforce

customers. Users, their profiles, permissions and passwords may be managed, edited, activated

and deactivated as needed by those with appropriate permissions. An administrator (appointed by

the customer and not by Salesforce) with appropriate privileges can manage session timeout,

password policies, lP range login restrictions, delegated authentication/SSO, and requirements as

part of this process, On first time login or password reset request, users are required to change

their passwords to gain access, Salesforce also offers delegated authentication, enabling

customers to provision and deactivate users from an external directory service.User Access

ProfilesSalesforce enables administrators to manage roles and relationships between roles from

within the application, in a single easy to read page depicting the role hierarchy,

All users and application-level security are defined and maintained by the organization

administrator and not by Salesforce, The organization administrator is appointed by CSBS, An

organization's sharing model sets the default access that users have to each othe/s data.

There are four sharing models: Private, Public Read Only, Public Read/Write, and Public

ReadMrite/Transfer. There are also several sharing modelelements: Profiles, Roles, Hierarchy,

Record Types, Page Layouts, and Field Levelsecurity.

Details about sharing models and sharing model elements are provided below:

Private
Only the record owner, and users above that role in the hierarchy, can view, edit, and report on

those records,
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Public Read Only

All user:s can view and report on records but not edit them. Only the owner, and users above that

role in the hierarchy, can edit those records'

Public ReadMrite
All users can view, edit, and report on all records

Public Read/lVriteff ransfer

All users can view, edit, transfer, and report on all records, Only available for cases or leads'

Profiles

A profile contains the settings and permissions that control what users with that profile can do

within Salesforce. Profiles control:

Standard and custom apps the user can view (depending on user license)

Service providers the user can access

Tabs the user can view (depending on user license and other factors, sttch as access to

Salesforce CRM Content)

Administrative and general permissions the user has for managing the organization and apps

within it

Object permissions the user is granted to create, read, edit, and delete records

Page layouts a user sees

Fieid-level security access that the user has to view and edit specific fields

Record types are available to the user

Desktop clients users can access and related options

Hours during which and lP addresses from which the user can log in

Apex classes a user can execute

Visualforce pages a user can access

User Roles

Every user must be assigned to a role, or their data will not display in opportunity reports, forecast

rollups, and otherdisplays based on roles,

All u'sers that require visiOitity to the entire organization should be assigned the highest level in the

hierarchy,

It is not necessary to create individual roles for each title at the company, rather a hierarchy of

roles should be defined to control access of information entered by users in lower level roles.

When a user's role is changed, any relevant sharing rules are reevaluated to add or remove

access as necessary.

Record Types

lf the cusiomer's organization uses record types, edit the record type to modify which pick list

values are visible for the record type, A default pick list values can be set based upon the record

type for various divisions.

Field LevelSecurity
Field-level securitysettings let administrators restrict use/s access to view and edit specific fields

on detail and edit pages and in related lists, list views, reports, Ofiline Edition, search results,

email and mail merge templates, Custom Links, and when synchronizing data.
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of page layouts and field-levelThe fields that users see in detail and edit pages are a combination
ifFortheof two lo,accessfield examprestrictive always applyThe mostsecu settingssettingsrity

field-levelthethetn field-leveltheln security settingsandfieldd ts layoutpage read-onlyrequired
thefor userthe WIfield beandthe aoverrides

which means that it is impossible for your data to be commingled with any other customer, The

multi-instance architecture is not built on large centralized database software and infrastructure,

lnstead, we deploy instances on a per-customer basis, allowing the multi-instance cloud to scale

horizontally and infinitely. For our multi-instance cloud, we deploy separate application logic

(Apache Tbmcat Java Virtual Machines) and database processes (MySOL)for every customer'

ihis allows ServiceNow to scale its appiication servers out horizontally by adding them to the load

its own unique database,ServiceNow is a multi-instance architecture that gives every customer

balancer for a lar instance,

ServiceNow

automatically, to scale rapidly out ward and in ward

consumer, the capabilities available for provisioning

appropriated in any quantity at any time,

Delivering scalable, secure, high-performing, virtual data centers for government applications QTS

is commilted to not only giving your cloud the most secure home, but also the ability to utilize best-

of-breed technologies.
Flexible, high-performing, future proof infrastructure: Built upon the VMware vOloud@ Suite, you'll

benefit frori reliable, high-performing infrastructure using a platform that includes VMware, EMC

and Cisco, This compatible solution easily integrates with private VMware environments and

provides a pathway to a hybrid cloud,Our scalability increases agility, efficiency and productivity:

your technologists can focus more time on your business and customers, and less time on your

infrastructure. Rapid provisioning and improvements in utilization enhances your speed to market,

delivers applications faster, and gets projects out the door'

Virtually unlimited bandwidth and communications diversity

eTS operates carrier-neutral data center facilities, This means that customers can select their

communications service providers from hundreds of carriers, lnternet Service Providers, dark fiber

and satell1e companies to meet their transport requirements. Selecting a provider from such a

broad list of options gives customers exceptional route diversity and pricing options, as well as

different Service Levil Agreements and installation schedules, Customers who need very high

amounts of bandwidth tolonduct their business efficiently will never have to worry about running

out of capacity at a QTS facility, Similarly, customers who require exceedingly high

communications security havethe benefits of selecting from physically diverse routes between

their ends points and dark fiber that is not shared with any other users. ln short, there are virtually

no limitations to the type, amount, or security of communications available at each QTS data

easedrel s0mein casesandbecan provisionedelasticallyCapabilitieselasticityRapid
theTorateensu demandwithc0mm
can beunlimited andbeoften toappear

center facil

QTS

There are no scalability limits with our products, We can scale accordingly to

amount or user volume scenario,fit an data
Ariba

The hosted Fieldglass solution can be horizontally and vertically scaled very

quickly as the web server farm is fully virtualized, Qnly the SQL server is bare

metal n,

Fieldglass

SAP HEC can be rapidly scaled to provision infrastructure & services on

demand customer uests,
Hanna

Our solution was designed and developed, from the outset, to be a highly

scalable application. We also use the concept of "PODS," from a hardware

APO D is a fault tolerant cluster of & DB servers

SuccessFactors

SAP
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designed, as a scalable unit, to provide core processing and data storage

services for fixed increment of customers,

Attributes include:

A POD is designed to support millions of subscribers, Our current 2nd

Generation POD is scaled to 5M+

Multi-Vendor High Performance Blade Servers with 40GBps backplane fabric

interconnects
Multiple redundant Application Engines

Clustering for availability and performance

Hardware load balancers to route each new incoming session to the most

available web and application processor

Designed to support a high rate of concurrent connections while maintaining

sufficient redundant capacity to meet SLA requirements

New production P0Ds undergo a verification process before being brought

into service
Excess capacity PODs are always available on standby (scalability-on-

demand)
We will increase capacity if data center utilization surpasses the 70%

threshold

VMware All vCloud Air offerings partially comply with Rapid Elasticity, vCloud Air can be purchased as a

poolof vCPU, vRAM, Network and Storage on shared or dedicated physical infrastructures that

can be elastically provisioned and released VMware's vCloud Air On Demand is fully compliant

because capabilities can be elastically provis ioned and released, VMware's SaaS Products i.e

AirWatch, does comply but the NIST requirement is not relevant to SaaS offerings. Note the

v0loud Air Hybrid Cloud er is not

FireEye FireEye cloud environments are continuously monitored by cloud service operations (CSO)

personnel to help ensure secure operation and available of the system. Capacity is actively

monitored and pro-active upscaling is conducted to ensure resources are always available to end-

users, Procedures are in-place for rapidly adding resources in the event the infrastructure

aoproaches capacity

VirtueStream Virtustream's self-service portal, ticketing system and also the Technical Account Manager, who is

the sing le point of contact for State of Utah allows for provisioning and deprovisioning of resources

and services, ln addition, Virtustream is uniquely positioned to provide application level

provisioning as part of its standard automation and orchestration tool, Resources can be scaled

based on applicatio n size, memory, storage, network requirements, xStream utilizes a supply

chain to define resource Profiles, attributes and offerings than can be provisioned

8.1.2.5 NIST Characteristic - Measured Service: Provide a brief written description

solutions proposed satisfies this NIST Characteristic. Attest capability and briefly describe how measured

is met.service technical

of how the cloud

CA APM Continuous monitoring of all service components (infrastructure and application) is

deployed to proactively identifY any component or service trending towards failure or

approaching capacity, This portion is handled for the underlying cloud nfrastructure by

AWS with active participation bY CA including escalations of issues

MM CA MAA systems admin istrators track th A resource consumption of each virtual

machine n use, ITIL flows are utilized to 6 nsure servlce delivery MAA customers do

not need this information in order to use the service, nor do they have access to view

it,
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l
CAAgile Continuous monitoring of all service components (infrastructure and application) is

deployed to proactively identify any component or service trending towards failure or

approaching capacity

CAs best-of-breed monitoring solutions are deployed and supplemented with vendor

specific diagnostic tools where appropriate

24x7 staffed network operation center (NOC) to analyze and respond to automated

monitorinq alerts

ASM CA ASM systems administrators track the resource consumption of each virtual

machine in the cloud. Since this is a SaaS service, ASM customers do not need this

information in order to use the service, nor do they have access to view it,

Google Saas, Google Apps is already optimized for unlimited use by all end users, Google ensures high

availability, low latency and fault tolerance as a part of the contracted services. No metering or

rate limiting would be required as Google does not charge based on bandwidth use,

Paas/laaS, Google Cloud Platform includes application development tools, Google App Engine,

compute resources, Compute Engine and Container Engine, data storage solutions and

networking solutions, The pricing model is based on actual usage and that usage can be

monitored with Google's Cloud Monitoring Service which also includes options to autoscale a

oroiect,

A0Docs

would be required as AODocs does not charge based on bandwidth use.

AODocs is already optimized for unlimited use by all end users. AO

low latency and fault tolerance as a part of the contracted services,

Docs ensures high availability,

No metering or rate limiting

Virtru All services in our system monitored for availability, stabiity, security, and intrusion using a

combination of tools, such as Dtrace, LogTrail, CloudWatch, DataDog, ElasticSearch and

AlienVault.

Salesforce Subscription-based Service

The Salesforce PaaS and SaaS offerings are subscription based and in a per user/month or

user/year format billed annually with some of our products offered as total logins per month or by

defined number of members billed annually.

Bandwidth
Salesforce is designed to use as little bandwidth as possible so that the site performs adequately

over high-speed, dial-up, and wireless lnternet connections. While average page size is on the

order oi g0KB, Salesforce uses compression as defined in the HTTP 1.1 standard to compress the

HTML content before it is transmitted as data across the lnternet to a use/s computer, The

compression often reduces the amount of transmitted data to as little as 1OKB per page viewed

due to the lack of image content, The site was designed with minimum bandwidth requirements in

mind, hence are extensive use of color coding instead of images, Our average user also is known

to view roughly 120 pages from our site per day, Our application is stateless; therefore, there are

no communication requirements in the background once the page loads, like traditional client

server applications, e.g,, Outlook, Therefore, once the page loads, there are no additional

bandwidth requirements until a user queries or writes information to Salesforce,

System Overview
ln addition to our Trust site (http//trust,salesforce,com/trust/status), you will also have access to a

System Overview, which will help Salesforce customers monitor performance and usage of their

own Salesforce org. This overview includes:

Schema - # and % of custom objects and data storage

Business Logic - # and % of Rules, Apex triggers and classes, as well as % of code used

Licenses
API Usage - # and % of requests in the last 24 hours

User lnterface - # and % of custom custom tabs and
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a variety of services to monitor and enhance application performance. The

network makes extensive use of high availability architecture, and is

monitored on a24rt basis at multiple levels,

We utilize real time web applications performance monitoring software to do

the following:
Sample web traffic in real time via performance analysis sofiware

Track web application errors, (e.9, http 4xx-Sxx errors)

Monitor end-to-end user performance trends

Detailed session analysis for session troubleshooting

This data is reviewed on a daily and weekly basis by Operations Support, and

is further supported with automated alerts, We proactively gather performance

statistics, set triggers to alert on capacity thresholds, and regularly review

utilization trends for capacity planning,

VMware VMware's provides automatic monitoring and metering services to their laaS and SaaS offerings.

Note the vCloud Hybrid Manager is not applicable as it is not metered, because it is for

manaqement,

FireEye FireEye cloud environments are continuousl y monitored by cloud service operations (CSO)

personnelto help ensure secure operation and availability of the system, An internalmonitoring

system operates 24 hours per day to assess system availability and performance, The system is

configured to send email alert notifications to FireEye operations personnel on a real-time basis

communicatinq potential issues with the oroduction svstems,

VirtueStream The fundamental of Virtustream solution is based on uVM Technology, which is very unique in

terms of billing. Virtustream solution takes average consumption of compute resources, and State

of Utah wouldonly pay for actual resources based on a monthly average, This is in comparison

with traditional cloud solution, where the billing is based on allocation of resources in T-Shirt size

(Micro, S, M, L, XL, XXL), and if the server is up, consumer of the cloud pays, but when it is down,

ihey don't. ln case of the Virtustream solution, customer only pays based on the average of vCPU,

RAM, IOPS and Network l/O; the key is average, not aggregate and based on consumption not

allocation, ln addition, all storage, security, application management services are offered as a

monthly fee, based on the VMs; also, Virtustream can provide consultative and project support

based on time and materials.

The pVM brings significant benefits: enabling application level performance SLAs - which an

average VM cinnot, pVMs eliminate wasted headroom in fixed size VMs, generating significant

efficiency improvements (up to 40% beyond traditional virtualization) and Virtustream only charges

by the pVM so you only pay for the resources you actually consume not what you might need,

Uiing lrVMs also enables applications to be used across multiple hypervisors, across multiple

clouds and between different locations - enabling true hybrid clouds, pVM technology allows

Virtustream to offer enterprise class clouds capable of running both mission-critical enterprise

aoolications and web-scale applications, delivering the full benefits of cloud to the enterprise,

8,1.3 Offeror must identify for each Sol

example if an Offeror provides a SaaS

ution the subcategories that it offers for each service model, For

offering then it should be divided into education SaaS offerings, e'
SaaS offerin information SaaS offeri , etc.

CA APM ln addition to the APIM SaaS offering CA Technologies also offers educational

services and consultancy services. CA provides education and training services to its

clients

MAA CA MAA helps app developers visualize, in

interactions with their mobile apps, lt provid

vestigate, manage, and support user

es deep insights into the performance,

CA MAA is aimed touser ence crash and of mobile
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)

I

enterprises understand the experience of mobile app users across the DevOps

application lifecycle, Enterprises can accelerate the delivery of user-experience-

focused mobile applications and can achieve faster time to market by continuous

application delivery while robust

CAAgile We provide a SaaS offering that is generally used to

within the SDLC, ln addition to the CA Agile offering

document and manage work

CA Technologies also offers

educational services and services

ASM CA ASM is a SaaS offering that provides customers with the ability to monitor the

availability, health, and performance of network services (web sites, email servers,

etc,

Google Education SaaS offering - Google Apps for Education

Messaging SaaS offering - Google Apps for Work, Google Apps Unlimited

Collaboration SaaS offering - Google Apps Unlimited

ldentity Management SaaS offering - Google Apps SS0

eDiscovery/Archving SaaS offering 'Google Apps Vault

Application Development PaaS -

laaS

A0Docs AODocs Team Folders

AODocs Document Management

AODocs Retention ApPlication

AODocs EmailConnector

Virtru SaaS email encryption and SaaS file

Salesforce Salesforce is the enterprise cloud com puting leader dedicated to helping companies and

government agencies transform into connected organizations through social and mobile

technologies.

Over 1b0,000 Salesforce customers across nearly every industry have successfully transformed

their operations including over 1000 government agencies, representing allfederal cabinet level

agencies and the majoriiy of the United States. Customer examples include: State of Texas, State

of Colorado, State of California, GSA, USDA, USAID, and others.

Salesforce was named one of the World's Most lnnovative Companies by Forbes for the last five

years in a row. Salesforce is #1 in Enterprise Cloud Computing and #1 in CRM according to lDC.
"salesforce 

ranks as the Leader in the Gartner Magic Quadrant for "CRM Customer Engagement

Centers" (SaaS), "Sales Force Automation" (SaaS), and "Enterprise Platform as a Service"

(PaaS),

Government agencies are using Salesforce PaaS and SaaS solutions for a multitude of

government functions including grants management, constituent communications and

6orrespondence management, incident and case management, call/contact center management,

outreach programs, learning management, volunteer management, project management, and

even donor man numerous others

SaaS Offerings:
.Cloud and lnfrastructure Management Tools
.Customer Relationship Management
.Project and Portfolio Management (PPM) Tools
.Security
.Workflow and Electronic Signature

new lnformation Service Tools

ServiceNow
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I QTS QTS has built some of the world's largest, most robust, and redundant data centers. The

company's innovative 3C product set of custom data center, colocation, and cloud and managed

services provides a fully integrated platform and a flexible, scalable level of service that is difficult

to match.

Our service categories include:

laaS Custom Data Center

laaS Enterprise Cloud

laaS Managed Cloud

laaS vCGS Cloud

laaS Federal Solutions
laaS Healthcare Solutions

laaS Financial Service Solutions

Colocation

Connectivity
Critical Facilities Management

Hybrid lT Solutions
Disaster Recovery as a Service (DRaaS)

Managed Services: Managed Hosting, Managed Network, Managed Systems, Managed Security,

Manaoed Storaqe & Backup, Manaqed Disaster Recovery, Data Security

SAP Ariba We provide solutions that allow enterprises to efficiently manage the
purchasing of non-payroll goods and services required to run their business,

We refer to these non-payroll expenses as "spend.""

Our solutions include software, network access, and expertise. They are

designed to provide enterprises with technology and business process

improvements to better manage spend and, in turn, save money, Our

solutions streamline the business processes related to the identification of

suppliers of goods and services, the negotiation of the terms of purchases,

and ultimately the management of ongoing purchasing and settlement

activities,

Our solutions allow enterprises to take a systematic approach with products

and services that work together, By combining software, network access and

professional services into a comprehensive solution, we help customers to

address six key areas of spend management:

Visibility - enhance spend visibility and control across spend categories,

disparate systems and corporate divisions

Sourcing - identify top suppliers, negotiate procurement terms, leverage

aggregate spend, and manage procurement contracts

Contract Management - streamline and automate from contract creation to

compliance
Procurement - streamline requisitioning and procurement across all types of

spend

lnvoice and Payment - automate invoicing and payment processes

Supplier Management - optimize buyer-supplier interactions throughout the

spend lifecvcle

Fieldglass The SAP Fieldglass Vendor Management System (VMS) application is a

workforce manaoement SaaS offering.

Hanna HANA Enterprise Cloud is a private managed cloud primarily for all SAP

enterprise-wide SAP applications such as: ERP, CRM, SRM, BW, etc, All SAP

applications can be hosted in HANA Enterprise Cloud (via BYOL or
Subscription Licensing model)

SuccessFactors Our oriqinal product release dates are as follows:

I
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Performance Management - 2001

Goal Management-2002
360/Multi-Rater Reviews - 2002

Succession Management - 2004

Compensation Management - 2004

Analytics & Reporting - 2005

Learning & Development - 2006

Recruiting Management - 2006

Variable Pay Compensation - 2007

Employee Profile - 2007

Stack Ranker - 2008

Employee Central - 2009

Metrics Navigator - 2009

Goal Execution - 2010

Calibration - 2010
Workforce Planning (Acquisition) - 2010

Workforce Analytics (Acquisition) - 2010

Plateau LMS (Acquisition) - 2011

JAM - 2011

Employee Central Payroll - March 2012

Onboardinq (acquisition of KMS) - May 2013

FireEye FireEye is offering 4 distinct cloud solutions that can be classified into the following service

categories and sub-categories

l.Email Threat Prevention (ETP)

Security - SaaS

2.Mobile Threat Prevention (ETP)

Security - SaaS

3,Threat Analytics Platform (TAP)

Threat lntelligence - SaaS

4,FireEye as a Service with Continuous Vigilance (FaaS CV)

Manaqed Security Service - SaaS

VirtueStream Virtustream is an lnfrastructure as a Service (laaS) offering focused on mission critical workloads

and applications,

The solution provides as part of the response is laaS only. Virtustream's laaS is targeted for all

virtualized, x86 based cloud solution. While we have secured and segmented infrastructure for

FedRAMP, FISMA, PCI and other regulated workload, it is best suited for any and all enterprise

workload as long as the workload can be virtualized and run on x86 platform, For non x 86

environments, Virtustream provides Collocated areas which is cross connected with the cloud

8,1.4 As applicable to an Offeror's proposal, Offeror must describe its willingness to comply with, the

uirements of Attachments C & D

Carahsoft complies with the requirements in attachment C & D. Cloud service models by vendor are

broken out in section 6.6 of this response per the request in attachment C.

8.1.5 As applicable to an Offero/s proposal, Offeror must describe how its offerings adhere to the services,

,, definitions, and deployment models identified in the Sco of Services, in Attachment D

Carahsoft's cloud vendors fit into multiple catego ries as listed out in Attachment D, Many of our vendors fit

a hybrid cloud deployment method with ability to silo off a private cloud if security needs dictate such, Our

cloud vendors are broken out by service model in section 6,6 of this response. Carahsoft's cloud vendors
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also fit into many categories as listed in section 1 ,1 .3 of Attachment D. Depending on the type of data and

service requested our vendors can support everything from on demand self service delivery to a completely

managed and measured service option,

8.2 Subcontractors

Carahsoft will be utilizing Subcontractors to provide services and solutions for specific manufacturers with

this response. ln other cases, Carahsoft will work with the manufacturers to provide these services and

solutions to all Participating Entities. All Subcontractors shall be vetted to ensure they have the necessary

q ualifications to do business within the State of Utah and any applicable Participating States, All

Su bcontractors will also comply with the appl icable terms and conditions of the RFP and subsequent

contract, as well as all Participating Addendums for the States they are subcontracting in

Carahsoft will use subcontractors as a th ird party company to p rovide services in relation to the solutions

provided by the manufacturer, No other functions of contract management or execution will be performed

by the subiontractor. While Carahsoft cannot determine all roles and responsibilities of the positions for

each subcontractor, there are multiple different standards which subcontractors utilize for these types of

contracts, Here is an example set of the traditional roles a subcontractor would play on behalf of Carahsoft

for this RFP:

Job Title: Consulting Engineer

Functional nesponsinitity: Working under close supervision, person provides technical or scientific and

project support for multiple large-scale projects that cross-cut multiple specialization and product

Oevetopmbnt areas. Applies advanced business and/or technical expertise to assist others with defining,

analyzing, validating and documenting complex customer operating environments, states of technology and

current e-ngineering processes, Provides advanced technical support to others involved in applying

specializeJ knowledge to complex customer processes and requirements. Supports complex technical

investigations through advanced research techniques, analysis or development phasesof engineering

projecti, Works with- other engineering disciplines in the development and application of processes to

improve quality, reliability, cost customer appeal, and satisfaction'

Job Title: Project Manager

n

8 ,2, 1 Offerors must explai n whether they inte nd to provid e a cloud solutions directly 0r through the use of

subcontracto rs H ig her points may be earned by providing all servtces d irectly 0r by providi ng detai ls of

h ig hlv qual ified Subcontractors Iower sc0res may be earned for failu re to provide detailed plans fo r
t

providing seruces 0r failu re to provide detail reg arding specific Subcontractors, Any Subco ntractor that an

Offeror chooses to use tn fu tfi ling the requ irements of the RFP must also meet all Admin istrative t Busi ness

and Techn ical Req utrements of the RFP as applicab e to the Sol uti0ns provided Subcontractors do not

need to with Section 6,3,

8.2.2 Offeror must describe the extent to which it intends to use su

requirements. lnclude each position providing service and provide

subcontractors are anticiPated to be involved under the Master

bcontractors to perform contract

a detailed description of how the
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Functional Responsibility: Possesses a thorough understanding of the process requirements and provide

both technical and management oversight of the project. Responsible for customer satisfaction, serves as

the single point of contact, compliance with the Statement of Work, project planning and management,

resource allocation, and reporting,

Job Title: Senior lnformation Architect

Functional Responsibility: Provides supervision, person designs lntraneUlnterneUExtranet architectures and

develops implementations plans; administration activity; i,e., hardware, security, firewalls, lmplements

security architecture using LDAP, SSL and firewalls. lnstalls, configures and maintains all

lntranefllnterneflExtranetlools, databases and features; provides support to e-commerce and other

systems, lmplements server design, development, and operation as well as analyze and develop

requirements for hardware sizing/capacity, data validation, security and integration points to other

applications.

Job Title: lnformation Architect

Functional Responsibility: Designs lntraneVlnterneUExtranet architectures and develops implementations

plans; administration aciivity; i,e,, hardware, security, firewalls. lmplements security architecture using

LOp, SSL and firewalls. lnstalls, configures and maintains all lntraneVlnterneVExtranet tools, databases

and features; provides support to e-commerce and other systems, lmplements server design, development,

and operation'as well as analyze and develop requirements for hardware sizing/capacity, data validation,

security and integration points to other applications'

Job Title: Senior Consulting Engineer

Functional Responsibility: Provides supervision, person provides technical or scientific and project support

for multiple large-scale projects that cross-cut multiple specialization and product development areas'

Applies advanded businesi and/or technical expertise to assist others with defining, analyzing, validating

and documenting complex customer operating environments, states of technology and current engineering

processes, Provides advanced technical support to others involved in applying specialized knowledge to

complex customer processes and requirements, Supports complex technical investigations through

advanced research techniques, analysis or development phases of engineering projects. Works with other

engineering disciplines in the development and application of processes to improve quality, reliability, cost

customer appeal, and satisfaction.

Carahsoft will be making the determination of what subcontractors to include on the NASPO ValuePoint

Cloud contract upon time of award. Carahsoft will ensure a subcontractor has all of the necessary

certifications to do business in the State before adding them to the contract as a subcontractor, ln addition,

Carahsoft will do credit checks and meet with the subcontractor on multiple occasions to confirm that they

are reliable and exceed expectations as a services and solutions provider. Finally, an agreement will be put

in place between Carahsoft and the subcontractor to ensure optimal efficiency with the subcontractor's

responsibilities.

8.2.3 lf the subcontractor ls known, provide the qua ifications of the subcontractor to p rovid e the servrces if

not, descri be how y0u will guarantee selection of d subcontractor that meets the experience requrreme nts

of the RFP lncl ude a description of how the Offero r will ensure that al subcontracto rS and their employees

will meet all Statement of Work uirements
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A subcontractor will be actively involved in understanding and shaping any Statements of Work created for

the services of a deal in order to make sure that they have the capacity to meet all of the necessary

requirements, These Statements of Work will dictate the terms upon which the subcontractor is deployed

for services, so Carahsoft will work specifically with subcontractors that are active in the public sector and

understand the nuances of selling to government entities.

8.3 Working with Purchasinq Entities

.r B 3,1 Offeror must

i Breach, as defined

describe how it will work with Purchasing Entities before, during, and after a Data

in the Attachments and Exhibits. lnclude information such as:

a

a

a

a

Personnel who will be involved at various stages, include detail on how the Contract Manager in

Section 7 will be involved;

Response times;

Processes and timelines;

Methods of communication and assistance; and

Other information vital to understand the service e

Security is of the uptmost importance to all of the Service providers that Carahsoft is submitting. Should and actual

breach occur, it is the first priority of Carahsoft and the service provider to identify the source of the breach and

implement safe guards to prevent one from happening in the future. The Service Provider will promptly notify the

Purchasing Entity

customer contact

notification,

of the incident, Notification of the breach will be provided by the service directly to the security or

that is identifled by the Purchasing Entity. Meihods of communication could include phone or email

,i S 3,2 Offeror must describe how it will not engage in nor permit its agents to push adware, software, or 
il

Carahsoft ensures that no unwanted marketing efforts are made to customers through an easy to manage

opt out system in our database, Carahsoft can also limit communications by vendor to ensure that only

those vendors approved by the customer reach out with marketing materials or product updates, Carahsoft

will never support or assist in the pushing of adware or unwanted software to participating customers.

i 8,3,3 Offeror must describe whether its application -hosting environments support a user test/staging

environment that is identical to production,

For applicable cloud offerings, user tesU staging environments are available that are identicalto realtime

production environments,

8.3.4 Offeror must describe whether or not its computer applications and Web sites are be accessible to

people with disabilities, and must comply with Participating entity accessibility policies and the Americans

as ap

The user interfaces provided for with

assistive technologies.

8.3,5 Offeror must describe whether or not

be accessible using current released versio

Firefox, Chrome, and Safa

n this p roposal are accessible to people with disab lities using

its applications and content delivered through Web browsers are

ns of multiple browser platforms (such as lnternet Explorer,

carahsoft
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All cloud solution offerings within this proposal that are delivered via web browsers are accessible using

current releases of common internet browsers such as lnternet Explorer, Firefox, Chrome, Safari, and

more,

8.3.6 Offeror must describe how it wi l, prior to the execution of a Service Level Agreement, meet with the

Purchasing Entity and cooperate and hold a meeting to determine whether any sensitive or personal

information will be stored or used by the Offeror that is subject to any law, rule or regulation providing for

specific obligations

p

Upon request of the customer, Carahsoft can host meetings via Adobe Connect web conferencing software

or travel in person if the need presents itself, Carahsoft is happy to support and comply with any

regulations or sensitive data compliance needs that the customer identifies, Carahsoft has the ability to

limit customer information to a secure and isolated database if needed.

Project schedu ing and work planning documents are developed in conjunction with customer

requirements, Project planning activities are conducted with a focus on developing a statement of work that

defines deliverables, customer and contractor areas of responsib ity, as wellas project benchmarks, and

deadlines, Project complexity and customer requirements determine the overall timelines for development,

testing, and solution implementation,

8.4 Custo Seruice

8.4.1 Offeror must describe how it ensure excellent customer service is provided to Purchasing Entities.

lnclude:

. Quality assurance measures;

ia Escalation plan for addressing problems and/or complaints; and

. Service LevelAgreement (S

The core of Carahsoft's business is to provide the best customer service to our government customers and vendor

artners, We are an lT solutions provider delivering best-of-breed hardware, software, and support solutions to

federal , state and local government agencies since 2004, Carahsoft has built a reputation as a customer-centric real-

time organization with unparalleled experience and depth in government sales, marketing, and contract program

management, This experience has enabled Carahsoft to achieve the top spot i n leading software license GSA

resellers, Carahsoft has leveraged its vast contracting experience and extended it to quoting and order

manag ement. Carahsoft seamlessly generates quotes within 30 minutes or less and processed over 56,000 orders in

2014 that were each completed the same day received, Over the past ten years Carahsoft has acquired and

maintained a wide variety of purchasing contract vehicles for agencies at the state, local, and federal levels,

Associated with all contracts are dedicated and experienced contract management resources. Quality and accuracy

is the driving factor behind Carahsoft's successin the government market, All solutions proposals and price quotes

that are sent to our customers go through a three step review process for quality, The first is a pricing review that is

automatically run againsi the pricing database to ensure pricing accuracy for the proper contract. The second review

is at the certified Account Representative level who will check pricing and configurations for accuary and also review

any SOWs that are included. Finally, mangagement review confirms the quality and accuracy of the proposal that

be sent to the Purchasing Entity, Carahsoft has instituted an escalation procedure for any problems or complaintswill

that may arise, There are four levels of escalation and include review by the Account Representative assigned to the

8.3,7 Offeror must describe any project schedule plans or work plans that Offerors use

their Solutions with customers, Offerors should include timelines for developing, testing, and implementing

in implementing

Solutions for customers
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Purchasing Entity, followed by the Regional Manager of the territory, next to the Vice President of State and Local

and 1nallylo the PresidenU0E0, Each stage of escalation shall have a response SLA of no more than 24 hours'

8,4,2 Offeror must describe its ability to comply with the fo llowlls 9!

a You must have one lead representative for each entity that executes a Participating

Addendum. Contact information shall be kept cunent'

Customer Service Representative(s) must be available by phone or email at a minimum,

from 7AM to 6PM on Monday through Sunday for the applicable time zones,

Customer Service Representative will respond to inquiries within one business day,

You must provide design services for the applicable categories.

You must rovide lnstallation Services for the categories.

b

c.

d.

e,

Carahsoft confirms and agrees that we will name

contact information will be listed on the Carahsoft

a lead representative for each Participating Addendum, The

website and kept current, Carahsoft confirms it will have a

representative available by phone and email available 7am-6pm on Monday through Sunday in the applicable time

zones, Carahsoft confirms that it will respond to all inquiries within one business day or sooner. Carahsoft will engage

w1h our service providers to provide design services in the applicable categories Carahsoft will engage with our

service providers to provide installation services in the applicable categories.

8.5 Securitv of lnformation

:l g,b,i Offeioi must describe the measures it takes to protect data, lnclude a description of the method by :,

" SeiuiiW df tG uimoaiimportinCe io caiahsott and our service providers. As an example of our service

Provider's security standards, please see the government security response for Salesforce: Government

Trusted Security and lnfrastructure

Salesforce understands that the confidentiality, integrity, and availability of our customers' information are

vital to their business operations and our own success. We use a multi-layered approach to protect that key

information, constantly monitoring and improving our application, systems, and processes to meet the

growing demands and challenges of security.

lndependent audits confirm that our security goes far beyond what most companies have been able to

achieve on their own. Using the latest firewall protection, intrusion detection systems, and TLS encryption,

Salesforce Force.com gives you the peace of mind only a world-class security infrastructure can provide.

Third-party validation

Security is a multidimensional business imperative that demands consideration at multiple levels, from

security for applications to physical facilities and network security, ln addition to the latest technologies,

world-ilass security requires ongoing adherence to best-practice policies. To ensure this adherence, we

continually seek reievant third-party certification, including lS0 27001, the SysTrust audit (the recognized

standard ior system security), and SSAE 16 SOC 1 audit (an examination and assessment of internal

corporate conirols, previously known as SAS 70 Type ll), S0C1, S0C2 and SOC3 audits are performed by

third party auditor annually at a minimum. Additional audits and certifications include: CSA'Consensus

Assebsm-ents lnitiative', JIPDC (Japan Privacy Seal), Tuv (Germany Privacy Mark), and TRUSTe.

Protection at the application level
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includedin the "subscriPtion Service Guide"Policy" containedSee the "Customer Support

for more informationwith this
Premier suEnte honePLive24rtrovidesrt

r environmentround-the clockS Customer Portal into

incidents to resolutiongenerate and trackavailable 24x7x365 toDedicated suPPort staff isQTS

ServicesGlobalVMware

followthe-sun model'
.Milpitas, CA, USA (UTC -7 hours)

.Reston, VA, USA (UTC -4 hours)

.Dublin, lreland (UTC)

.Singapore (UTC +8 hours)

.Sydney, Australia (UTC +10 hours)

FireEye Support is available via telephone, email, live chat' and web

Phone: U,S: +t 877-347-3393 (S77 FIREEYE)

html

the globe in aaroundtechnical suPPort centers
FireEye offers 2417 techn ical support and its

p0,com/sup rUgetsuPPort.html

FireEye

Virtustream will work with State of Utah

structure that leads to q resolution regularly schedu ick

to develoP / maintain

uled status meetings,

a relationshiP

and quarterlY

business reviews.

Virtustream will assign multiple key personnel to state of utah including an Executive level

sponsor, The primary poinili.oniict will be Virtustream's Technical Account Manager (TAM)'

The TAM is responsible iii:o:iiV litititieslinteraction and understanding/ensuring State of Utah's

objectives are met rt u tinitrit, optimizations. and other improvements to processes/standard

operating procedures ," o.iiu.i.Jriy tn. rnryr in coordination with other Virtustream staff working

behind the scenes. rne rAvt wilLcoordinate day-to-day operation, service level management and

SL reporting,

The following outlines Virtustream's approach to service desk escalation and issue resolution'

Escalations within Virtustream

Virtustream will provide ffif O and Level I support and first call resolution where possible' as

determined by Virtustreari, wn.t ti"t call resolution is not po-ssible, the Virtustream service

Desk provides incident ttttg.*.^ifor lncidents and Urgeni Service Requests escalated to Level

ll and Level lll resources as defined below'

ln the event that Virtustreatt i.tpont. to an Incident is not acceptable to the Customer'

Customer can contact fwirtustream Service Desk and request escalation to the head of the

service Desk. Virtustr.;'J;ll;;iln ieceipt of any such request, immediately escalate the issue

toln. n.aO of the Service Desk or technical team as appropriate'

Service Request Prioritization

Service Requests .r. ,ffi0 a priority of either'Urgenf or'standard' and are queued for

fulfillment with tne corresp|nling iriority. All Service Requests will be reviewed by the

Virtustream Service o.ti *no i,iif oetermine the appropiiate priority to assign with collaboration

of Customer,

lncident Prioritization

All lncidents that are reported to the Virtustream Service Desk, or that Virtustream otheruise

becomes aware of, wirr ne initiarr11 assigned a priority by the Virtustream Service Desk as set forth

below. lnternal escatation foi fniiO.ntt to Level ll anO levet lll resources are based on the priority

level assigned to the lncident.

VirtueStream
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30
minutetOr

lngident has a cdfical impact on lhe business {e'g''

fottof *t" Ex*range Prnduction eerverirnpacling all

t9of h6 oystempa*Major
n$rc*aroundswent. Nomultipleaffec'lingconecly,

notare posaible.businass operalionsandplace

{

EO

minutesOr
l*iC.nt t 

"t 
a saious impact on part of fte business

(e.g., a configumtion change is impacting a small

subset of

*teof oystam
Nofr.rnclion"inusefi a singleaftctingconacfy

thismbusinessm operaliottsandwo*arouttds place

notare impaded.funclion possit$e/saverelY
2

4 hours
Or
lneident has a ternporary impact on users and is non

cd$cal or is a development issue (e4'' emal ts slow

to

ts operalingthePart systern
amusef$ dngleaffeclingconedy

bwinessbutmltortarounds place,frrnclion.
severelynotalthoughAl? impacted,operalions

3

Responselime
willbewifrin
indicated lime

beginning *om
when the
customer
creates a ticket

ora monibdng
event it
validated.

Additional
fs$ources are

engaged via
Virtusbam's
on Call

Procees.

{
businese
day

business" but nct irnpscting operations'

Or
lncident has a m'inor irnpact on users or bueinees, or

cau$nglncidenttnt ls

t$$ue

to&e

4

$dll a Accourit Manager shrling on day J conbact.
'the

Platbrm, Cloud Cover (managod oelicw), and Cloud $ecudty team's will also be arsigned to

of ubb execution ol lhe conkact. All of &€ indMduals aurigned to &e State of uhh
Slatg upon

h€ir fields.
aC,COUnt hava *ignificant years of stqedence m

TAM assigned b $hte of Utsh rfr,ill pov{de reporb ad hoc but also on a quartsdy basis. The
The

lirnited performanc* mea;uremenb, s€rvpe
quarterly busines$ reYlgvLS indudE br.rt are not tt

0n monthly basis, fte TA'd sill pmvidE a consumption rport detailinq $e items
requesb. a

grandar wst breakdown to $late of Utah
cansumed by aadt lirtual madrine" This dellven a Yery

which $dll allow tr data to be carved mulliple waye. Also, informafion can be gatrered by he

of utah team time fpy want korn Sre x$hearn poftl. $iate of utsh can also ts$Jg a
$tate Eny

irdonnalion well. The TAM will conduc{
licketto Virhnham cpenlions rEnter to request a5

schEduled meelings and be m consbnt conhct wtth $tab of utah, The TAM l3 an exlansion of

lhe $hte sf uhh team.
forvnal documenled n wdting by

Virilsb€am definEs a Rooi cEtusS analysis tRcA) as *rs prlc€3g,

and appnoved by Customer, b bE used by \firbsbeam to diagnosa problems at *n
Virtusbsam

conedive adion to be taken and defined
lorest reasonable level which indrdes & repolt of ft€

timelinas hr conectiw actiona, wl$ch shall elirninate, possible, repeat

failures. RASCI hrThe details fte RGAs:

to Ste extent reasonably
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Reguest CausE by

Virtusheam TAM {Custom* requesis lncident reporUProblem

Docimenf and manage tickeb ITSM

R/A s

s RIA

Provide rnanagement and Rost Cause Analysis

{RcA} for all m-$cope P 1 lncidenb (prelirninary repor{ within 48

hours; final within 1 5 calendar dayr)
$ R/A

Problems

{e.g., reoccuning evenls, alarb} -investigata and diagncse s R/A

8 "12.4 Describe the consequencesl$LA fails to meet inoident respon$e time

and incidentfix time.

remediss if tre ResPondent

ntake

bMajor,

decreasesLevelthatevenl
enli$edbeCustornererMinor mayServicefor Availability Sefault,Thrashold

APltlt

take aclicn as ouilined in *re $aaS
Major,

&edecreasescommittedServicefrethaln event Auailabill$
toentifledbeCustomerotMrnor may$ervlcefor Sefault,Jhreshold Availability

Threshold for Service Availability Defuult, Minor or Major,

degeases belowhe
Customer may be enti{ed to

as,tisn as in&e

eventlhatCAAgile

Threshold for $ervice Availabillly Befauft, Minor or Major, customer may
event$at

ss oullined in

Levelln

take

be enlited tro
ASM

CA

lo receive a service credit.he customerwillbedoes not meetilretf

reseller, toeffaris *remeet{Isewill reawnable hrgeia3iborServiceNow
mnlained withinthem 'Custorneroflevel statedeffort Support Polic/andlimes targptr€sponse

forwtrtincluded$ervicelhe

and customizalions.

Monday-Friday,

serv$8s$uppo*AribaCloudAs part
te*rnicalandrEsolve funclionalkoubleshoot and problemsto help diagnose,

beean contactedstaffseMcecustomerAriba'su$ers. awadall wnnngfur
time24/5 in0lemail fornrWeb multipleua fae),phone fioll

24{lonline providesourand Connec*,Adba support porhlzone$ languages.
choosealsoCustomers mayseruffifor enhancemenland requests.support

wiftcustomer namedaeachto providssExpert0arepurcfrase ExpertGare.
u.rstomer andfteanastuibawithin acts Managerforftatcontad Exper{Care

businesseuttomerabout configuralionsproces$rl8 specificknowledgeable

Ariba

including

orutahStatEtheoffice8tatl8 the bybest0ur tmanagedprogram
endhr use$ hiringfirst-levelc*nsen supportM$p) providesyour

etc.suppliers,managelg, appmvefs,
webor formemailavailablels phone,byhalpdeskmulti-lingualFieldglass'

locatedls oufat mrporateOur24x7x365. helpdesklanguageEnglish
UKaLtd., enfrty,m lnformalionMerlin SystemsChicago.headquarten

ibfromandnseruce German

sAp
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prepared to assist with

the Fieldglass
areWelocationsDebrecenand HungaryPhilippines

aboutadministrativeorfunctional questionstechnical

Primary entry Point:

fne neit and easiest way to get an incident resolved is by creating and

senoing lncioents directly to lnp Managed Cloud Delivery Servjce Teams via

th; SAF Srtport porta, tnis communication channel ensures that all support

i.r*. rr. noti11.O and therefore is the most preferred way to contact SAP on

support/service related issues.

Alternative option to the primary entry point:

Customer key user can also cohmunicate incidents by telephone via.the SAP

Curior.r lnieraction Center (ClC) (e.g. in case of facing challenges in

submitting an incident via the SAP Support Portal)'

Exceptional option:

ouringnusinesshours,customerkeyqsglmayalsocommunicateurgent
;;il."ri"bt contacting designated dAP Managed Cloud Delivery service

contacti lilie Customdr Engigement Service Manager (CESM) to create,an

in.iOlnt on behalf of the crist6mer, However - as already mentioned - this is

nolin. p"t rred way of communication, but only should be applied in

exceptional cases,

su-pport tires are contractually agreed upon with each individual customer

to the "

izationan0rg
theand ServiceDeskServiceCloud Delivery (McD)SAPThe Managed

theofaAsia,As resultand globalAmericasacrossareTeams Europe,spread
ableIS toDeskService provideMCDSAPtime zones,severalacrossselup

andentirer0 thehoutth yearcustomers ugto2417worldwide support

incidents into SAPoptions to communicateseveralCustomer keY users have

Managed Cloud Delivery'
Hanna

Edition,

Customers can contact SAP Hybris Commerce, Cloud Edition

t.;il;rt ;rtport by tolt4ree telephone number o.r e-mail 24 hours per day,

,rrrn JrVr'p'.r *e6f,, Based on the priority level, SAP Hybris's support

pil;il;i witt attempt to provide Customer with remote assistance for

reported issues.

Contact information for technical support is as follows:

Toll-Free Telephone Number: 888-944-2664 ext 6

ln the event that customer contacts sAP Hybris support, sAP Hybris shall

respond to such rePorts as follows:

whichlevelservlceh objectives,throarelevels ugdeliveredservlceKey
rthermouF TO,environment,hosted99of for9 theufor ptimeprovide

mesti ofandalertand resp0nseuptimeup0ntotnls reportplacemonitori ng
blebestmentr0n performance.ensuretoenvl possithe

CloudCommerce,SAPthefor HybrisISThe speciflcallYfollowing support

Priority Level :

Characteristics
Response Time

Resolution Time

Hybris
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)

Priority Level 1

Fatal lssue: Problem causing the Customer Website to cease from operating.

This situation is generally described as a totalfailure'

25 Minutes
(7x24)

2 hours

Priority Level 2

Majorissue: problem causing the Customer Website to experience major

problems with it ability to operate, This situation exists when the Customer

Website is partially failing however it is still able to function'

25 minutes

(7x24)
12 hours

Priority Level 3

Degradation of Performance: Problem affecting only certain non-critical

funitions of the Customer Website, This situation is occurring when the

Customer Website is usable but has certain limited functions'

2 hours

1 business day

Priority Level4
Minorlssue: This situation includes all other non-critical problems, lt is present

when the Customer Website is usable however the problem results in a minor

issue affecting it.

2 hours

3 business days

Upon receipt of a service call classifying the priority level, sAP Hybris will 
..

deploy commercially reasonable efforts to respond and assist in the resolution

of the problem,

Application support for code developed by customer or its implementation

partner will be'provided by Customer or Custome/s implementation partner.

h SRR nynris provides SAP Hybris Commerce, Cloud Edition supportto a

customer as requested by customer, and it is subsequently revealed that

SAP Hybris was not responsible for the problem or the problem was not 
.

classifi-ed correctly by the customer, customer will pay sAP Hybris on a time

and materials basis for such and assistance.

SuccessFactors

the applicable Terms of Service for VMware AiMatch'

if the'Availability of a class of service that you purchase is less than the associated Availability

Commitment, then you may request Service Credits for that affected class of service' Availability

in a given month is calculated according to the following formula:
;AvaYrlability" 

= (total minutes in a calendar month - total minutes Unavailable) / total minutes in a

The SLAs are subject to the terms ofOur Availability Commitment for VMware AirWatch is 99.9%.

ndar 1X 00cale month)
reementto Sethe Levelrvlcesub Agbewill "Unavailable,consideredclassA servtce jectof

haseventstheofdeterminetools oneVMware'sif followingforthset belowLimitations monitoring
aUnavailablets forathat ofclass servicetotalThe utes particularminnedoccu ('sLA Evenf').

AShasEvent rredoccuthevalidates SLAmeti VMwarethatmeasuredIS thefromLAS Event
tsthatsuch the Servicelvesres0 SLAthe Event Offeringthtime VMwareatuntilbelow thedefined

withEvent theSLAtheoccursEvent multaneousSI longesttwotf m0re0r SLA lytoAvailable you.
Unavailableminutesthe totalbewill toused determineduration

VMware
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Each of the following will be c0 nsidered an SLA Event for the Dedicated Cloud Virtual Private
I
Cloud 0r Virtual Private Cloud 0nDemand Services:

than
of the network interfaces of the Service Offering Network are unavailable for m0re

a) Any
The "Service Offering NetworK' means the network that extends

three (3) consecutive minutes,
the outside network

from the network interfaces of physical host servers for d class of servlce to

interfaces providing the Service Offering's public intern et connectivitY

The data store(s) associated with y0ur block level storag a for a class of service are unavailable
b)

consecutive minutesfo m0re than three (3)
cannot successfullY

c) The self-service console available at https://vchs, vmware,c0m

authenticate a simu ated user for m0re than five (5) consecutive minutes.

d) Your nning virtual machines fo d class of service become inaccessible for m0re than five (5)
ru

failconsecutive ml nutes due to physical host server u res.

2. Each of the following will be considered an SLA Event for the Data Protection Service

reposito associated with y0ur Data Protection servlce ts unaval able for
a) The backup storage ry

m0re than three (3) consecutive minutes
for longer than thirty

b The start time associated with y0ur backup scheduling window ts m issed

(30) consecutive m inutes,
VI rtual mach nes actively

c) The standard 24-hour recovery point objective RPO) ts missed for any

enrolled in the service'

;i ilt;.;dr. operation for a virtual machine fails to complete due to backup infrastructure

Software

errorprogrammingcorrect reproducibletoefforts anymercial reasonablec0museFire lyshallEye thewith severitycommensurateeffortlevela ofFito employingattributableSoftware reEye,thetn thetnrSerr0allcorrecttonohaveFire shall obligationthathowever Eyerrore rovided,theof p

FireEye

8.12.5 Describe the firm's ures and schedules for anY downtime.

notified
Planned downtime sched arecustomersdanuledisAPM

downtime,advance fornweekstwoleastatnotifiedareCustomersMM
maintenand ance)for upgradesdowntimemaintenanceuledsched (plannedRegularly

AScountnotdoesnoticeht hoursleastat eig (8)beenhascustomerthe givenwhere
andunavailabletsServicen thewhichmuled alnschedUdowntime,

CAAgile

CA
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counted against the uP-time

SLA,

to customers, will beadvance notice was not provided

notified for downtime.advancenweeksleastat twoareersCustomASM

downtime

need to scheduleensures there is nodone in a manner thatGoogle's maintenance routines areGoogle

downtime,

is no need to schedulethat ensures there
AODocs's maintenance routines are done in a manner

AODocs

week in advance,

Maior Release Maintenance is for upgrading the services to the latest product version to deliver

;rffi;;d f;r-t,,ii,r 4lfiraionality, 
-tvtaloiretease 

dates and times are posted on

http//trust.salesforce,com/trust/maintenance approximately one month before release to Sandbox

instances. An email notification and blog post regarding Sindboxpreview,instructions is also sent

lJpi.i-i.t.iy r.. r..tfr ptilii. ,pg"iitg Sanlbox instances' Email notification of major

release dates is sent one [i.^tn-pi[i to up-grading non-Sandbox instances' The Release Notes

document describing tne'ne; tedtures andiunctidnality is nos]e! in Help & Training one month

il;;ilrpg13ding n6"Sundboilnit.n..t, Final release reminders are communicated to all

[rrt*.ir rpproiimatety one weet< prior via email and upon logging into Salesforce'

Major release maintenance occurs three times per year, The instance will be unavailable for up to

five minutes during the release window'

Patch Releases and Emergency Releases are used to deliver scheduled and ad hoc application

fixes. patch releases rr. J.n.dur.o weekly and are usually deployed 1o instances on Tuesday,

W.Jn.tOtV or Thursday, *itf' ,.f.tt. to Aiia-Pacific instances the following day' Emergency

releases are conducted on an as-neeoed basis and can occur any day of the week' whenever

porriOfr, prt hes and .r.tg.n.y tll.rr.t ,t deployed during off-peak hours and without

downtime,

Salesforce

infrastructureforuled maintenanceschedto0 dleastat ays priorcustomersnotifiesNowService twothann0 m0reServiceNowserMce targetslmthatsoftware0r might pacthardwarenetwork
monthntenancemalto scheduledduedowntimeofhours

ServiceNow

worldn aESS globalbusin applicationsmission-criticalfordIS necessityavailabilityContinuous
thatmeansdowntimemaiTero ntenancestandard,theof xDTMaalsoIt's componentkey
0rz0netime countrytithelessard of day-of-week,me-of-yearIS available, regalwaysDocuSign

downtime,maintenanceeliminatesfirsta inArchitecture SaaS,GradeCarrierts SystemDocuSign
isThis accomplisheddand ata integ rityoflevel resiliencyhest performancetheensuresand hig

native neeringengiDocuSignarchitectu le'n ofation advanced availabilityah comb highth r0ug
and sofiwarehardwarecommodandboth sand

Docusign

arereleasesnewu 0rradesmaintenance, pgforwindowsdowntimeScheduled
takesmeOu percentagereement uptiLeveltheln Service Agprovided

nt.accouintomaintenancescheduled

AribaSAP

carahsoft t45
carahsoft



l
soLlclTATlON # CH15012

l

Savings Observed)
. Extended maintenance windows are taken with five days advance notice and

2:00
followsASarendowsWIaintenancemFieldglass'

htCentrala.m, Dayl rga of :00window p.mmaintenanceFriday

follows:ASare typically
ovemberNandmonths: JulyMarch,each theof followingofSecond Friday
stillwill beother emergenclesandissuesservlceCritical packs security

reasonableascommunicationwithiftaken needed

Fieldglass

maintenance.
Sni i.r.".r the right to apply critical application and operating system

riiiuiiiiprt nei in iomptiair'c; with the SAP Global Securi$ Team's.

i..ionliir. recommendations. SAP will use reasonable endeavours to provide

Customer witn forty-eight (48) hours advance notice regarding the critical

oatch deploVment unless i shorter notice period is required in order to 
.

!il]ei,;l iiit'..it..utity issue, Non critical security issues shall be dealt with

Scheduled Maintenance

nmaintaito securityactivitiesmaintenancescheduledSAP performs periodic
otherandmaintenance,networkflxeslevels transports,applicationpatching

windowmaintenance (agreedud schedulednactivities ngscheduled proactive
hours4tswindow permaintenanceThethe customer) predefinedto by

first of every month)month fridayexample(for
Custome/stheservices onancemaintenadditionalSAP performmay

tenleastatwith 0)(1CustomerwithreementinEnvironment agComputing
Custome/stobe emailnotice bynotice mayBusiness (whichDays prior

theoftheof lengthanddate anticipated0rcontact posting)nominated
to CustomefsSAP adheresthatand providedwindow,ntenancemai

suchud ration oftimi and anytoas therements ngutreasonable req

Hanna

0n0rmeno downtiwithndows,wimaintenanceurtwo-hoaretheyTypically
downtiof me0I minutesto2betweenmaintenance requireoccasion periods

havecouldntenancematfurtherichwhrareOther requiremayperiods
hou rs.4mln30 tobetweendowntime

Hybris

uluhot pmentfixes, eqpdates
ASsuch security patches,issuesaddressTo

towindowsmaintenance performwe establishedhasetcupgrades,
occur duringeventsance icallymainten tvpScheduledmaintenance,usched led

windowhour/week4-Aweeks,6-8theseof roughlywindows every0neonly
fixes willaland bugmostcriticalall emergency patchesusedbe forWI

andstack patch sets)tech applicationinclude
aJ,windowsmaintenancedowntimeschedulednedefiWe

metilocal+ 7 SatSuna.m,totimelocal midnightFri-Satmn toht a7Mid ig
atad tscustomerthewhere hosted)centerdatau thep0n(dependent

aif26 d noticeatwith least largerays'customerswillWe provide
LMSHCMforneeded products,ndowWI ts icallyTvpmaintenance

theWhen0n login)3-5 notification p0pupa (viareceive daycustomers
nnotificatiois a pagetheremaintenancethenotts duringavailablesystem

thefor timing.outagedisplayed
useand themeventsmaintenanceWe

SuccessFactors

VMware laaS Services

Customers are notified in advance of any expected downtime with vCloud Air services' ln the

event of an unexpecteO orttfit ot;isruption to the service, customers will be notified via their

preferred contact r.rn, ,. t'oon as possible as per the terms outlined in the service Level

Agreement,
VMWare AiMatch

VMware
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owntimedforto0urwith customersSLAs providestandardmaintainWe
ServicesHosted Policythe AirWatchwithinSLAs definedare

rruinteservlceevent aof ption:n thecreditsWE outageServicesHosted provide0ur PolicyPer
calendartheof99.9%ServicesHostedof thea it will AvailabilitywanantsAiMatch provide

theto Serviceto conformServices failHostedextent thethatTo theServicemonth Level")(the
orfailureAhereinas providedcredits Gredits")servrce ("OutageGustomer requestLevel, may
le tounabISCustomerichduri whm0ne nuteatof least ngtimeofforAvailaof bilack any periodity

thewithCustomer specifiedtofailuretodue provideAiMatch'sServicestheutilize Hosted
theto0r downroundedbewill upmeasurementsAllanconstitutes Outageservlces '0utage"
rounded30 seconds beingthanorto greaterwith increments equalminute0ne increment,nearest alcalendover aeofcumulative0n Outagareits based periodsredcminute.theto 0utagenextup

aover calendarofcumulativethe Outageof periodsationsln theofdeterm lengthFinalmonth, Credits0utageand records,monitoringintemal uipmenteqAirWatch's0nbeshall basedmonth rredoccuthewhichnmonthfofees theServicethe Hostednstbewill taken

following:
,) s.nEour.o Maintenance Period" is the period during which weekly scheduled maintenance

may be performed, or a maintenance window otherwis6 mutually agreed upon by FireEye and

customer. customers r.r.iu. notification and announcements for any scheduled maintenance

period.

b)"Emergency Maintenance" means any time outside of Scheduled Maintenance that FireEye is

;qffii;;iply critical patcnes orfixei or undertake other urgent maintenance' lf Emergency

Maintenance is requireoiiireeye wiricontact Customer and provide the expected time frame of

Maintenancethe

a minimum

due to the
maintainsthethat availabilityserviceensuretoeffortsreasonablertakesundeFireEye

downbewillthewherecircumstances systemarethereHowever99of availabil9o/o ity
FireEye

Platformtheboard meeting bythewithstart changeweeklydowntimesVirtustream planned
thecustomers 0restedu by operationswhether byAil reqchangesrequestedo groupperations

routineof thenaturethe change,0nuled.schedthen Dependingifreviewedare approvedstaff 0nbasedandleAS adjustedas possibnotifiedare earlycustomersaffectedtheand planned,
customerand thata0n weekefallsdowntimetheif scheduledForneeds. example,customer maychangeAnreschedule rgentwill emergency/uVirtustreamclose,doto their quarterlyplans

theofbe notified ngwil upcomall customerstn cases,Butcustomers,thefornoticelesshave onceduration,theand expectedbewilltheof specifieddowntimee starttimes,multidowntime pl
theto affectedoutwillnotificationanotherlsdowntimethe

VirtueStream

metrics are not met,remedies if disaster8,12.6 Describe the

document,SaaS

thebelowdecreasesmittedc0mLevel AvailabilityServicenteve thethattheln toentitledbeCustomer may0rMinor MajorDefault,Service AvailabilityforThreshold
n thearealties providedDefined pencontract.tn monetaryoutlinedASactiontake

APM

Defined in the SaaS documentareMAA
See 8,12.4CA

documentin the SaaSareDefiASM

CA

it.credservlceareceto tveCustomers willbele
Customers will be e credit.servlcearecetvetoA0Docs meti theatnear-reallndisktotstransaction,committedlast replicatedthetoerCustom data, up

arecenter Backu psdatatheatbackedand marycenteata up priddisasternated recoverydesig
thetoaccess application,withoutcente stoppingdataat facilityprimarydailyperformed

Salesforce
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For business continuity purposes, Salesforce supports disaster recovery with a dedicated team

and a 4 hour recovery point objective (RPO) and 12 hour recovery time objective (RTO).

Additional details can be provided with the execution of an NDA between Salesforce and your

Agency.

ln terms of remedies, the Salesforce Service Terms incorporated as partof the End User

Licensing Agreement indicate the following regarding Termination allowing customers to terminate

the contract at time of renewal:

""User subscriptions will automatically renew for additional periods of one (1) year at the list price

in effect at the time of renewal unless You give Your Reseller notice of termination at least 30 days
prior to the end of the relevant subscription term.""

ServiceNow See 8,1 2,2 for the Availability SLA.

Docusion See 8,12,4

SAP Ariba Please see the details providedin8,l2.4 response.

Fieldolass Please see the answerto Question 8,12,4, above

Hanna Penalties and remediation for SLA violations are detailed in the Statement of

Work.

Hybris Our SLA provides tenant remuneration for losses they may incur due to

outaqes within the infrastructure,

VMware For VMware there is a service credit reimbursement structure outlined above, We have detailed

recovery procedures that include defined steps, roles and responsibilities and accountable

personnel to help ensure streamlined disaster recovery.

As conversations progress, AiMatch can provide specific details regarding our disaster recovery

timelines and strategies.

FireEye FireEye

lncident

has established formal Business Continuity and Disaster Recovery plan, as well as

Response and Recovery Plans to help maximize availability of critical customer-impacting

servrces.

8.12.7 Provide a sample of performance reports and specify if they are available over the Web and if they

are real-time statistics or batch statistics,

CA APM A report of the Service's measured monthly SLA is available to Customer upon

reouest

MM Reports are generated periodically and ad hoc, Customers can use their

support.ca,com credentials to access private trust site which contains SLA details for

the subscribed service

CAAqile Realtime and historical system status can be viewed at https//status,rallydqy4grn-
ASM Reports are qenerated periodically and ad hoc.

Google Google does not produce customer specific performance reports, The web based Apps Status

Dashboard displays real time System Availability Details, Customers can works with their Google

reseller to design a reporting system using Google Sheets based on which incident actually

impacts their end users. Service availability issues are isolated to specific applications and specific

oeooraphicallv locations and thus would not impact all of your users or your account at all

A0Docs AODocs does not produce customer specific performance reports. Customers can visit the

AODocs status page: status,aodocs.com. AODocs provides a set a usage reports and AODocs

team can also work with the customer to build reports

Virtru We have realtime monitoring of both server side o and client side interactions,

Salesforce System Performance ReportsOur track record speaks for itself-Salesforce has maintained high

levels of availability across all Salesforce instances since inception, As an on-demand vendor
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salesforce.com proves it is worthy of customers' trust.

A few metrics that we maintain (and publish publicly via our trust,salesforce,com website) are:

-Daily Transaction Counts
-Daily Transaction Speeds

Saleiforce is hitting almost 4 billion transactions a day. These transactions are a mix of user

interacting with thisystem and API calls where other systems are bi-directionally interacting with

Salesforce,

Our Average Transaction Time hovers between 150 and low 200 milliseconds'

Some additional published metrics are uptime & availability, planned maintenance windows, and

any performance degradation.

Th'e'purchasing Entiiy can view all of this information and more by going to trust,salesforce'com.

Customers can-also log a case to request system uptime reports for the last 6 months and last '12

providing daily service-quality data on a public

proves that it is a leader in availability. And by

website (http//trust.salesforce,com), Salesforce

making its track record completely transparent,

however are not autom distributed

machine on which the instance is running, displayed in a graphicalformat,

Add these graphs and their controls to a home page to monitor the performance of instances.

Some of th6se graphs are intended for use by ServiceNow Technical Support to troubleshoot

performance isiues or help tune your system for maximum efficiency, Each graph enables admins

io filter the data by using differeni measurements, such as maximum and minimum values, means,

and medians. The availible graphs reflect performance in eight functional areas of ServiceNow'

.Database

.Discovery

.Disk Partitions

.Linux Stats

.Logging

.MySQL Overview

.Node Metrics

.Replication

.ServiceNow Servlet

metrics for their instance and for theAdministrators can view a wide range of performanceServiceNow

For real-time data, please visit the (trust,docusign,com) for additionalDocuSign Trust site

information
Docusign

thecustomersa system availabilityto describingWe monthly reportprovide
availablemadearethesethe0n cloud reportsservlce,Dependingpercentage.

onlineanhth0rservtcethe cloudalemeithe

Ariba

under NDA,

During peak periods, Fieldglass will see 12,000 concurrent users with page

response times averaging 400-700ms, Across all of 2015, we have a99.4o/o

success rate in meeting or exceeding all monthly customer SLAs for page

Testing

ton0r reeach aselermancehensivereass testing pexecutes c0mp perfoFieldg
thewithIS inexecuted accordancen Performanceto testingproductio

ment, ofdocuStandardsrformance Types testingPeFieldglass
uRes areItsendurance.andloadinclude stress,regressr0n,performed

and theITofmembers QA,and senior development,reviewed approved by
whileube shareddocumentards can0uArchitect, stand requestp0nChief

times,

Fieldglass

anned etc.user

thevta 0neSAPavailableare theto customerEC0n HPerformance reports
nfootheresrovid customerthePortal operationalthings:am0ngItpage, p

mncidentbei man security management,anagement,about ng agedsystems

SAP

Hanna
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I

SuccessFactors Customers can view hosting performance and availability information real-time

at the followinq li nk: https ://support.successfac@
VMware VMware laaS Services

VMware vCloud Air provides Web-based capacity reporting via the MyVMware portal. For detailed

performance reporting, participating entities may wish to acquire VMware vRealize Operations

suite, which is a non-Web based software product which provides real-time and historic

performance statistics for vCloud Air.

VMWare AiMatch
We can provide sample performance testing documents that validate our ability to handle

anticipated workload under real-world conditions as conversations progress,

We have a dedicated team for scalability and performance testing, They work with both internal

teams and customers to conduct testi

FireEye

ooerations (CSO) team to ensure secure nnara{inn and availabi lifir

This is not applicable as each of the FireEye offerings

the FireEye cloud environments are continuously mon

are classified as SaaS, The performance of

itored and managed by the cloud service

VirtueStream Service Levels will be calculated and measured monthly by Virtustream on a calendar month basis

and reported each month for the previous month. The reports will be provided to Customer by the

tenth (1gth) working day of the month following that to which such report relates, commencing on

the second (2nd) month following the Service Start Date and each month thereafter, The monthly

service levei report will contain at least the following items: (i) Uptime statistics for the month

concerned; (ii) in analysis of reported incidents over the previous month, broken down by type for

discussion; (iii) action plans for items giving rise to concern; (iv) comments and observations on

any issues arising from Virtustream's performance monitoring activities; (v) recommendations on

service delivery slrategies to maintain or enhance the service level; and (vi) review of general

business requirements ("Service Level Report"). Gloud Platform Services (CPS)has its own

specific servjce levels as described in this document. Cloud Cover Services (CCS) has service

levels that pertain to the CCS offerings and are reported separately, Not allVirtustream customers

ave CCS but all Virtustream customers use CPS.h

8,12,8 historical, statistical, andto

CA APM A report of the Service's measured

request

SLA is available to Customer upon

MAA Same as above,

CAAqile This is available u

ASM Customers are sent month SLA

Gooqle See 8.12,7

AODocs See 8.12.7

Virtru We mav be able to publish reports locally for customers

Salesforce Trust.salesforce.com is the Salesforce community's home for real-time information on system

performance and security, On this site you'll find:

o Live and historicaldata on system performance

r Upto-the minute information on planned maintenance

o Phishing, malicious software, and social engineering threats

o Best security practices for your organization

r lnformation on how we safeguard your data
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Schema - # and % of custom objects and data storage

Business Logic - # and % of Rules, Apex triggers and classes, as well as % of code used

License Usage

API Usage - # and % of requests in the last 24 hours

User lnterface - # and % of custom apps, sites, flows, custom tabs and pages

PortalUsage

have inmetrics that overvlew

meto monitor uptiTrustSalesforce site salesfo rce.com/trust/status)additionln theto (http://trust,
wtwhicha Overviewalsowill aveh to y0uhelpaccessand SystemAgencyy0uperformance,

udes:inclSalesforce isTh overvrewand of 0wnitormon 0rgusage yourperformance

The above list is of all the

Customem can use the Customer Support Portal to obtain information about the real availability of

all their instances. Real availability is the percentage of production time that an instance is up and

available for use

Yes, lnstance performance can be viewed locallyServiceNow

Docusign sumand informationto detailrovidenuma ofber ned maryYes, offers reports pn pre-defiDocuSig
and Userofas Enve ningn the such sigVelocityRecipients,0n account, by lopeusageDocuSign

ddatacls ansuchcriteriacanUsers rangesreportotherAccess reports, modifyam0ng many
0loaded Printed localbecan downAItoscheduled executebecan

QTS Yes
User access is browser-based, so printing is

setup on the use/s workstation. There are several "Print' buttons throughout

the applications that will open an additional browser window with a printer'

enabled via the printers that are

format of the screen

Ariba

StatetheASthetn byspecifiedwithuser conectthe systempermissionsAny
rtsandhistoricalof Utah

Fieldglass

availableHanna

SAP

VMware laaS Services

At the present time, VMware does not provide end user customers with specific reports for SLA

performance, VMware tracks the overall health of the environment and will report to customers in

ihe event of an outage. However, specific SLA performance is not delivered as a report, but as an

it.rt. tt is cunently i-he custome/s responsibility to track downtime within their environments and

reportto VMware when they believe SLA has been violated'

VMWare AirWatch

Customens can export and print solution data using interactive

XLS, and CSV), the AiMatch Hub (PDF), and event log (CSV)

dashboards (CSV), rePorts (PDF,

VMware

Each of the offerings in this response have reporting capabilities local to the system and users

with the access
FireEye

8,12.9 Offeror must describe whether or not its on nt is supported 24x365.-demand

N/A, CA only offers SaaS solutions and manages the service. Clients do not have

direct access to the environment.

all aspects ofCA

newn usercanand r0vrsl0initialan ofset user rcensessubscribewill to pntitiesePurchasing
licenses,ofthatwithinc0nvenlenceat theiraccounts

Google

to timecustomers0ur notdo havestnce spendcanservrce beSalesforce deployed lyrapidThe
uctsUI secuthe serventa0 mal

Salesforce
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hardware and software necessary, The service is always available and the

24x365 at their owncustomer can de
or other infrastructure

ServiceNow is 24x365ServiceNow
servlce0r IStheOnceservrceSaaS models.this are applicationofferi n resp0nseThe FireEye ngs

0Self-serviceOn-demand ptionsfurtheset arethere n0 sieps necessarydeploymentup
1 availare 24x365.ablesectionin 18 .2.referenced

FireEye

VirtueStream Virtuskeam's self-service allows authorized users to resources on-demand 24x365.

le-up scale-down, 24x365eitwhether is availabandits sca andmustr0r describeB 12 Offe0

N/A. monitori andall theof servlceuiions ngandon rSoffe s0 aspectsSaaSCA managesly
servtcetheofncluded asts

CA

new usercanandofset licensesusertosubscribe initial provrsl0nanntities6 willPurchasing
exceededhasthetf u rchasin that licenses. entityngofnc0nve with prenceataccounts their range

d metiatlicensesordan forer nyadditionaluc0 nt canexceedto usertheir0r about they placeS

res will be handled on the renewalanniveScale-down

Google

solutionsSalesforcetheallow toState lyrapidderearchitectu willcloudSalesforce ased ploybThe
ataddand licenses any duringpointscaleneeds.future upCustome/sscaleand willat for may

totimeat renewaofan0n nan basisualcountsUser examinedarecontractthe annual cycle
licenseensure the customer had

Salesforce

teamCloud

orrSserve subtractingitsscale addinghorizontally bycanNowService automatically application
Sethe rviceNowedScal mIS and instancecular byancerbal for ng agtothem eth load partipools

ServiceNow

resources are allocated to the 24x365.

arentsenvrr0nmecloudls,mode reFiSaaSare servlceofferi thln EyetsFThe resp0nsengsreEye
torsonnel he ensure optimalserucecloud p(cs0) pemonitoredntinuouslc0 by operationsv

FireEye

Virtustream's self-service portal allows to deploy or de-commission resources on-authorized users

demand 24x365
VirtueStream

8.13 Gloud Securitv Alliance

Describe ur level of disclosure with CSA Star istry for each Solution offered,

a. Completion of a CSA STAR Self-Assessment, as described n Section 5,5.3

b. Completion of Exhibits 1 and 2 to Attachment B.

c. ComPletion of a CSA STAR Attestation, Cerlification, or Assessment.

rd, Comp letion CSA STAR Continuous Monito

Carahsoft is proposing a number of Service Providers that are members of the Cloud Security Alliance, For

example Salesforce is a corporate member of the Cloud Security Alliance (CSA) and contributes to their

research and initiatives in a variety of ways Salesforce has completed the CSA Consensus Assessments

lnitiative questionnaire (CAIQ), which maps to the CSA Cloud Controls Matrix (CCM) for the Salesforce

Services, including Force.com, Analytics Clou d, Communities, Chatter, Sales Cloud and Service Cloud' A

copy of the current completed CSA CA Q can be provided to prospects or customers under NDA upon

request,

8.14, 1 Describe in detail how your firm processes emergency or rush services implementation requests bY r

aPu Entity,
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APM

and

tsthatandintrodservEe uction governedSaaSCA h dAS update pr0cessops rigorous
recorded trackedste thelnensureto rence,adhecentrala Every p processby body

MM Standard lead times for requests can for requests that have a criticalbe waived

business need

CA Agile Standard lead times for requests can be for requests that have a critical

business need such as a data

waived
effort

ASM Standard lead times for requests can be waived for requests that have a critical

business need such as a data effort

CA

turnrmal timearoundsubts hasmitted n0aPurchasevalid rde0thefrom dtime0rder processing
ite rsorde neededwhenbecan ntactedc0 toteamle's salesbusinessreethof

Google

A0Docs
menormala tiar0u ndturnsubmittedis hasvalid Purchased Orderthefrom time0rde ngprocessi

neededwhenite ordersbecan tocontactedsalesAODocs's teamtwoof nessbusi
tsuest escalatedtheidentifiedis byreqanthe and emergencyare supportRequests triaged by

Oncea dtoissuethe daswho p eveloperriorityVP Pof uct toprodthe immediatlye assigns

to uctiona hotfix is

Virtru

Multi-tenancy gives applications elasticity. Force.com applications can automatically scale from

one to tens otinousanOs of users, Processing more than three billion transactions each day,

Force.com is used for large-scale deployments. Any application that runs on Force.com is

automatically architected to seamlessly scale from 1 user to '100,000 users without the customer

having to do anything differently,

All applications (includes mobile, offline and read-only options) and data running on Force,com are

deplbied to and replicated across multiple data centers in different geographies, Every

application, no maiter how large or small, gets the full benefits of the backup, failover, disaster

recovery, and other infrastrucfure services required for an organization's mission-critical

ServiceOn-DemandSubscription-based
aAS ServiceSoftwareandASPlatform a Service (SaaS)offerce on-demandrsSalesfo (PaaS)

ortnand user/monthabasedn persubscriptio
0rmonthucts ASoffered total0ur per byloginsprod

The Salesforce PaaS and SaaS offerings are

user/year format billed annually with some of

defined number of members billed annually,

Salesforce

customer has a priority issue with the system, they would open a ticket and the ticket SLA process

would proceed rintil th-e issue is resolved, Every ServiceNow customer is supported based on

and needtheir

0nbased eachcustomerto needsservlcesrofessional respondsorganizationServiceNow p
thecontactsServiceNowthfrom Purchasieerord received EntityISa0nce ngrequest, purchase

need lf the0n thebasedare projectResourcesschedules.ustomec to assigneddiscuss

ServiceNow

situationsbecan uest tn exceptionalinfra0rRush reqprovisioningemergency
basis.effortbestaddressed 0nbewouldand

HannaSAP

VMware laaS Services

lnitialOrder
- Expedite the purchasing process thro

- ln the event that an emeigency or rush service implementation request is received, VMware's

NASpO program manager will ioordinate an expedited response depending on the request'

- Expediied Frocuremeit - The Program Manager will directly interface with each company in the

supply chain to ensure that the order is processed immediately upon receipt by each party'

- Expedited ln

lncreased

VMware
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Participating Agencies will

services for thier AiMatch
through the AirWatch admi

work with thier dedicated Account Executive to procure addition

implementations, customers can implement and update configurations

nisirative console. Additionally, customers can submit ASK tickets for

solution issues that will be tracked

VMWare AirWatch

requests, The

irectly with the

team to coordinate animc0 di

rushtoeffort accommodatemakewill reasonable provisioningeveryFireEye
dinterfaceteamaccount willwhotd theircontact salesshoungpurchasi entity

FireEye

8.14,2 Describe in detailthe standard lead-time ur Solutions,for

CA APM

Services do not generally require client action for provisioning, General service

uests have a standard 48 hour lead time
MM

CA Agile Services do not generally requrre client action for provisioning General servrce

such as a data have a standard 48 hour lead time

ASM Services do not generallY require client action for provisioning General service

have a standard 48 hour lead time

Gooole Standard lead time is three business d

A0Docs Standard lead time is two business

Virtru The Lead-time for rovisioni is no more than 15 minutes

ServiceNow ServiceNow provisions new

within 48 hours after receiPt

customer controls access to

thereafter,

nstances 0r newly purchased users 0r appl ications to the instance

of order lf users 0r appl icatio ns a re req uired m0re q u ickly t the

all ServiceNOw capabilities at any time and the true-up occurs

Docusign DocuSig n ts intu itive and easy-to-use, Getting started with our cloud solution, standard c0 nsole,

can be implemented tn a day Adding nteg ratio ns or API's will add to the complexity of the

tm but 0ur Professional Servtces there to of the

VMware vCloud Air Services

VMware vgloud Air 0nDemand services can be purchased and provisioned in minutes via the

vCloud Air self service portal. VMware vCloud Air services other than OnDemand are purchased

via purchase order. Puichase orders are typically processed on the day of order, Once services

have been purchased the user can immediately begin provisioning services from the self service

portal. These services are available within minutes of launch,

VMware vCloud Government Services

VMware vgloud Government Services are purchased via purchase order. Purchase orders are

typically processed on the day of order, New environments require an RSA token that is

overniginteO for 2 factor authentication, Once the user has their RSA token they can begin to

provision laaS Services,

VMWare AirWatch

Aigatch is committed to implementing the solution in a timely manner and we work closely with

customers to meet internal deadlines.

Delivery and deployment models will vary depending the hosting model selected by the customer:

'SaaS deploymenis can be implemented within several days and some within a few hours

. Large enteririse deployments with numerous integration endpoints may require additionaltime

OncJan order is plaiedl we immediately begin working with the customer to finalize terms and

conditions in a mutually agreeable manner and begin the implementation process,

We schedule regular check-ins for project status updates and to discuss any questions or

c0ncerns.

VMware
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)

service to the statesA

However,

businessm0no than fivereISme to takestathe lead-ti (5)ndardantici that expectedFireEye pates
tnNASPO toorderfromanateis accommod requestto urgentd FireEye willingays,

FireEye

VirtueStream Virtustream's standard for provisioning can vary based of the type of deployment and

requirement, Resources can be dep loyed on-demand basis by State of Utah. Fo the initial

servtces, the re ts d sta ndard which is matntained as best practice,

At project kick-off, Virtustream and State of Utah WI develop a detailed lmplementation Plan 0n a

system-by-system, week-by-week basis, to ensure that both sid ES of the relationship have clear

expectations on what ls to be accomplished by whom, and tn what timeframe. U p0 n completion

of the mp lementation P lan Virtustream and State of Utah will establish a Project Governance

Plan and the Project Governance Plan wil manage mplem entati 0n Plan and ensure alignment at

all tiens of the organization, define expectations for status update frequency and formats, and

establis h an escalation path for issue identification and resolution

Virtustream offers a dedicated onboard ng project team that IS cha rged with migrating clients nto

the xStream@ cloud This chargeable servrce includes res0u rces from 0u platform and SAP

teams d nd development of an 0nboard ng project plan with milestones and deliverables,

Virtustream uses a mature methodo logy to m0ve clients onto 0ur cloud platform a process which

ts continuous ly refined and improved A nk ls established to the client site ustng d Virtual Private

Network (vPN) 0r M u Itiprotocol Label Switching (M PLS) ct rcuit, for customer access and testing of

migrated systems, Prerequisites are put nto place (domain controllers, backu p systems,

infrastructure, networki ng etc ) prior to systems being onboarded, tn a defined seq uence

Virtustream SAP basis team membe rS test the systems before tu rning them 0ver to Ascend for

validation, 0nce 0n the xStream@ platform, Virtustream m0 nitors backups and marntains the

systems, As a c0m p0ne nt of the Virtustream platform all c0re units are replicated to an alternate

data center to provide d isaster-recovery capab ity

Figure 3. SamPle Work Plan
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8.15.1 Ability to apply legal retention periods and urchasing entity PolicY andlor

uirements,

disposition by agencY Per P

Not curre available,APM

Not Available,MAA

CA Agile data. We will retain all data until it

has been deleted from our systems, We can remove data from our systems upon

the customer at termination of the contract.

The customer is resPonsible for the lifecycle of their

fromwritten

ASM Not available

CA

retentiondatac0 with theirare for company'scustomers mplyi ngSalesforce responsible
must dataSalesforcea customerServicesSalesforce lf preservetheirtn ofuse therequirements

dof 0rataleu aschedaboveres are weekly exportretention u insufficient, maytheytheand proced
uevalcommainareData availableCustomer separatedofdto account,sandbox Exportsc0py

nt, nCustomer addition, exportsmanySalesforce's departmevtaformat Supportrequest,csv) by(
rs,administratothe natedbe ualman ledcan

Salesforce

clone operation Process, This

can continue working on the

be on the production but not on

over written,them fromtoAdd

OU internalthe toOWServiceN hasnotified ability leverage0nce
thewhile custometheoflockeda instance,state c0pyprovides

willdeletes0radditionsdata changes

ServiceNow can freeze backu

production instance. AnY

the frozen instance coPY,

ServiceNow

customers determine their retention icies.n

Y QTS will work with customers to meet alCSQTS
For the network s standard record retention is 180 days, but customers can

terms.uest
Ariba

customerWEwhich freeze data,canAS ln todaymethodsh manyFieldglass
tomethoda tn timeto recoveryWe thehave abilities restore, utilizing pointcap

d hasthatdelivefor revtewal systema ringeffectivelylegsecondary system

been frozen in time for all clients,

Fieldglass

4andis formonthretention systems,ECH standard productivebackup
bentionrete canowever changedHfo periodsystemsnon-productivedays

tmcosthaveand

Hanna

department, division, location, job code and hire date'

Customers can grant permissions to the appropriate users to create a request

to purge data and to approve the request to purge data, These ""purge rules""

can Oe scheduled to reoccur. User records are kept in the system, for

nil to withles""rU as complyuas rge requiredcustomeA can pconfigure many
thesolutiontherulesSirules. these providescountrynce vary bydata privacy

for defined countryretentiondto groups bydifferentefine periodsflexibility

theusecustomersouisdatatheirbut anonymizedngreporti purposes
80 countriesn almosttodwith localutionsol n

SAP

SuccessFactors

VMware VMware laaS Services
participating entities that leverage VMware Data Protection are able to specify the retention period

of their bac[ups to comply with policies and legal requirements, Data Protection leverages

snapshots to iake an image level backup of virtual machines, When a backup is initiated, a _

snapshot is taken of that iirtual machine. Once the snapshot is taken it is then stored on the Data

proiection storage for the duration of the retention period assigned !n 
th9 policy. The policy column

in the screenshoi below illustrates the variety of data retention policies that have been set within a

sample customeds vCloud Air Data Protection instance. ln this example retention policies range

from 3 to 365

camhsoft 156
carahsoft



soLlclTATloN # CH16012

21*"

,$Fs.4t*r*'sr*

VMWare AiMatch

I882s*onr.*

(csv).
dashboardsutionsol nteractive reportsdataarchive (csv)andcanCustomers usrngexport

lnrs Dedicatedaevent CustomeHub andand the AiMatch logDFP (PDF),XLS, csv)(
alad mart.robustdcandCloud

i*-9i+r;r.r, r'!5j,:!r-1'|1

'hr:{ {:,!+*r',*-:i ,

.**.ia;*i*!+ t

:.1 .{ :::!j J:.Gr.::.| {

HrAtffircErlo{

2n'

. f.ii!rri,t.. q.r:,..i1.'1r

rd41r3 *q,

r', .i i.r^..:.i+'.
*,ltr itrf iii.-1F

la'

Customers have access to data stored in

time during the length of the subscription

the varying cloud solutions and are accessible at any

contract, Retention periods vary per service offered' See

section 8.7.2 for further information,

FireEye

detailedMorebasis,d custom0nbecan mmodacc0 atedu rementsb retention reqpecific
ton orderbetoneedw0u tdationnform

VirtueStream

known inherent disaster ation strategies.8.15.2 Describe risks and rovide

DR is provided only in a single geog Professional Services would

need to be en DRto

raphy at this point.APM

N/AMAA

CA None - our DR n is tested at a minimum semi-annual

NoneASM

CA

Please see the Virtru Disaster Recovery Plan provided in the Supplemental lnformation section of

this res
Virtru

disasteralcedata annunter andeachatSrm real-timenear replicationservlceSalesforceThe perfo
thebetweenand datamestiservlce the replicationfortests the p recoveryrojectedverifyrecovery

00%1rec0ve tssite aThecenter disasterisasterd rycedata andnter the recoveryproduction
transmittedtsDatanetwoofsite rk, storage data).theof (host,capacityrimaryp productionreplica

ksn back-acr0sscenters Additionallydatadisasteand encryptednbetwee recoverythe primary
theattsdata edretain hically separated0nare and backups geograpu dataof performedps

cP-6 cP-7 cP-9locationcenterdatad isaster

Salesforce

ln both cases, the BC and the DR are supported by a series of SOPs that allow ServiceNow to

quickly and effectively take action when it is required.

DisasterandnuBusifor Continessdistintwo environments itv (Bc)ctdividedis ntoServiceNow
areenvironmentscenterr0nenvl andment dataitssServiceNow' corporate(DR).Recovery

disasterA ServiceNoWstneachfrom other corporateisolatedand icallylogphysically
n the6th centersdata withthe0n for privatelittlewith n00roccur abilitytd impactenvironment cou

cloud to operate,

ServiceNow
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)

ServicsNou, fomally tests Sris process sn an annual basis and can produce complianca reporb

ior rr*U** raquiring ffrem. $erviceNow atso uses fr; procest o{ bansferirg inutances to

,"dig|.tt; ilpa* of riaintenance on ib serviEe and will move ingtancss out of ona dala center to

ffr" ugr*r * J daily basis. As a result, $erviceiloru ir very urell practiced at tre proceos of 'kiling

ovef anstomer instance.s.

$erviceNo#s BC procesa covera ib functisnal offises and ia a separate standad openaling

;*"dd;er* itseustomerenvironmenb. Tle BC Plan (BCPI has heen developed in concert

*igt ttr" enlire business including Busin€s; lmpact Asressmenh (8lA) fo undersknd t|e impact cf

which mvers its dab cenbr environments, and inc*del
instancEs hat ServiqeNow usas b run its business'

fte loss

environments

PlanContingencyIrtctrstomer
freaswella$all ctrstomer

moeteecure fiesolulionfte9ocu$ign dedicaHto
Asgurance

and

$erviEe

virtual

in{ormatisn.c,UrrentNot a yourcopy
ofdaiamn{nuous yourrcplicationQT$'s DR providesAvailabilityHishMiligation

afto cunentaaccesshave copySefv€r dwaysendrcnrnanb, youensuringandphysical

QT$

5 minutes. Please see

lor addiitonaldehils,

Technical

monthsI $oughredd everydisaster r9covsryatuiba skong
t3RTO houn4dah ceater Theovelfail lhet3nevef to backuphas required

lnFasbucfurelhe $aa$RPOand is

Ariba

Backrpoplions.
High Availability {HA} - tlA is ach;ieved by failover to standby node

Di&ster Recovery tIlR) - $ysiems are configured in the secondary

dabcenter.

&
lheircustomershelps$AF Enterprise

Disasterrilt[t Recovery{il4}AvailabilityillshrequiremenbConiinuity

service lhatcan be induded as custonpdsDR ie an

Hanna

timely restoralion of rerrlice intre eventof disader-

Based on he terms dfte agreemenl we willdEsignate one of the data

ceniar! aslhe custom6r's Trimar/ dab center, wih an addifional data cent€r

designated as lhe 'altamate" br dala redundancy and disaster recovery

&emallforN+1anWe approach
cugtomarAilfailurc.sft5there aneverthal pantsinglessenvironmenl,

hom ttean 3EC{rre mannerstreamsdandatedahbase enuyptedbackups
aforcenterdab'altemaldcenterdah their allowingtacustomertt 'pnmarl

SAP

No RiskParticipating Entities are

encouraged to develoP a

disaster recovery Plan to
mitigate inst service

High RiskParticipating
agenct's lack of a
disaster recovery
plan leads to

Services
table provides mmmon inherent disaster recovery dskc and pclential mi$gation

VMware
The follor,ving

Vltfware

Unmitigated Mitigation
Probability

Mitigated
Probability

RISK

l
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outage or data loss. ln
parallel, entities are

encouraged to leverage

vCloud Air data protection,
vCloud Air Disaster

Recovery and other high

availability services while a

formal plan is written

service outage or
data loss in the
event of a
disaster.

Lsw RiskParticipating entities are

encouraged to choose

datacenter{s} that is
geographically proximate to
their end users to maximize
performance. ln additia:t,
location of disaster recovery
data center should be
geogranhically separated
from primary data center.

High RlskFarticipating
entity shsoses
inappropriate
data center
loc*tion leading to
service
degradation or
outage.

No RiskParticipating entities are

encouraged to include DR

capabilities in their costs

estimates for cloud
deployments to ensure
budget is available to
acquire those services.

High RiskParticipating
entity fails to
budget for and
acquire
appropriate DR

technology
leadingto
inability to
recover from
disasters.

Farticipating entities are
encouraged to review Sl-As

for eaEh closd service that
they are interested in

acguiring to ensure that
they rneet mission

requirements, Care shsuld
also he taken to ensure

service .SLAs do not
slgnlficantly exceed mission

requirements to avoid
unnecessary cost'

Participating
entity fails ts
ensure cloud
servite SlAs {e.g'
RPO & BTO

ohjectives] meet
their mission
requirernents
leadingto
inadequate
service recovery
times and data
loss.

High Rlsk No Risk

camhsoft 15S
carahsoft



soltclTATloN # CH16012

riskUCES andvulnerab reductrod atth ates ities, quicklysecurea stableand p mitigProviding
Followi thec0ls ansidered ng guidelinesthreattheto prioritytopevolvi landscapengresponds

nstareassessmentsskn agaiperformedandSPNIST vulnerabilityhedestablis in regular800-30,
Whenthreatsremediateto assess potentialandnment emergingenvr0 identifythe production

reu to anddocumentedd deployfollow prioritizewevu arenerabilities proceddiscovered,

patches,necessary
ofvaflouswith memberscond rvrewsinteideare ntifiedand reat-sourcesth uctingby.Vulnerabilities

landbusinesstodata AirWatch scape,thecommns and ngCloud unity mappthe Operatio
conversationsasinformationadditionalcan.We pr0gress,provide

Varies service and customer Will be defined
toer delivernfrastructu tnre ordil theofaintohasVirtustream hysicalpbuilt layersredundancy

unknownthe Corefurtherrisks.known 0Tand mitigate againstuSLAs to 99,999% anymitigatep
dtnincludeand reservedworkloads capacitycomputemission-criticalare formicroVM's designed

the restoretotoication facilitateautomaticand abilitydatacenter replstoragesecondary
centeratadat theofevent antheln

VirtueStream

8,15,3 Describe the infrastructure that supports mu

which supports redundancy, failover capability, and

within the United States, each of

arge scale applications independently
Itiple data centers

the ability to run I

in case one data center is lost.

mu DRto

AWS Ale EC2WS zonewithinfailover arovide and singdatacenters redundancyp
edtdwoU to beneedServices engagProfessionallocationhica rapsingle geog(i,e,

APM

service is cu available from one data centerMAA

at a minimumswitch over testifull

iffailoverthehave torationu and uicklydatahot/warm qabilitycenterWe nru a config
Weules to redensure perform-1are m ndancy300Ouruired. atad centers apartreq

CA Agile

ASM core services run in one and can fail over to the DR site ifprimary data center,

failurethere is a
ASM

CA

As described elsewhere in this response, Google Cloud Platform (AppEngine)AODocs is built on

this infrastructure.and Altirnao does not
A0Docs

We operate our infrastructure in mu Zones, and any given data center failure

would not result in data loss

Itiple AvailabilityVirtru

concrete walls from other data center tenants. lndividual racks inside of the data center are

secured with a lock. Specific racks are allocated for hardware supporting the Salesforce

Government Cloud, Access to the racks supporting the Salesforce Government Cloud hardware is

atadtwotn U.S.of ourtsCloud storedSalesforce'stnforData customersCustomer
Salesforce'sat data centersdedicatedtncolts located toptierOurlocations, service spacescenter

seandtonated Salesforcer00msserver byparatednsid ofe securelshardware located desig

U,S, Citizens as described in the section above.restricted to

Salesforce

At the heart of this architecture, each customer application instance is supported by a multi-homed

network configuration with multiple connections to the lnternet, Production application servers are

load balanced-within each data center, Production database servers are replicated in near-real

time to a peer data center within the same geographic region,

toned behavere been-basedcloud infrastructu desig highlycentersdata andServiceNow's
andnents networkured ndanthave multiplec0mp0available. All servers and network devices

paths to avoid single points of failure,

ServiceNow
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ServiceNow leverages this Advanced High Availability (AHA) architecture for customer production

instances in several ways:
.ln the event of the failure of one or more infrastructure components, service is restored by

transferring the operation of customer instances associated with the failed components to the peer

data center.
.Before executing required maintenance, ServiceNow can proactively transfer operation of

customer instances impacted by the maintenance to the peer data center. The maintenance can

then proceed without impacting service availability,

This approach means that the transfer between active and standby data centers is being regularly

executed as part of standard operating procedures - ensuring that when it is needed to address a

failure, the transfer will be successful and service disruption minimized,

See the "serviceNow Security, Operations, and Compliance White Pape/'included with this

for more information.

Docusign Each component of our trusted platform - Hardware & lnfrastructure, Systems & Operations,

Applications & Access, and Transmission & Storage - undergoes tremendous security scrutiny.

HARDWARE & INFMSTRUCTURE

Three geo-dispersed, SSAE 16 audited datacenters

Near real-time secure data replication and encrypted archival

365x24x7 o n-s ite secu rity

Annual Business Continuity Planning (BCP) & Disaster Recovery (DR)testing

Third-party penetration testing

SYSTEMS & OPERATIONS

Physically and logically separate networks

Two-factor, encrypted VPN access

Professional, commercial grade firewalls and border routers

Distributed Denial of Service (DDoS) mitigation

Active monitoring and alerting

APPLICATIONS & ACCESS

Formal code reviews and vulnerability mitigation by third parties

Application level Advanced Encryption Standard (AES) 256 bit encryption

Key Management & Encryption Program

Enterprise-class malware protection

Digital audit trail

Multiple authentication mechanisms

TMNSMISSION & STOMGE

Secure, private SSL 256 bit viewing session

Anti-tampering controls

Signature verification of signing events

Unalterable, systematic capture of signing data

Digital certificate technology

Customer config urable data retention program
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America that reduces the likelihood of experiencing a single point of failure'

eiS's taitover facilities in RlCl and ATL1 are a carrier-class and carrier-neutral datacenter with

multiple lnternet Service Providers. QTS-FC can establish connectivity with another service

frovi'Oer witn 24 hours in the event of an unrecoverable catastrophic connectivity failure of QTS-

FC's

from both TW Telecom and NTTQTS cloud utilizes alternate telecommunications servicesQTS

The act of failing over from one site to another has a design goal for its

Recovery Timebbjective (RTO) of no more than four hours, The design goal

for the Recovery Point Objective (RPO) is five minutes'

Disaster recovery options are included for all Ariba Cloud Services. ln the

event of a fail-over to the disaster recovery site, no customer changes are

required as all URLs that customers use to reach the applications will continue

to work. Ariba will notify customers via their email addresses in the event of

unplanned downtime,

lnternally, Ariba uses a documented system recovery plan that outlines the

approach and steps for recovering the applications. This document defines

roles and responsibilities in the event of disaster:

Local Ariba staff maintains the hardware remotely.

Ariba maintains the application software,

Processes are in place to keep database and fileservers in sync between

primary and backuP data centers'

ihe failover process of all parts of the infrastructure is automated,

ln the event of a catastrophe, Ariba will declare the primary data center "down"

and locally the script will be run to switchover and startthe applications at the

remote data center,

theAmericaNorthnwithisites eachnhas twoba regionAri implemented
A.V nandtnlocated San Sterling EuropeCaliforniaaresites Jose,currently
Netherlands,amAmsterdandtnlocated st.sitesthe are Leon-Rot, Germany

lanPthe Disasterbacku andscenan0s RecoverytestsAriba ppower outage
and effective,to-date successfuensureto isitbasistca0n

Ariba

centers provided by centuryLink in Elk Grove, lL, and our disaster recovery

center provided by Equinix in San Jose, CA. Both are managed by Server

Centraiwhich is a tier 4 hosting provider and a Tier 1 data provider (see the

note below),

All systems are ""mission-critical loads"" supported by IDC Redundant Power

Management System (UPS, generators etc.).

Note:bata ceniers can be classified by tiers, with Tier 1 being the most basic

and inexpensive, and Tier 4 being the most robust and costly. According to

definitions from the Uptime lnstitute and the latest draft of TIA/E|A-942

(Telecommunications lnfrastructure Standard for Data Centers), a Tier 1 data

ienter is not required to have redundant power and cooling infrastructures. lt

needs only a lock for security and can tolerate up to 28.8 hours of downtime

per year. ln contrast, a Tier 4 data center must have redundant systems for

pow"er ano cooling, with multiple distribution paths that are active and fault

iolerant, Furthermore, access should be controlled with biometric readers and

single-person entryways, gaseous fire suppression is required, the cabling

infristiucture should have a redundant backbone, and the facility can permit

no more than 0,4 hours of downtime per year,

We host and manage the Fieldglass system within secure lnternet data

rveatth secentersdataforsufficient rimarilypTier 20r enterprisets usually
4are 3Tier 0rdataFinancial centersa n typicallywithinusers corporatio

re meetmusttherefoandlc0to ec0n0murcriticalarebecause

Fieldglass

SAP
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centersdata thatPublicset u0 providestandardsher by government,hig
iltbu to standardsareservtces alsodisaster

Infrastructure setuP:
* Standby SAP HEC systems at DR failover site will be shutdown / not

useable during regular operations'
* WAN conne6tiviiy A special requirements (e,g. acceleration services)fall into

the responsibil-ity of the customer.
* Customer musihave independent network connections to both DR sites,
* All DR-relevant systems are going to be installed according to the Adaptive

Computing (AC) principle (virtual hostnames + virtual lP addresses

DRto forsite solutions,HANAfromdatabewill toused PrimaryHSR replicate
fromdatatobewill usedServern replicateRS)Replicatio (sSybasesimilarly

m0reutions.sol For information,siteDR ASEfor based pleasetoPrimary
documentBusinessattachedtorefer

Hanna

engineered for resiliency, All major components are redundant, including

poiver, HVAC, fire suppression, and the physical components of our network.

irroduction data centers have strict access controls, and are continuously

staffed and monitored to help prevent acts of sabotage or vandalism, All

production data centers are ANSI/EIMlA-942Tier lll/lV facilities, and are ISO

27001 certified,

Production data centers are also geographically dispersed to help prevent a

single event from affecting more than one data center. ln the event a

pro-duction data center ha! an outage we failover to an alternate data center in

ihe same geographic region to minimize impact to customers.

Our CbudOperations teams are also geographically dispersed, working in

offices in the us, Europe, south America, and lndia, should an office be

impacted by an environmental event or pandemic, other offices can continue

operations,

Aspects of the plan are described in the SOC reports, Disaster Recovery Plan

gdnel and Business Continuity Plan ("BCP")_solutions are dependent on

ieveraifactors. The customer may be responsible for parts of the

with high availability in mind, andOur inf rastructu re architecture is designed

nu activities

SuccessFactors

VMware laaS Services

VMware offers severaltechnologies to provide redundancy, failover capability and the ability to run

large scale applications independently in case one data center is lost.

vCiouO Air is'built upon infrastructure that is architected for High Availability leveraging provel

vSptrere High Availability (HA), vSphere vMotion, and VMware Distributed Resource Scheduler

tOhSl. Theie technotogiei atlow participating entities to migrate live workloads and/or

automatically restart VMs in the event of host maintenance or unexpected issues, These

technologies also maintain a consistently high level of performance for all tenants'

VMWare vSphere vMotion enables migration of live VMs to transfer your workloads during

6int.nrn.., without downtime, Unlike other cloud providers, VMWare ensures that tenants are

not impacted by standard maintenance. VMware performs vMotion migrations for maintenance

nenind the scenes for its tenants in v0loud Air during maintenance windows without disrupting

Today

nantte applications,
AirvCloudenvironment toanm VMsrate fromtoused on-premisesISvMotion also seamlessly ig

mlive ration tothatvendors USESfewa cloud igtsAir of0nevCloud majorback, onlyand
live rationstoentitiesNASPO perform mtgThis WI enable ngaim ntenance, participatido capabil itv

Thisotherandmaintenanceand thefrom forcloudtoto thierm0ve

VMware
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)
technology inherentlY prevents the lock-in experienced when migrating to cloud services offered

by others,

V't,f*rr. Dynamic Resource Scheduler continuously monjtons CPU and memory utilization a.crgss

a cluster oivSphere hosts, al6cating resources ambng VMs and rebalancing performance during

nigh*fur. peak times, fnis t performed24xT within the VMware vCloud Air environment'

Vfu;;sphere High Availabiliiy delivers the availability required by Tg.qlapplications 
running in

vtr,ts, inOepindent oithe operating system and application running in it. Whether participating

.niiti., leverage Microsoft'winooilsbr Linux; off-the-shelf or custom developed application; single

VfVfr ot many,-HA provides uniform, failover protection against hardware and operating system

outages within vCloud Air,

HA can:
. frlonitor Vfrrfware vSphere hosts and VMs to detect hardware and guest operating system

failures,
. Restart VMs on other vSphere hosts in the cluster without manual intervention when a seryer

outage is detected,
; C.iu.. application downtime by automatically restarting VMs upon detection of an operating

system failure,

other cloud providens require you to build availability in toyour application"ln the best case

scenario, this is as simple as including a load balancer in front of multiple VMs in the same tier to

achieve basic high availabilitY,

io*.urr, often ifie tecnnoto6ies of other cloud service providers requires a complete redesign of

the hosted application, and dften network devices such as load balancers are offered at an

additional cost, unlike v0loud Air,

vgloud Air was built to run hosted applications as-is, providing availability-down to a single VM

instance, and balancing r..rorr..r across multiple tenant needs with DRS, Unlike other clouds,

with vCloud Air and vCGS, participating entities are not required to rebuild thier application to get

in. n.*iniriiv rnd agility fliat cloud'can 
-provide, 

of course, vcloud Air customers usually do not just

riop .t rouing .ppii..tionr to vcloud Air. Once in the cloud they start to explore features like our

nOvanceO ruelworking Services and using APls, automation, and CI/CD tools to deliver services

faiter, And, where it irakes sense, custo-mers do look at application redesigns as well, but with

vCloud Air it is not because they must redesign to ensure the application is always available.

VMWare AirWatch

Aigatch features active-passive configurations for high availability and redundancy with all

.fipon.nir made to failover with minihal downtime, Load balancing capabilities are deployed

across multiple data centers to ensure immediate server pickup, ensuring.zero end user

downtime, AiMatch also incorporates replication technology featuring SQL log shipping or

network SAN to revent data loss,

Varies service and customer Will be defined duri setu
Fire

Las Sanandtnlocated DC, Vegasare Washington,centersbasedU.S. datasVirtustream
rotoco andoftnstandard termsnd operational pthemeetdataAlt centers ustryrancBco. highestF

arewhichmicroVM'sCorenfrastructuretheofbuilt allnto physicalhave layersredundancy
ndd stoautomatic ragereserved compute capacity-criticalmission workloads,for provideused

accesshaveanddata centerato secondoverfailed arybecans0n thesethaticatio systemsrepl
ntercedatatheataofthein eventiredutheto c0m

VirtueStream

8.1 6 Solution Administration

8,16.1 Ability of the to fully and user accountside

allCustomer has full control accountsuseroverAPMCA
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MAA CA MAA provides user management self-service to customers to manage their own

and create accounts for other users,accounts

ileCA The customer is for m the of all user accounts.

ASM The Purchasing Entity can manage create sub-accounts within

ASM.

their account and

Cole

AODocs
Virtru does not have an identity system, We

verification,

authentication to Oauth and Email loopVirtru

ldentity Management
Logonis formlbased, When users log into the Salesforce application, th-ey submit a username and

paisword, which are sent to Salesforce via an TLS-encrypted session. Security features are

developed by Salesforce and built into the application, Third-party packages are not used for

development or implementation of security internal to the application.

ln add1ion, single sign-on and two-factor authentication may be used to authenticate users, Some

organizations pleter to use an existing single sign-on capability to simplify and standardize their

us-er authentication. You have two options to implement single sign-on-federated authentication

using Security Assertion Markup Language (SAML) or delegated authentication,

Federated authentication using Security Assertion Markup Language (SAML) allows you to send

authentication and authorization data between affiliated but unrelated Web services, This enables

you to sign-on to Salesforce from a client application, Federated authentication using SAML is

enabled by default for your organization.

Delegated authentication single sign-on enables you to integrate Salesforce with an authentication

metn'od that you choose. Thii enables you to integrate authentication with your LDAP (Lightweight

Directory Aciess Protocol) server, or perform single sign-on by authenticating using a token

instead bf a password. You manage delegated authentication at the profile level, allowing some

users to use delegated authenticaiion, while other users continue to use their Salesforce-managed

password. Delegited authentication is set by profile, not organization wide, You must request that

this feature be enabled by Salesforce.

Salesforce can be configured to utilize Active Directory directly via Delegated Authentication, or

indirec1y via Federated ldentity using either SAML 1,1, or SAML 2,0. Additionally your users can

be loaded from information drawn from your Active Directory servers and modifications made in

Active Directory can be propagated into Salesforce.

Customers can use their own SAML ldentity Provider, or license one directly from Salesforce with

our ldentity Connect product,

User Accounts

All users and application-level security are defined and maintained by the organization

administrator, and not by Salesforce. The organization administrator is appointed by the customer'

An organization's sharing model sets the default access that users have to each othe/s data.

There are four sharing models: Private, Public Read Only, Public ReadMrite, and Public

Readryrite/Transfer.lhere are also several sharing model elements: Profiles, Roles, Hierarchy,

Record and Field Level

Salesforce

ServiceNow rolesuser and0wntheir definingusers,nstances, ncluding nrngassrgCustomers manage
Custome/shavenot theaccess todoesServiceNowadmin theand istrating systemprofiles,

available.documentationServiceNowwikiServiceNow allhasTheinstances,
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identities and user accounts.Yes, DocuSign allows the purchasing entity to mange

ofneeds theadministrativemeetto largestthecustomizabletsfornDocuSig Enterprise
0nand retentiocumentdcontroltotal custodyoverrveFull administration rights y0ugorganizations

lstooThe bm0reandauthentication randinguserado0rhow ners signatures,ptrg signpolicies
mentsdocu fromcanrecrnsuree

Docusign

andmonitortostaffandS theQT experiencedLetStaff provide expertise24x7x365 0perations
whetheorstaffabout y0uturnoverNeverfacilcenterdata agarn w0rryityy0urmanage

ata bestcenterdare withcurrent

QTS

YesHannaSAP
VMware laaS Services

Vnfware management infrastructure requires 2-tactor authentication and multiple layers of access

control. vCloud Air customers have the ability to provide access to their designated users. User

account management is maintained by the customer.

control. v6loud- Air customers have the ability to provide access to their designated users, User

account management is maintained by the customer.

VMWareAiMatch
rne purcnasing entity has the ability to fully manage identity and user accounts for administrators

rnJ .nO usersihrougn the web con'sole. Customers can optionally integrate with AD/LDAP to

structure andinherit

VMware

User identity and account

cloud solutions

of the FireEyeministration sectionsled within the adsettings are controlFireEye

internal HR elements of User

LDAPor As standard,forsolution Active Directoryforcan solutionrovideVirtustream managedp
caseuse0urOS HoweverVM anditself all typicalfor support.theA manag ngWE supportprovid

benot ofawarertustream htViASrelatedand migactivities,usersthecustomer managesis,

VirtueStream

for data stores.anti-virus8.16,2 Abi to

AWS on/virus scan for at restAPM
ts ClamAV Antivirus.MAA

We h ClamAV nstalled all Linux hosts and TrendMicro for Windows hosts,0naveCA
ts ClamAV Antivirus.ASM

CA

N/AAODocs
AlienVault IDS is used to virus and scans.Virtru

0rtransmitthatuctiorod n processstore,the0ndruns software systemsntivirusSalesforce p
antivirusThecustomerhscans ost data),Then Anti-virus (notinformatio filesystemscustome

addressto malwarealsoare usedc00ther ntrolsvrrusfor definition dailychecks updatessoftware
ton reensu onlyfirewall0uof configuratioservers,theuch SystemAS hardening 0perating

toAccessintrusionof detectiond use systems,andalland others enied,are 0penportsrequired
ltWE theAS hostasalland theseauthorized rsonnel systems,restrictedIS to pethese systems

ahtireal monitoring system,meare itoredm0n ln throug securityplatforms

data;

therestrict filenotdoesbuttraffic typesSalesforceandn0 httpshttpThe acceptslyapplication
res thestothecustomermod clean0r systemnot anydoesu ifySalesforcecanusers pload

customersthatmendedts rec0mItthen database.withiformatantn encodedinformation provided
uctionrodThethreatsthesetoutions pmalwareanti sol mitigateand helpantivirusnru updated

utb doesthis not pose anytheof workflowmailinbound functionalityasrecelves partsystem
0rexecutedcan beemailNo incode the0r users0uthreat to

Salesforce
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eliminating the malicious software risk, Email sent from the Salesforce system is not currently

scanned for viruses.

ServiceNow lf Customers want to schedule an antivirus software Scan on certain computers after a pre-defined

number of days, Customer would define a model-based plan with a duration-based maintenance

schedule, This would do the scan automatically to those models defined in the Planned

Maintenance area

Docusign Yes, DocuSign maintains enterprise-class malware

QTS Yes - 24x7x365, dependable and detailed support

SAP Hanna Yes

VMware VMware laaS Services

Anti-virus software is installed on alldevelopment, domain and production hardware devices

owned and operated by VMware, which hold company data, passwords, or keys, These devices

maintain the most recent version of ihe anti-virus sofiware signature file,

VMWare AiMatch
AiMatch has installed a beslin-class, continuously-updated anti-virus suite on servers in the

SaaS environment

FireEye FireEye employs
provide anti-virus

approaches, Fire

from known virus

a multi-layered, continuously monitored and engaged set of active defenses to

protection for customer data stores that both meet and exceed traditional

Eye, and our customers, not only are prepared to reactively withstand attacks

vectors, but since FireEye and our MVX technology is literally, continuously, and

securely detonating viruses and other advanced malware on the way to our customer's data

stores, FireEye proactively defends from zero dav and other emeroent attacks as thev haooen

VirtueStream Virtustream offers Anti-Virus protection based on ner virtual machine, per month charqe

8.16,3 Ability to migrate all Purchasing Entity data, metadata, and usage data to a successor

solution

Cloud Hosting

Carahsoft willwork with each Participating Entity to develop a cost effective plan to assist in the migration

and implementation of their data into the new service that has been selected

8,16.4 to administer the solution in a distributed manner to different pa entities

Carahsoft will view each Participating Entity as a separate customer and privileges can be assigned for

control access even within the individual services

8,16,5 Abilityto apply a participating entity's defined administration polices in managing a solution,

Each Participating Entity will have the ability to work with Carahsoft and the Service Provider to identify

defined administration policies to mangage the solution.

8.17 Hostinq and Provisioninq

t': 8.17 ,l Documented cloud hosting provisioning processes, and your defined/standard cloud provisioning 
:l

', stack. :

CA APM CA SaaS Ops has a well defined Service lntroduction and update process, including

review boards, staged rollouts and followups to ensure service integrity, 0ur cloud

provisioning stack is tied to AWS EC2 services, and includes 33 and RDS for storage;

RHEL instances for the applications; route 53 DNS services; cloudfront for monitoring;

and ELB for load balancing
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MAA Automation tools are used to i d configure MM software on CA infrastructure.

S0P documents are used

nstall an

cAi
All new systems should be

configuration management

provisions according to our

tools to ensure all systems

baseline standards and we use

are created with the same

standards.

CA Agile

Automation tools are used to install and configure ASM software on CA infrastructure

SOP documents are used cAi
ASM

le has administrative document and le Guides accessible on the web,

This is not to leAODocs
Ubuntu AMls ned usi terraform and red AnsibleVirtru

Salesforce Cloud Hosting and Provisioning

Salesforce's ieployment modei is a "public" cloud infrastructure, as defined by NIST 800-145. ln

the Salesforce Government Cloud, an agency dynamically provisions computing resources over

the lnternet on our multi-tenant infrastructure, This is a cost effective deployment model for

agencies as it gives them the flexibility to procure only the computing resources they need and

d6livers all services with consistent availability, resiliency, security, and manageability'

Salesforce provides market leading PaaS and SaaS solutions and is a multitenant cloud'based

subscription service, Multitenant cloud solutions provide a single, shared infrastructure, one code

base, one platform that is all centrally managed, with platform-based API to support all integration

traffic, and'multiple release upgrades included as part of the subscription service' Multi{enancy

and the Cloud iomputing model remove unneeded tasks from the process of delivering,

managing, and integrating software. Salesforce customers will not need to maintain any hardware

or sofuire, Withoui multiple versions to support, integrations don't break during updates; they are

simply updated automatically, As a result, both the initial integration and its continued

mainienance are simplified. More resources can be focused on creating a better product, with a

faster cycle of innovaiion, instead of having to manage the complexity of many different versions

to supporta vast installed base.

Salesforce's position as an online service enables us to roll out all levels of improvement, from

patch releases to major upgrades, that are largely transparent to the end users, When a bug is

iixed and tested, it is rolled out to the application as part of regular maintenance; the nature of the

service prevents special patches and code branches for individual customers, so all fixes can

potentially beneflt all customers,

The Salesforce Services is delivered using a world-class data center infrastructure' Each

customer's org is hosted from a primary and secondary production data center, with near realtime

replication occuning between the two sites'

Salesforce is a pure multi -tenant web application. No software 0r infrastructu re ts required by the

customer other than a computer browser and nternet c0n nection 0 a mobile device User

Adm n istration and ProvisioningUser provisio n ng and management ts performed by the custome

throug h the Salesforce Administrative Setup envt r0 n ment, Users their p rofiles, permissions and

passwords may be managed ed ited activated and deactivated AS need ed by those with

app ropri ate permissions An administrator with appropriate privileg CS can manage sesslon

tim eout, password policies P range login restrictions, deleg ated authenticati on/SSO and

req uirements as part of this p r0cess On lirst time login 0 passw0 rd reset request, users are

to e their to access

ServiceNow theincludes all documentation wiki at wiki rvicenow,com,se0nServiceNow
newanDocuScentersdataacc0er ntsu itstn 0wn Uponrgbycustom managedhostsDocuSign

thentacc0u 0nbasednsroust0 customerdawith stomercuexecutedcontract
Docusign
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thenwhoad ministratordefaultmesbeco thenated nt contact primaryofAterms, descontract p0ig
IS lndeflned architecturestackcloudtasks.mtnotherand ad DocuSign'sSadd itionaladd users

confidential disclosuredocuments available under

modeldelivered a truenofferedare and subscription-basedsolutionsOur
n0installtoreThe n0ls softwaresehared rvlce offeringSand (multi-tenant)

hireton0 needandor costsmaintenancen0tohardware supportbuy
theandWerunto managethe deploytech system0rconsultants specialists
nsfor accessbrowser0nrS need SubscriptiowebaCustomere, lyinfrastructu

andenhancementsuat rades,automatice m ntenance, pginclud system
uS3 deskLevelservtce professionalpport,ication of helppacksapp

into thebuilt dbestandservlces

Ariba

controla maturefollowsand changeitsmaintains 0wn platformsFieldglass
nments,envirothe hostedtonewfor introd

Fieldglass

updates & maintenance up to the OS Layer 
.

. bS t.ntg.ment monitoring, patching, updates, and maintenance of the

specific OS
. Network and system administration
. HANA database platform operations includes: space management revision

management , security management , hardware configuration management,

backup & recovery, change management coordination
. Healih check services, proactive monitoring, capacity management

. SAP TechnicalApplication Basis Operations (incl. SAP Basis)

. Monitoring

. Troubleshooting - lncident Management Level 2 and 3

. Patch Management

. Housekeeping

ncludes athce followingServiMThe anaged
softwarea nfrastructure patchingmonitoring,management:operations

Hanna

software programming languages, such as Java'

We also makle extensive uie of Web 2.0 technologies, such as AJAX and

Flash, for improved usability and performance and to deliver a rich and highly

interactive experience. Ouihardware consists primarily of industry standard

web servers, application servers, database servers and storage and

the0n EEJ2standardizedtsuobasedcloud solutiona applicationWe
inwrittensoftware ndustry-standard0urofwithstack the majorityvtechnolog

VA

networki ng uipment.eq
icationwebf€,infrastructu servers, applthe networkshare securityCustomers

0wntheir ofsethascustomereachanddatabaseand instance,servers
itscontaindatabase ngthelnarethatatabased tables partitionedicallylog

benstance canc0mEach completelydatabaseue schema,un0wn panyiq
customerothewithoutoutrted theof database affecting anyexp0

tsrationstandards,J2EEand lntegindtheutilizes JA ustryThe application
standards.servlcesd webXML an.CSVthroughsupported

0nand ISto deployed ApacheThe is any platformapplication portable
hHVeritasand igServers,Web BOSSjServers, Application(Solaris)

utilizesand CiscoServeClusterbAvaila

SuccessFactors

SAP

VMware laaS Services

An interface that allows users to select from a catalog of pre built OS images and allows them to

on the

VMware
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8.17.zProvide tool sets at minimum for:

Deploying new servers (determining configuratio n for both stand alone or part of an existing

server farm, etc.)

VMWare AirWatch

Aiflatch uses industry recognized tools and follow best practices to deploy, configure' and

*rinirin *er image's. We-do not apply customer-suppiied templates and do not share templates

with customers,

Our lnformation Security team identifies applicable security standards and the AirWatch Server

ieim creates a securebaseline image foideployment throughout the SaaS environment,

Due to FOIA restrictions, additional information regarding capacity planning and image

cannot be disclosed at this time,

This is not as each of are classified as SaaS,

dan automated usingtoolcheth SaaSCA aln,0redefinedrsserve psareNew byp
and0nservers demto ablebe totoolAWS

APM

Same as aboveMAA

CAAgile We utilize configuration manageme

0ur servers,

configuration acrossto ensure consistentnt tools

Same as above,ASM

CA

Google,

i. irii. i. not appticable, With the Google laaS solutions all server images are provided by

Google,
g WTtn respect to the SaaS offiering, Google Apps, if customers have not selected the Google

nppr Unf itit.d option which offers irnlimited storage, they have options to upgrade' With respect

to the paaS/laaS otering, Google Cloud Platform,itorage space is allocated dynamically based

on actual usage demand.

4. SaaS, Cooite Apps includes numerous administrative tools to monitor end user and

administrator activites,"

fully managed bYand server dePloYment is
1, This is not aPPlicable to Google. CapacitY PlanningGoogle

This is not leAODocs
to include all conflgurationand configured bY AnsibleAMls provisioned using tenaformVirtru

The multitenant architecture and secure logical controls address separation of customer data'

There are no dedicated servers used for individual customers. The Salesforce Services

infrastructure is divided into a modular architecture based on "lnstance". Each lnstance is capable

oirrpporting several thousand customers in a secure and efficient manner, Services are grouped

witnin Lucn instance; wigr ipp, search, and database elements contained. There are appropriate

controls in place to ensure ihii any given custome/s org (application) is not compromised' The.

i."rc. has been Oesigned io acc6m'plish this and is robuitiy tested on an ongoing basis by both

Salesforce and its customers.

andserversdatabase0nrun physicalusteredclnstanceofnsists dd atabaseinstanceAn c0
tocanit fai overuvol me ur0 SOdifferenta g pallocatedbeenhserver ASEachsubsystems.storage

ab dictateneedsAsothers. scaltheofwith n instancetheSE rverbackuits

PaaS/SaaStore notalaaSto applicablewhile applicableservicesThesenotIS icableThis appl
TheseroviderService Pthas CloudeSalesforceISinfrastructure bythealwhere managedof

notandservlce directlynSalesforceedD ofart th subscriptiopmanagedservices are included and

exposed to the customer,

Salesforce
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0rFfor thisicationbe online already providescan applinstances brought (thedatabaseadditional
serveratabaseditsonto 0wnuc0 betd moveddatabasesm0re0r0neservernaladditio

uirement. ServiceNow suPPo rts only a SaaS
ServiceNow has read and understands this req

environment so there is no on
ServiceNow

withand defaultmeansdefaultinstallednwhe throughsystems0perating
servlcesandcatio nsoftenand includesecure applnotare typicallysettings

0nbasedinstal lationshasAriba standardized systems'ratingopenot required,
andwith theare ured applicationsseAriba rvers justbest ractices, configp
areuiredServices notasserver reqthetouired designedrunservrces req

whichremovedarefornotfilesanddisabled operationrequiredbinary
havemavulnerabilitiesofntotal maysystemberuucesred the

theofatth al serversensuresalsoinstallationizedstandard processAriba
aninitiatesthatatheredu same, processutilizingexactlyare configsame type

then0 theasedallacross type,systembinariesto systemssystemupgrade
arecetveneeds to0netf server patchsame.therationu typeremalnwillconfig

thatofalltolsb fi systemsthatafor vulnerable le, pushedpatchinary
acrossit isallonthat exists patchedserver tf systems,binarytype.particular
thats0wellastheln buildthenare udedinclPatches processall systems,

thisusesAribastandards,witharebuilt securityinrefutu compliancesystems
to'harden'to the pnor implementingoperating systemrationu processconfig

0wbeldetailedascontrolsnaladditio

Ariba

Fieldglass uses group policy to ensure

uirements,0ur

allservers matchthe configuration of
Fieldglass

tocustomerand

are discussedserverswhere configurationscloudisHEC a offeringprivateHanna

and audit key areas in the

customers and ProsPects

of an NDA.u

standa27k rdswithline SOinWe hardeningapply
toavailableareAudit22 reportss0c report,Type

SuccessFactors

SAP

VMware laaS Services

vgtoud Hybrid Service provides an interface that allows users to select from a catalog of pre-built

OS images and allows them to provision on the fly'

un.ifii. Automation is the nexi level for provisioning, delivering, and managing lT services on

VU*rt vSphere infrastructure as well as VMware vCloud Air all with a unified management

experience,'tt provides gou.inrn.. and blueprints to deliver services from on premise into vCloud

Air,

Customers can integrate vgloud Air with vRealize Automation, ln this setup, users access vOloud

nir piimarify througtithe vRealize Automation service catalog which handles authentication to the

service itself, vRealize Automation supports

VMWare AiMatch
Airwatch uses industry recognized tools and follow best practices to deploy, configure, and

ruiniuin server image's, W.io not apply customer-suppiied templates and do not share templates

with customens,

Due to FOIA restrictions, additional information regarding capacity planning and image

uardi cannot be disclosed at this time.

VMware

as each of Fi classified as SaaS.This is not are
Fi

and self-service portal where State of Utah can deploy new servers as
Virtustream offers on-dem

stand-alone or of a server farm.
VirtueStream

es for future multiserver imand stori2. Creati

on demandServers are b htAPMCA

carahsoft t7t
carahsoft



soLIctTATroN # cH16012

)
MAA Same as above,

CAAgile We utilize configuration management tools to ensure consistent config uration across

0ur servers.

ASM Same as above

Virtru Provisionino svstem automaticallv persists all past AMls for ability to roll-back

Salesforce This is not applicable, These services while applicable to laaS are not applicable to PaaS/SaaS

where all of the infrastructure is managed by Salesforce as the Cloud Service Provider. These

services are included and managed as part of the Salesforce subscription service and not directly

exposed to the customer,

ServiceNow ServiceNow has read and understands this requirement, ServiceNow supports only a SaaS

environment so there is no on-premise offering

SAP Ariba Ariba has standard 'realms'which are default versions of the various

configurations the Ariba on-demand products can be setup for each customer

with one test and one production instance. Ariba maintains all hardware,

software, realms and entitlements taking the burden off our customers and

suppliers whilst providing a platform to conflgure to each company's needs

and business

Fieldglass Fieldglass uses virtual servers within our hosted environments

hardenino confiqurations to maintain the right level of security,

uses the

Hanna HEC is a private cloud offering where servers configurations are discussed

and approved by customer prior to deployment.

VMware VMware laaS Services

We also allow for template and gold master images to be stored on-premise and deployed to the

cloud as well as storage of templates and master images in vCloud Director catalogs in in v0loud

Air
VMWareAiMatch
Our lnformation Security team identifies applicable security standards and the AirWatch Server

Team creates a secure baseline image for deployment throughout the SaaS environment.

Due to FO|A restrictions, additional information regarding capacity planning and image

creation/safeguarding cannot be disclosed at this time,

FireEye This is not applicable as each of FireEve's offerings are classifled as SaaS.

VirtueStream Virtustream offers server images, templates, or other methods (OVF and blueprints) for multiple

deplovments as part of standard solution.

3. Secu additionalsto

CA APM is elastic, and can be expanded on demandAWS EC2 storaoe

MAA Virtual storaoe can be added when needed

CA Agile We have redundant systems for all critical infrastructure and have the ability to add

additional storaqe if deemed necessary

ASM Additional storaoe is added manuallv

A0Docs AODocs storage is based on Google Apps Drive storage and with respect to the SaaS offfering,

Google Apps, if customers have not selected the Google Apps Unlimited option which offers

unlimited storaqe, thev have options to upgrade,

Virtru New hardware added at Cloudant

Salesforce Salesforce provides

storage and data sto

tab, the File field, Sa

extensive storage capabilities, Storage is divided into two categories: file

rage, File storage includes files in attachments, the Documents tab, the Files

lesforce CRM Content, Chatter (including user photos), and Site.com assets,

Data storage includes the following entities/records stored within the Salesforce application:

Accounts, Article types, Article type translations, Campaigns, Campaig
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For file storage, Unlimited Edition is allocated a per-user limit multiplied by the number of users in

the organizaiion plus an additional per-organization allocation, For example, an Unlimited fdi!i91

orgrn[ition wilr 600 users receive s 1 ,2i1GB of file storage, or 2 GB per user multiplied by 600

users plus an additional 1'1 GB,

For data storage, Unlimited Edition is allocated either 1 GB or a per-user limit, whichever is

greater, For eiample, an Unlimited Edition organization with 10 users receives 1 GB because 10

iseis multiplied bi 20 MB per user is 200 MB, which is less than the 1 GB minimum'

Additional storage can be purchased, or flles can be exported and archived outside of Salesforce,

filethus

leForecast items,es GoogEvents,Email messagCustomeamsT objectsContracts,Contacts
Orders QuoteQuotes, Template0nities its,Leads spld Notes, Opportu portunitypocs, ldeas,

and asks,TUTnsicatio nique tagsagsRich extT Solutions, plapData, TagTags

this requirement. ServiceNow

environment so there is no remlse

supports only a SaaSServiceNow has read and understandsServiceNow

fromnsrSoffe optioQTSneeds spaceITand nfrastructuremeet webscalethat toServices your
andwithto configurable primarysuites.muto CoupledIti-rackcabinets cages privatesingle

toscaledcan beservicesColocationnfrastructure OTSrunto0undantred y0urptionspower
refuturementsur andtermnear

QTS

the bandwidth

wel belowarewelnterninterfaces allynitorm0 networkalWe carefully
Borderusewe0T the nternetinterconnects,0ur0n most congestedcapacity

andProvidefsServicelnternetto redundantwithProtocol peerGateway

Ariba

and transparentlyautomaticallyaAs Fieldglasssoftware-as-a-service (SaaS)
b0n LAsbasedcustomers governingforthe andhandles redundancyscaling

ication servers,monitorsand applavailability Fieldglassperformance
maxmumandfornfrastructureandbSETVETS averagedatabase andwidth,
20 percentesutilizationCurrent proximatelyOrion apaveragwithutilization

0rthed of verticallywith componentnentsallacross goal scalingc0mp0
60athe0n reachingcomponent) up0nspecific(dependinghorizontally

o toscalableare verticallyeither horizontallyAllth systemsreshold).percent
web serverstotsbut limitednotinclThis udesu rementslehand reqcapacity

anddatabase

Fieldglass

cloud offering where servers are discussedHEC is a private

customer rtoand
Hanna

SAP

VMware laaS Services

Additional storage can be purchased and provisioned in 48 hours'

VMWare AirWatch

Our lnformation Security team identifies applicable security standards and the AiMatch Server

Team creates a securebaseline image for deployment throughout the SaaS environment.

Due to FOIA restrictions, additional information regarding capacity planning and image

cannot be d isclosed at this time,

VMware

This is not as each of offeri classified as SaaS.areFire

4 Monitorin g tools for use by each Ju risdiction's authorized personnel and th IS should ideally

cover components ndent hosted) Participating

resou

of d public (respo or hybrid cloud (including
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I CA APM all SaaS based instances are monitored by CA SaaS Ops. With Hybrid deployments,

customers can manage the on premise components of the deployment using their

own toolinq or CA products

MAA MM is monitored internally as well as externally using multiple tools recognized within

CA Agile Access to monitoring tools is provisions according to the principle of least priviledge

and is based u business need,

ASM ASM uses Nimsoft Monitor, third-party open source monitoring tools, and ASM itself to

monitor the health of ASM internal services and servers,

A0Docs monitor end user and administrator activites,AODocs includes numerous administrative tools to

Virtru Dtrace, CloudWatch, CloudTrail, ElasticSearch

Salesforce Trust.salesforce.com is the Salesforce community's home for real-time information on system

performance and security, 0n this site you'llfind:

o Live and historical data on system performance

o Up-to-the minute information on planned maintenance

o Phishing, malicious software, and social engineering threats

o Best security practices for your organization
o lnformation on how we safeguard your data

System Overview
ln addition to our Trust site (http//trust,salesforce.com/trust/status), you will also have access to a

System Overview, which will help Salesforce customers monitor performance and usage of their

own Salesforce org, This overview includes:

Schema - # and % of custom objects and data storage

Business Logic - # and % of Rules, Apex triggers and classes, as well as % of code used

Licenses
API Usage - # and % of requests in the last 24 hours

User lnterface - # and % of custom apps, sites, flows, custom tabs and pages

Portal

The above list is of all the possible metrics that Salesforce customers may have in their system

0vervtew,

ServiceNow ServiceNow has read and understands this requirement, ServiceNow supports only a SaaS

environment so there is no on-premise offering,

QTS Alert Logic's Th reat Manager lntrusion Detection System (lDS) and Vulnerability Scanning

functionality are designed to monitor, detect, report and alert on adverse security issues on behalf

of our customers, Within this process there are a number of both automated and manual

processes which are supported by our SIEM software ('The Expert System') as well as our

Network Security Analysts in our Security Operations Center (SOC), Threat Manager is the Alert

Logic IDS and VA scan product, lt includes the physical or virtual appliances and software tools

used to analyze the customer's infrastructure and monitor that

ActiveWatch is the managed aspect of Threat Manager, provid

response operations from the AlertLogic SOC.

infrastructure for attacks

ing 24 x 7 monitoring and incident

Threat Manage/s Expert System identifies valid security events and suppresses false positives

through a patLnted multifactor correlation process, Every security event monitored by its global

network of threat sensors is analyzed in real time, When the Expert System determines that a set

of events comprise a valid security threat, an incident is created and escalated according to

severity via email or through an Alert l-egi6 Network Security Analyst. This approach dramatically
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incidentsactionable0nfocusedcustomers real,andanducesred keeps analystsfalse positives
thetunesdatathreat andmonitorsteamsecu research continuouslyAlert rityadditionln Logic's

threats,currentmostthetorestort

customer has an active contract with us'

Rg u..t control consideration, customers are responsible for monitoring the

profer entry of data to the solu1on and reviewing reports generated by the

le ethviewabthat tstakes by0uWithin sol ng placespecificution, logg
ofuseitAud throughtheir logs produced0radministrator designee,customer

thewithinnedmaintaiatad areandcustomerconsideredaresolutionthe
as thes0retainedareTheseatabase, longtheof dcustomer's nstance logs

Ariba

0ccur,

nlstoomonitoance placeofset ringdhas c0m rehensive performpFieldglass
external,areand s0methelnbuiltare applicationtoolsSome

takesit toandhit timethelass every pagecapturesThe Fieldg application
renderi timeandtime clientthe ngtheres server resp0nseIt capturespond.

seenbeavailableare toe times privilegedbyThe averag pageseparately
00rhour nutemltodown theThe seru drillcanicationthe appusers through

timebecan d rangeinformation byTheforuest isplayeda analysis,single req
userindividualanor neve foruseall IS,for c0mpanyby

interestof0001 differentm0rees than pointswatchNetworkOrion Monitoring
ited tolimarebut notmonitors include,Thesere,infrastructuuctionthe0n prod
Thesens,Transactioand Syntheticr/0, Capacityfolthe CPU, Memorylowing

tousedarem0n itors0urwith custom performanceapplicationmonitors along
SLAcustomerwith requirementsanduce complyprod

collectionfor evenVaudit 0guses k Securityalso EnterpriseSplunFieldglass
offline for90for andonlinenedand daysretaiareEvents logscorrelationand

and reviewed as
two years,

Alerts are

Fieldglass

SAP HEC uses Solution er for the infrastructure to end
Hanna

whichmonitori2417nconti u0us in-placengoffers systemsrisSAP Hvb
NS designatedand youoptionallySAP supportnotifles Hyby0u'automatically

Toolsofevent problemmonitoredn the systemtnntatio anypartnerimpleme
Th servlceis ensuresNandHPeinclud agiosforused m0 Sitescopenitoring

rea lnmonitors placeStandardtomes problemsti emergencyresp0nsequick
aladdition 3rd monitoringutilize partycanCustomerbasicfor availabisite lity

0rmonthlyadditionaladd Upon request,hoS ituld to monitoringwishservlces
aWhentheoverofferedare revlewto period.

TEVrcWS performanceuarterlyq
theto customersentalertsnadditio monitortolnoccursproblemsystem

notificationcustomerato natedemailssendflS desigSAP support mayHvb
ndetailed informationfurtheorressadd to updatesstatus,email provide

oinclud suchichwh wouldcreatedbewouldticketaddition, a suPPort

information,

Hybris

EvenVtransactiontransaction:followi forthe everyThe nglogsapplication
StatusnactioEvent/transnUtransactionEve TypeTransaction ID,Time

besAttributesreas0includes (Descrifailure Objectn)iftheof event;(Result
whoID ofD usertheUserthe (rOriginatoraffected event),the byobject
NumberAccountUserr0cess D,PSub IDortheinitiated event jectaction)

ntsElemeTransaction Specific
thisof arethe c0m Examplestonlicatio audits major ponentschangesThe app
themadees whoitaud trail ncludaud Thedand ocument itingauditinggoal

atexisteditdata AStheseetod abtheandatethe theof

SuccessFactors

SAP
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that point in time. The data in the audit log can be viewed with appropriate

permissions,

We also provide an optional Audit Framework for additional audit logging

capabilities, AII audit logs within the application are accessible only by

customers. Therefore, the review of application audit logs as well as retention

periods for the application audit logs are the customer's responsibility, and can

be determined as per requirements

VMware

with the to send levels to external

VMware laaS Services

The vgloud Hybrid Service infrastructure, including the top layer management stack, the customer

management itack and the computing/storage/network hardware are monitored for availability,

capacity and performance, Customers are responsible for monitoring their own VMs (OS, apps).

Customers can use on premise monitoring tools to manage and monitor their applications and

OSes over VPN and direct connect,

VMWare AirWatch

The AiMatch Cloud Operations team monitors the SaaS environment, AirWatch follows the Fault,

Configuration, Accounting, Performance, and Security (FCAPS) model to monitor the SaaS

environment.
.We have configured the system to notify support personnel of any issues with key performance

items
.Because the solution is built on industry-standard ASP.NET architecture, it integrates into existing

management and monitoring tools, Administrators can configure log data storage to destinations

such is Windows Event Viewer, SNMP traps, syslog, SMTP email alerts, etc, The solution also

integrates directly with Microsoft SCCM,

The communication layer includes a complete infrastructure for API integration to third parties as

well as a 1ch set of existing APls, web services, single sign on and authentication protocols.

lntegrate with security information and event management (

of events occurring in the console. Administrators can view

and module, and exportevents, Event logging settings can

SIEM) solutions for enhanced logging

events, filter by event type, category

be configured based on severity levels,

vta

FireEye This is not aoplicable as each of FireEye's offerings are clas

T

8,18,1 Describe your testin ng periods that ur
"9!fg 

jo r,your s g=rv1 c 
9_ 9f re ril_g_srand train

Training and testing periods will vary based on the Service provider as well as the complexity of the request

that is made by the Purchasing Entity, Some of

will take a few months for full implementation.

the services can be functional within a few days and some

8.18.2 Describe how you intend to provide a test and/or proof of concept environment for evaluation that

verifies r ability to meet ma requirements,

Upon Request, Carahsoft will provide access to any of the Cloud Technologies proposed, The precise

Access to the technology may be in a limited or "DEMO" fashion. Access will be to an extent that the State

may complete any necessary tests or verifications that may be required, lnstructions on precisely how

each technology will be accessed wil be provided upon request. All of the proposed technologies are

currently live/ active and support many customers, A specific instance of the requested technologY would

be stood up within the cloud framework to support this request. As this wi be occurring within a

production, the creation of the

extraordinary effort,

nstance is a quick and straight fonvard process not requiring any sort of
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8,18.3 Offeror must describe what at no additional cost.itand

Carahsoft provides the customer with free training for specific deals on a case by case basis, This can

include free installation, training, and maintenance for high value customers who purchase Carahsoft's

solution through the NASPO contract vehicle, ln addition, Carahsoft will provide webinars with basic

training on a quarterly basis, made available to any Purchasing Entity who wishes to participate

8.19

The integration into other applications will vary base on the Service Provider , however it is standard

practice to allow for open Als for integration develop ment, For example Connecting Salesforce to an

existing enterprise application is a common and frequ performed task. lntegration options range fromently

native Web Services suPPort (AP s, outbound workflow, etc,)to import/exPort utilities to middleware

integ ration via packaged connectors to toolkits for Java, ,NET, and other open platforms, Our solution

provides the ability to cal out to virtually all common APls, to enable synchroni zation, push / pull, and

mash-ups with external aPPs/sYstems' Sa lesforce itself is based on web-service based APls that in turn

simplify access to Salesforce data from exte rnal systems, AP|-based integration is heavily leveraged by

our customers.

8.19,2 Describe the ways to customize and personalize the Solutions you provide to meet the needs of

cPu Entities.

The Service Providers customization options are very extensive and highlY configurable For example The

Salesforce P atform offers a core set of techno ogies that not only power the Salesforce SaaS products, but

also allows your AgencY to build custom aPPs, connect data from any system, and manage it from

anywhere. The Salesforce Platform allows customers to build apps fast with just a few clicks, designed for

desktop and mobile devices, all from a sing le canvas, The Salesforce Platform has been given top ratings

by Gartner, Forrester, & lnfo-Tech Research. To help lT deliver apps faster, the Salesforce Platform offers

a srmp le yet powerful set of declarative, point-and-click tools that anyone can use to achieve business

goals at lightning speed. Without writing code, developers and business users alike can quicklY and easilY

create custom apps on the Salesforce Platform with complex business logic and beautiful user interfaces

designed specific to every screen, Salesforce Lightning Builder tools allows your Agency to work in

alignment with agi le development methodolog ies as lT meet business demands faster. The Platform uses

open APls based on industry standards such as REST and SOAP to make it easy for your Agency to build

apps that ntegrate with legacy systems, For more complex aPPl ications, developers can leverage the Apex

programming language. APex is an object-oriented, on-demand anguage, It is like Java, with similar sYntax

and notation, and is stronglY-tYPed, compiled on demand , and fully integrated into the Platform, All of the

applicatio n services come right out of the box, from a Powerful workflow engine to API services, integration

servlces, authentication, event log framework, analytics, and collaboration,

Carahsoft offers deeP experie nce in public sector marketing

executes more than 2,000 public-sector marketing campaig

specific promotional activities, These include but are not limited to:

. News announcements

. Our dedicated

ns and events e

team plans, promotes and

ach year, including contract-

andtorated c0mothercane applicationsbens plementarythehow Solutio integ9.I Describe provid1B y0u
ns,ratioitionadd alnableto einterfacerd-basedstandaofferif

h u intend to market Solutions to NASPO ValuePoint and Particip
Describe

Entities,
OW
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. Social media promotion (Twitter, Linked ln, Facebook, Carahsoft Community)

r Website content/reciprocal links (Carahsofi website page; content for contract sponsor page)

. Marketing materials (fRQs, contiact overviews, solution spec sheets, powerpoint slides)

o Training documents

. Co-branded tradeshow graphics, giveaways, display materials

e Tradeshow participatiori(national, state and local government and education shows)

r Digital and print ads

r Webinars
r Email campaigns

r Proactive marketing opportunity tar available through:

o National Coalition ior Public Procurement (NCPP) - publicprocurementcoalition.org

o lnstitute for Public Procurement (NIGP)- nigp'org

o National Association of Counties (NACo) - naco'0rg

o The United States Conference of Mayors - usmayors'org

o National League of Cities - nlc'org

o National Governors Association - nga'org

o Relevant State Associations

to

ln additio n to Carahsoffs quoting and configuration expertise, we also have a wide range of Service

Provider impleme ntation partners that we leverage to work with Purchasing Entities in order to ensure

successful adoPtion and deployment within a Purchasing Entity, We will help to identity needs for initial

setup, training and access to the services so that it s all available at the best prices from one source to the

Purchasing EntitY

The Purchasing
The Service Providers

Entities will onlY need

that are being ProPosed oPerate on

an internet connection to access the

their own secure infrastructure

services.

The Service Providers maintain all costs for uPdating and building new infrastructures'

g.23 Aliqnment of cloud computinq Reference Architecture

nsuc0 Itieanof edaward contract, ng6rovid .gAScanthatservices partuedval -added pbeDescri the y0u
mti toitedinrvices RFPthena SEdetaOfferors professiomentation.andre- mayrvicesse implepostp

thto servlGeseaccessandtrainisetuitial nglnwithactivitiesassisti offering

Purchasing Entity to support your Solutions or

nt models.
8.22, 1 Describe what infrastructure is required by the

8,22,21f required, who will be respon of new infrastructure and who will incur those

costs?

sible for installation

alrectu tnceren ArchiteRefe particuISTN Cloudthe Computingtorehitectu mcohow arc paresClarify y0ur
ASreSoftwaServicea laaseNS ( as),nfrastructuredomaithreeal gthewithhow igndescribeto they

Service (SaaS t and Platform as a Service

CA APM

MAA MAA IS d se rvlce

CA vta
CA

SaaS ts

SaaS

offered d cloud
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As a monito ASM ts considered to be SaaS,ASM

of limited c0

cloudaonrunningthetots use applicationstheto c0nsumerThe providedcapability
a thineitherclient devicesfrom vanous throughaccessibleareThere2 applicationsinfrastructu

Theinterface,ramd0rweb-basedbWE browser email) pr0gassuch a .ginterface (eclient
network,includingnfrastructurecloudthecontrol0rnotdoes underlyingc0nsumer manage
thewith possiblend ualivideven capabilities,0r applicatione,storagsystems,operatingservers,

Virtru

Salesforce's deployment model ts d "public" cloud nfrastructu I€, as defined by N ST 800- 45. ln

the Salesforce Government Cloud an agency dyn amically provisio ns c0mputing resources 0ver

the lnternet 0n 0u multitenant infrastructu re, This is a cost effective deployment model for

agencies as it g NCS them the flexibility to procu re only the computing res0urces they need and

delivers al servrces with c0nsistent availabi lity resiliency security and manageability

salesforce was the first cloud service Provider to attain FedMMP Authority to operate forboth

Sott*.i. * a Service (S;;aitnO pttttott as a Service (PaaS), consistent w1h the FedMMP

moderate baseline conirols. Salesforce does not provide laaS as a direct service offering to our

customers, it is an underlying part of our PaaS and saas offerings,

Salesforce Government Cloud

;;ry ZO, 2014 Salesforce acnieveO a FedMMP Agency Authority to Operate at the moderate

irpudt r.*Ltas oescribeil#iis 1gg ano 200) issued by H9q!h ql{Human Services (HHS)for

the salesforce Government cloud, Additionally, on May 15, 201!, Hfls,. as. the FedMMP

authorizing agency, approveO the Salesforce ftovernment Cloud authorization package that was 
.

updated based on annuaiaitestation requirements and updateslolhe^FedMMP baseline which is

Fisrrl|n iorpriant and based on the current release of NIST SP 800-53 Rev' 4'

Testing for the ATO was performed by a third party assessment organization (3PAO)' The

salesforce Government Cnud informition sysiem-and authorization boundary, is comprised of the

Force,com platform, Sad;force S;rvices (Siles Cloud, Service Cloud, Chatter), and the backend.

infrastructure (servers, networt< devices, databases, storage. arrays) that support the operations of

inese proOucti, referred to as the General Support System (GSS)'

To obtain compliance with FedMMP, Salesforce conducted security assessment and

autnorization activities in accordance with FedMMP guidance, NIST^SP 800-37' and HHS

iliiffi, A; part of this pro..ti Salesforce documenled a System Security Plan (SSP)fo.r the

Salesforce Government 6iouJ s."it. offering, The SSP is developed in accordance with NIST

Sp g00-1g, Guide for Oeuefoping Federal lnfdrmation System Security Plans. The SSP identifies

.oni.L irpt.rentations tor tne 6SS and in-scope customer facing products (Force'com Platform,

irr.tioi.6 Services) ,6oicing to the FedMMP moderate baseline and HHS security control

p.i.t.t tt, A secuiity assesslment of the information system was conducted by a-third party

lssersn ent organizaiion (gpAO) in accordance with NIST 800-53A and FedMMP requirements'

The security ,rr.rrt.nt i.tting i.t.rtined the adequacy of the management, operational' and

technical security controls used-to protect the confidentiality, integrity, and availability of the

Satestorce serviie and the customer data it stores, transmils and processes'

T0 maintain compliance with Fed RAMP Salesfo rce conducts continuous m0 nitoring, Continuous

monitori includes ongoing technical vulnerabilitY detection and remed iation remediation of 0pen
ng

independent assessment of a selection of security
c0mpliance related find ings and at least annual

controls by 3PAO As part of 0ur FedRAMP annual assessment, n0w aligned with

N IST SP 800-53 Rev 4 controls,

Salesfo rce IS

Salesforce

ServiceNoils with Software as a ServicearchitectureServiceNow
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Docusign DocuSign's DTM@ solution is lS0 27001:2013 certified and many of the lS0 27001:2013 controls

are mapped to the NIST 800-53 requirements; we can provide additional information upon

request,

SAP Ariba Our solutions are offered and delivered in a true subscription-based model

and shared service (multi-tenant) offering, There is no software to install, no

hardware to buy, no maintenance or support costs and no need to hire

consultants or tech specialists to run the system, We deploy and manage the

infrastructure, Customers only need a web browser for access, Subscriptions

include system maintenance, automatic upgrades, enhancements and

application of service packs, Level 1- 3 help desk support, professional

services and best built di into the ication

Fieldglass Fieldglass is offered in a SaaS model, We follow the public cloud model

identified by NIST, All customers access the same Fieldglass application

version in a multitenancy database, The system is hosted in a secure hosting

facility. Fieldglass manages everything from the cage in including all servers,

devices, wiring, sofiware, and configuration, Fieldglass uses the Gloud

Security Alliance framework to measure itself against the recommended

controls, in addition to lS0 27001 and SOC 2 controls in the Trust Services

Principles of Security, Availability, Processing lntegrity, Confidentiality, and

Privacy,

Hanna HEC is a private cloud offering from SAP that provides fully'managed'

lnfrastructure as a Service (laaS)following NIST Cloud Computing Reference

Architetcure,

Hybris The SAP Hybris Commerce, Cloud Edition is a Private Cloud Managed

Service that offers a best practice multichannel commerce platform built on

hybris accelerator technology, running in SAP Hybris own datacenters with a

oav as vou qrow subscription model,

SuccessFactors Our lT architecture is al igned with lS0 27002, We are Safe Harbor certified

and in alignment with BS1 0012 and ISO 20000 for Service Delivery. We

demonstrate an on-going commitment to protecting the confidentiality, integrity

and availability ("ClA') of data from internal and external threats, making us a

reliable and secure system provider,

Our secure multitenant Software as a Service (SaaS) platform is designed for

availability, security, scalability, and performance, lndustry best practices and

standards are adopted and incorporated.

Our Network also complies with the Authority to Operate as a Moderate Risk

Federal lnformation System by the Office of Personnel Management and

Department of Homeland Security; NIST SP800-53 Security Controls; EU

Privacy Directive 95/46/EC for EU and non-EU customer data; Payment Card

lndustry pCl) Data Security Standard (DSS) v 2.0; Safe Harbor.

We provide privacy compliant data center facilities not only in the United

States but also as a Member State of the European Union (EU) or a state of

the European Economic Area (EEA). Currently, such data centers are certified

for 15027001, 1509001 and PCI-DSS compliance.

Our security services provide complete and thorough monitoring of all traffic

on the network on a 24x7x365 basis, and include security technology, alert

services and incident management support, We are audited twice annually to

SSAE16 (US) or ISAE 3402 (international)accounting standards,
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A Cloud Broker is not leveraged in lhe FireEya cloud offerings. FireEye has contractad

i;dt;;d""t;rnvlce auArurJfur evalualing conkols relevantb security and ccnfidenliality,

Customer organizations u,rho have purchased

FireFye cloud solutionsCloud Consumer

Cloud Provider
providers and organi:ations

who have been contracted tp host Firetye
lnternet sen ica

cloud solutions.
Cloud Carrier

basis.an&is

leverage a
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allocation. ln addition, all storage, security, application management services are offered as a

monthly fee, based on the VMs; also, Virtustream can provide consultative and project support

based on time and materials,

t/o;

inresources -ShirtT srzebasedIS allocation0n ofsol thewheretraditiowith cloudnal ution, billing
whenbut tsitls ofc0nsumer cloudthe down,ifand server pays,the up,M xxl),L, XL,S,(Micro,

of vCPU,0n thebasedVirtustream customer averagelndon't. ofcase the solution, paysonlythey
0n notbasedandnot consumptionthe avets aggregateOPS NetworkandRAM, key rage

its0nbased rchase ofbecan remtse 0rViof cloud purtustreamThe6 on-p privatedeployment
its aa S0nitsn PubliclaaS basedCloudbasedCloud 0 tCloud CommunityPlatform,Management

andsoftware combined.laaSto0nbased itscloudridand
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COTFIDENTIAL, PnOTTCTED, OR PnOpnIETARY

lruronMATloN

Carahsoft Technology Corporation ("Carahsoff') respectfully requests that section 6,3 Financials of Carahsoffs

response be treated as a tiade secret under the Utah uniform Trade secrets Act, utah code $ 13-24-2and submits

this justification in accordance with Utah Code 63-G-2-305 demonstrating that its audited financials should be treated

as a trade secret under Utah's Uniform Trade secrets Act, Additionally, carahsoft is claiming the same conlidentiality

of the Consensus Assessments lnitiative Questionnaire provided in relation to DocuSign and FireEye offerings, as

well as the Cloud Controls Matrix for DocuSign.

Carahsoft has marked this attachment as "confidential" in accordance with the RFP instructions by including all

confidential data into the Confidential, Protected, or Proprietary lnformation in our response,

Carahsoft is claiming confidentiality for these specific Consensus Assessments lnitiative Questionnaires and Cloud

controls Matrix because releasing these documents would cause irreparable damage and would create the potential

for cyber security breach. white p-ortions of this information are in the public domain, the information contained within

is not represented or assimilated this way in any other format'

Garahsoft,s Audited Financial Data satisties the three-part test of the Utah Uniform Trade Secrets Act as set forth

below and should therefore be treated as confidential and by the Utah Division of Purchasing and should not subject

to public disclosure as provided in Utah Code $ 63G-2-305'

1. Carahsoft,s Audited FinancialData is a "compilation'within the meaning of Utah Code $ 13-24-2(4)'

carahsoft,s Audited Financial Data is a compilation of all of the company's financial data and results for 2014.

While some aspects of this information may be available, the compilation of this information is unique and the

result of sustained and distinct effort by the Company's flnancial staff and ib accountants.

2, As required by tJtah Code g 13-24-2(4)(a) Carahsoft derives independent economic value, actual or

potentia!, from its Audited Financial Data not being generatly known to, and not being readily asceftainable

by proper means by, other persons who can obtain economic value from its dlsc/osure or use'

carahsoft is a leading dirtrinuto, of technology products and services to public sector customers such as the

state of utah, and thioughout the United states and canada, sales in this market are intensely and deliberately

competitive, with each sile subject to a structured bidding process in which low price is frequently the deciding

factor on which contract award ls based. Competition in this market is fierce, with competitors regularly

competing with one another for federal, state, county and city business.

)

All confidential, protected 0r proprietary lnformation must be included in this section of proposal resp0nse

Do not ncorporate protecled information throughout the Proposal. Rather, provide a reference tn the

proposal resp0nse directi ng Lead State to the specific area of this protected lnformation section.

lf there is no protected information, write'None" in this section'

Failure to complywith this Section and Section 3,13 of the RFP releases the Lead State, NASPo

vaftpoint, ano rarticifating Entities from any obligation or liability arising from the inadvertent release of

Offeror information.
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Carahsoft,s competitors closely monitor this market, and regularly attempt to gain financial and other information

about Carahsoft and other competing vendors, Allowing Cirahsoffs competitors access to this compilation of

tinanciat data by releasing it in respJnse to a public records request will damage carahsoffs competitive position

because it will provide competitors insight into carahsoffs financial structure, including compensation, overhead

costs, rental rates, profit margins and t[e like. lndeed, allowing insight into compensation may violate individual

employees' expectations of piivacy. Once competitors have this access and insight, they can use it to undercut

carahsoft in the marketplace, damaging carahsoft's business with its customers and its suppliers, and inflicting

economic hardship upon the Company'

For these reasons, carahsoft does not itself disclose its Audited Financial Data except when required by law to

do so. For example, carahsoft discloses its financial information in filing its periodic tax returns-disclosure of

which is prohibited by applicable state and federal law, ln this regard, we note that Carahsoft is a privately

owned company, Thereiore, Carahsoftdoes not publicly report its financial results to the United States

Securities and Exchange Commission'

g, Carahsoftuses reasona ble efforts to maintain the secrecy of its Audited Financial Data'

The third part of the utah uniform Trade secret Act's test for trade secret treatment is whether the information

,,.,.is 
the subject of erorts inaiare reasonable under the circumstances to maintain its secrecy," Utah Code $

13-24-2(4)(b),

Carahsoft satisfies this test because it takes reasonable steps to maintain the secrecy of its financial information'

As noted above, Carahsoft is a privately held company and therefore does not report its financial results

publically to either its shareholders or the Securities and Exchange Commission. This is in contrast to public

.orp.nL, such as IBM or AT&T who report financial results quarterly as a matter of public record,

Even within carahsoffs business operations itsell carahsoffs management strictly limits disclosure of this

information to a few carefully selecied employees, and then only on a "need to knou/'basis in connection with

their work assignments. lnd'eed, each caiahioft employee signs a confidentiality Agreement agreeing not to

disclose this information.

Conclusion
B;;;t;, the forgoing, Carahsoft believes it has demonstrated that its Audited Financial Data, Consensus

Assessments lnitiative euestionnaires, and Cloud controls Matrix are trade secret as defined in Utah Code $ 23-

Z4-Z . ltis a compilation the content of which affords Carahsoft a competitive advantage' Carahsoffs

competition cannot readily discern it by proper means, Moreover, Carahsoft itself treats this information as a

trade secret even within its own business operations'

should there be a public records request for this information, carahsoft respectfully requests that the state

afford Carahsoft,s requested confidential information and documents trade secret protection in accordance with

Utah law and deny the request, ln the event that the State determines to release the requested confidential

data, Carahsoft requests that you notify us promptly so that we may provide further justification for trade secret

protection of this confidential data'
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CLAIM OF BUSINESS CONFIDENTIALITY

'i Pursuant to Utah Code Annotated, Subsections 63G-2-305(1) and (2), and in accordance with
' Section 63G-2-309, Carahsoft Technoloqv Corporation (company name) asserts a claim of

business confidentiality to protect the following information submitted as part of this solicitation'
pricing/Cost Proposali may not be classified as confidential or protected and will be considered
public-information. An entire proposal cannot be identified as "PROTECTED",
"CONFIDENTIAL" or "PROPRIETARY".

Non-public financial statements
Specific employee name and contact information
Specific customer information, client lists, or subscription lists
Otner (specify): Consensus Assessments lnitiative Questionnaires and Cloud

Controls Matrix

This claim is asserted because this information requires protection as it includes:

X traOe secrets as defined in Utah Code Annotated Section 13-24-2 ("Trade secret"

means information, including a formula, pattern, compilation, program, device, method,

technique, or process, that (a) derives independent economic value, actual or potential,

from not being generally known to, and not being readily ascertainable by proper means

by, other perJons who can obtain economic value from its disclosure or use; and (b) is

the subject of etforts that are reasonable under the circumstances to maintain its

secrecy).

X commercial information or non-individualfinancial information obtained from a person

n (") disclosure of the information could reasonably be expected to result in unfair

competitive injury to the person submitting the information or would impair the ability of

the governmental entity to obtain necessary information in the future; [and] (b) the
person submitting the information has a greater interest in prohibiting access than the
public in obtaining access.

This statement of reasons supporting the claim of business confidentiality applies to the following

information in this proPosal:

Please use additional sheets if needed

you will be notified if a record claimed to be protected herein under Utah Gode Annotated $
63G-2-305(1) or (2) is classified public or if the governmental entity determines that the record

Paqe Paraqraph Reason

187-204,
Technical
Response
Template

Ail See Confidential, Trade Secret, & Prop rietary lnformation Explanation
Page 176-177 of Carahsoft's Technical Response

Exhibit 1-
DocuSign

Excel

N/A See Confidential, Trade Secret, & Proprietary lnformation Explanation
Page 176-177 of Carahsoft's Technical Response

Exhibit 1-
FireEye
Excel

N/A See Confidential, Trade Secret, & Proprietary I nformation Explanation
Page 176-177 ol Qarahsoft's Technical Response

Exhibit 2-
DocuSign

Excel

N/A See Confidential, Trade Secret, & Proprietary lnformation Explanation
Page 176-177 of Carahsoffs Technical Response



should be released after weighing interests under Utah Code Annotated S 63G-2-201(sXb) or

Utah Code Annotated S 63G-2-401(6). See Utah Code Annotated S 63G-2-309.

Signed: Robert R. Moore. Vice President
On behalf of (company): Garahsofi Technoloov Corporation
Date: March 10.2016

(Revision 61412015)



soltclrATloN # CH16012

ExcrpnoNs ANn/on APPrloNs ro rHE

STnTDARD Trnnns ANo CotuDlrloNs

a, The Contractor shall reasonably cooperate with other parties in connection with all Services to be delivered under

tnis rraaiter ngreement, inctuoing *if'oirt limitation any successor service.provider to whom a Purchasing Entity's

Data is transferred in connectioi with the termination br expiration of this Master Agreemenl The Contractor shall

.rr[t . Fr"nasing Entity in .iporting and extracting a Puichasing Entity's Data, in a format usable without the use

of the services and as rd1g.Jbt; ilrchasing Entit-y, at no additional cost to the Purchasing Entity, Any transition

,.*i.""r.qrested by ri;u"niring Entity inv6lving ldditionat knowledge transfer and support may be subject to a

separate transition Statement of Work.

b, A purchasing Entity and the contractor shall, when reasonable, create a Transition Plan Document identifying the

trrn.ltion servi|es to'be provided and including a Statement of Work if applicable.

c, The Contractor must maintain the confidentiality and security of a Purchasing Entity's Data during the transition

services and thereafter as required by the Purchasing Entity'

Carahsoft takes exception to section 32 - Transition Assistance and request it includes the following,

g,4 RETURN OF CUSTOMER DATA. ,CarahsoJtshall provide customer.Data in its standard database export

ogy,toCustomeruponCustome/swrittenrequestandatnoadditionalcost

io Cuiior.r, pr6vided t'hat carahsoft reieives such request from customer within forty-five (45) days following

ine expiration'or termination of a provioed service, lf Carahsoft has not received a request within the foregoing

time frame, carahsoft ,h.tt hru. no obligation to maintain or provide any Customer Data and.shall thereafter,

uni.rrl.girrv prohibited, hive the right to-delete all Customer Data in its systems or otherwise in its possession or

under itsiontrbl and delete Custome/s instances of any provided service.

carahsoft takes exception to section 13 - lndemnification. carahsoft requests that lndemnification from the state to

the customer under a certain set of circumstances,

The point of contact who wi ll be directly involved in terms and conditions negoti ations is Jack Dixon - Contract

Specialist, He can be reached

32. Transition Assistance:

al - 7 03.230.7545 / Jack,Dixon@Carahsoft 'com.

Proposed exceptions and/o r additions to the Master Agreement Terms and Cond itions, including the

exhibits, must be submitted n this section, Ofieror must provide all proposed exceptions and/or additions,

including an Offero/s terms and c-onditions, license agreements, or service level agreements in Microsoft

Word format for redline editing.

offeror must also provide the name, contact information, and access to the perrson(s) that will be directly

irrorrco i. ti,nns ino conditions negotiations. lf there are no exceptions or additions to the Master

Terms and write in this section.,
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sollclTATloN # CH16012

carahsoft Technology corporation appreciates the opportunity to offer this solution for the state of Utah's

initiative,

The carahsoft Team has proposed a superior and cost-effective solution that fully complies with the state

of utah,s requirements ,ei toitn in soriciiation # cH16012. we understand the importance of your project

go;d rno *. are confident you will benefit from this solution and our expertise'

carahsoft looks fonrard to the opportunity to speak with you regarding the details of this proposal, as well

as the opportunity to work with the state of utah on this project.

IIU SUMMARY

)
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soltctTATroN # cH16012

a
Su ppLEMENTAt I ru ronMATloN

Please lind Carahsoffs information

)

J
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Carahsoft Technology Corporation

Financial Statements with
Independent Auditorsr RePort

December 31' 2013
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1, Introduction

This document provides a general overview of the SAP Fieldglass security and hosting

infrastructure. lt is effective as of the revision date indicated below. However, as security needs

continue to evolve, the specific information relating to the topics covered may be subject to

change over time.

SecuritY

The SAp Fieldglass solution was architected to be the most reliable and secure Vendor

Management System available today.

sAp Fieldglass is proud to offer our customers, subject to review and acceptance by our audit

partner, the following assurances:

e ISO 2T}Olcertified since 2011

o ssAE 16/ISAE 3402 Type 2 SOC1 audits conducted since 2005

r sSAE 16 Type 2 SOC2 audits in the Trust services Principles for:

o Security - the system is protected, both logically and physically, against

unauthorized access

o Availability - the system is available for operation and use as committed or

agreed to
r Processing lntegrity - system processing is complete, accurate, timely, and

authorized
r Confidentiality - information that is designated as "confidential" is protected as

committed or agreed

o SSAE 16 Type 1 SOC2 audit in the Trust Services Principle for Privacy (Type 2 audit

scheduled for Q3 20L5)

r Annual third party pen testing of our network and application

This document provides an understanding of how SAP Fieldglass handles the following areas

across its global oPerations:

r ScoPe of OPerations
o Security Management
. APPlication SecuritY

r Physical SecuritY
o Network Security

o Data Management
o Release Management
r Disaster Recovery

r Business ContinuitY

:!
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Century Link

2425 Busse Road

Elk Grove Village, 1160007

APAC

Businees office

SAP Fieldglass
Suite 5, 48 Lovett Street

Manly Vale

NSW 2094
Auetralia

European Union

Business office

SAP Fieldglass

One Valentine Place

London
5E1 8QH

United Kingdom

Equinix / ServerCentral

1735 Lundy Avenue

San Jose, CA 95131

June 2015

t,l Scope of OPerations

sdP Fieldslass hatglobal operaticns located in the following regiuns:

Unlted States

Businasg office

SAP Fieldglass

111 N. Canal Street

Suite 600
Chicago, lL 60606

Active and passive datacenters

3
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Active and passive datacenters

ServerCentra I c/o Equinix

Laarderhoogtweg 57

1101E8 Amsterdam, Netherlands

.lune 2015

ServerCentral c/o Telehouse North

14 Coriander Avenue

London E14 2AA United Kingdom

Tha terms "astive" and "pas$ive" dasignate which of the production hosting

environrnents is being used as the primary (activa) and which it being used as tha backup

{passive or dis*ster recovery}. These designatlons are not stgtic and SAP Fieldglass will

accaslonally fail ovarthe active hosting environment to the passive hosting envirsnrnent.

This practice ensur€s that $AP Fieldglass is capable and ready in the unlikely event a

disagter occutrs and we need to failoverto the passive site'

1.2 SecurityManagement

SAP Fieldglass' Security Team is responsible for implementing and maintaining the

security controls to ensure that SAP Fieldglass information systerns are secure' SAP

Fietdglass has based its security program on industry standards and best practices. For

or, 
"*t"blirhed 

datacenters, these practices are audited annually by a third party with

results availablE to customers in October.

t-,z.t Security Policies, Standards and Procedures

SAp fieldglass rnaintains a comprehensive set of policies that define the information

security goals and objactives, Each policy may be suppo*ed by a standard that dictates

the required security reguirernentsto ensure the uniforrn application af technologies and

Processes'

\,2,2 Risk Management

SAp Fieldglass manages risk by the identificatign o thraats and rrtllnerabilities to its

infsrmation systems and through a contrgl sslection procqss. Controls selected fall into

the following categories:

r Poliey
r FhysicalsndEnvircnmentalSecnrity
r OrganizationalSecuritY
r Cornrnunicaticns and Operations Management

r Acceptsbls Use

r AccessControl
r Third Party Access

r lnformation systems Acquisition, oevelopment and Msintenance

r Assat Managament
r lncident Management
r PersonnelSecuritY

,:
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r Compliance

As an element of our ISO 27001 compliance, SAP Fieldglass conducts an enterprise-wide

risk assessment. Key individuals from every department are interviewed so that risks can

be identified. Risks are then evaluated and entered into a risk treatment plan. This plan is

managed by the Security team with oversight by the Security Steering Committee. The

Security Steering Committee meets on a quarterly basis.

1,.2.3 Assessments

SAP Fieldglass periodically assesses the security controls to review the effectiveness of
each control in addressing risk. lf SAP Fieldglass' assessment suggests a need for changes,

the baseline standard may be changed to include additional controls.

lnternal Audit

SAP Fieldglass conducts quarterly internal audits for critical controls. Evidence is reviewed

by our Sr. Compliance Analyst and a formal assessment report is prepared. Failed controls

are made visible by this process so they can be remediated. Executive sign off on the
internal audit reports is required.

ExternalAudit

SAP Fieldglass also contracts with third parties on an annual basis to perform formal
security audits on the following:

o ISO 27OOI surveillance audit
r SSAE 16/ISAE 3402 Type 2 SOC1 audit
r SSAE 16 Type 2 SOC2 audits in the Trust Services Principles for:
r Security
r Availability
r Processing lntegrity
r Confidentiality
r SSAE 16 Type l- SOC2 audit in the Trust Services Principle for Privacy (Type 2 audit

scheduled for Q3 2015)
o Network penetration test
e Application penetration test

These assessments allow SAP Fieldglass to maintain an appropriate security posture in

order to protect the company and its systems, as well as its customers' data.

We are currently working with our third party audit pa rtner in bringing our EU datacenters

into scope for our 2015 ISO 27001audit and SSAE 16/|SAE3402 Type 2 SOC1 and SOC2

examinations.

June 2015

l'ii
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1.3 ApplicationSecurity

Our application provides application-level security through a combination of encryption,
page-level access checking, document envelopes, and activity logging. Application

security is handled through a combination of programming checks, application server

configuration, and database server configuration. SAP Fieldglass uses 128-bit SSL (HTTPS)

encryption for all data transmissions over the public lnternet, including data shared

between the product and end users and data shared between the product and back-end

systems.

Passwords are encrypted using a one-way hash with salt based on the SHA-256 encryption

algorithm. The hash value is saved within the database; not the password.

The base SAP Fieldglass application does not require data that would require breach

notifications if compromised. lf the customer chooses to store sensitive data, custom

fields may be defined by the customer that can be encrypted with AES-256. These fields

can also be optionally masked from view while entering and viewing the fields in the

application.

1.3.1 Encryption

By default, the application utilizes SSL encryption for all data transmissions over the public

lnternet.

ln addition, the SAP Fieldglass hosted application encrypts sensitive data stored on the

database so that only properly authorized users (or systems) will be able to decrypt the

data. Because no state information is stored on the application server, in the unlikely

event of unauthorized access to the database, the sensitive data is still encrypted.

1.,3.2 Database Segmentation

SAP Fieldglass is a SaaS and utilizes a multi-tenancy database. Each customer is assigned

a unique company code. Every record written to the database is keyed using this company

code. After a user authenticates into the system, a session lD is generated which holds

vital information about the user including their company code, user role, and data

visibility restrictions. The session lD is cached server side to eliminate any ability for a

malicious user to modify its contents.

1.3.3 DocumentEnvelopes

ThroughOut the system, there are a number of events that generate "documents." These

are digital representations of their real-world counterparts. For example, job postings,

work orders, time sheets, and invoices are all represented in the system as documents.

Each document in the system has an accompanying digital envelope that stores all access

to that document. For example, when a job posting is created, an envelope entry is added

for creation that records the date, time, and person. When it is submitted, another entry

is added recording the date, time, and person.

::l
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1.3.+ Page-Level Access Checking

The application has been designed so that every single web page checks for access rights

before displaying itself. Additionally, each page performs a second check to ensure that

an authorized user will only have access to those data elements and functionality that has

been expressly authorized by the system administrator.

The post-authentication session lD that is generated and cached server-side is validated

prior to showing each page. SAP Fieldglass stores a non-persistent cookie in the browser

and compares back to the server-side session lD. lf they no longer match due to malicious

activity, the user is redirected to a "You are not authorized" page.

Authorization is handled through the use of user-defined User Roles' User Roles provide

the customer, through its designated administrators, the flexibility to specify the type of

access given to a member of that user group based on the definitions configured by the

administrator. The User Role controls what areas of the application are accessible to the

user group and what actions they can perform in those areas (e.g. job posting create, time

sheet approve, etc.).

1.3.5 URL EncryPtion

SAp Fieldglass does not pass any sensitive data in its URL query strings. Parameters that

are used to identify users in the system are protected by anonymizing the field variable

and then encrypting the associated value using AES-256.

1..3.6 Activity Logging

As users access the system, all of their business significant activities are tracked and

logged including failed login attempts, successful logins, approvals, submissions, etc. This

r.liuity log provides a full audit trail of what actions a particular user performed within

the system and the timestamp as well.

1,.3.7 Application Testing

Upon request, SAP Fieldglass will provide customers with a sandbox environment where

system testing can occur outside of production. This is useful when testing out

configuration changes, new integrations, and/or new reports priorto makingthe changes

live in the custome/s production instance.

Upon request, customer's data can be anonymized. SAP Fieldglass has the ability to scrub

the data such that it is unrecognizable. Data element replacement is accomplished by an

automated SAP Fieldglass utility that replaces the customer's company code, user names,

business units, cost centers, and sites from a store of random variables. Any or all of these

elements may be chosen for replacement.

Sensitive data that has been designated by the customer to be stored in the SAP Fieldglass

application is encrypted with AES-256. The encryption and decryption keys are different

between production and test environments and are different between the US and EU

datacenters. These keys are stored in the corporate password vault and are accessible

only by the Database Administrators and the Lead Architect.

SAP Fieldglass i*r, Pase 9l2L
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Once customertesting has been completed, the Environment Managementteam (a team

within Professional Services) destroys the environment. The database is purged and the

VM is returned into circulation.

1.3.8 PasswordManagement

The SAP Fieldglass application provides each customer the ability to define a Password

policy. This policy contains custom-defined password rules that each user in the

customer's instance must adhere to. The policy provides 20 different password rules such

as minimum length, user lockout preference (hard lockout vs. time-based reset), days to

expiration, minimum password age, etc. Also included is the ability to specify a regex

pattern(s). This pattern dictates the password value syntax that each user must follow.

When customer chooses to use a test instance ("sandbox"), all user password values

remain unchanged from their production values. All passwords and visibility restrictions

remain unchanged to ensure that users in the test instance are not able to gain access to

data they're not privileged to see in production. Also, the password policy that is enforced

in in the production instance is also enforced in the test instance.

New user invitations are sent via email. Recipients enter their l-time passcode and are

then forced to specify a new password that complies with the customer's password policy

rules. User invitations expire after 21-days.

1,.3.9 Email Approvals

ln order to better support our growing mobile workforce, SAP Fieldglass offers customers

a supplementary method for approving their work items. Via email, approvers are able to

submit their approval or rejection response by simply replying to the approval work item

that was sent to them. This method has been proven to reduce approval cycle times by

several days since the approver does not have to be in the office. This feature has been

architected with the following security controls:

. Only the original recipient can approve/reject the work item. lf the recipient forwards

the emailto another person, the system will not accept the response.

r Email spoofing is not a risk. A unique lD is generated for each approval request. This

unique lD along with the person lD of the intended recipient is stored encrypted with

AES-256. So even if the email address sending the approval/rejection response is

legitimate but the sender is not, the system will detect this anomaly and not accept

the response.
r A SAp Fieldglass approver can identify another user as their Proxy and/or Delegate

when they will be out of the office and unable to handle the approval requests. By

design, neither of these roles receive approval work items via email. So only the

original recipient can ever submit an approval/rejection response via email'

o lf the customer created custom fields where sensitive information is stored

encrypted, those fields and associated values are not allowed to be selected for

inclusion in these email approval notifications.

o The system audit trail is updated with all user actions including approval/rejection

activities via email. This audit trail is accessible by privileged customer users and can

be used to monitor user activitY.

!'
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ln order to compromise the security of our email approvalfeature, a malicious user would

need to hack into another user's emailaccount, locate the SAP Fieldglass approval request

email, and then submit the approval/rejection response.

1.3.10 Application Penetration Testing

SAp Fieldglass uses a combination of manual and automated testing to ensure the

application is secure. Various automated commercial tools are used prior to each major

release of the SAP Fieldglass system (three times per year).

On an annual basis, SAP Fieldglass engages a 3rd party security companyto conduct pen

testing services against our application. This is in addition to SAP Fieldglass' own internal

penetration testing efforts.

SAp Fieldglass has severaltest environments available for customers to conduct their own

a pplication penetration testing if requested'

L.4 Physical SecuritY

The SAp Fieldglass data center provides physical security through its secure hosted

facilities. The application is hosted within a secure unmarked cage. SAP Fieldglass

manages everything from the cage in. Meaning, SAP Fieldglass manages all servers,

devices, and software in the cage. The hosting provider provides physical security,

internet connectivitY, and HVAC.

1,.4.1. Internet Data Center Construction

Exterior perimeter walls, doors and windows are constructed of materials that afford UL

Standard #752, LevelV Ballistic Protection'

1,4.2 Access Control

The data center uses an Access Control System (ACS), which supports a networked card

reader and alarm system. The ACS uses proximity card readers to control access into

perimeter doors, shipping/receiving areas, storerooms and other areas. Biometric hand

scanners are installed to control access into the network control center,

telecommunications node room and customervaults. Additionalaccess control measures

include:

r Designated with signage as controlled access areas

r Areas within the internet data center are designated as restricted

r Access into the internet data center and restricted areas is controlled by

biometric hand scanners, and is limited to authorized personnel

r Card access badges or contractor/visitor badges are required to gain entry

r All employees, customers, vendors, contractors and visitors must be

sponsored by a facilities pre-approved sponsor to gain access

o Visitors are escorted at alltimes within the controlled access area perimeter

.'
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1,.4.3 Man TraPs

The system includes the following key features:

o Anti-Passback
r lntegrated metal & explosive detection
r Video monitored / recorded
r Two-way intercom audio to Security Control Room

e LevelV ballistic protection
r Weight sensors limit entry to one person at a time (no tailgating)

r ADA compliant
r lntrusion / tampering alarm monitoring by Security Control Room

e lntegrated card access & biometric access control systems limits access

to persons verified by hand geometry

. All systems are supported by redundant power management system

(generators).

L.4.4 Key Control

Facilities security staff is the custodian of all security and cage keys' These keys are

maintained and tracked through a comprehensive issue, retrieval, audit, and storage

process. The listing of all customers, customer employees and cage assignments is

updated in real-time maintained to ensure that cage access is restricted to authorized

personnel.

L.4.5 Alarm System

The ACS is used to monitor and log security alarms. The ACS monitors all:

o Perimeter doors
. Restricted Area doors

r ShiPPing / receiving doors

1,.4,6 Closed CircuitTelevision System

Facilities employ an extensive closed circuit television system to monitor the exterior and

interior of the internet data center. Exterior cameras provide views of critical support

equipment and perimeter doors. lnterior cameras are positioned to monitor all internet

data center aisle ways, requests for entry and entry into the internet data center, shipping

/ receiving areas, high-security vaults and the internet data center lobby. All cameras are

recorded on digitalvideo recorders24xT '

L.4.7 BackgroundChecks

SAP Fieldglass requires background checks be performed at the time of hiring on all

personnel. These background checks are performed by a nationally recognized third party

company. SAp Fieldglass initiates the background check request for all potential

"rpioy"., 
and independent consultants. lf the independent contractor is placed through

:-
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an agency, the agency will conduct a background check and confirm with Human

Resources whether the results were completed with/without discrepancies. lf the

independent contractor is placed directly, SAP Fieldglass will conduct the background

check.

Background checks include the following:

o Social Security Trace

r Statewide & National Criminal Report (7 years)

o Sex Offender Registry & Terrorist Watch

r compliance Authorities Database checks - Global (oFAc level verification)

r Educationverification
r Employment verification (7 years)

r Global Sanctions & Prohibited Parties

r Credit (only for specific finance roles)

1.4.8 Hosting Facility Security Personnel

The security office duties include:

o Response to calls for assistance

o Security facility inspections
r Fire and safety patrols

r Shipping / receiving securitY

o Physicalsecurity audits and assessments

1,5 Network SecuritY

The SAp Fieldglass network infrastructure includes redundant components, firewalls, and

24/7 monitoring.

1.5.1 Redundant ComPonents

Most network components are internally redundant. For example, routers have

redundant power supplies; servers have redundant drives, power supplies, and Nlc cards'

Additionally, all network components are redundant to provide redundancy and security

in the event of a component failure.

L.5.2 Private Virtual IllNs

The application network architecture has been designed with multiple private virtual

tANs uiing redundant Cisco routers. Every major network layer is placed on its own virtual

LAN with rules about which protocols and ports are accessible.

1.5.3 Firewall

SAp Fieldglass has implemented dual-vendor redundant firewalls between the public

internet and the SAp Fieldglass private network, as well as between each virtual LAN. This
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firewall has been configured to enforce protocols and ports that are able to cross LANs

with a default denY stance.

1.5.4 24/7 Monitoring

SAP Fieldglass provides 24/7 monitoring of suspicious activity' Any failure is promptly

reported ind, after an initial analysis, escalated to the next appropriate level.

1.5.5 EnterPrise SIEM

our security incident and event management (slEM) tool has been configured to collect

logs and events from all systems and devices within the SAP Fieldglass network'

forwarders are used to collect, filter, normalize and forward relevant data to an lndexer'

Each installation listens for Syslog data and actively pulls WMI information from its

respective environment. security related issues are monitored and alerted on where

required.

1.5.6 Network Pen Testing

On an annual basis, SAP Fieldglass engages a 3'd party security company to conduct pen

testing services on our network.

Data Management

1,.6.L Data Backups and Replication

sAp Fieldglass has a highly available backup solution that guarantees data can be restored

as expediently as possible. Our solution performs a continuous replication of data to our

passive production hosting facility. sAP Fieldglass takes incremental sQL backups every

15 minutes and full backups on a nightly basis. Backups are transferred to the passive

production hosting environment over a secure channel' sAP Fieldglass' solution offers

continuous protection of customer data geographically without imposing performance

degradation or scaling limitations' Data is encrypted both at rest and in transit with AES-

256.

Data backups and replication are performed between the active and passive production

environments. The US-based active production environment replicates data to the US-

based passive environment. Likewise, The EU-based active production environment

replicates data to the EU-based passive environment'

Also refer to section 3.L Disaster Recovery'

1.6,2 Data Archiving

Data is archived throughout the year. Eligible transactional and reporting data are moved

from the active database to an archive database afler 24 months' Archived data can be

accessed only by customer users with a user role of Administrator' Archive data is

accessed using the same login screen and user interface that is used to access current

data. Reports ian also be generated using archive data from the standard interface'

ii
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The criteria for archiving data are as follows:

o Data remains in the active database for 24 months, at which point eligible

data is moved to the archive database'

r Data remains in the active report database for 24 months, at which point

eligible data is moved to the archive report database'

r Archiving begins with the worker. When a worker's end date is more than 24

months old,ihe worker and all associated data including the worker's work

orders, job seeker record, job posting, time sheets, expense sheets, and

payment-related items such as invoices are archived'

r The archive process is run as a batch job on a weekly basis to move data from

the active databases to the archive databases'

e Data cannot be moved backfrom the archive databasetothe active database'

sAp Fieldglass does not delete data from its archive databases and has data older than 7

years. ln the future, if SAP Fieldglass decides to delete archived data, we will ensure that

a minimum 7 years of data is retained.

1,.6.3 Data Deletion

Data deletion occurs only when required by a customer. sAP Fieldglass' data deletion

capabilities allow customers to remain compliant with data privacy, data protection' and

other related data directives.

e Deletion logic is based solely on a customer's business requirements' A

custom script is developed by SAP Fieldglass'

r Results are verified in a non-production environment by both SAP Fieldglass

and the customer prior to executing in production'

o A ,,preservation" flag is available for use. Customers can set this flag on any

data to override logic that would otherwise delete the data. This is useful

during times when litigation or eDiscovery efforts are in progress and certain

data must be Preserved.

oScriptexecutionfrequencyisdeterminedbythecustomer'

SAP Fieldglass is contractually obligated to retain at least 7 years of data for customers'

1.6.4 Data Usage

Customer data is required in non-production environments for various reasons:

o Second level help desk support for customer defect investigation and

resolution.

r supporting customer requests for updating data, whether it be for desired

changes or corrections for data modified by the customer in error.

r Customer sandboxes - these are non-production environments configured

only with the customer's data (customer's data is "sliced" out from the multi-

tenancy production database). These sandboxes are required for many
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reasons, including testing of new or changed integration connectors, reports,

and/or application configuration changes such as revised approval

workflows. New application features can also be turned on and reviewed in

the sandbox before turning on in the live production instance.

. Any data deletion scripts that are developed between the customer and SAP

Fieldglass must be tested in a non-production environment prior to executing

in production.

r Customer preview testing - this is an opportunity for customers to gain early

access to a future upgrade of the SAP Fieldglass application. This allows

customers to gain confidence that the system is working as expected prior to

the release date. Customer participation is optional'

o SAp Fieldglass regression testing-the SAP Fieldglass application is offered in

a Software as a Service (SaaS) model. One of the services we provide is testing

of the application prior to each production release. To ensure a customer's

configuration, integrations, and reports are working as expected with the

new codebase, SAP Fieldglass Quality Assurance uses a scrubbed production

copy of the database in our regression testing. Regression testing is where we

execute test cases against the current production codebase and the future

codebase using a common data input. output files from each test are

compared to ensure any changes are expected'

customers may opt out of this process. However, all responsibility in ensuring the

customer's SAP Fieldglass instance is properly working and maintained is transferred to

the customer.

To date, all SAp Fieldglass customers have declined to assume this responsibility.

1.6.5 Data Scrubbing

ln order to properly service our customers, access to production data is required' All

customer data is classified as Confidential. SAP Fieldglass takes every possible precaution

to ensure data is protected from unauthorized access and misuse.

Data is protected in the following ways:

r First names and last names of buyers, suppliers, and workers are anonymized

by rePlacing with a test value.

I Email addresses of buyers, suppliers, and workers are changed to a single

false email address such as qatestS@SAP Fieldelass.com which is configured

to automatically purge all email sent to it'

r Buyer and supplier company names are anonymized'

. Any custom fields created by the customer remain unchanged' Custom fields

that contain sensitive data are encrypted with AES-256 and optionally display

masked when entering and displaying values in the user interface. There is no

way to decrypt these values since the decryption keys between production

and test are different. Keys are stored in the corporate password vault and

:i
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access is limited to only select sEnisr members of the technology team. This

access list is rsviswed quarterly byttre lnternalauditteam and by a third party

in our annual SSAE 16 / IgAt 3402 TypE 2 SOC1 and SOC2 audtts'

The data scrubbinE Proces! is:

o A backLlp af the data is taken at the location where the saurcE database

reeides

r oata is filtered where only the most recEnt ts months of data remain

r Sata is scrubbad as described above

r Data is then securely transferrad from tha production system to the test

eystem

Once scrubbed, all personally identifiable information {Pll} has been removed and any

sensitive custom field data cannot be read.

Our test systenr rEside in secure third pa:rty data *enters wit'h the 6ame controls as our

production data centers.

1.6,6 Data Access

Direct access to production d*ta is required in specific cases' Access is provided based on

business need and not by rcle alone' Access revier'rrs are conducted monthly and reviews

are subject ta recurring guarterly reviews by the SAP Fieldgl*ss internal audit team'

Executive reviEw and sign off is performed for all quarterly reviews.

Access is required furthe fallowing puposes:

r professional Services :Data Services tEarn - this tearn receives a custome/s

master and/or worker data and executes data uploads into test and/or

production environments. Snce the data 3re successfully uploaded and

eustomer has signed off on the sccuraty and completaness of the upload, the

data are de$roYed'

r First level help desk - when customEre call our help desk, the caller rnay

require the h;lF deek agent to to view data or log in as thE caller in order to

help them withthair problem. This is only p**armed when suthorized by the

callEr.

SAP Fieldglass has halp desk lacations in thafollowlng regiom:

United States

SAP Fieldglass

111 N. Canal Street

Suite 600

Chicago, lL 60606

Jr.rne 2015
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lurope *nd APAC

M erlin-lT Hungary lnformation
TechnologY Services

Kft. Vagohid u.2',4034
Debrecen, F{ungary

Merlin Information Systems Philippines lnc'

6th Floor C

ommerce and lndustry Plaza Building,

McKinley Hill CyberPark,

Taguig City, PhiliPPines

The sAF Fieldgtase security team conducted an onsite seeurity audit in 2014 at Merlin

flungary. contractually, Merlin must maet SAP Fieldglass' security requirements' The

following security ccntrols are in place:

I !{elp desk agants are not able to cut/paste using their secured

workstation.

r External rnedia including any u58 drive is disabled'

r Printing is nct suPPorted.

r Help desk agents have been background checked by Merlin using sAP

fieldglass' background check requirements {see section 1.4.7 Background

Checks|'

t^63 Data Lcss Prevention

our DLp rslution has been installed and conftgured for use on devices subject to exposure

to sensitive infonnation. lt has been implernented to guard data at its endpoints and to

ensure leakage of information classified as Confidential does not occur' Policies can be

pushed frEm the central managernent lsnsole or pulled from an individual endpoint

client, Client installs are configured to update (pull! policV changes every 90 minutes'

Our enterprise Sl€M tool is configured to pull dsta in real time frsm the DLP database'

Dashbsards are created to allow quick overvieue,of agent statusesfdetails, alert details,

and logging details,

The $lEM is configured to notifythe securityTeam in reaN timE when an alert is detected'

Tha Analyst then logs into the i;tgtU ane investigatec the alertto detErmine whathEr it's

legitimate or a fElle Positive.

L,6,8 Customer Termination

lf a customer w€re to terminate their contract with $AP Fieldglass, the customey's data

could be sliced out of the production databass and delivered to the custcmer on a media

of their choice. The size of the data will dptarmine what media is appropriate.

June 2t)15
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2 Release Management

2.1 Release Management Process

The SAP Fieldglass Release Management team is responsible for the management of all

delivables required in upgrading the production SAP Fieldglass system' This team is

comprised of key members from the Development' Quality Assurance' Product

Management, Professional Services, and executive teams. SAP Fieldglass customers

benefit from our release management in that the release deployment schedule repeats

itself year over year; releases are deployed over the same weekends of predetermined

months.

SAP Fieldglass has several different release types:

Major Releases

ln the US, Major releases occur on the second Fridays in March, July, and November' ln

the EU, Major releases occur on the third Fridays in March, July, and November

These releases can include new product features, new or changed functionality, user

experience enhacements, and changes to the user interface. These are our most formal

1.ui.rr", and the only type of release that requires an extended maintenance window'

The Release Manager and the Release Management team closely monitor all phases of

the Software Development Lifecycle and analyze PKls at each phase transition. Release

notes are provided as well as an opportunity for customers to optionally participate in a

customer preview opportunity. This is where users can log into a non-production

environment that is running the future codebase. The benefit of participating is that

customers can gain confidence the system is behaving as expected prior to the official

release date.

Minor Releases

Minor releases occur on the second Fridays in January, May and September'

These releases do not require the formalities of major releases' This type of release is

used when deploying customer-specific product features and integrations to production'

These releases are deployed to both us and EU customers at the same time.

Service Packs

serivce packs are deployed as required to resolve product defects. These releases are

deployed to both US and EU customers at the same time'

.t,
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All releases are deployed to production by a central deployment team located in the us'

During the deployment process, the codebase is replaced with the new codebase and

data transformation scripts are executed. During this process, customer data is not

viewed or accessed. Upon completion of the deploy, the Quality Assurance team executes

a post-deploy verification checklist to ensure the system is ready for general availability'

One such verification is verifying an MD5 hash to ensure the certified codebase was

installed in production without modification. Test companies are used in conducting all

testing.

)
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3 Disaster Recovery and Business continuity Plan

3.1 Disaster Recovery

sAP Fieldglass maintains a disaster recovery plan with backup, hardware repair' and data

restoration, along with the ability to bring up the sAP Fieldglass application at a hot

backup site in the event of a declared disaster (as described in the SAP Fieldglass disaster

recovery plan)where the primary site is destroyed or disabled' This plan is tested on a

yearly basis. Lessons learned are recorded in the test results and the plan is adjusted and

improved accordinglY.

SAP Fieldglass has the concept of active and passive production hosting facilities' The

active environment is the live production hosted facility that all sAP Fieldglass users are

actively using. The passive environment is a hot production hosting environment' our

data replication solution ensures that the passive environment is ready at anytime to be

failed over to. ln a disaster scenario, SAP Fieldglass changes the DNS to the passive hosting

center's set of lPs. Users are then seamlessly routed to the other datacenter' There is not

multi-day data migration that has to occur due to the ongoing data replication that is in

place.

SAP Fieldglass proactively conducted a datacenter failover from the active datacenter to

the passive datacenter in April 2015. The entire failover process was conducted in just

over 8 hours with zero data loss. SAP Fieldglass plans to repeat this proactive datacenter

failover between 1 and 3 times per year'

Also refer to section L'6.7 Data Bockups and Replicotion'

3,2 BusinessContinuitY

The primary objective of our business continuity plan (BCP) is to enable sAP Fieldglass to

recover all functions within their respective Recovery Time Objectives (RTOs) after any

type of disruption occurs which prevents SAP Fieldglass personnel from engaging in

ongoing business operations. A Recovery Point objective (RPos) has also been defined to

identify our tolerance for any data loss. This Plan is designed to support the employees

responsible for leading recovery efforts to enable sAP Fieldglass to resume daily

operations following a disruption'

A business impact analysis (BlA) has been developed to fully quantify and prioritize

restoration of mission-critical processes'

:l:
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I. Company

Virtru may be referred to as "Company."

A, Docurnent Control
A staff copy of this document is available with the Virtru Privacy Officer, Will Ackerly,

willackerly(ovirtru,com or (202) 57 7'3 683.

B. SecuritYDocumentlibrary
These policies and procedures and related privacy and security practice information will

be kepi in our Secuiity Documentation Library (SDL). The Library is located in Google

Drive and backed uP to a local NAS.

Outdated and superseded materials from the Security Documentation Library (or

Notebook) will be kept in an archive (the Security Documentation Archive) for at six [6)

years aftei the date when they are first outdated or superseded.

IL Management and Protection of Personally'Identifiable Information

A. OYenriew
The privacy Rules place certain restrictions on the acquisition, use and disclosure of
personally-ldentifiable Information (PIIJ. These policies establish the minimum care with

which PII in the custody of virtru personnel mustbe maintained.

B, PurPose
The purpose of this document is to provide basic instruction to all Virtru employees

..g"iaittg the management and protection of Personally-Identifiable Information.

C, APPlicabilitY
This poliry applies to all Virtru employees, which are defined for the purposes of this

documeni to be employees of all current and future subsidiaries of Virtru.

D, Definitions
Covered Entitymeans a health plan, a health care clearinghouse, or a health care provider

that transmits any health information in electronic form relating to any covered

transaction.

personally-Identifiable Information (PII) means any information about an individual

maintained bY Virtru, including:
1. Any information that can be used to distinguish or trace an individual's identity,

such as name, social security number, date and place of birth, mother's maiden name,

or biometric records; and

4
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2. Anyother information that is linked or linkable to an individual, such as medical'

educational, financial, and employment information

Treatment, Payment and Health Care jperations [TPO) include all the following:

L. Treatmerqf means the provision, coordination, or management of health care and

related services, consultation between providers relating to an individual' or

referral of an indMdual to another provider for health care'

2. Payment means activities undertaken to obtain or provide reimbursement for

health care, including determinations of eligibility or coverage, billing, collections

activities, medical necessity determinations and utilization review'

3, Health care 0perations includes functions such as quality assessment and

improvement activities, reviewing competence or qualifications of healthcare

professionals, conducting or arranging for medical review,legal services and

auditing functions, business planning and development, and general business and

administrative activities including the creation of de-identified health information

as defined bY these regulations'

Disclosuremeans the release, transfer, provision of access to, or divulging in any other

manner of information outside the entity holding the information'

use means, with respectto individually identifiable health information' the sharing'

employmen! application, utilization, examination, or analysis of such information within

an entity that maintains such information'

Personal Representative means a person who has authority under applicable law to make

decisions related to health ."r. on behalf of an adult or an emancipated minor' or the

paren! guardian, ot oift.t person who is authorized under law to make health care

decisionl on behalf of an un-emancipated minor'

Employeesmeans all employees of Virtru as well as its temporary employees' interns'

independent contractori, trainees, and other persons in the performance of work for the

Company, its offices, programs or facilities'

Privacy Rules means the rules adopted byvarious-state and federal agencies to implement

the requirements of the Health Insuranie Portability and Accountability Act of 1996

(HIPAA) and regulations promulgated under this Act as well as those obligations that

arise under the priva.y 
"na 

secuiity standards adopted by the Health Insurance

Marketplaces, pursuant to 45 C'F'R' 5155'260'

E. PolicY
For details on specific requirements, refer to the appropriate policies in this manual as

indicated in fbraclets].

5
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1. Generally: Personally-ldentifiable Information shall not be obtained, used or

disclosed except as permitted or required by law.

Z. permitted and Required Uses and Disclosures: Personally-ldentifiable Information

may or shall be disclosed as follows:

a) To the individual

bJ To carry out TPO activities as allowed under HIPM and/or pursuant to and in

compliance with a current and valid Authorizati on [Receipt. Use and Disclosure

of P er s on aIIJt - I d e ntifi ab I e I nfo r m ati o nl .

c) In keeping with a Business Associate Agreement [Business Asso@
Agreementl.

d) As otherwise allowed or required under the HIPM Rules or other federal

and/or state laws concerning privary of information that is used by Virtru in

the course of its business operations.

3. Minimum Necessary: Generally, when obtaining using or disclosing

personally-ldentifiable Information, or when requesting PII from another entity,

reasonable efforts must be made to limit the PII used or disclosed to the minimum

necessary to accomplish the intended purpose. However, the Privary rules were not

intended to severely complicate business processes and Virtru may, where

appropriate, use a single format to provide data containing PII for our various

seryices [Minimum N ecessary Standard].

4. De-identified Personally-Identifiable Information: PII may be considered not to be

individually identifi able in the following circumstances:

a) The following identifiers of the individual [and relatives, employers or

household members) are removed. [This is the "safe Harbor" method that

Virtru will generallY use.)

- Names

- Information relating to the individual's geographic subdivision if it
contains fewer than 20,000 PeoPle

- Elements of dates (except year) directly related to the individual

- All ages and elements of dates that indicate age for individuals over 89,

unless aggregated into a single category ofage 90 and older

- Telephone numbers

- Fax numbers

6
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- Email addresses

- Social SecuritY Numbers

- Medical record numbers

- Health Plan beneficiary numbers

- Accountnumbers
- Certificate or license numbers

- vehicle identifiers and serial numbers, including license plate numbers

- Device identifiers and serial numbers

- Web Universal Resource Locators IURLs)

- Internet Protocol [lP) address numbers

- Biometric identifiers; full face photographic images

- Any other unique identiffing number, characteristic or code'

bJ As allowed in the Privacy Rules, Virtru shall provide a number of longitudinal

identifiers in the de-identified data. These identifiers shall not allow

identification of the individual who is the subject of this data in that:

1J These identifiers will be encrypted using industry level enffyption

techniques

2) The method of encryption shall not be divulged to the receiver of the

de-identified data

5. Complaint Process: virtru has put into place a process for individuals to make

complaints about our Privacy Policies and Procedures and/or our compliance with

those Policies and Procedures'

6. Documentation: virtru must maintain written or electronic copies of all policies

and procedures, communications, actions, activities or designations as are required

to be documented under this manual for a period of six [5) years from the later of the

date of creation or the last effective date'

F. [nforcement
An employee found to have violated this policy shall be subject to disciplinary action, up

to andlniluding termination of employment. In the case where inappropriate access or

use or disclosure of P.rron"lly-ldentifiable Information was or may have been involved'

such individuals -.y ^aaitionally 
be reported to the appropriate enforcement agencies'

lssrcriertuIjst|
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IlL Administrative Requirements for HIPAA Implementation

A. Overview
The Privacy Rules require that a Business Associate have in place appropriate

administrative safeguards to protectthe privacy of Personally-ldentifiable Information.

B. Purpose
To provide instructions regarding Virtru's obligations relating to the implementation of

administrative requirements of the Privacy Rules.

C, ApplicabilitY
This policy applies to all Virtru employees, which is defined for the purposes of this

documentto be employees of all current and future subsidiaries of Virtru.

D. Policy
1. Personnel Designations: Virtru has designated and documented designations

of the following:
a. Will Ackerly has been designated as the Privacy Officer.

1) He is responsible for the development and implementation of

corporate-wide policies and procedures relating to the safeguarding of

Personally-l dentifi able Information'

2) He will also be responsible for receiving complaints relating to

Personally-Identifiable Information and for providing information about

the ComPanY's PrivacY Practices.

b. persons with access to Personally-Identifiable Information are listed by title
and department including a listing of individuals' names on the Risk

Assessment; and will be updated if Virtru makes any major changes to
processes, staff, programming or company location; or at a minimum
lnnually. Virtru will retain the previous listing for a period of not less than

six [6) years.

2. Training Requirements: Virtru shall document the following training actions:

All Virtru employees shall receive training on applicable policies and procedures

relating to Peisonally-ldentifiable Information as necessary and appropriate for

such persons to carry out their functions within the Company.

a. Each new employee shall receive the training as described above within 30

days after joining Virtru.

8
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b. Each employee whose functions are impacted by a material change in the

policies and procedures relating to Personally-ldentifiable Information, or

by a change in position or job description, shall receive the training as

described above within 30 days after the change becomes effective.

c. Complaints handled by Committee...

3. Safeguards:-Virtru shall have in place appropriate Administrative, Technical, and
physical Safeguards to reasonably safeguard Personally-ldentifiable Information

from intentional or unintentional unauthorized receipt, use or disclosure.

4. Complaint process: Virtru shall have in place a process for individuals to make

complaints about the Company's HIPAA Policies and Procedures and/or Virtru's
.o111plirn.u with those Policies and Procedures, and shall document all complaints

received and the disposition of each complaint. (See Complaint ProcessJ

5. Sanctions: Our Privary Policies call for our workforce that has access to
personally-ldentifiable Information to perform certain duties and to refrain from

certain 
"Ctions. 

Failure to do so will be sanctioned according to the policy below.

These sanctions apply to the designated workforce members including managers,

supervisors, and staff who have access to Personally-ldentifiable Information.

It is intended as guidance for our business management in sanctioning information

security policy infractions. We reserve the right to implement sanctions differently if,

in our judgmen! the situation warrants it.

We define a serious infraction as one that results in known significant damage or

that threatens imminent significant damage. Other infractions are simple infractions.

First securff infraction

If the infraction is:
a. A simple infraction, and

b. The first infraction in the last 3 years

The sanction will be retraining the workforce member on the appropriate
poliry/procedure and placement of a written letter of reprimand in the employee

hu. ftt" letter will notif,i the person of the nature of this infraction and of sanctions

for future potential infractions.

Second security infraction or first serious infraction

If the infraction is:
a. A serious infraction, or

9
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Salesforce protects customer data by ensuring that only authorized users can access it. Administrators

assign data security rules that determine which data users can access, Sharing models define company-

wide defaults and data access based on a role hierarchy. All data is encrypted in transfer, All access is

governed by strict password security policies, All passwords are stored in SHA 256 one-way hash format.

Applications are continually monitored for security violation attempts.

Protection at the facilities level

Salesforce security standards are stringent and designed with demanding customers in mind, including the

world's most security-conscious financial institutions. Authorized personnel must pass through five levels of

biometric scanning to reach the Salesforce system cages, All buildings are completely anonymous, with

bullet-resistant exterior walls and embassy-grade concrete posts and planters around the perimeter, All

exterior entrances feature silent alarm systems that notify law enforcement in the event of suspicion or

intrusion, Data is backed up to disk or tape, These backups provide a second level of physical protection,

Neither disks nor tapes ever leave the data center,

Protection at the network level

Multilevel security products from leading security vendors and proven security practices ensure network

security. To prevent malicious attacks through unmonitored ports, external firewalls allow only http and

https traffic on ports B0 and 443, along with ICMP traffic, Switches ensure that the network complies with

the RFC 1918 standard, and address translation technologies further enhance network security, IDS

sensors protect all network segments, lnternal software systems are protected by two-factor authentication,

along with the extensive use of technology that controls points of entry. All networks are certified through

third-party vulnerability assessment programs.

Trust.salesforce.com is the Salesforce community's home for realtime information on system performance

and security. On this site you'll find:

e Live and historicaldata on system performance

r Uptothe minute information on planned maintenance

o Phishing, malicious software, and socialengineering threats

r Best security practices for your organization

r lnformation on how we safeguard your data

8,5.2 Offeror must describe how it intends to comply with all applicable laws and related to data privacy and

security

Carahsoft is happy to support and comply with any regulations or sensitive data compliance needs that the

customer identifies. Carahsoft has the ability to limit customer information to a secure and isolated

database if needed. Under no circumstances will Carahsoft ever publish or release secure customer data.

Carahsoft's cloud vendors are all FIPS certified or have equivalent security standards in place to ensure no

customer data is released outside of the secure cloud,
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)

Carahsoft will use customer accounts and data only in the processing of an order and management of the.

customefs service entiilements. Carahsoft's vendors, as outlined in their specific Master Agreements, only

us customer account data for the express purpose of providing the service to the customer. lncluded in

that service is implementation, technical support, and training efforls, Under no circumstances will

Carahsoft or its cioud partners use customeiinformation outside of normal operating procedures,

8.6 Privacy and Security

Tefinedd IStn NNwith TIS asto ,itsfor lutionsSocommitment complyitsdescribemust18.6. Offeror
theto ofitAS relates Scopestandarothe rds,relevant45I and800- industryanyPublication ,Special

receive.atthdataofthe different typesD includi SUn Attach mentdescribedrvrcesSe

APM

MM

basis

cloudwhenrnats evaluatingc0ncethat security topunderstandsiesCA technolog
toconformworldwideCAISwhich operationstechnologiesbased whyapplications,

addition,lnandramsand processes.security r0gpcertification, compliancerigorous
uthe secateanduate val dto eval rityitorsaudwith regularlycontract ndependentwe

uctioniated beforeremedandvalidated prodrisksh identified,are0urof servtce, Hig
a0nresolvedandarerisks priorityevaluatedMediummadeare availablesystems

for hardening our sYstems, We areWe use CIS and NIST standards as baselines
this nottshoweveSTNI certification800-5314 yetworki atowardsngcurrently

Weards,standwith thesec0m0urreviewiWe contiare ng pliancenuouslycomplete
cts0n standards.nfrastructure basedP0ur nroductioscans nstmonth agarlyperform

ISTN 800-0nbasesbestandbilites c0bothfor vulnera practicesscan mplianceWe
and risk,0nbasedremidiatedandrea trackedards.stand Vulnerabilites53v4

CAAgile

Please see our toAPM/MMASM

CA

theed RAMPFto incorporatesrateAuthorizationFedRAMPntainsmat opedcurrentlyGoogle's
tocommitsleFurther contractuallysecu GoogISTN andSP FIPSrelevant rity requirements

maintain SOC2 and 1SO27001 certifications.

Google

AODocs is itted soc2 2.c0toc0mmA0Docs

use of NIST standards

whichmcriminaland arkets,SU healthcare justice
n0 its toustnessb pportVirtru's abilitydepends

nslveextemakewhich bothCJ standardsSwith PHI andMntous maintai compliancerequires
Virtru

Salesforce provides contractual assurance to its customers that the Customer Data hosted in

Salesforce'i services will be kept confidential and not accessed by third parties except under

nairow rircumstances (such as a customer support issue or as required by law). ln the case of

.ritor.p support, the iompany's personnelwiliaccess a customefs Org only with prior approval

obl ations.and to

theat moderateAutho toPdachieved rity OperateFedMM4201 alesforce AgencySOn 23,May
forHuman ServicesandHealth (HHS)and issuedn FIPS 99 bylevel described 200)asmpact

PMMH theas Fed0n HS,2015, 5,MayCloud. AdditionallyGovernmentSalesforcethe
wasthatauthorizationud packageCloGovernmentSalesforcetheauthorizi approvedng agency

ne ISwhichPFedMM basethetoandattestationual updates0nbased ann requirementsatedupd
4.RevNISTof PS 800-53rrentcu releasebasedand the0nc0SMAFI mpliant

Salesforce

a SaaS solution dePloYed from

computing as described in 8,1

a private cloud thatclouda servrce offeringNService ts providerOW

cloudofaracteristicsessentiflve chalthemeets

doesServiceNowcustomer data,allfor hostedclassificationdatatheles sameServiceNow appl
ton0hasthereforeandinformationcustomers'itsmonitorornot

ServiceNow
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)

)

remains hosted in the private cloud untilthe customer

stored anywhere apart from the private cloud,

Customers remain the data owner and data controller for all data placed into their instance'

ServiceNow does not examine, inspect, monitor or analyze customers'data'

atadcustomerts thattheof classificationata.d The assignedmer requirementcusto overriding
It neverIStheirterminates subscription

their0nbasedtheirwithin instancesaccessrestrict datatoScontrol toustomers accessc apply
classification,ata0wntheir dincludnddrements0wn

theofthewith ingof managuirementsun mber along complexitynderstandsu the reqQTS g rowng
icateddedtoa 0urmakestn prioritypandif not complianceareh cost-risk compliance,h y0urg

meettoandlscontro y0urdefinefocusedis 0n processesAudlnternal team helpi y0ungitSQT
thewithdatatnrements. areWe steadfast y0urc0m u protectingpliance reqever-expanding
achievenottocontrolsandres0urcesired tech y0uonly helpalto ocate nolog vcommitment requ

andasneeds growinevitablytobut theysupexpertly y0urporttoday

Harbor.

ITtheto meetWe flexia ble, ntegrated approachdc0mtackles provideianceQTS ifferentlypl
from Cardindustriesofaacross Paymentwideneedsand varietycompliance regulatory

andPortabiranceHealththe lnsuPCt and lityData Standard DSS)Securityndustry
andthereduces complexityOurSafe approachUto ,-EU.SAct rPM)Accountability (H

efforts.theirSUtoworkload

and maintain comPliance

change in the future.

QTS

process integrity and availability as well as annual certification by an

indepenOenieualified Security Assessor for PCI DSS, is highly aligned with

the NIST controls,

Our security framework and cloud services are designed to receive process

and store d-ata sets of a commercial businessto-business nature and are

multitenant and international in scope, FISMA/NIST is designed to protect US

government data that can include classified information as well as sensitive

Pll such as ePHl and SSN's or government identifiers.

We practice data avoidance where these data sets are concerned primarily to

reduce the risk to us and to our customers but also to avoid additional

regulatory compliance which has onerous reporting and high costs which

wduld have to be passed on to our customers. Where FISMA regulated

entities can take advantage of our solutions, the data sets they expect to store

must be validated to avoid being under regulatory requirements beyond what

third partyof semi-annualconsists independentwhich0ur framework,security
ofServicesTrusted confidentialityaudPA underit the Principles securitycAI

we can rovide in terms of both secu as well as

Ariba

effective

standardthe0n SO securitybasedhas its security programFieldglass
2011n nceSO certificatio February27001maintainedhas itsand

wassecu frameworkathat robust developed,toHowever ensure rity
DS5IT uEns re0nbased coBmodand/or ifiedcontrolsal addedwereaddition

and vendoralSTNI specifiedpublicationsspecific speciSecuritySystems
auditnthd, twelve-mowith1SSAE audit6ass ausesbest Fieldgpractices,

areframeworkwithin thedefinedcontrolsthatvalidate the securitytocycle

Fieldglass

Security,

theFrameworkSecuCloudSAP byritythewithwillSAP theshow compliance
HANAtheitas toauditsand/oraudits pertainscertification onlycompliance

&RisklnfrastructureandSAPCloud Delivery'sCloudEnterprise
ethhOffice dasanceCom

Hanna

SAP
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and to safeguard the usage of newly developed tools'

Compliance Audits

Ctoub sotutions from SAP have passed ISAE34gZSSAE16-SOC 1 Type ll

and/or soc 2 Type ll audits (in the following refened to as soc audits) and

can provide the related audit reports on request,

Certification Audits

rnJsnp HANA Enterprise cloud has attained certifications according to the

following lso standards are available (related audits are in the following

referred to as lS0 audits):
. ISO 27001:2013
. ISO 22301:2012

The ISMSISM Framework,s)nformation SystemManagementSecurity
wel asASandSAP's p0security licybasedIS 0n qualityFramework corporate

relati informationto securityand ngstandardsthe guidelinessecuritycorporate
SAPto CloudwasilIS MSb FrameworkTh adaptedbusinessand continuity

FrameworkCloudSAP sFW).as Security (CloudServicesSecu rity
technicalconductsrance team securityandSAP's c0mpsecurity, pr0cess

nted successfullybeenhavethatvalidate secu mplemeitsaud to rity concepts

. ISO 9001:2008

reliable and secure system provider.

Ouiir.rt. multi-tenint Software as a Service (SaaS) platform is designed for

ruuitrnit,ty, security, scalability, and performance. lndustry best practices and

('clpf)

certifiedHarborSafeWe arewithned 27002,ts0tsITOur architecture alig
WeService20000SO forBS 00 and2 Deliveryln withnmentand alig

c0the rityintegnfidentialitytoan commitmentdemonstrate protecting0n-g0lng
ausmakingextemal threats,anddataof internalfromand availability

rity;

andarestandards ncorporatedadopted
RiskerateModas atowithies thealsoNetwork Authority OperateOur compl

nteme andPersonnelOfficethe of ManagederalF nformation bySystem
EUControlssP800-53Secu STNIHomof and SecurityelDepartment

Cardmern0nand c-EU data;ustofo EU Payment95/46/ECDirectivePrivacy
arboV HSafeardStand 2.0;SecuData DSS)rityndustry PCr)

Unitedthetnnotfacicenter itiesdant ata onlyWe compliprivacyprovide
d0r ofstateUnionofState theMember (EUabStates alsout EuropeanAS
arecenters certifieddatasuchArea CuEconomic rrentlyEuthe (EEA).r0pean

PCI-and DSSs09001 compliancets027001for
alof traffictho m0nc0 ndd itoringroughsecuOur servrces mpleteproviderity

alertincludeand security technology0network n basis,24x7x365the0n
nan ual toitedaud twiceare lyWernctand dent support,services management

standards.accou0r SAE 3402SSAE o

SuccessFactors

ardsuind standalland relevantotherNwith ST strytomittedfuIS c0mVMware lyingc0mply
recordtrackVMware'setc, tsThis demonstratedPC CAIQCSA byFISP MA,FedRAMincluding

above.listedassuch thosecertificationsandof u obtainingp rsuing
and ModerateRiskLow Levelandstore securecertifiedbeen tohasServiceGovernmentvCloud

theofISaddln enhancingVMwareitionPSFI PUB 99. capabledefinedasLevelRisk data by
datastoretobe abletoState's requirementsto meetService participatingGovemmentv0loud

AS Data,RiskPubPS 99definedis FI Highthat by
futureand0urallwith complianceofn c0 existingmaintaitoISVMware ng mpliancecommitted

theinservlcessoftwarea publicandAS providerremalntoOurns competitivecertificatio ability
andrehensiveahed compliancehavewe establis securityu Thus c0mpit.sector p0ndepends

secuAS dwelasmalWC ntainthatensuretoteam

VMware
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as required.

the Rjgatch lnformation Security Program is built on the security framework laid out in NIST 800-

with its certificationsVMWare supports regular intern al and external audits to ensure compliance

53.
suitea ofWEwith utouired providetsAirWatch any reg agencieslatorynot registerreqAlthough

with thein mobi leelinesmaintainto ind guid0urfor customer's compliancetools ustry-relevant
forAwardlnnovationP-H IAPPawardedbeen thehasAiMatch Privacyfleets. recentlydevice

of Professionalsnternational Associationthe Privacynnovative TechMost nolog by}/Privacy
0T helend-user0nEMan M rmatfo focused pprivacyto0urfor plmitmentc0m deliveringrAPP)

c0WE with the0u cloudand availabi of mplyoffering,litytheensure rityintegconfidentiality
center have0urand data partnersDirective toptierProtectionData (e5/46/EC)European

ns,certificatioand have 2700SOauditsltsoc26SSAEl

malware

includrams eThesecu andwelland documented pr0gpr0grams.mature rity privacyhasFireEye
andModel clauses,edRAMPF Privacycertifications,b 2socSSAEforthird certificationsparty

thewithtnisrecelvesdataThe only conjunctionthatothers. FireEyesecu standard am0ngrity

FireEye

P-ATO,moderatea FedMMPfortheCloud methasFederal requirementsVirtustream aaS)The
anizationAssessmentMMFed certifiedP org3rdna nual d PartylsIAAS assessedThe ly by

ascontrolsRevision 4theof ISTN 800-53revlewwill subsetanan assessmentualTheA0)(3P
thedemonstrateshall3PAO throughoutimpartialityVirtustream'sFedMMPbydesignated

tncontrolsstatusthe alofassesstoassessment

VirtueStream

thatholdss itcertification0 currentlystandards security0rmustOfferor alllist rganization68. 2 government
ofmetiatinwellas thoseAS Specificallyresp0nse.pr0cessOffero/stheto proposal,specificallyapply

I 075blicatio nPuIRSData StandardsPol Pcl )FERP ISCJ Security (DSSSecuinc Hude icyIPM, A, rity

FISMA, NIST 800.53, NIST SP 800-171, and FIPS 200 if

does not hold a Soc 2 attestation,
undergo SOC 3 auditsAWS EC2 datacenters annually

The
APM

CA MM ls rtified fo soc 2 I Audit,ce rMAA

CA Agile Our data center provider has a report that can be provided upon request'SOC 2 audit

Our ication does not have such certifications
includ 3soc auditscertificationvan0us ingdatacenters annually undergoRackspace

hold Soca attestation2notdoesThe
ASM

CA

Google

certifications.

ATO tsTNtm FedMMPbaseline, manyat Moderate ncorporatestheahas edF MMPle pactGoog
forahasFIPS and AppsGooglePSFI pecific offering1andPs FIPS 800-53, 99, 200),S ncluding

ASsuch IPAAH andc0m standardslancec0PA OtherandFERPA c0P plucationEd is mpliant,that
BMa towillaccommodatedarebut (i,e signGooglec0mm0ncertiflcatiooffer n lydon't S€,CJIS per
meetiforbearwhoASh customers ngnumer0usand responsibilityHiTECH/H PAA rements,meet requi

canWESaaSnot toicableDSSPCt systems (thoughls applCJ r0cessln generallyrequirements).p g
meetdoesbut aaS/PaaSlencidentalto Googne usage),emdo protect againstail hygie processing

andsoc2 s027001to almand c0ls mmittedalsole ntainingholdsDPCt v3SS standards Goog

AODocs doens't hold an HIPAA but are commonly accommodated to meetcertifications per se,

HIPM uirements a BM.
AODocs

HIPM CJ NIST NIST SP.8OOVirtru

SOC2 and SOC3 audits

and certifications include

ocSPCtand -DSScertified27001rceFo atform compliant.ts0isSalesforcethe plandSalesforce
audAdditional itsdat mmlntmuauditorare third annuallypartyperformed by

Salesforce
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FedMMP AuthoritY to OPerate from Department of Health and Human Services

CSA'Consensus Assessments lnitiative'

JIPDC (Japan Privacy Seal)

Tuv (Germany PrivacY Mark)

TRUSTe

HIPM
ln provisioning and operating the services, Salesforce complies with the provisions of HIPM's Privacy

nr,iie anO Sec-urity and the HtfeCH Act that are applicable to b,usiness associates, Salesforce's

customers are still responsible for complying with the same in their capacity as a covered entity or

business associate using the Salesforce services. The services' features permit customers to

customize use as per a compliance program for HIPM (including the HITECH Act) and many

customers store piotected hbafih intbrniation (PHl) on our service, From a legal standpoint, some of

our customers have asked Salesforce to assist them in meeting their compliance obligations; for

.rrrft., by entering into business associate agreements (BM) to address formal legal requirements

pedaihing tb use and disclosure of protected health information (PHl),

FERPA

Salesforce maintains appropriate administrative, physical, and technical safeguards to help protect the

security, confldentiality, and integrity of data our customers submit to the Salesforce Services as

Customer Data, Salesforce's cuJtomers are responsible for ensuring the security of their Customer

Data in their use of the service and implementing any necessary customer-controlled settings' To aid,

Salesforce offers robust security functionality that provides our customers the flexibility to use the

,ppf i.ution in a conflguration th'at furthers compliance with local data protection laws and regulations.

While Salesforce complies with applicable law in provisioning and operating the Salesforce services, it

is tne sote responsibil1y of Salesforce's customers to ensure compliance with applicable laws in their

i.rp..tir. uses of the Salesforce services,PCl-DSSSalesforce is PCI Level 1 compliant and has

r.iiriu.O a signed Attestation of Compliance (AoC) for the Payment Card lndustry Data Security

StanOarO (pit-OSS), Salesforce cusiomers who must adhere to PCI compliance may store personal

account numbers 1"FAN" or "credit card numbers") in Salesforce, with the following caveats:

- pANs may only be stored in a custom field encrypted via Classic Encryption or supported field types

via the platform Encryption functionality. PANs must not be stored in clear text fields, attached files, or

any other location,
- iustomer administrators must configure Salesforce features to support their organization's PCI 

.

controls,NlsT sp g00-171NlST Speciat publication 800-171 is intended for use by federal agencies

*n.n rg.n.i.s are providing CUI to nonfederal organizations (or when CUI is developed by those

;;g;r#td;for federal ag6ncies) for purposes unrelated to information processing' ln other words,

inE nont.O.trl organizatiois are not operating their information systems to process agency data,

in.f ujing CUl, on-behalf of the agency but rather for other purposes (e,9., when designing or

prolr.ing an aircraft, performing a study, or conducting background investigations for security

clearances).
Salesforce'recommends that its customers use the classifications as detailed in FIPS 199.

FIPS 1 40-2, FIPS 97 FIPS oo and F IPS 200

On May 23, 2014 Salesforce achieved d FedRAMP Agency Authority to Operate at the moderate

impact leve (as described tn FIPS 99 and 200) issued by Health and Human Services (HH s) for the

Salesforce Government Cloud Add itionally 0n May 1 5, 2015, H HS, as th A Fed MM P autho rizing

agency app roved the Salesforce Government Cloud authorizatio n package that WAS updated based

0n annual attestation requirements and updates to the Fed MMP which IS F SMA com p liant

and ST SPbased 0n the cu rrent release of N 800-53 Rev 4.

baseline
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As part of the Salesforce Government Cloud, Salesforce is capable of responding to FIPS 140-213 
.

rwitog"phi. implementations for data being transferred between the customefs web browser and

Sif'est6rcb, Datathat resides within Salesforce's protected boundary does not use FIPS 140-2

validated encryption as compensating/mitigating controls are in place to protect data'

Additional information is provided below.

Data Transmission between the customer's web browser and Salesforce:

Sitestorce employs cryptographic mechanisms to protect information during transmt-ssio1 Alf. ..
transmissions'netween injuser and Salesforce are encrypted by default with a 2048-bit Public Key'

Our service uses lnternational/Global Step Up certificates, We supportone-way TLS, in which

customers create secure connections before sharing private data. Secure routing and traffic flow

potiri.r ensure that customer traffic is encrypted eniering Salesforce until the load balancer decrypts

the traffic. The load balancers decrypting the traffic are ftPS 140-2 compliant and are located inside of

the Salesforce Government Cloud isolation boundary'

Data Transmission for Backup Media:

Media containing customer data is not transported outside of controlled salesforce'com areas and

therefore relies on physical access controls to protect the data'

Data at Rest:

NIST g00-S3 Rev, 3 states in SC-28, "lnformation at rest refers to the state of information when it is

located on a secondary storage device (e,g., disk drive, tape drive) within an organizational 
.

inior*i1on system." sb-zg aiso states,'"0=rganizations may choose to employ different mechanisms

io r.tt6u. confidentiality and integrity proteitions, as appropriate." All secondary storage media (hard

Oiiu.i, Oi.f, drives, and iapes; coritaining customer data are maintained within Salesforce's secure

proJu.tion data centers uhtittne media has been sanitized and destroyed, Salesforce relies on

physical access controls as a compensating control to protect the data,

Primary Data Storage:

Uier pisswords ard stored in the RDBMS encrypted via the SHA algorithm with a 256-bit hash, This

is a one way hash, The passwords are encrypted by the application'

F0r pri mary data storag e, Salesforce provides customers with a built- in capability to apply fieldlevel

encryption, ustng I 28-bit keys with Advanced Encryption Standard (AES) encryption (as defi ned by

F IPS e7) for a selection of custo m flelds incl uded tn the Salesforce Platform and CRM applicatio ns,

Field-level e ensures the data associated with fields IS tn

800-53.

The ServiceNow Service Automation Government Cloud Suite is a FedMMP Compliant Cloud

Syst"m *itn a JAB provisional Authorization, This cloud offering has regulatory restrictions.to the

ty'pli of tenants that can use it. ServiceNow's FedMMP compliant and standard commercial

datacenter environments are virtually identical, The differences that do exist, such as only allowing

,...rr to specially adjudicated US iitizens, exist for regulatory reasons not because the environment

tss in some

alsoServiceNow2012.stnceand3 beenhasts027001on :201basedtsServiceNods policysecurity
STNIbased offcontrolswithattestations being2and2 s0c2T6 1s0cannualhas SSAE Typeype

ServiceNow

Standards Organization (lSO) standards and many others'

QTS maintains control mappings that include:

IST as well as lnternationalQTS assists with maPPing between DOD IT RMF/DIACAP ANd N

. NIST 800-53/FedMMP

OTS
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. HIPM-HITECH-Omnibus

. PCI-DSS

.ISO/NATO

. CNSS/ICD/DCID/NISPOM

Sensitive & Public). DOD IT RMF (MAC

ln addition, we have attained PCI (Payment Card lndustry) - DSS (Data Security

Standard) certification as a Level i Service Provider and compliance with the Visa

USA Cardholder lnformation Security Program (CISP) and MasterCard Site Data

Protection (sDP) program. These programs were created specifically for

merchants and serviCe providers who process, store, or transmit cardholder data'

The p6l DSS is a set oicomprehensive requirements for enhancing payment

,..ornt data security which was developed by the founding payment brands of the

FCt Security Standards Council, including American Express, Discover Financial

Services, JCg lnternational, MasterCard Worldwide and Visa lnc. lt was developed

to help facilitate the broad adoption of consistent data security measures 0n a

globai basis, The pgl DSS is a multifaceted security standard that includes

ieq uirements for security management, policies, procedu res, network architecture,

roit*rt design, and other critiCal protective measures. This comprehensive

standard is iniended to help organizations proactively protect customer account

Oata. CtSp and SDP refleci Visa's and MasterQard's respective longstanding

SAS70 but also includes an attestation letter signed by

auditor, SOC2 is aimed at lT and security practitioners,

viewable web seal to show that we have been audited'

itoraudcertifiedandareWe audited independent third-partyby
socwith 3402 l,SAEc0mfor ance Typepl(Pwc)PricewaterhouseCooPers

the attestationanc0n of audit,months,stxSOand mpletionc3s0c2 Upoevery
faciladdln 0urition ityc0m0ur hostingpn marylsletter issued stating pliance,

socl LSSAEwith 61fo TypeauditedIS complianceinfrastructure(Equinix)
threeat rentdiffeaimedtsCon rentrolsrvtceSe soc)The portOrganizatio

theassame ofial thelsfinanc type reportattences,aud auditors)s0c1 (aimed
theand0urboth c0mpa ny

soc3The thets publicly

c0m mitment to information

Ariba

HIPPA

Fi.bgt.tt does not store Protected Health lnformation (PHl) on its system and is

not rJquired to comply w1h the Health lnsurance Portabil1y and Accountability Act.

PCt
informationcarditcrednotdoes processThe apFieldglass plication

PCI c0tonotareareWe not

ieved the following certificationsSAP Fieldglass has ach
. tso 27001
. SSAE 16 SOC 1 and SOC 2

Fieldglass

Please see nse to 8. 1Hanna
The Sawis datacenter located is SSAE16 Type ll SOC I ComPliant'in Boston, MA

the older SAS70 ll audit standard,This
Hybris

oUthatisThCriteria,Services2soc signifiesTrusttoaudited thehaveWe been
anexaminedbeenactivitiescontrol have by independent0 andcontrol bjectives

c0the ntrols nfaiatth controlstheseand rly presentedfirmand auditingaccounting
achieveto controlthedanddate wereofas esignedsuitablya specificoperation

nualseml-an byNovember)conducted ly May(are2 auditsOu s0cobjectives
ModFISMA erateUShold FederalalsoWe

SAP

SuccessFactors
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Directive 95/46/EC and are Safe Harbor self-certified,

https://safeharbor.export.gov/companyinfo.aspx?id=261 96We are alig ned with I SO

27001for lnformation Security, BS 10012 for Data Protection, and lS0 20000 for

Service Delivery to create an lntegrated Compliance Framework ('lCF"), Where

these standardi overlap in subject matter, lnformation Security ISO 27001 takes

precedence, Our Network also complies with Authority to Operate as a Moderate

iiisk Federal lnformation System by the Office of Personnel Management and

Department of Homeland Security; NIST SP800-53 Security Controls; EU Privacy

Directive 95/46/EC for EU and non-Eu customer data; Payment Card lndustry

(PCl) Data Security Standard (DSS) v 2.0; Safe Harbor.

we are aligned with lso 270011or lnformation security, BS 10012 for Data

Protection, and ISO 20000 for Service Delivery to create an lntegrated Compliance

Authority to Operate with both OPM and NTIS, We are compliant with EU Privacy

rity;

lnformationmattermtheseWhere standards subjectovedapFramework ('tcF),
toc0m ies withOu alsoNetwork27001rso pl Authoritytakes precedence.Security

Personnelofm OfficetheFederalRisk nform ationaas Moderate Syste byOperate
Seculand STNI sP800-53Deand nt Home SecurityofMan ement partmeag

customerEUfor95/46/EC anEU n0n- data;dEU rectiveDiControls; Privacy
HarborSafe2VardStandSecuDataCardnt

VMware laaS Services

ISO/lEC 27001: ISO/IEC 27001 is a globally recognized standard for the establishment and

certification of an information security management system (ISMS), vCloud Air continues to maintain a

current ISO/IEC 27001 Certification and has recently issued updated certification for lSO/lEC

270Q1:2013.Achieving certification means that VMware has implemented a holistic security program

that conforms with thtlso 27001 standard requirements, both in the security management system

and control activities, The audit of the ISMS was completed by Brightline CPAs and Associates - an

ANAB accredited certification body.

HlpM: The Health lnsurance Portability and Accountability Act of 1996(HIPM), which has

incorporated requirements from the Health lnformation Technology for Economic and Clinical Health

Act (HITECH) oi 2009, established national standards for the security and privacy of Protected Health

lnfoimation 1nHll in the United States, To help customers comply with HIPAA, VMware offers a

Business Associate Agreement (BM) to all interested customers using our US-based data centers,

The BM was designed in conjunction with a leading law firm with expertise in HIPM and provides

fair and reasonable terms for healthcare providers, insurers, and other organizations' VMware has

completed an independent third party examination of vCloud Air against applicable controls of HIPM.

SOi 1 (SSAE16/ISAE 3402): Service Organization Control (SOC) 1 reqg{s are conducted in

accordance with Statement on Standardsfor Attestation Engagements (SSAE) No' 16 put forth by the

Auditing Standards Board (ASB) of the American lnstitute of Certified Public Accountants (AICPS)'

The SOt 1 framework reports on internal controls over financial reporting for any service organizat'ton

such as VMware vCloud Air. SQC 1 aligns to the lnternational Standard on Assurance Engagements

(ISAE) 3402 international reporting standards, SOC 1 examinations are specifically intended to meet

ihe needs of the managements oivOloud Aiis customers and vCloud Air's customers' auditors, as

they evaluate the effeci of the controls at v0loud Air on the clients'financial statement assertions,

VMware has completed an independent third-party examination of vCloud Air which spans a twelve

(12) month review Period.

soc 2: The Service org an ization Control 2 s0c 2) report ts c0mposed of a comprehensive set of

criteria 0n security availabil ity process ng integrity confidenti ality and pnvacy and ts srm arly set

forth Public P soc 2 arethe America lnstitute of Certified Accountants The

VMware
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intended for use by stakeholders (e,g customers reg u ators, bus ness partners, su ppliers, d irectors)

of the servlce 0rgan ization that have a thorough understanding of the servlce organization and its

internal controls VMware has completed an independent thi rd -party exam nation of vCloud Ai that

also spans a twelve (12) month review period'

SOC 3: Trust Services Report for Service Organizations Control 3 (SOC 3) reports are designed to

meet the needs of customers who want assurance on the controls at a service organization related to

security, availability, processing integrity, confidentiality, or privacy, vOloud Air has completed an

NO.p.iro.nt third-biity Soc 3ixaminition of VMware vCloud Air, SoC 3 is composed of a _ .. ..1

combienensive selof irust principles including security, availability, processing integrity, confidentiality

and privacy,

Cloud Security Alliance: VMware vCloud Air has completed the_ Cloud.Security Alliance (CSA)

Consensus Aisessments lnitiative Questionnaire (CAIO), CAIQ provides industry-accepted ways to

document what security controls exist in laas, Paas and saas offerings.

FedMMp provisionalAuthority: VMware vCloud Government Service, provided by Carpathian, now

has FedRAMp provisional Authority to Operate issued by the Joint Authorization Board (JAB),

FedMMp is a governmenfwide piogram that provides a standardized approach to security

assessment, aithorization, and conti-nuous monitoring for cloud products and services. This approach

uses a',,do once, use many times"" framework that cln reduce government organizations'costs, time,

and staff required to condult redundant agency security assessments,.U,S' government agencies can

no* t.u.r.g'. vgloud Government Service to meet the-stringent security and privacy requirements of

FedMMP,

FlpS 140-2: VMware voloud Government Service is fully FIPS 140-2 compliant including hardware

which provides its 2-Factor Authentication capabilities'

FlpS pub 1gg: As discussed previously, voloud Government Services is certified to store and secure

Low Risk Data and Moderate Risk Dati as defined by FIPS Pub 199, VMware is willing to work with

p4tiriprting States that require High Risk Data Storage to enhance vCloud Government Services to

store and secure this data.

FlpS pub 199: As discussed previously, vCloud Government Services is certifled to store and secure

Low Risk Data and Moderate Risk Dati as defined by FIPS Pub 199. VMware is willing to work with

participating States that require High Risk Data Storage to enhance vOloud Government Services to

store and secure this data.

cJrs' uCcS recenly underwent a CJIS assessment by CoalFire, lnc, CJIS is not a certification, it is a

policy that must be iollowed and accredited for each deployment which req.uires it, The goal of

VMware's CoalFire assessment was to create a baseline configuration that can be reused across any

CJIS opportunity to accelerate the implementation and accreditation timeframes'

FEnpA:'tit<e CjtS, fEnpn compliance is assessed and confirmed for each deployment that requires

it. VMware's vgloud Governmeni Service FedRamp certification and others provide 
-eliqg.nce 

that the

unde1yng infrastructure is capable of meeting rigorous information security and availability

requirem|nts. VMware will work with Particip;tinb Entities to meet FERPA requirements on a task

order basis,
pCioitr Security Standards (DSS): Neither v0loud Air nor vCGS are currently PCI certified at.this

time, VMware will work witn pirticiiating Entities to meet PCI requirements on a task order basis,

IRS publication 107b: Because noin tnS 1075 and FedRAMP are based on NIST 800-53, the

compfianC. boundary for IRS 1075 is the same as the FedMMP authorization. This, vCGS complies

with IRS Publication 1075 on the basis that it is FedRAMP certified,

FISMA:vCGS is FISMA Low and Moderate com liant.
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with Participating Entities to meet PCI requirements on a task order basis'

VMWare AiMatch
The Aigatch lnformation Security Program is built on the security framework laid out in NIST 800-53'

Although AiMatch is not required to register with any regulatory agencies,,we provide a suite of tools

for ouicustomer's to maintain industry-ielevant compliance guidelines within their mobile device

fleets, Ai11lyatch has recently been awarded the HP-IAPP Privacy lnnovation Award for Most

lnnovative privacy Technology by the lnternational Association of Privacy Professionals (IAPP) for our

commitment to delivering anEtr,ttf,t platform focused on end-user privacy' To help ensure the

confidentiality, integrity, ind availability of our cloud offering, we comply with the European Data

piotection Dirbctivi (gst+olEc) and our top-tier data center partners have undergone sSAE16 soC2

ll audits,

MMPFedachievemet tobethatcontrols ustmc0retheN800-53 800-53tsrST providesNI
toProvisionalhasService Authority 0perateFedMMPGovernmentvCloudVMwarecompliance.

NIwith 800-53,STWES c0areBoard thuntJoi rization mpliantAuthoissued the (JA B)by
toMMFed ProvisionalPhas AuthorityServiceGovernmentvCloudVMware800-SP 7ISTN

N ISTsud of thebset800-NIST 7 outl rnesBoardJointthe Authorization iAB)issued byOperate
withService ISGovernmentvCloud compliantstated VMwareanduirements as above,800-53 req

nts VMwareISTN 800-53subseta theofSTNI 71800-1 outlines requiremenceSithese guidelines
800- 71ant NISTwith PStsServiceGovernvCloud ment compl

workwillthisat time VMwarePFI 200S certifiedGvC areSvCloud n0rAirIPSF N200 eithe currently

Currently the standards that apply are

full FedMMP certification in process'
SSAE 16 SOC 2 TyPe 2, with

We are also in the process of
a FedRAMP AT0 in Place and

becoming FedMMP ISO 2700x

certified,

FireEye

TM assists 0urcloud softwarexStreamVirtustream'sourof businessthets foundationSecurity
maintaiand SSAElnachieveand 6,ative umandmeet rements,to reqcustomers Legislatory

STcsA andAR-2008 PHI-2005/20 3 900 M,SOF 27001ts0PCt- 3DSSSAE3402 ,0, ISMA,
environment0wntnrks custome/stheframewoandcertificationsother cloud complianceleading

c0manandwith identified

VirtueStream

nter.

inclu di threatsand icationssecureto data ngtn ace applribedesc secits3.6. mustOfferor pB urity practices
ceservlcewith then sameco-locatedmerswell othas custoercenterservice ASfrom aoutsid the

basis

cloud-whenats c0ncernatth evaluatingCA undenstands security toptechnologies
toconformworldwideCAtswhich operationstechnologiesbased whyapplications,

n additionandndd processes
US pr0gramssecuritycertification, compliancerigoro

theandevaluate validate securitytond ent auditorscontractWE with regularlyepend
rebeforemedand iatedntifiedide validated productionrisksh are0urof servtce. Hig

res0and 0nlved aarerisks evaluatedMedium prioritylable.madeare avatsystems

APM

MM
the servers; all data is encrypted when transmitted between data centers' The MM

dashboard and API are proiected with HTTPS/TLS encryption, and users are required

administrators have access toAll MM core seryers are behind firewalls; only systems

to authenticate in order to access these

CAAgile We use a co-located data

dedicated cage to which o

traffic across our sYstems

center provider and within

nly our Operations Team h

using HIDS (OSSEC) and

that environment we have a

as access. We also monitor all

NIDS (Snort) to notifY of anY

sus
systems administrators have access to

the servers; all data is encrypted when transmitted between data centers' The ASM

dashboard and API are protected with HTTPS||LS encryption, and users are required

All ASM core servers are behind firewalls; only

to to their accountsto use a username and

ASM

CA
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Google's internal data access processes and policies are designed to prevent unauthorized

pe-rsins anOlor systems from gaining access io systems used to process personal data, Google

aims to design its systems to:ii) onty allow authoiized persons to access data they are authorized

io ,.r.rr; anO 1ii1 ensure that f'ersolrd data cannot be read, copied, altered or removed without

authorizaiion during processing, use and after recording, The systems are designed to detect any

inappropriate u...i.. Google 6mpnys a centralized access management syslem to control

peisbntief access to produition servbrs, and only provides access to a limited number of

authorized personnei, LDAP, Kerberos and a proprietary system utilizing RSA keys are designed

io proviOe Google with secuie and flexible access mechanisms, These mechanisms are designed

io brant onty approveO access rights to site hosts, logs, data-and configuration information. Google

i.,iuir.r tn,i use of unique user iDs, strong passwords; two factor authentication and carefully

monitored access lists to minimize the potLntial for unauthorized account use' The granting or

modification of access rights is based on: the authodzed personnel's job responsibilities; job duty

requirements n.r.rrrryio perform authorized tasks; a need to knowiasis; and must be in

aciorOance with Googl'e's intemal data access policies and training, Approvals are managed by

worKlow tools that miintain audit records of all changes, Access to systems is logged to create an

audit trail for accountability, where passwords are employed for authentication (e.g', login to

*oi[.i.iionrl, password fiolicies thit follow at least industry standard practices are implemented,

These standards include password expiry, reslrictions on password reuse and sufficient password

strength. For access to extremely sensitive information (e,g,, credit card data), Google uses

hardware tokens,

al and wholly ownedall customer dala as confidentiof Google to holdln this DPA the obligations

by the customer is detailed
Google

AODocs AODocs bei built in and Ie Drive,
andPoliciesVirtrutheandrcEsPol PrivacyProceduresandVirtruleaseP thesee Security

nse,th lsofsectionlnformationn resp0the SupplementalProcedures provided
Virtru

lndependent audits confirm that our security goes far beyond what most companies have been

able'to achieve on their own, Using the latesifirewall protection, intrusion detection systems, and

iLS ...wption, Salesforce Forceiom gives you the peace of mind only a world-class security

infrastructure can Provide,

Third-party validation

Security is a multidimensional business imperative that demands consideration at muliiple levels,

trom security for applications to physical facilities and network security' ln addition to the latest

i.rn*logi.i, world-class securiiy iequires onggilO adherence to best-practice policies. To ensure

inii .Ono.nie, we continually seek relevant tnirO-party certification,_in.]u9]ng lS0 27001' the

Sysfrust audit (the recognized standard for system security), and SSAE 16 SQC 1 audit (an

examination and assessment of internal corporate controls, previously known as SAS 70 Type ll).

SOCi, SOCZ and SOC3 audits are performed by third party auditor annually at a minimum'

Additional audits and certiflcations include: CSAiGonsensus Assessments lnitiative', JIPDC

(Japan Privacy Seal), Tuv (Germany Privacy Mark), and TRUSTe'

Protection at the level

lnfrastructureandTrusted SecurityGovernment
customers'0urofand availabilitythatnderstands the integrityu confidentialitySalesforce

We duse multisuccess0wn -layered0urandbusinesstheirareation to operationsvitalinform
0uimmonitori application,and proving0natth constantly nginformatito keyprotectapproach

of secuchalleanddemands rityto themeet ngesand rowing0processessystems

Salesforce

camhsoft 60
carahsoft



soLtclTATloN # CH16012
)

Salesforce p rotects customer data by ens unng that 0n ly authorized users can access it,

Ad m nistrators assq n data security rules that determine wh ich data users can access, Sharing

models define company-wide defau Its and data access based on a role hierarchy All data ls

encrypted in transfer All access IS governed by strict password security policies All passwords

are stored in SHA

violation attempts,

256 one-way hash format, Applications are continually m0n itored for security

Protection at the facilities level

Salesforce security standards are stringent and designed with demanding. customers in mind,

including the wodd's most security-conscious financial institutions. Authorized personnel must

fass tnriugn 1ve levels of biometiic scanning to reach the Salesforce system cages' All buildings

are compleiely anonymous, with bullet-resistant exterior walls and embassy-grade concrete posts

and planters irounO ine perimeter, All exterior entrances feature silent alarm systems that notify

law enforcement in the event of suspicion or intrusion, Data is backed up to disk or tape, These

backups provide a second level of physical protection, Neither disks nor tapes ever leave the data

center,

Protection at the network level

Multilevel security products from leading security vendors and proven security practices ensure

network security, To prevent malicious ittacks through unmonitored ports, externalfirewalls allow

onfy nttp and hitps traffic on ports 80 and 443, along with ICMP traffic, Switches ensure that the

network complies with the RFC 1918 standard, and address translation technologies further

enhance network security, IDS sensors protect all network segments, lnternal software systems

are protected by two-factor authentication, along with the extensive use of technology that controls

poinis of entry. All networks are certified through third-party vulnerability assessment programs'

Secure Data Centers

Data centers provide only power, environmental controls, and physical security, Salesforce

employees manage all oiher aspects of the service at the data centers, Colocation data center

personnet do notiave network or logon access to the Salesforce systems. Colocation personnel

have physical access to the

Salesiorce secure server room in the event of an emergency, but do not have keys to the

individual racks containing hardware. Data centers maintain a common baseline of physical and

environmental controls across data centers,

The exterior perimeter of each anonymous data center building is bullet resistant, has concrete

vehicle barriers, closed-circuit television coverage, alarm systems, and manned 2417 guard

stations that together help defend against non-entrance attack points, lnside each building,

mu1iple biomet-ric scans and guardJlimit access through interior doors and to the Salesforce

secure rooms at all times,

Access to Salesforce's secure server rooms in the datacenter is authorized based on position or

role. Additional access controls enforced by an electronic key box are implemented for the

dedicated Salesforce Government Cloud racks to ensure that access is limited to Qualified U.S.

Citizens, Salesforce has an established process to review data center access logs to the server

room. Additionally, an at

least annual assessment of the data center is performed to ensure the data centers are meeting

Salesforce's security control requirements.

ln addition to securing the data center locations, it is critical that the data center facilities maintain

robust critical infrastructure to support Salesforce through the following services:
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Temperature and Humidity Controls
. Humidity and temperature control
. Redundant (N+1) cooling system

Power
. Underground utility power feed
. Redundant (N+1) CPS/UPS systems
. Redundant power distribution units (PDUs)
. Redundant (N+1) diesel generators with on-site diesel fuel storage

Secure Network Logistics
. Concrete vaults for fiber entry
. Redundant intemal networks
. Network neutral; connects to all major carriers and located near major lntemet hubs
. High bandwidth capacity

Fire Detection and Suppression
. VESDA (very early smoke detection apparatus)
. Dual-alarmed, dual-interlock, multi-zone, pre-action dry pipe water-based fire sup

ServiceNow The ServiceNow cloud is built for the enterprise customer with every aspect aimed towards

meeting the customer's demand for reliability, availability and security. ServiceNow's

comprehensive approach to address this demand is enabled by the following: (a) ServiceNow's

robust cloud infrastructure runs on its own applications and utilizes industry best-of-breed

technology to automate mission critical functionalities in the cloud service with around-the-clock

and around-the-world delivery; (b) ServiceNow achieves flexibility and control in its ability to

deliver a stable user experience to the customer by having a logical single tenant architecture; (c)

ServiceNods application development which has a paramount focus on quality, security, and the

user experience is closely connected to the operations of delivering those applications in a reliable

and secure cloud environment; (d) ServiceNow invests in a comprehensive compliance strategy

that allows its customers to attain their own compliance to applicable laws by obtaining

attestations and certifications and running its subscription service from paired data centers

situated close to where its customers are located; and (e) ServiceNow's homogeneous

environment where all applications are on a single platform offers ServiceNow a competitive

advantage in being able to concentrate its efforts to make the customer's user experience the best

possible.

The "Data Security Guide" contained within the "subscription Service Guide" included with this

response describes the measures ServiceNow takes to protect Customer Data when it resides in

the ServiceNow cloud.

QTS The QTS lnformation System Security Officer (ISSO) develops, d

and updates a formal, documented access control policy; System

isseminates, annually reviews

and Communications Protection

and addresses the following:
.Purpose and scope
.Roles, responsibilities
.Compliance

QTS develops, disseminates, and annually reviews/updates a formal, documented security policy

executive summary, SP Executive Summary - lnformation System Security Program Policies,

which addresses:
.management commitment
.coordination among customer entities
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them Suwaneelocatedofficesecurebiometricwithinned amaintaiarePoliciescloud's
includi butall individuals, ngtosseminated30024 diIt ISGASuwanSatellite 00,300 Blvd,atfacility

withatedaffiotherandtem ranes, personnelconsultants, p0tomited contractors,not employees,
ThisQTS.0rowned policyleasedthResource ts byatlnformationuse QTSwho anythird parties,

directives policies,withand laws,functions applicableandQTS'swith missionconsistentis

mentdocusecureavla repositorycentralizedisseminateddareartifactsmentionedThe previously
forroleor service deliveryhave servtcewho operationscloud's anyQTS personnelallam0ng

0r reviewedand tols by r0upgbe individuallyenvironmentslaaScloud'sQTS systemofferings
ministrativead access.whonel havepersonanyespecially bysemi-annuallY

ASiciesPol required:its6 SecuritylnformationcanQTS provid
l17 4.2 111

IT

regulations, standards, and guidance,

Weinformation,customerofandtheto secuareWe committed rity ntegrity
of thealteration0rmtsusethetores loss,u againstmeaslizeuti protectsecurity
datanmaintaiTo unauthorized access,contro0urunder preventinformation

nhaveWCof rmatioinfo n placerrectc0 putusetheand facilitateaccu racy
andto safeguardelectron andtc, managerial proceduresphysical,appropriate

nsolutiowithin theWEn collectinformatiothesecure

Ariba

Please see the Fieldglass Security and Hosting Overview provided in the

lnformation section of thislemental
Fieldglass

by default and MPLS can be encrypted as well. 
.

lnternet facing customer systems are protected by perimeter protection

iyrt rr usin! technologies such as web application firewall (WAF) or

ititiriion previntion sysiems (lPS). Perimeter prolection systgms operate. by

ronitoti.'g traffic and blocking aftiches towards SAP HANA Enterprise Cloud

customer

MPLS;VPN is encryPtedCommunication between data centers is via VPN orHanna

DSS 2.0.

itie infrastructure also includes Web Application Firewalls and DDoS

EditionCloudComme rce,theincluded SAPandS are HybrisIPSIDBoth
nedhardeandsecu securityrewallfi rityincludesnfrastructureThe security

forare logres in-placeallon servers procedumanagementLogpolicies
file-inetwork ntegritydevices, includingfo fireview rewall, applications

forfirmsfromes securityleadingutilizesPSA technologHybrismanagement.
two-SAP employsleFi Hybrisand Management,nt ritylntegManagemeLog

uSAPnetwork. vulnerabilityits Hybris ndergoesacr0ssauthenticationfacto
for PCInstatSAP requirementsvalidates agand Hybristesting,penetration

Services,Mitigation
are n-placelicies and policieschange managementn securityaddition, p0

lsand ationnformcustomertoandaccess systemsall changesthatensuring
authorizationaccesswithstaffSAPaccessible Hybrisonly by

itsCustomerled theichwh control (ortsication bytheof software appSecurity
Customertheoftheremainstm

Hybris

data include:

Redundant firewalls in a dedicated environment

frf.t".* inhusion detection to help guard against attacks by monitoring all

Cata center traffic around-the-clock and notifying operations and security

protect the securitY of customerTechnologies and measures used to help

threatimminentof ann eventtheteams
serversweb bytest internetconnectedtonscanVu proactivelyingnerability

wouldhackerthat athe samelnweaknessesfor

SuccessFactors

SAP
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Security teams monitoring the infrastructure 24x7x365

nny seiurity issues disco-vered are reported in real time to information security

staff and llmanagement, entered into our ticketing system for follow-up

investigation, and tracked to resolution. All actions taken to resolve the

fronteir are documented, allowing all problems to be tracked to completion'

We provide application level memory separation between each client instance

as well as daia level segmentation and separation with each customer's data

*iOing in its own schema and table space at the database tier' The database

tier pro-vides isolation and security of data, and the use of application

clusiering provides availability, reliability and scalability

i..f' .uit6..r's data is maintained in a separate database schema with its

own discrete set of tables, facilitating a high degree of data isolation thus

preventing potential for data segmentation breaches

Fbxibilityio backup individual customer table spaces without affecting

authentication credentials and assigned resource

and resourceto restrict access

Penetration testing at least annu ally

adjacent customers

Each schema has seParate

However,

toVMWareThe ComplianceApproach
0rT nfrastructure,rmationnfoto rtualizeVI their echnology (tT)initiativeshaveorganizationsMany

theoftenarethese itiatives bycomplicatednmodel.Clouddm0veto to Computing
dataof suchutrewhichance protectionreqofun mber c0mp requirementsregulatoryincreasi ng

FederalandStateG requirementsotherandFedRAMP LBA,DIACAPFISMA,HPCAS IPM,
newathatandthewith c0m mpactrisk,concernedincreasiare plexitylyng0rganizations

nments.envlronbri to theican existinggtechnology
reArchitectuliance ReferenceComa pressesadd these establishingVMware challenges by
merscusto toits andrtners,forconsistenta VMware, pamethodthatrk providesFramewo (RAF)

theofintentments, TheenMr0ncloudvirtual0n andoftheevaluateand regulationsmpactassess
ressadd atoanizationsits and 0rgfor VMware, partners,frameworkletots dRAF singprovide

IT nfrastructure,anacrossrementsof requlvariety compliance
multito ple

d implementuslarchitecture defense-in-depth approachng0urWe securitydesigned
attackstoand throughenur0SaaS ment potentialanynthe mitigateutof throughosecuritylayers

udincl ngsafeguardsmultiple
mechanisms,audsoftwareanti-virus/malware itingmechanismscontrol firewalls,Access

etc,defined uration settings,controlsnetwork configmaintaining
network.internalof 0urtheassessscans tou internalalWe rm

VMware

FireEye

and customers,

tsdataCustomecenters,datared secureinmonitoand cageslockedwithindataAll storedts
n cloud0uranded virtualtsData segregatedbasis, lyknowato tagglogicallytoneedrestricted

internalto knowwiththose includingneedand tots only givenAccess managedservlces.

technology to demonstrate geo-fencing of data to specific data centers'

Virtustreim data centers ar6 physicalfi accessible by designated employees and approved

;tl.t;;; only, Virtustream'employees who are assigned to the data center are issued a

proiiniity card wnich is required tb access the data center. Once inside, physical access to the

irtr'p*.iring areas is further restricted to specific employees. Physical access to the data

p..,iiring areis is protected by biometric locks on the doors, Data center personnel maintain a

iist of all alproved personnel who have access to the data center ofiices and who have access to

can elect lntel's TxTin the United States. CustomersAll data for this environment willremain

areas,the data processing
tnwhiledatatheirsecan tolectcustomerswhich protectNSsolutiooffers securityVirtustream

theirwithin customerdataof theirtheforblearemersCustoatand rest.transit

VirtueStream
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controlled management zone,

Virtustream involes a defense-in-depth model for monitoring the management zone with tools

such as Splunk, Trend Micro, Fortinet, and Tenable, These tools are available for customers to

select as a servrce.

zone, Virtustream does not process, store, or disseminate customer data within the Virtustream-

mobilehardware

ensureto dataarethat lnndardsta andSdataits entialc0nfid placeOfferor4 describe practicesmust6. itv8,
alsobutunauthorizedntioreve ofn re to nel,stmu einclud 0not personentialconfid Th ts exp0supnlyitv

0ninformationdata.stored udelnclhaveadministrators to y0urreviewi thataccessandingmanag ng

APM clieto dnt uata annual trainingaccess mandatory securitywith ndergoAll personnel
of licies areNDA,ES Violationstheunder security p0CAareand covered Technolog

thedeliverused todatato otherand res0urcesterminationfor accessAltndsr0ug

servtce are ranted under the least

MAA data n0ncan access theirusersandareaccounts lyrotected,Customer ppassword
dand atabaseMAAtoadm istratorsn access servers,haveaccounts.their System

tsaccess reviewedAccountservers,accesshave dto atabaseadm istratorsn

All customer data is treated as confidental and as a policy we do not access customer
dcustomer ISatato ncontaiconsent,written Accessatad systems ngwithout explicit

PermissionsElevatedto 0urTeamourto orestricted

CA Agile

ASM natatheir daccessusersand canareaccounts onlyCustomer protected,password
atabasedASMto andn haveistrators access servers,thei accounts. admSystem

reviewedisAccountservers, accessaccesshave databasetoadm istratorsn

and a PIN is uired to boot,areAll data on CA

CA

AODocs The data stored in

The application is
Google AppEngine are backed up every day.

hosted on Google Cloud Platform infrastructure and benefits from the network

See'Virtru Policies and Procedures' and'Virtru Policies and Procedures'Virtru
Logical Access Control

Saiesforce provides contractual assurance to its customers that the data hosted in the Salesforce

Services wiit be t<ept confidential and not accessed except under narrow circumstances (such as a

support issue) and only for a set amount of time chosen by customer, ln such circumstances, we

will access your org only with prior approval and subject to a Non-Disclosure Agreement (NDA),

To protect against access through the application, Salesforce employees don't have access at the

application l6vel for any customers, unless the customer grants access through the "login as"

feature,

Access to the production environment infrastructure is restricted to a very limited number of full-

time Salesforce employees required to manage the service. Salesforce's Technical Operations

team and Release Managers lrave logical access to servers, These employees must authenticate

to the production environment via a secure server (Secure Global Desktop) using 2 points of RSA

two-factor authentication, This tool provides pixel data only to these administrators' Systems

access is role-based and controlled and logged, DBAs do not have login access to customer's

instances (org) and do not see customer data in an assembled manner, They manage the system

in aggregaie-ferformance tuning, allocating space, building indices, etc, The Oracle tables and

rowi'in our inirastructure do nofreflect the view of a single customer instance (org) since we are

across multi le diskmulti-tenant and the data is

Salesforce
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Database administrator account activity is logged, These logs are sent to the security information

,rO .r..t management (SIEM)system. Tneie Oatanase activities logs are reviewed for

,pp.piitt n.ss-by the iotpuiei S.curity lncident Response Team (CSIRT) team on a regular

nliir,'fnir bg dati is also available as aiorensic audit trailto support CSIRT during incident

investigations,

A customer's instance (org) of salesforce is an aggregate of th-e raw data. Thd data model is very

.orfti.it.O, normalized, ind the rows are identified by base62 encoded.keys (primary

fii.iilj. ie-establishing'drii o*n."hip and a businels context for the data would be very difficult

to O 
jaitne database level, ln order to ieassemble any given customer's application (org),

someone would need access to our source code in order to reassemble the raw data in a manner

inri..rfO be interpreted and understood, and would need the entire set of tapes or disks/anays

rupportirg a given lnstance, as the data for any one customer is spread across several

tai6yOis[s, iata center engineers with physical access to the servers do not have logical access

io'tne proOuction environme-nt and adminisirators with logical access to the systems do not have

access to the data centers,

remains hosted in the private cloud untilthe customer

stored anywhere apartfrom the private cloud.

Customers remain the data owner and data controller for all data placed into their instance'

serviceNow does not examine, inspect, monitor or analyze customers' data.

doesServiceNowmer dataallfor custohostedclassificationsamethe dataNowService applies
tonohastherefore sub-classifyand abilityinformationitsmonitor customers'not orinspect

atadcustomeris thatclassificationtheof assuirementThedata. overridi ignedcustomer ng req
It neveristheirterm atesn subscription

their0nbasednstancestheirwithintoaccess datarestricttocontrolsaccessrsCustome apply
0n,atad classificatiowntheirlremeu andnts0wn

ServiceNow

withwill beusersn configuredAllistratorsm0re Admne0 0rwillmer orgbecusto assignedThe
access.cloudforadJauthenticationBasedRiskADRSA two-factor

QTS

committees:
weorrust (2001 - current) The security, Availability, Processing lntegrity and

Confidentiaiity of our appl'rcations are based on the Trust Services Principles

now incorporited into the sSAE16/ISAE 3000 sOc 2 standards

SSAE16: (formerty SAS 70) certification: (Since 2011)

tsnr g+Oi, (The lnternational Standard on Assurance Engagements since

2014) everyiix months we undergo a rigorous ISAE 3402 audit by

independent auditor PricewaterhouseCoopers (PwC)

p$.niCard tndustry (PCt) Data Security Standard (DSS): (Since 20.08)we

have adopted and adheie to the PCI-DSS). PCI certification and compliance

with the Visa USA Cardholder lnformation Security Program (CISP) and

MasterCard Site Data Protection (SDP)program

SX. ff.rnor, (Since 2007) Curreni on ihe Safe Harbor list for ""Online Data""

for the ASN and Cloud Solutions/Services

and international standardsWe participate in the following national

reinfrastructufrom AribanetworkAribathefirewalA se corporateparates
AribaaccesscannotAribaunauthorized employeesTherefore,computers

limts toitedAccessinfrastructure.networkAribafromdata the corporate
ISaccessAddAribawithin itionallyfunctionsor 0perations,rolesspecific

to beneed clearancebasison an

AribaSAP
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required,

lnternally, we have deployed an active monitoring system tied backto Human

Resources, Logical acceis management reports are rolled up monthly and are

part of the monlhly Privacy & Security board review, All logical access

management is subject to review and audit under ISAE 3402 assurance every

six months and annually under PCI DSS certification'

wireless technology is not allowed within the production operations

infrastructure wheie customer data is received, processed and stored,

All corporate laptops are whole disk encrypted. All approv_ed portable devices

are encrypted and'have a phone home capability which allows them to be

which time re-authentication isauthorized. Access is time-limited, after

Confidential - This is the information that Fieldglass and end users have a

legal, regulatory and/or contractual obligation to protect or information that

uriauinoiizeO disclosure, compromise, or destruction that results in severe

damage, provides significant advantage to a competitor, or incurs serious

financi-al impact to Fieldglass and/or our customers, Fieldglass will not . .

disclose to b tnirO party without signing a nondisclosure agreement requiring

the third party to protect such information,

lnternal use - This is information that, due to a technical or business

sensitivity, requires special precautions to ensure the confidentiality and

integrity 6t Oata by protecting it from unauthorized access, modification or

Oeteiion, This information is lntended for use only within the company and

must be limited to end users who are employed by Fieldglass or individuals

that have a business requirementto access the data and have signed a non-

disclosure agreement.

Public - This information has been made available for public distribution

through authorized company channels, Public information does not require

specil protection. lt is information that can be disclosed to anyone without

violatinj an individual's right of privacy. Knowledge of this information does

not exp-ose Fieldglass to financial loss, embarrassment, or jeopardize the

security assets,

Laptops

Every Fieldglass laptop issued to employees and contractors have a DLP

agent instalied that'cannot be modified. This agent detects whether customer

dita or the Fieldglass source code is being copied externally' Monthly access

reviews are condlucted by product and file share owners to ensure access is

limited to a need-to-know basis, Privileged user account access is also

information:Fieldglass has the following categories for classifYing

monitored on a basis,

Fieldglass

SAPfrom AScloudln solutionsstoreddataalltreats customerSAP
standardificationdataSAP's classto"Confidential" according

thetnandstrictto requirementsISData security legalPersonal subject
Data tshand of Personalforc0useveral lingntriesof exampleislationleg

andDirectiverotectionData PU nt0ntheinulated

Hanna
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reements toexist,laws.national SAPAt agintercompanycorresponding
branchandSAPmetare n all c0mpanresthesereensu that requirements

were0ndataSim larworldthe agreementsprotectithoffices roughout
classifiedbe ASdataPersonal must equallyallwithexecuted subprocessors,

third0rcustomerstoitwhether relateslessard of employees,confidential reg

and penetration testing, sAP Hybris validates against requirements for

DSS 2.0.

The infrastructure also includes web Application Firewalls and DDoS

hand ardenedflrewallincludes securityThe infrastructure securitysecurity
are forresservers in-place logall procedu0n Log managementpolicies

includ file-irknetwo devices, ng ntegrityfo flrewall,revtew applications,
rmsfi forfromtes secu rityutilizes leadingSAP technologHybrismanagement.
two-SAPFileand employsHybrisManagement,M ritylnteganagementLog

vll nenetwork.its SAP rabilityacr0ss undergoesauthenticationfactor Hybris
PCI

ServicesMitigation
areementandtcles policies in-placeadln d managchangeition, polsecurity

isinformationandand customertoallthat access systemschangesensu ring
authorizationaccessSAP withstaff0naccessible Hybrisly by

itsthe CustomerISwhich controlled by (orsoftwareSecu theof applicationrity
theof Customertherematnsnntatio

Hybris

Security;

2 DataforBS 00for27001 nformationSO SecuritywithareWe aligned
anDel createto20000tso Service ntegratedforand iveryProtection

suintheseWhere standards bjectoverlapFramework ('lcF).Compliance
NOur alsoetworkSecu SO 2700 takeslnformation precedence.matter rity

FedeRisk lnformationralaAS ModerateAutho towithlies rity Operatecomp
Homelandofnt andnelPersonOfficethe of DepartmentManagemebySystem

for95/46/ECDirectiveEUControlssP800-53 PrivacyISTN Security
DataCard Securityn-n0 UE datacustomer lndustry (Pcr)and PaymentEU

u2. Safe Harbor.Standard

SuccessFactors

respond to them proactivelY.

This responsibility stops at any point where customers have control, permission, or access to

roCity iny aspect of ine service offering, The customer is responsible for the security of the

networt<s oveiwhich they have administrative level control, This includes, but is not limited to,

maintaining effective firewall rules, exposing communication ports that are only necessary to

conduct bu-siness, locking down promiscuous access, and other such capabilities,

il;;tir; Security Monit6ring over lnternet and Social Media (e,g, searching filesharing_sites for

customer data, seeding data with honey tokens) VMware security teams perform OSINT

monitoring on ihe lnternet for all VMwaie products and services, This includes harvesting data

trom searin engines, le sharing, and social networking sites, This data is analyzed for keywords

and other specific indicators.

Witn r.grrO'r to potential data leaks, the customer is solely responsible for protecting the security

of nis oi ner conient, including any access provided to employees, customers or third parties.

vCtouO Air provides certain s6ftwire and functionality to help protect content from unauthorized

access suc'h as firewalls, load balancers, and lPsec VPNs. Customers are encouraged to deploy

aCOitionaf security mechanisms similar to what exists in their current data center to address other

security controls iuch as data encryption, intrusion detection, le integrity monitoring, and other

such concerns relevant to the sect6iand regulatory requirements that apply to the specific

serversinfrastructureundthe storage,eventsnitorsm0 involving erlyingforVMware security
VMwarewhich havevCloof Airud overtnused theinformation deliveryandnetworks systems

andentsincididthis tsr0cess toThecontrol of entify securityministrativead level psole goal

business of a customer

VMware
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the malware analYsis,

our data protection standards includes prevention of exposure to.unauthorized personnel.and

;;r;gi.d and reviewing all access to systems (not just for admin) quarterly or when employees

nru. r 1.,if. change. firefye nas sianOirOs for hardware and software such as gold imagesfor all

op.Lting systemi and haidened systems, these are managed and distributed centrally' lt also

*iul.i rr'pported and rr*g.O ionfiguiations of hardware and software on mobile devices and

resources.for alluse

includeramsTheramsand r0gpdocumentedwell r0gpand security privacymaturehasFireEye
clauses,Model PrivacyPMM certifications,soc FedandSSAEfor 6 2,certificationsthird party

with0n ntsrecelvesd thatata ly conjunctionTheothers. FireEyeStandard am0ngand Security

FireEye

icationwithin theirdata applofandthefor confidentialityresarestomers protectionCu ponsible
arecustomerslaaS logicallyVirtustreamVirtustreamtheresidich oneswhnd/ord system

ts notcustomers' datadifferentthatensurewhichtech iesandVLAN VRFvta nologseparated
theirto data.accessforred controllingalteredbe Customers responsiblecannotandaccessible
Virtustreamz0nenwithi thei customeratadtoaccess customerhavenot directdoesVirtustream

nVirtustreama investigation,laaSto ustm backgroundarewho passassignedemployees
tomustIAAS adhere bythe any requirementtoemVirtustream assigneditionadd ployees

are toif managedndu providelocal0r theyinvestigationsfederal state, backgrotocustomers pass
z0ne.customerthetoservrces

Thisservlce,edtransittn providesandrest managatanoffers encryptionVirtustream encryption
VLANtheirdataer's withincustomforofleveladditionalan protection

0nd nvehaveto hardare uired encryptiontheto laaSaccess reqwithVirtustreamAll employees
access reviews.useVirtustreamthei

VirtueStream

credentialsrts (e 0attestations securitythe rep0listdetailed ofa third-party5 mustOfferorB. provide
ls.controotherandatadto integcertificationsandedF

AWS EC2 datacenters SOC 3 audits.APM
CA MM IS certified for s0c 2 I Audit,MAA

towards a NIST 800-5314 certification but that is not YetN/A - we are workingCA Agile

3soc its.audludtnccevan0us rtification ngdatacenters undergoannuallyRackspace
Soca attestation2holdnotdoescuThe

ASM

CA

SSAE 1 27001 2701 Fed8 PMMlso3soc ts02s0csoc 1

AODocs is certified SOC2 T 2AODocs
ln Process sponsored bY US

of lnterior

by Cigital and FedRamPVulnerability Scan and Penetration TestingVirtru

ISO 27001 - Annually (3 year certification)

PCI-DSS - AnnuallY

FedMMP - AnnuallY

SOC 1 (SSAEI6/ISAE 3402, previously SAS 70) - Twice a year

SOC2&SOC3'TwiceaYear

copies of our soc reports can be provided to your Agency upon request and under NDA'

performed bYcertificationsandassessmentsandcom securityhensivehas privacySalesforce pre
are performed:and theiritsfol frequenciesaudthird The lowingm partiesultiple

Salesforce
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01 - Salesforce Government Cloud System Security Plan

02 - salesforce Government cloud system security Plan - Tracked changes

03 - Salesforce Government Cloud Aitachment 1 - Control Tailoring Workbook (CTW) - -
04 - Salesforce Government Cloud Attachment 2 - Control lmplementation Summary (ClS)

05 - Salesforce Government Cloud Attachment 3 - PTA and PIA

06 - salesforce Government cloud Attachment 4 - E-Authentication

07 - Salesforce Government Cloud Attachment 5 - FIPS 199 Categorization

08 - salesforce Government cloud Attachment 6 - User Guide - customer configurations

09 - salesforce Government cloud Attachment 7 - Hardware, Network, and software system

lnventory
10 - Salesforce Government Cloud Attachment I - Customer Responsibilities

11 - Salesforce Government Cloud Rules of Behavior - Ground Rules for Security Success

12 - Salesforce Government Cloud Disaster Recovery Plan

13 - Salesforce Government Cloud lncident Response Plan

14 - Salesforce Government Cloud Configuration Guide

15 - Salesforce Government Cloud Continuous Monitoring Plan

16 - Salesforce Government Cloud Security Assessment Plan

17 - Salesforce Government cloud security Assessment Report (sAR)

18 - Salesforce Government Cloud Table 4.1 SAR

19 - Salesforce Government Cloud Test Cases (SRTM)

(ATo)

toFedMMP AuthoritySalesforce'salsocan completebeUnder providedNDA, Agencyyou
mentation:docuassessmentthecontains followiwhich ng securitypackage,Operate

20 - Salesforce Govern ment Cloud POA&M

section for official certificate)
.SSAE 16 SOC 1 Type 2 (available under NDA)

.SSAE 16 SOC 2 Type 2 (available under NDA)

information(see supplementalNumber 1 980700-4.l SO/l EC 27 001 :2013 B rightline Certificate

.FedRAMP

ServiceNow

. DOD lT RMF/DIACAP (MAC

. HIPAA-HITECH-Omnibus

. PCI-DSS

.ISO/NATO

&Sensitiver/t t/il Public)

. GNSS/ICD/DCID/NISPOM

OTS

CloudCSA ServiceB SIGTS andtheAcanWEcollassurance ateral, providAs
3s0c2 andsocIsocuo ISAE 3402 l,TypeQuestionnaiProvider f€,

nedDSS arefor PCtCom sig byofAttestationwellAS pliancetheasreports
andassessor0ur

Ariba

lndependent third-party auditors al audits for the following:conduct annu

. SSAE 16 SOC 1 and SOC 2

. lso 27001
Fieldglass

Please see 8.6,1Hanna

We have various third certiflcations includi lso 27001 and 8S10012.
SuccessFactors

SAP
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VMware laaS Services

The lnternational Organization for Standardization (lSO) has developed he lS0 27001 standard

which defines an information security management system ('ISMS) as a systematic approach to

managing sensitive company information so tnat it remains secure. lt includes an organization's

peopl6, frocesses and lT systems and the application of a risk management process'

vCduO nir has established'and implemented an lnformation Security Management Syslem (]9wt-St

based on ISO 27001 standards to manage risks relating to confidentiality, integrity, and availability

of information.

vCloud Air engages an independent third party auditing firm on an on-g,oing basis to validate

vCloud's air aih6rence to the ISO 27001 standard. An ISO 27001 certificate is issued if the

auditing firm has validated adherence to the standard'

VMware laaS Services

The lnternational Organization for Standardization (lSO) has developed he ISO 27001 standard

which defines an information security management system ('ISMS) as a systematic approach. to

managing sensitive company inform-ation so tnat it remains secure, lt includes an organization's

peopl6, processes and lT systems and the application of a risk management process'

vCduO nir has established'and implemented an lnformation Security Management System (JqVS)

based on ISO 27001 standards to manage risks relating to confidentiality, integrity, and availability

of information,

vgloud Air engages an independent third party auditing firm on an on'going basis to validate

voloud's air alh6rence to tlre ISO 27001 standard, An ISO 27001 certificate is issued if the

auditing firm has validated adherence to the standard.

VMware laaS Services

The lnternational Organization for Standardization (lSO) has developed he ISO 27001 standard

which defines an inf6rmation security management system ('ISMS) as a systematic approach. to

managing sensitive company inform-ation so that it remains secure, lt includes an organization's

peopl6, p-rocesses and lT systems and the application of a risk management process'

vCnuO nir has established'and implemented an lnformation Security Management System (]q\l.S)

based on ISO 27001 standards to manage risks relating to confidentiality, integrity, and availability

of information,

vCloud Air engages an independent third party auditing firmon an on-going basis to validate

vCloud's air aih6rence to the ISO 27001 standard. An ISO 27001 certificate is issued if the

aud iting firm has validated ad herence to the standard.

vCloud Govern ment Se rVrcC (laaS) FedRAMP Provisional Authority: VMware vCloud Government

Service, provided by Carpathian n0w has FedMMP Provtstonal Authority to 0perate issued by

the Joint Authorization Board (JAB) FedMM P IS d government-wide pr0gram that provides a

standardized approach to secu rity assessment, authorization and continuous monitoring for cloud

prod ucts and services. This approach USES d
uudo

0nce, use many times"" framework that can

red uce government org anizations' costs, time, and staff required to cond uct redundant agency

security assessments. U S. government agenci CS can n0w leverage vCloud Government Servi ce

to meet the secu and of FedRAMP

VMware

ATO

andservtces associatedfo cloud2 ce2 rtificationSSAEhave 6 s0c pecificWe Type
fuforandETP tnareFedMMP forcu ct pr0cesshasdatacenters FireE rrentlyye

FedMMP and ISO 27001 certification,

FireEye

STAR

nl assistssoftware 0urxStream cloudVirtustream'sbusiness.offoundation ourtheisSecurity
PRAMmaintaiand Fednachieveandirements,umeetto mandatocustomers ry reqLegislative

ISTN 800-53H/90027001 t22301 IPM,0ISSSAE 6/SOC2/SOC3,F SMA PCI.DSS,Moderate,
tnrks custome/stheand framewocertificationscloudand leadiother complianceSAc ng

and midentifiedwithenvironment0wn

VirtueStream
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8,6.6 Offeror must describe its logging process including the types of services and devices logged; the

event types logged; and the information fields, You should include detailed response on how you plan to

maintain secu certifications,

CA APM CA has various log monitoring tools that

in order to understand load vs, resource

help us keep track of live production systems

utilization vs, performance. CA along with

AWS monitors the service and provides real time alerting when systems suddenly die,

or when system loads or response times approach critical thresholds. Logs are kept

for forensic examination and identification of trends in order to proactively ensure

stability

MAA CA MM servers log all activity, and data retention is anywhere from '14 to 1 80 days

d on the and volume of rated

CA Agile All systems are required to send logs to a centralized log server At a minimum log

data must contain usernames IP Add and

ASM ASM servers log all activity, and data retention is anywhere from 30 days to 1 year

dependino on the application and volume of logs oenerated

Google This is largely the responsibility of the customer. Google's obligations, as described in 8.6.4, are to

ensure there is no unauthorized access of Customer data, Customers are responsibility for

ensuring their end users use the service according to the Custome/s acceptable use policies.

During the onboard process, Customers will be assisted in the configuration controls that are

includid to enforce acceptable use and security policies and trained in how to maintain oversight

on the ongoing usage ofthe services in scooe

AODocs AODocs does not manage the authentification. The authentification is manaqed bv Gooole,

Virtru See'Virtru Security Policies and Procedures'

Salesforce Salesforce lnfrastructure Logs

Salesforce internal infrastructure logs are collected by various monitoring tools for activities on the

systems that host Salesforce, and include:

Server access
Network access
Firewall management events

Network intrusion detection systems traffic

Cache
Database
File integrity
Network device config uration

Anti-virus detection

Log events are correlated to generate alerts, Alerts are configured to notify the Technical

Op-erations and Computer Security lncident Response Team (CSIRT)teams, Security alerts

require acknowledgement and follow up, if appropriate by the CSIRT, Firewalls and IDS systems

are configured with automated syslog notifications for key events, Logs are archived and are

currently stored for a minimum of (1) one year.

NOTE: These logs are not available to customers,

Customer Auditing Capabilities

Within Salesforce, the creator and last updater, as well as timestam ps, are recorded fo r eve ry

record Additionally the Salesforce Platform and Salesforce Applications have a multitude of

and auditi features that rovide valuable information about the use of an
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organization's application and data, which ln turn can be a critical toolin diagnosing potential or

real secu rity issues Auditing features include

Record Modification Fields - All objects include fields to store the name of the user who created

the record and who tast mooineo the record, This provides some basic auditing information'

Login History - You can review a list of successful and failed login attempts to your organization for

the past six months within Salesforce'

Field History Tracking - You can also enable auditing for individual fields, which will automatically

i*.f, rt'V .firnges lnine vaiues of selected fields, Rithough auditing is available for all custom

oUjects,'onty sdme standard objects allow field'level auditing'

setup Audit Trail - Administrators can also view a setup Audit Trailfor.the past six months withjn 
.,

salesforce, which logs when modifications are made to your organization's configuration' This trail

can be downloaded into Excel or as a csv file'

while the Login History and setup Audit Trail are available for six months within salesforce' audit

trails can be downloadeo ano storeo locally to meet longer audit log retention requirements'

Detailed application logs can be used for forensics investigations by customers' These logs are

stored for i 2 months and are available for a fee'

Event Monitoring (Additional License Option) . .

ln addition to salesforce'..0" .rJNng ..pluititi.r, salesforce also offens Event Monitoring as an

additional license option, Your Agency can use event monitoring to discover how often and at what

times your users are fogging"in 6ind oui of your organization' This.includes insight into what

Salesforce applications ii."n.ing iOopteC by users,-who is logging in and from where, what pages

users are viewing, what ;;;;; ;se.rs ur. ru'nning and exporting and other,aspects oJ application

,*g., fhir.rpJnif't' n.ffit .,ou Oit.iitin.t betiryeen vaiid and invalid login requests and also

track user login patterns tbiiuiu" reference. Not only can your Agency now better understand

how your apps are neing uiiliied, you can also monitbr if users download large amounts of data

that might put your.g.nby'rltitf, ln addition, 19yr 
AOenW can also.determine if an employee is

unnecessarily Oowntoaoi'rigientitiu. .utto*erlcitizeri intormation, pinpointing the exact time and

to.riion of that event. Eveit Monitoring is delivered as an AP1-first feature and there are

Salesforce partners with visualization tools available'

Use the soAp Apl and REST Apl resources to retrieve event log files that contain information

useful for assessing orgrnirttion.l usage trends and user behavior' Because event log files are

accessed through tne rorcecom soni npr and REST APl, you can integrate log data with your

own back-end storage anJ Jata marts so that you can correlite data from multiple organizations

and across disparate tytt tt'.ttify, When using event monitoring, keep the following in mind:

- ln the unlikely case where no log files are generated for 24 hours, contact salesforce'

_ L.g l.d'i, read-only. you can'iinsert, update, or delete log data,-

- G idi*ntType fi.fOlo Oeiermine which files were generated for yow organization 
.

- LogDate tracks usage ;.tit',tti;t , z++out period, from 12:00 a'm, to 11:59 p'm' UTC time'

- An event generates fog d;tain real time' Howevel log files are generated the day after an event

takes place, during nonpeak nours. Therefore, log fiie dita is unavailable for at least one day after

an event,
- CreatedDate file wastracks when the
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Log files, represented by the EventType field are only generated if there ts at least one event of

that type for the day tf n0 events took place the file won't be ge nerated for that day

Log files are available based 0n Created Date for the last 30 days when organizations purchase

User Event Monitoring or one day for Developer Edition organizations,

Businesses desire certainty that their data is accurate, complete and reliable, enabling them to

meet stringent industry regulations. With Field Audit Trail, customers can track changes at the field

level for up to ten years and set different policies for each Salesforce object to ensure data is

purged when no longer needed, Life sciences companies running clinical trials in Salesforce, for

example, can now maintain a complete audit trail of patient data so they can safeguard the

integrity of clinical trial results and comply with FDA regulations,

- All event monitoring logs are exposed to the API through the EventlogFile object, however there

is no access through the user interface,

Event monitoring can be used with 28 different file types:

Apex Callout, Apex Execution, Apex SOAP, Apex Trigger, APl, Async Report, Bulk APl, Change

Set Operation, Content Distribution, Content Document Link, Content Transfer, Dashboard,

Document Attachment Downloads, Login, Login As, Logout, MDAPI Operation, Multiblock Report,

Package lnstall, Report, Report Export, REST APl, Salesforcel, Adoption (Ul Tracking), Sandbox,

Sites, Time-Based Workflow, URl, Visualforce.

Event Monitoring Transaction Security

Transaction Security policies give your Agency a way to look through events in your organization

and specify actions to take when certain combinations occur, A transaction security policy con,sists

of events, notifications, and actions, Transaction Security monitors events according to the policies

that your Agency sets up, When a policy is triggered, you can receive a notification and have an

optional action taken.

For example, suppose that you activate a policy to limit the number of concurrent sessions per

user to three, A user with three login sessions tries to create a fourth session. Your Agency can

require a user to end one of their existing sessions before proceeding with the new session, At the

same are notified that the WAS

ServiceNow The ServiceNow application writes detai led log information that is stored in tables within a

custome/s instance. As this is customer data in a custome/s instance, ServiceNow does not

attempt to monitor or view this data unless specifically requested by a customer, As a result the

customer is responsible for monitoring the contents of these logs files. The log data is protected in

the same manner as all other customer data, Event logs can also be configured to feed into a

custome/s environment via ServiceNow's Syslog probe allowing the logs to be stored within the

customer's environment in a syslog repository or SIEM and retained according to the customer's

requirements,

ServiceNow's application logging includes verbose transaction logs, these logs are retained within

the instance for 30 days, Event logs are stored for seven days and audit histories are retained

indefinitely in the instance.

Transaction logs represent every click, view, and system event that occurs in an instance and as a

result, will grow very large, quickly. They provide a level of detail that is frequently used for

troubleshooting issues with an instance, They can also provide detailed intelligence on the

behaviors within an instance. These logs can be downloaded to customers' environments, if they

need to be retained for longer than 30 days,

The event logs on the other hand are less granular; they will include the creation of an incident, or

deletion of oroblem, or anv one of the 250 standard events' They may also contain customer
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logins per minute.

The final aspect of logging is the audit history, Audit history may be turned on for any particular

table or field. The audit to"g tabte then maintains a record of who made changes when to a table or

field and what ed,

successful login, failed

can either be monitored

reached; such as failed

ntseve wellas includingofaare numberThere securityevents.created
eventsTheseaof table,and viewingescalation,securityin, privilegelog

IS0r metricwhena0nbasedncident parameteangeneratemanually

amount of audit logs.

As referenced in lT_pRO_07_Audit_and_Accountability-Procedure (v1,0 - 1120114)' on-site

network and security operations monitoring coverage and audit management process; to include

.nrfyr'u, i.porting, ind aferting into a cenlral repoJitory provided by.a highly available Splunk

d;'irilr1yi;e. dptunt toggind service supports QTS cloud information systems for

;fi;hililpwiite situati"Jn i*.,.n.s, b'ptunk provides builtin capabilities to filter, normalize,

and conelate the large gmornir of O.t producedby QTS cloud, and then allows QTS's support

rt trir'u.. spiunps luiri-in cafabilities io o.t. mine, log mine, and. run pre-developed and ad-hoc

;p;ri agaiilt the resulisets ontaineO during the data ind log mining sessions. Logs are centrally

.,i"rrt o and reviewed from oevices across-QTs cloud Hosting Environment by QTS's Systems

Engineer or designee,

Specific report categories include:
.Authentication and Authorization Reports

. Systems and Data Change RePorts

.Network ActivitY RePorts

.Resource Access RePorts

.Malware ActivitY RePorts

.Failure and Gritical Enor Reports

. Vulnerability Gorrelations Reports

.Anti-Port Conelations RePorts

andmod ification, disablingcreation,accountareactivities includingnt loggedaccouAll
alabnormfor Enterprisesent SplunkactivityarenotificationsandareS monitorednation,term Log

theand reducecentralto collect,monito tool analyzelyaudit nngcentralizedtheusedIS logas

.Watch List Conelations

QTS

ServiceslaaSVMware
udincl ngactivityand c0ms0c change+elatedmitments,0ur lsowithaccordln ance

AivCloudinfrastructure supportingthen layers0rmed managementistrativeadmin perfoactions,
of lnfrastructurefo mla mumnlserver yearcentralizedato loggingedandmonitoredre logga

adand nistrativemtAirvCloudthe managementwithinteractionscustomerforlnrsglog ing place
nistrative interfacesadmandthe0are n for managementThese vnsolesc0 logs

customerthewithinVMs installedcustomeualindividoffornotare monitoringtnThese place
ments,envrr0ntenantcustom erfromavailableareandLimited reportingtenant activitylogging0rg

4.ucedintrod Q4-20andauditi capabilitiesrem0 detailed ng loggingwith ng'reporti

To

AirWatchVMware
tn theall0n environmentsfullWE have capabilitiesuser accou auditingenable ntability

ratedintegcustomizable dashboards,eventntheuse builtican logCloud CustomersAirWatch
actionsend-userandwebthe consoletoHub auditAirWatchande nereporting ngl

thatensureSecu Team systemsn helpslnformationt 0 rityurenvironmetheFor logsSaaS
whenoccurredof eventwhatestablishesthat typenformationrecordsaudit containinggenerate

ofutcome event,the0theofs0urce event,thetheoccurredeventthewhereeventthe occurred,
thwith eventeassociated0rindividualsoftheand

VMware

tnandind best0nbased ustry practicesarereviewandFire log proceduresauditingEye
auditDetaileduirementsbusinessandcontractualwithaccordance

FireEye
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access0r securedattemptsofD ti event,date, typeIil9,records (User
deletion,ormodificationunauthorizedlstraiauditoftherotect contentsandfiles

customer

ofsolution Theascustometo rs typesservlce optionalaas managedoffersVirtustream logg ng
thetodeliveredISreand acustome portmonthlythearedevices byand specifiedservices

VirtueStream

restrict visibility of cloud hosted data

users 0r grou

and documents to sPecific
8,6.7 Offeror must describe whether it can

APM

0r accessate but not create them,

types: theofUSETSnternal API)two publishersinto (fordividedarePortalsersU theof
bothforr0lesofaare un mberThere pre-definedusersExternaland developers),(for

Po rtalmanneratn hierarchicalinheritthatusers functionalityExternalnternal and
rentiffefor ddifferenttoto access functionalityallowstnbuilt grantthatRBAC y0uhas

toaccessthemallowstoUSET thatrolea onlycanFor exam assrgnple, y0uusers

uirements

CAlace.tncontrolsaccessstrict pwiththehost servicetovendorutilizesCA aaS
LDAPwith withinur0ationsassocltheiand g ps

USETSteamlnfoSec managesSaaS
toconformto governancereviewsaccessuctscondand periodicDirectory

MAA

ofsecurityensureWe logicalbutshared segregated,aredOur logical lyatabases
betweenrestrictions subscriptionsaccessatadcustomertoaccess implementingby

ISThereof data.ureass regationsegtosuthose adequatewithin bscriptionsrolesand
mitti accessistratorln toadmtheitioed thatn allowsunlimitedableavail thelnd tnplug

addressP0nbasedicationtheto

CAAgile

b areWCand PSPtheln pagescloudISdata storedblicPu Status Page (PSP)0nly
thisenablesifcloud the customertosent theatad lsPSP onlyaccessible anyone,by

data madetswhichdecidecanandfeature

ASM

CA

lncident.

Datatheustomer ofcWI notifyaof lncident,Data Google promptlyawarebecomestf Google
Data.Customer Notification(s)secureandharmminimizetoreasonable stepstakeandncident,

Customer nAddress byEmailtheto providedNotificationbewill deliveredof Data lncident(s)any
honecommunicationdirect pby(e.gat0r discretion, bythewith Google'sconnection Agreement

fl theefor nsu ngatth ISit responsiblesolelyCustomer acknowledges0rcall an meeting)in-person
andIS andcurrent valid,ressAddEmailtheof Notificationfornformationcontact purp0sesgiven
notdo"Data lncidents"thatreesCustomer agnotilication obligations.thirdfor partyfulfilling any

0thenotdo securitythatevents0 c0mpr0mlsesimilaraccess attemptsnsuccessfulunclude: (i)
networkotherandattacksofial servlcedenscans,Customerof Data, ncluding portplngs,privacy
Datamerof Custoredisclosu0rloss0r accidentalrked (ii)netwo0r systems;firewalls0nattacks

authenticationaccountoflossCustomefs0rofuse ServicestheCustome/scaused by
WI notthisunder SectionData ncidentdtoto 0r respondreportcredentials. obligationGoogle's
Datathetowith0rfault respectofle liabilityementacknowledan Goog anyas g byconstruedbe

Google

multi-a0n Itinburelire esDatastotnstored the Engineata Google AppdThe AODocs-sPecific
databaseAODocswithin the"silos"virtualdeflnewhichnamedfeature "namespace"tenancy

custome/sthe GooglelnIS fact primary
ls a (whichnamespacecustomer specificassignedEach

tsth amesnwithinstoredatadcustomer'sall theanddomain

A0Docs

HSM, Decryption occursthose keys are backed bYprior to storage, andKey materialis encrypted

for authenticated users
Virtru

data.customerofressaddcontrolsresecu separationandre logicalarchitectumuThe Ititenant
ServicesrceSalesfoTheividualind customens,usedrvers forSCdedicatedn0areThere

isnstanceEachlnstance"onbasedarchitectureinto modulardividedtsnfrastructure

Salesforce
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Salesforce and its customers.

are r0umanner Services pedefficient 0andatn securecustomersthousandseveralof supporti ng
riateThere arecontained, appropelementsand databasewith searchnstance app,eachwithin

Thenotiscustome/s compromisedthatensure 0rg (application)to any givenlncontrols place
bothbasis0n an bytestedish andthis ongoingIStoned accom robustlydbeenhas plservGe esrg

ACLs can be built from individual entitlements that include read, write, create, execute and delete

., *.fiir a number of other individual attributes, The attributes that are available also vary,

depending on the type ofobject being secured'

Customers have full control of the entitlements granted to each of their users and integration with

customer side directory service is possible through the use of users, groups and group

membershi

0nISthat based users, groupsControlAccessBased (RBAC)RoleinbuiltincludesServiceNow
ListsControlAccessflne rainedbuiltare fromusers gtoentitlementsThe grantedand roles.

(AcLs),

ServiceNow

customer has an active contract with us'

Rr t ,t.t control consideration, customers are responsible for monitoring the

pi.p.i.rtry of data to the solution and reviewing reports generated by the

theviewabletsthatlace bytakesS pwith 0urn solution, loggingpeciflc
ofh usethAuditnee, r0ugtheir0r producedministrator logsad desigcustomer

thewithinmaintainedareanddatacustomerconsideredaresolutionthe
as thes0retainedThese longareSdatabase.r's ofnstance logthecustome

Ariba

asUSETeach logfordate/timea theytracks stampTrailAuditThe Fieldglass
da ate/timetracks stampthe FieldglassLikewise,andin ofout application.

andsubmittedcreated approvedisthattransactionofownerand every
toolthewithinoccur reportingthatactionssimilarlythethrough application

and whomrunand bycreatedarewhenalsoare reportsincludingtracked,
Auditoffice. trailUtah ramofStatevtstIS ble pr0gthetrailauditThe bylog

hocadass'createdbe withcan

Fieldglass

Process.

fornt EM)Eve systems (sland ManagementnformationhasSAP Security
infrastructureandcriticalAllre and systemsalertingportinganalysis

storediswhichrelevantneedCloud data,toSAP logthewithinc0 mponents
thevlaensured configurationts securityThismonths,stxofafor mummrnl (6)

m0n issecu itoringGeneraleventand m0 ritychecks nitoringc0m pliance
rocessedalerts areand pallfor activities warnings24x7 Resultingperformed

theto lncidentnts handare ledevecritical accordingandvta systemticketing

Hanna

M

firewallforrCVEWforresu logare in-placeementm procedanagLog
management hybrisfile-integritydevices, ncludingnetworkapplications

Fileandforfirms ManagementLogfrom securityleadingutilizes technologies

Hybris

Type

Event/transactiontransactionforfolthe everylowingThe logsapplication
StatusEvent/transaction0nEvenUtransactiIDransactionTTim a

Attributesnreas0 (Describesu ncludesthe fail t0, 0bjectifof event;(Result
use whoser D D theofUthe (Originatoraffected event)the byobject

umberND AccountUserPr0cessID0reventthe Subjectinitiated action)

Elements.Transaction Specific
arethisofc0mtheto Examplesponents.audits majorchangesThe application

wh made0 thetrail includesaud itThentdocumeandauditi

SuccessFactors

SAP
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change, the date of the

that point in time. The d
change and the ability to see the data as it existed at

ata in the audit log can be viewed with appropriate

permissions,

We also provide an optional Audit Framework for additional audit logging

capabilities, All audit logs within the application are accessible only by

customers, Therefore, the review of application audit logs as well as retention

periods for the application audit logs are the custome/s responsibility, and can

be determined as per requirements,

To detect unauthorized information processing activities, systems are

monitored and all information security events are recorded, Qperator logs and

fault logging are used to information system problems are identifled, We

complywith all relevant legal requirements applicable to its monitoring and

logging activities, All system logs are created w1h "write-once" technology so

tfriltney cannot be altered or overurritten, All system logs are maintained for a

minimum of 90 days on-line and a minimum of 13 months near-line.

lnter host communications are secured by multiple layers of defense including

segmented separate VLANS, restricted protocolsharing, multiple levels of

stateful firewalls, HOST and NETWORK IDS/lPS and constant vigilant

monitoring and testing.

ln addition, our Operations Team maintains detailed system logs. Our internal

system logs successful and unsuccessful requests for access, and ourteam

monitors all system logs for any errors or unusual activity, Activities are logged

and reviewed by various mechanisms such as: RSA, Syslog, NIDS, HIDS'

0SSIM and database logging,

The system logs are not made available to customers but are used to monitor

the health of the application and facilitate a high level of performance, Alerts

are responded to immediately and logs are analyzed daily for any issues or

anomalies, The system level logs are written to servers in the data center then

copied to our operations team on an as needed basis,

Various logging mechanisms are used to monitor database administration

activities. Logging mechanisms include: syslog, alert log and database

auditing for the privileged role SYSDBA,

Allactivities are logged underthe SYSDBA role which including:start-up and

shutdown of the data base, configuration changes to init'ora and also any

queries/data extraction. We would be able to identify dba activities by manual

review of the logs and database auditing to detect if client data querying has

occurred.
All audit logs are created with 'hrite-once" technology so that they cannot be

altered or overulriften,

Controls aim to protect against unauthorized changes and operational

problems with the logging facility including:

Alterations to the message types that are recorded,

Log files being edited or deleted.

Storage capacity of the log file media being exceeded, resulting in either the

failure to record events or of recorded events.

VMware Privacy Addendum's establish the line of demarcation

between the responsibility of VMware and the customer as it pertains to data protection' ln

addition, security whitepapers are made available to customers to further illustrate these points or

to establish tran-sparency regarding the separation of responsibility between VMware and the

customer for compliance programs such as HIPAA or PCI'

Subscribers are able to use a VPN connection at multiple layers to maintain data security. For

The v0loud Air Terms of Service and Data

traffic in motion VPNs can be created for a lar and also for an entire virtual data
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limited to a single or multiple virtual data centers'

Furtn.t details-of the controls in place to limit exposure of these groups to customer data is

oocumenteo within the ATA 101 and soc reports, available under NDA.

uCforU Air has logically separated networks ihat restrict Tenant access to only their own private

n.t*oit r, The vdbud Hybrid Service has two offerings: The Dedicated Cloud option provides

pnyri6ffy isolated and reserved compute resources fiom all other v6loud Hybrid Service tenants,

;;,,i.113,5 a piivate cloud instance. The Virtual Private Cloud option has a multitenant compute

resource mode, Both services have logically isolated networking and storage that ensures secure

i.rour.. ieparation. Customers haveiomplete control over the file systems and databases they

deploy within the service'

nrl.Jr 'u t.innologically enforced and employees are only authorized. the level of access to

information assets that is required to meet an approved business need or perform prescribed job

:T5ffi.jlil'j,9;t access is timited to onty those users that expticitly require privileged access' 
.

Customers do not have Jii..t r...rr to tne SaaS environment; rather, customers administer the

solution via the Web console

datavirtualthe entiretunneltoished secubealso establ relyPsec-VPN cansite-A to-sitecenter
role-basedaaresubscribers providedrgst""uuat

Forcenter datadatatoback thecenter private
rectu canand beinfrastruretheto entinotareuserswhere exposedspecifiedaccess control, by

accessbasedinclud role- 0nlycontrols ngaccessincludethe strongof offeringsEach FireEye
datatoare accessrantedknowto basisa0n needindividualsauthorized

FireEye

theirtoaccesscontrolCustomershosted data,custometohavenot accessdoesVirtustream
theiuser inthetoneed createwouldthe CustomeraaS,sits0r which up0nsystemapplication

forofusers Virtustreamnamedallowto accessActiveown

VirtueStream

8.6 .8 Offe r0r must describe its notification process ln the event of a secu rity I ncident, includ tng relating to

timi incident levels, Offeror sho uld take into c0nsideration that Purchasi ng Entities may have d ifferent
ng

and the categorization type of the data being processed
notiflcation requireme nts based 0n applicable laws

or stored

APM Technolog aof nn caseassociateda andlandocuments proceduresresCA p
thearticulatesincident clearlyplanTheincident, resp0nseinformation security

All secufor notificationrelevant rityidentifiesand partiesof personnelresponsibilities
existswhere theuto vulnerabilitynderstandandwil be triagednntsincide vestigated

otherteams;neenCAwill be engl ngvulnerabilities investigated bySoftware
AWS.withtnteamSaaSthe conjunctionbewill opsaddressed byvulnerabilities

nremediatiotven dnotifiedbe andwillrscustomeAffected

can be uM30

forbreacha datatnresultedthatncidentofemail securityvtantsClie anynotifiedare
withisent nthentsrootA cause analysis5n0and thanlater days,clientthat mptlypr0

MAA

andtheoutlineswhich processuideGidentlncaveh defined Handlinga
ofemailvlanotified anyareClientsation.und breachnsibilities investigngresp0

latern0andclientthatbdata for romoptlyreachresulted a pnthatincidentsecurity
becandwithinsent 30 seutpthen ays. Meetingtscauseroot5 A analysisthan days

CA Agile

can be u30

foratn breachd ataatth resultedncidentofemail securityvrantsClie anynotifiedare
sentn withintheiscauseroot5 An0and than analysislater days,clientthat romptlyp

ASM

CA

criteria. Googleourdataof ls designprimaryon am0ngandfocus protectionsecuri$Google's
like custom-dresfeatudata center

Google
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Google operates a global, multi-tenant environment running the world's second largest lP data

nlt"or11 providing cristomers w1h a low latency, high performing platform that runs 24x7'

Hard Disks are assets that are tracked throughout its lifecycle at Google from arrivalto final

Oeiiru.tion, These disks are iompon.nt pais that Google us99 
!0. 

build.its own servers from

otn.i.orponent parts incf uOing motherboards and a halden, highly customized version of Linux'

Google uses a proprietary storage and processing mechanism that isolates processing of data in

.nroiliO irifr *itnih . physical tl."tt, Access permissions restrict the abil1y for processes.to

i.to..t nlit*.en jails, i.;il1i.,\ tenant data is striped in chunks across.many different drives. 
.

with each chunk having ii; own access control list, inis netps ensure that data is logically isolated

between customers in storage and during processing'

metalfencingbarriersaccess perimetervehiclealarms,ntcelectro cards,accessdesigned
detection Ourintrusionbeamlaserfeaturesfloorcenterdatatheandbiometrics,anddetectors,

detectcanthatcamerasexteriornterior andution24t7monitoredareatad by high-resolcenters
ancasetnavailableare6cameraand footagrecords,Accessintruders, activitytrack logsand

havewhosecu rity guardsalsoare experiencedbycenters patrolledroutinelyData0ccursincident
floorcenterdatatocloser theAsandchecks y0u gettrainingndU backgroundrigorouserg0ne

MAble alsfloor n0 securitycenterdatatoAccess possilytheincreaseuresmeas alsosecurity
biometrics,and 0nlyusicontrol badgesItifactoru access securityngmwhichcorridor mplements

everwillofLess Googlersthan 0neenter percentroles maywith specificemployeesapproved
data centers.tn of0ne 0ufootstep

Google'sdescribed above,and mechanismstnthe storageherentadditionln to processing
beenhave implementedand auditingleast loggingls rights,contro ncluding privilegesecurity

rementsulFedMMPwithistentc0ns
itsto customers:u atesicaten incidentc0mmu pdtochannelsnotificationusecanAltirnao multiple

all0n AODocsthestatus updatescom)://status,aodocs providestatusAODocs (httpsthe page
technicaltheemails tosendtocanich usedbemaili whcustomer list,AODocsthe ngservices

usedbewhich can.e.rt ZenDesk,AODocsthe platform,customers supp0AODocsallofcontacts
tickets,havewhocustomerswithc0mmunicateto

AODocs

lncident Response

fin.g;tirt d'into a final contract, Salesforce can promptly notify the Customer in the event

Salesforce becomes aware of an actual or reasonably suspected-unauthorized disclosure of

customer Data, Notification may include phone contact by salesforce support, email to custome/s

rJrlnirtr.tor and Security Contact (if submitted by customer), and public posting on

trust. salesforce,com'

salesforce maintains an lncident Response Plan and has an established security lncident

n..p* i...tt. Ourini a security incident, the process guides Salesforce personnel in

,.nun"rgfi.nt, ,ormrni..iion, anJ rLsolution activities, Govlrnment customers can reportsecurity

in.io."nt, relaied to their Saleiforce products and offerings via security-gov@salesforce.com'

irf.J*. will respond in accordance with the incident response process described above'

controlmoderateFedMMPwithtncreated accordanceWASincident an/process0u presp0nse
N STSTNI SPfrom 800-53,derivedincidentinclude requirementswhich resp0nseuirementsreq

Procedure,lncident CommunicationsFedMMPthe800-6 andSP

Salesforce

aof enforcementlaw agencydem0r andsactionsthetsnotification byless delayednU
0isclosuredaccess,uisition usg,unauthorizedtheCustomer acqtoshallrvtceSe Now report

athatServiceNowdetermination byfollowingDataCustomer promptly"Breach")of (adestruction
nCustometobe madehallsThe nitialoccurred.Breach

Se
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See the,,Data Security Guide" contained within the "subscription Service Guide" included with this

be notified of a Breach

for additional information

tomeasures promptlyreasonabletakeshallcustomerServiceNow's portal.support
futuremeasures tocorrectiveable preventtakehall reasonandBreach sofcause thethemitigate

lessunandtoavailable ServiceNowbecomesothenivise0rcollectedisinformationAsBreaches.
ofnature and c0nsequencestheninformatioshall regardingServiceNowlaw providebyprohibited

individuals,affectedtoalto Customerlow notifythat arethe reachB reasonably requested
forres nsible determiningISmerbureausit Custo p0cred solelyand/oragenciesgovernment

ifforand etermd ningsuchforand notice,Data provid ngtowhether Subjectsimpactednotify
toneedData0rmer CustomerCustotocommissions0bodies applicableenforcementregulatory

Security lncident handling capabilitY and process is outlined in the following lncident Response

dD from Network

related procedures and Plans:
.FED-PLN-O 1 

-l 
ncidenlResponse-Plan (u 1'2 - 4 109 I 1 4

.rr-pno_ze-0rS.FC_lncident_Response-Procedure(v1.0-1117114)'^

.ir_pno-r e-lSSo-lRT-lncioent-n6sponse-Guidelines-Procedure (u12 - 12111113)

.OFS_p-nOj7_Osg_New_lncident_ireation_Procedure (vl .0 -1 1231.1 4)

.ops-pno-oz-gest-Practices-for-lncident-Handling-Procedure (ul.9 - 1A10113)

.ops-pno-zz-epc-osc-working-and-Resolving-lncidents-P.rocedure (u1'0 - 1122114)

.OpS_pnO_ga_epO-OSo-Maior-iniident-ManagemenlProcedure (v1'0 - 1127114)

ns outtineo in Ors'r n_Fno_ib_Org-pg-lncident-Response-Procedure (v1,0 -1l'17l14) and

FED-PLN-01 -l 
ncident-Response-Plan (u1 .2 - 41091 14):

.Preparation activities, to include:

-enr,iuing in. securityot systemi, networt<s, and applications through periodic risk assessments of

systems and applications to prevent incidents.

-lncreasing ,r.r r*rr.n.si bt policies and procedures regarding appropriate use of networks,

systems, and aPPlications,

-6f.,.ring ,ppficbbe essons learned from previous incidents (particularly those involving malicious

code and violations of accepta6fe use polbies)with users so they can see how their actions could

affect the organization,

ittining Feierat Cloud System Administrators to maintain their networks, systems' and

appficitions in accordance with the organization's security standards'

.Detecting activities, to include:

-n, ,.t rJn..d in eis's ri_Fio_zg_ors-Fo-lncident-Response-Procedure (u1'0 -1117114)'

*i.* rno analysis of continuous monitoring tools and related log file(s)'

-3rd party moniioring services (Alert Logic): help detect and alerton changes in certain resources

(;.g.; W;i prges) oiprnlicly aicessiure services, such as Web, Domain Name System (DNS) and

FTP servers,
-rir. rnt grity checking software: help detect any changes to important files caused by incident

-lDS are set up for scanning and detection, Dete-ction is achieved either by log analysis, packet

capture review or image acquisition and analysis'
.Analysis Activities, to include:
_ois'tn r..'n is activated and incident identification is performed

-ContinueO and targeted reuiew rnO analysis of continuous monitoring tools, related log file, and

corresponding applications would be performed'

-lf an lncident Response TLim f reqirireO then at least one member of lT Security along with one..

or more memben of Ors;s n op.iriionr organization responsible for the affected system, as well

QTS

confidentiis al,documentation0urbut full0vervlewcan dWe provide general
thirdaresu auditedare everyby partyandourof secu procedAll rity processes

ThePC DSSWe alsoASSU3402 ranceISAEformonthssix

AribaSAP
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I

policies and procedures

on internally-develoPed

lntakeWEactionsthemannerln broadtots describetheof folintent owing
communicationsandtheir trackingtoard incidents, management,securityreg

establishedan securityhaveWeinternto alin regard
whereand proceduresbased policiesincident plan

IXs monthud n thesecu ngincidentsofresults all occuningdocumented rity
lesTrust Servicesthe Principainstevaluatedandreviewed agareitaud period
ofnotificationasstandards UponPthe DSS appropriate,ctand3402ISAEof

lnfoSectheis departmentuntrailmentation beg bydocuaa incident,security
leadThereferencerdrec0 securityofcreatedIS theASticketanand nternal

reduceandcontai ntonel uiredal reqacalls including personmeetingmanger
asksT aretheof ncident, assignedtheto naturekns and priateappr0impact

incident.theofextentdetermineandtomet validatetones bemilestowith
alerttoBoard& principalmadeIS theto Securitymunication PrivacyCom

ness Anaware appropriateandinternalfosterand cooperationmembership
how0nbaseddeterminedlscustoaffectedtoicationn me(s)annelchuc0mm

re 0anfrom internalmer portcusto,e. afromtheofnotified incident,wereWE
toaffectedtomade custome(s)ISmmunicationCore rt,from third party p0

andincidentcontain thetotakenactionsincidentthenaturethe ofcludeln
andr0cessbusinesssustainedtoif pnactionsof any regardeffectspotential

thetnfixeshot0r necessaryrkaroundsWOtheof Anysystemavailability
lsthetoscheduledand custome(s)reportingcommunicatedaresolutions

nwithi 0urofnt contact c0mpanyanwith identifiedhed single poiestablis
initialatcounselif presenttheof legalthe0n nature incident, required,Based

enforcementlawwithlnassist communicatiwill ng& meetirisk ngimpact
atandmettheof milestonesls informedcustomerThe keptcontacts

andrther riskn0 fuandcontainedfultsntilu the ncidentntervals lyscheduled
u tored be bymanagedinternallyareincidentsAlllm reqpact perceived

theofevaluationnddbasisonreview aand weeklyto ncludelnfoSec tracking
arencidentAll0u reportstn to concept.taken securityactions regard

and formalareBoard ly& Securitytheandto Privacyreviewed bypresented
takebe ncanactionswhatton determineandn evaluatiodiscussiowithclosed

andofre incidentthethe0n natuimilarS ncidentsto revent ingDependp
boardtheclosedformalareincidents not bys secu lyto ritycustome(impact

andenttheof incidmadeare aware appropriatecustomersaffectedalluntil
nicateduc0mmarereatinitialthe thremediatetomeasures

allandincidentsfor securityls managingteam responsiblesecurityFieldglass'
ensuretontaccouresthe managersuctedcond vtats pectivemunicationc0m

ncident Managementthewithindefined ResponseisThe process

Customers are notified of an incident within 48 hours.

timeliness.

Standard,

Fieldglass

. Details relating to the security incident that has occurred, known at the time

of notification,
. ti inirastructure and/or application affected by the security incident'

. Ou.*i.* otthe performed mitigation actions to restore the security,

documented within the incident report form,
. nfiturtn" applicable requiremenis by country regulations "on obligation to

willbe met.

hours36 dofwithinnelschancommunicationwt avl definedSAP notify
wilThe reportcustomersaffectedthetoconfirmed data securitY breaches

detail the following information:

Hanna
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public release of vulnerability information, system vulnerability exploitation as

well as incident reporting, contacting of law enforcement and forensic

wouldcua mer'sto s environment,thatbreach affects hybrisd directlyUpon
Furthermoas f0, hybriscustomerthe as u ickly reasonably possible,qnotify

clD aswell Visa'smanntsecu incide licyitsfollows information p0agementrity
uresinclud CSato Thebreach icypol procedforstandard respondingprocess

vulisclosured ofinformation nerability,uchS dcls reisclosu sensitiveof system

Hybris

by the team to resolve the situation,

All affected customers should be informed within at most 36 hours of

confirming a potential breach in the privacy of their data. Following incident

resolutiori, foilow-up is required to ensure that the incident has been resolved

effectively and that the threat is no longer present.

We are aligned with ISO 27k standards for event and incident management

and have formal incident management policies and processes in place. These

andand lncidentrovedaveh coma PolicyManagementWe appprehensive
ISmunicationc0mnitialaof incident,occurrencethe securityUponprocess

tsanduals escalationantheto riate individ processdistributed approp
ntakemeasures areofaware thebecom incident, promptlyfollowed Upon ng

icies and ures are tested in the lS0 27kand SOC 2 audits'

SuccessFactors

VMware laaS Services

lf VMware determines that there has been unauthorized access to, or use or disclosure of, Your

Content, or other incident VMware will use commercially reasonable efforts to notify You, taking

into account any applicable law, regulation, or governmental request'

VMware witt prwiOe security incident response (e.g., detection, severity/threat classiflcation,

forensics, and resolution; p6rtaining to management infrastructure over which VMware has direct,

administrative, and/or pnysical access and control, such as the v0loud Hybrid Service servers,

storage, applications, and network devices.

OocrimenieO escalation procedures and a ticketing system are in place to guide employees in

identifying, reporting, and responding to system availability issues and related security incidents.

This iricluies'an incident response p-oticy io determine severity of an incident and a breach

notification process,

All alerting and monitoring at the guest OSWM level is the responsibility of the customer.

ln the eveint of a data breach customers will be notified by VMware vCloud Air Global Support

S.*i..r via their preferred contact means, VMware will provide security incident response (e'9,,

detection, severity/threat classification, forensics, and resolution) pertaining to management

infrastruciure over which VMware has direct, administrative, and/or physical access and control,

such as the v0loud Air service Servers, storage, applications, and network devices'

Notification timeframes are agreed upon between VMware and the customer in standard

agreements and contracts, lncidents are handled on a case-by-case basis, but typically occur

between 24-48 hours after a breach has been confirmed.

VMware will provide security incident response (e,g,, detection, severity/threat classification,

forensics, and resolutionl pertaining to management infrastructure over which VMware has direct,

administra1ve, and/or physical access and control, such as the vCloud Air service servers,

and network devices.

VMware

for unotification legalclientforr0cess reg latorya reportingdocumentedas phFire developedEye
confibeen rmed,aonce hasbreachtssuescontractualand

FireEye

Level Agreements (SLA) andVirtustream shall contact customers in accordance with Service

ns.atioalcontractu oblig
inats breachbletherewherent ncidents, possrSecutwo ncideare types rityThere pri mary

hservlce.tm affectedortherewhere in AlthougIS pactedand Servi ces,dataorsystems integrity
asclassifiedshouldincident beISthere s0me

VirtueStream
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enforcement.
The security lncident Response Plan (slRP) provides guidance to qPrre for, respond to' and

".or.r 
tiori' potential i*ji.nit, eoticy statements surrounding the lR-Plan are provided to ensure

continued upkeep anO stanOarOized uie. The SIRP guidance it the procedural level defines the

roles, responsibilities, .ornruni.riion methods and iiows, contact information, types of potential

incidents, and immediate ..tlont tntt are to be taken upon an incident's identification' and

elaborates with subseque;i;iltt'y tdps, Virtustream's lncident Response Policy requires the

irptil;i.td; inO t iting'oi. g.nltrlihO plan that adheres to the lnternational Standards

o[;;i;;iil ,zooz guioa-nce foi incident management and response, but meets specific

req-uirements for compliance such as PCI-DSS'

The Plan covers the corporate environment associated with Virtustream's lT assets, the local lT

resources and the ff resources aivirturtr..t't Data Center. lt consists of a seiles of guidelines

(mil;;i R;rponie cuioerines oi"ric) that should generally-be followed as appropriate for the

circumstances as when a security incident occur. or is part of tne ongoing maintenance of this

plan.

As the incident progresses and has more impact (i.e. severity level increases), the escalation

process will be used to enlage appropriate iesources, lncid-ents should be handled at the lowest

escalation level that is capiai"r,i ot.[qi,inolng to the incident with as few resources as possible in

order to reduce the total iffit.t, .to i. r..p tignt control' The Table below defines the escalation

levels with the associated team involvement,

Securitylnformation'Virtustreamthebemust usingmanagedtheand responselncident
Plan'lncident ResponseProcedure Security

Virtustreamtouidancetoisres general gent provideincid p0nse planthisofThe securityrp0sepu
from securitycienteffiand recoveryto enable quickandnicaltech managerialbothstaff- toalland stepsnecessaryoutincidentsto carrymanneran systematicrespondincidents; andcritical services;ofminimize computing0 disruptionanhandle incident; preventcorrectly

itcred cardsensitiveationinform ncludingcriticalmissionorsensitivetheft0r ofizeminim loss
whoNSan izatiootherwith stakeholderrmation orginfoa tolsan also sharingatad guideThe pl

AWandassociationscardtheAS creditsuchincidentssecusuch ritym be byht mpactedig

alvirtuandbothcontrols, physicalhasit0 not securitywhether anyanddescribe identifymusto6. Offeror8.
rversSEhostedused isolatetoresContro ArchitectuofZones

AWS EC2 datacenters unde SOC 3 audits
APM

Touns

anddevicesbiometric mantrapscards,accessmechanismsaccess (e .9,Physical
tostaff0 helplocalisteredadmin perationsare byandtmaveh been plementedportals)

centers,datatheaccesstothehavend ividuals abilityauthorizedthatensure only
dataofmostlnmeasuresnstal asled ngbeen anti-tailgatihaveandPortals mantraps
0reither atscenters through portaldatathefromandto exitlobbies, Entrycenter

secuthe0r ritymantraps,withoutdataln portalscenterswhere present,mantrap
theWhere nt, portal/mantraPpresetoentrancethe tailgatingrs preventmonitoofiicer

0useto theISal unable portalindividan ueventthe0 used naredoors nlybypass
other0rphobiainclude handicap,lesExam pofn case emergencymantrap

centerata securitydand emergencybasis,d0nrestrictions case-by-case
door whentheusetoittedbewillcrews

MM

andmantrapsbiometric devices,cardsaccessmechanismsaccess e.gPhysical
tostaff helplocaladare operationsministeredand bybeenhave implementedportals)

datathe centers,accesstothealsu haveindivid abilityauthorizedthatensure only
mosttn dataofuresmeasas anti-tailgatinginstalledbeenhaveandPortals mantraps

0reitherhthis r0centers portalthefrom ugdataandto exitlobbiescenter Entry
secuthe0rwithoutcentersn datarewhe

CA Agile

CA
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the portal/mantraPWhereto present,ntentrance tailgatingthe prevemonitorsofficer
0ruse thetouts nableindan ividual portalthetn eventare useddoors onlybypass

other0rhand phobia,icapincludeofcase Examplestn emergencymantrap
centerdata securityandToursbasis emergencya0nrestrictions case-by-case
whendoortheusetowilcrews berations0

To

andmdevices,metric antrapsbiocardsaccessmechanismsaccess e,gPhysical
tostaff helplocaladare operationsministeredtm and bybeenhave plementedportals)

atad centerstheaccessabithe touindivid hals aveauthorized litythre atensu only
dataofmostlnmeasuresasinstalledbeen anti-tailgatinghavertalsPo and mantraps
0rr0 either ahthISdatathe ug portalcentersandto fromexitlobbies.center Entry

the0r securitywithoutcenters mantraps,data portalslnwhere present,mantrap
the rtal/mantrapWhere p0to present,theitors entrance atingtailgm0n preventofficer

A 0rtole thuseunab portalisanevent individualtnused thearedoors onlybypass
other0rnclude andh phobiaicap,ofcase Examplestn emergencymantrap

centerdata securityu andrs emergencybasis.a0nrestrictions case-by-case
whenuseto theittedwill becrews

ASM

hosted Platform nfrastructure,Cloudthe0ndata ls0urallbecauseN/AAODocs
Clouds for purPoses ofand Virtrual PrivateKeys to authenticateWe require 2 Factor and Private

lnter-machine communication
Virtru

access to the data centers,

tsmodeldThe atatheof data, veryrawanISSalesforce agg regateofinstancecustomer's org)A
andencodedbase62 aryidentifledare (primkeystheand rOWS bynormalized,complicated,

ve Itdifficubewouldthfor rydataecontextaand businessdata ownershipRe-establishi ngn),foreig
customer's org),applicationordern reassembleto givenanylevel,that databaseadoto

mannerdataraw antheordertn reassembletocodeourto s0urceneedwould accesss0me0ne
dis0rofentithe setre ks/arraysneed tapeswouldandunderstood,andbecouldthat interpreted

severalacrossIScustomerfor spread0netheAS datanstance anya givensupporting
accessnot havedoserverstoaccess the logicalwithineerscenterData physicalengtapes/disks.

not havedothetoaccesswith systemsadministratorsand logicalnvironmentetheto production

Salesforce

serviceNow's private cloud is a highly standardized environment from the identically configured

..g.i in the data..nt rr tniough-to ihe consistent logical infrastructure, This privatecloud is,

home to just ServiceNo*, firitiig the private cloud's fiotprint to only.those technologies required.

i. lrpp.iiinii service, rnir .uotit'to.nign$ restricted networking rule sets regarding ingress and

,'nr.* ;q;i,;mlnts and ir.iritrt.r ttre ioitity tor hardened systems, only allowing for the small

nimber of necessary services, protocols and ports to be enabled.

A ServiceNow instance represents an isolated logical environment consisting of application nodes

in tne w.U application tiei inC a dedicated databise, Each customer will receive at least two

inrirn..r, i'production HiJn nitirauiritt (HA) instance and a sub-production instance without HA'

Each instance is accessed"via a unique Ooniain name in the form of 'customername'service-

;ild;ff;ia production initince;'anO'customemame-dev,service-now,com' as a sub-

production examPle,

Thiscloud,ownedServiceNow privateoperatedbuiltis a fully0narchitectureServiceNow's
customersitsoffered toarethatand applicationsServiceNowhostscloud platformtherivatep

atadcolocationofoutcloud operatesServiceNowThemodel. privateservrcesua bscriunder ption
staffServiceNow exclusivelywithenvironmentaland controls,robustthatcenters physicalprovide

IShostedisdatacustomerudclo wherethetoAccess privatethe managementlogicalproviding
notdoesServiceNowandtheir0n rolesbased job requirements,staffServiceNowtoon rantedly g

data.merto custoaccessdtve thirdthatn partywouldnctio gfuoutsource any

ServiceNow
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e aredshn0andinstances therebetween singdatacustomeroftsThere n0 comingling any
thereinstoredcustomerswith fromdataum nantItite

QTS cloud employs security controls AS needed to protect the confidential itv and ntegrity of the

information bei ng transmitted by utilizi ng Cisco AnyCon nect VPN Client with SSL (TLS and DTLS)

and PSec (lnternet Key Exchange Version 2 tr KEv2l), DTLS provides an opti mized c0n nection for

late ncy-sens itive traffic, such AS Vol P traffic 0r TCPbased applicatio n access, TLS (HTTP over

TLS/SSL) ensures avat lability of network c0n nectivity through locked down envl r0nments,

ncluding those using web proxy servers, IPSec/lKEv2 provides an optimized c0 nnection for

atency-sensitive traffic when security policies require use of lPSec and c0m pl les with applicable

federal laws, executive orders, d rectives, policies, regulatio flS' stand ard S, and guid ance

The eTS Federal Cloud lnfrastructure (QTS cloud) is divided into two separate, isolated firewalled

environments, each havinf its own security boundaries, which are physically and logically

i.prir6o. These are tne hi-S crouO Hypervisor Management Layer and the QTS cloud Service

Delivery Layer.

OiS;6rdt Hypervisor Management Layer management is made available through dynamic

npb i+O-Z validated L2TP/IPIEC or SSL 3. 6/TLS 1' 0 encrypted VPN tunnels, which are

autnenticateo against the RSASecurlD multi-factor authentication security appliances. once fu,lly

rrin.nii..t.o, Jnly a limited RDP session to the physical bastion host (which is also protected by

the RSA SecurlD multi-factor authentication security appliances) via jump domains is allowed,

*hi.h pr.u.nts the presentation of information systems management related functionality at an

interface for general

users,

QTS cloud's service Delivery Layer management is also made available through FlPs- 140-2

urfiO.t O L2Tp/IPSEC or Sdt g.bnlS 1. 6 encrypted VPN tunnels, which are authenticated

il;il;ith;iSA SecurtD muiti-tactor authenticaiion security appliances. Connection to the QTS

ciLuO S.rvice Delivery rayei is onfy available through dedicated site-to-site 140'2 validated

L2Tp1psEc or ssl 3. gffLs 1-0 encrypted VPN tinnels or Trusted lnternet connection (Tlc)

monitored dedicated datelines to federil'customer datacenters, which prevents the presentation of

information sYstems

managemenirelated functionality at an interface for general users.

QTS cloud's Hypervisor Management Layer man agement IS made avai lable th r0ugh dynamic

FIPS 40-2 valid ated L2TP/IPSEC 0r SSL 3 O/TLS I 0 encrypted VPN tunnels, which are

d uthenticated the RSA Securl D multi-factor authentication

QTS

personnel access for limited periods of time'

bp..iti.rrry, firewall servers are used in each level of data communication

within Ariba:

Between the lnternet and web servers

Between the web servers and the application servers

thatliancerewallfiISFirewall appdedicatedaASA5555SecureCiscoThe
networkn0almostcreatesandandrSdelive performancesecuritystrong

internalanbetweenaccesssecureenforcesThetm productpact,performance
linksintranet0rlnternet,and extranet,network

RouterCiscoandhardwareFirewallASA5555SecureCiscobaAri uses
Aribetween batheandto lnternet,fromtrafficthetolists controlaccess

firewalThen Ariba,serversand betweenAribatheand systemCorporate
AribaAdditionallyFail-Ove/Hotfor Setup.c0are Standbyservers nfigured

datacustomertosoftwareSafeGuard protectAribadsesu evelopedinternally
Ariba OperationsAriba allowingusers, onlyufrom authorized Corporaten

servers and the database serversBetween the

AribaSAP
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The Equinix Data Center utilizes an array of security eq.uipment'.tech,i!,:.:l

and procedures to control, monitor, and record access to the facilny, lncluolng

.urt6r..r.ge areas, All areas of the center are monitored and recorded

,ring CC1V, .nd all access points are controlled, The Data Center is staffed

*iini+-norirecurity officers, Visitors are screened upon entry to verify 
. .

io.ntitv, and escorted to appropriate locations. Access history is recorded for

audit

to protectAriba rigorouslyallowserversFirewall OperationsASA5555These
firewallfu protection,access securitynauthorized ngu providifromAriba

Please see the Fieldglass provided in theHosting OverviewSecurity and

lnformation section of this
Fieldglass

principal of a Private cloud.

burtd*.o receive an isolated, logical grouping of several virtual machines

anJ pn,sicaf systems in dedicated customer private networks. Customer

frivdte networks ar. segregated from each other using virtual local area

ilt*oikt ULAN) tecnn6ngy. Customer systems are deployed in tlq

;d;ii;d.urioin.r privat6"network. Thoirgh customers are only able to view

oi i...5 ryrtems within their assigned customer private network,

Design of customer private networks has to be defined in a workshop between

Sni lnO the customer. Mu1ip6 customer private networks might be required

t. ;.t;i;i; different tier leveis or to implement customer data flow restrictions'

sAP HANA Enterprise cloud administrative tasks will be done using

ii.nrgfi.nt networks, Administra1ve access to the management networks

i.rn ii. SAp internal networks is only possible using dedicated jump hosts

with strong authentication,

ISend userudincl equipmentSAPnetworkal nginternSAPtheofSecurity
ntionPreventrus t0ncontrol,admissionnetworklikeUS utionssolensured ing

internetaccessremoteforauthenticationfilterinetwork strongngSystems,
scanrus neranti-vicontent

re is theCloud infrastructuThe fundamental securitY architecture of the SAP
Hanna

thearoundata centersdsecurefromendand userscustomersSCTVEWe 0ur
24x7x365aincludeilitiestheseat facfeaturessecu rityworld Physical

Thecontrols,accessandbiometricand man-trapstationednanm security
andfirewalls encryptionarelities byfaci protectedtheseatsystems

0n-redundantinclude powerfeaturesredu ndancy0perationalvtechnolog
andcontrols monitoringenvironmentalandbackusite p generators

factortwoudinclof ngfeatures,widea securityWe rangeemploy
andntiflcationsidesesslonencodeddata encryption,authentication

0urofauditslarconduct securityreguOurrds. providershostingpasswo
24x7x365forvendors managedoutsideWere. alsoinfrastructu employ

edeliveredts ncryptedservewemonitorisecu and ng pageEverynetwork rity
usealsoTLS We encryption0raua Securityendthe user LayerTransportto

ms.0urln systestoragetechnology
usl a0urof ngcloud offeringsthemonitor performanceWe continuously

built-inwithtsThetools. designedarchitectureautomatedofvariety
netwothe rktiereach tnatbalanceloadWefor components.red undancy key

thats0clustersserver0urdWere. alsoinfrastructu

SuccessFactors
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we have implemented a multi-tiered architecture leveraging a strategy of.
,;O.t nr. in depth" with 6 tiers of virtual networks (VLAN) for separation at

each delivery layer. Network traffic is logged and monitored with live

monitoring througn an lntrusion Detection system (NIDS), and controlled

in.rgn a"series-of switches and routers whereas data must pass through

each tier in order to get to the next tier'

fn ,OOition to Physicil (site) security, the logical network stratification includes

the following:
il.ri ti*t.inal VLAN/firewall) - The first tier consists of the external network

and peri mete r li rewalls, These provide an in itial. laye r of defen se^anqij99$

ine tbrrowing layers from unauthorized access, Note that port 443 (HTTPS for

web traffic) is the onlY Port oPen,

ii.i i ifnt 
jr.l VtRlri/tirewali) - A de-militarized zone (DMZ) exists with load

balancbrs, The DMZ provides a second line of defense while the load

balancers are the firsi layer of scalability for the service delivery, !e Oltilf

functions as a ""neutral igne"" between the network and the outside public

network.

Tier 3 (Web VLAN) - The web tier presents the User lnterface to the

rplti..tion, and separates the apptication, reporting and utility servers from

the other tiers,

iier 4 (Application VLAN) - The Application tier contains the business logic

and traniaction servers, and is managed through clustered, high availability

1iR1 servers, pre-configured as "Pods", additionalservers can be added as

needed to provide scalability and performance,

iLr s loatbnase VLAN) - T-he database tier is protected by an additional set

of perimeter firewalls, The database processing is executed on database

servers leveraging a multi-tenant, fully qualified database schema,

i61. o lstotrgJ vrn1ry - Data is persisted to disks with include a Storage Area

frfetwoif< 1Snil;. nrior io store, data is encrypted by way of data appliance with

AES-256 bit

database0urandusethe rience,failcan expewithoutservers interrupting
data.customerbackWefor loverfai upareservers regularlyclustered

VMware laaS Services

At the tenant level 1rewall services are provided via the v0loud Networking & Security Edge

Gateways for customers ioconflgure and maintain. Firewall policies can be used to restrict and

manage punfic/lnternetbiseO tritfic and create DMZ zones for multi-tier applications' Fi1gryall..

pJirL"r d.n also be used to configure access. policies between internal lP networks and VxLAN

iegments, Stateful inspection fireivalling can be applied on the external interface of the vCNS

Edge GatewaY.

VVf*." archiiects, provisions, monitors and manages me y!pt{ftlbrid Service infrastructure

and surrounding components, As described in the nr tot (lso 27001) report, access points such

as Aetivery and-loading areas and other points where unauthorized persons may enter the

p*ir.r lr. controllei and, if possible, isolated from information processing facilities to avoid

uniutnorizeO access, The details of this control are not disclosed publicly'

VMware AirWatch

We imptement multiple security measures to protect hosted serven, including physical and logical

controls. Due to FolA requirements and the competitive EMM marketplace, we cannot provide

architecture details at this time

VMware
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virtuboth andal physicalbest utilizingpracticesre industryarchitectu followingdiagramsHighJevel
2tn the soccontainedandavailablearecontrols

FireEye

toalvirtu routeand forwarding (vRF)networkarealocalautilized (vLAN)virtualVirtustream
IP0wntheirchoosesmercustoenvironment,thetn laaS Everycustomersallateregsegicallylog

adlncustomers, dition,betweenressesAddIPn0 tols overlapAS there abilitydressAd range,
Itdefauru wheretheirwith own le, byContextFirewallwithIScustomer separatedlog icallyevery

rule.dls enied

VirtueStream
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ServiceAS laaS),(lnfrastructuresuthatitecturesArch pportReferenceechnicalTSecu01 Provide8,6. rity
ServiceasPlatfo rm&Servicea )asSoftware

SaaS is ed network d ram can be NDAu n
APM

SaaS is network d can be rovided NDAn
MAA

These can be ed NDA tnlswhen dileCA
network NDAram can beSaaS isASM

CA

Salesforce offens market lead ing PaaS and market leading SaaS solutio ns, Salesforce does not

it IS underlyi part of 0ur PaaS and
provide laaS AS d d rect service offering to 0ur customers, an ng

SaaS offerings,

The salesforce Platform is built for cloud computing, with multitenancy.inherent in its design' To

ri.itnr nigtt demands .i iir ittg. uier popuiationl Force,com's foundation is a metadata-driven

software arihitectu re that enables multi-tenant applications'

Force,com combines several different persistence technologies, including a custom-designed

retailonat database schema, which are innately designed for clouds and multitenancy-no

virtualization required'

Force.com,s core technology uses a runtime engine that materializes all appl'rcation data from

,rt.ort.irta about tneilta itself. ln Force.com's well-defined metadata-driven architecture,

there is a clear separatioi oiine iompif.d runtime database engine (kernel), tenant.data, and the

metadata that describes eacn appticaiion, These distinct boundaries make it possible to 
...

independently update tne systeni kernel and tenant-specific applications and schemas' with virtually

no risk of one affecting the others'

Every logical database object that Force,com exposes is internally managed using metadata'

O'5j.itr, tttOf.t ln tttOitionif relational database parlance), frelds, stored procedures' and database

*;'*';;;1iUstract.onrt*.tt tnri exist merely as metadata in Force.com's Universal Data

Dictionary (uDD), rot .*.*pr., 
"n 

n you 9.11. .. new application object or write some procedural

code, Force,com does not li*ti. an aitualtable in a database or compile any code' lnstead'

Force.com simply stores metadata that the system's enginecan use.to generate the virtual

application components at runtime, When you need to riodify or customize something about the

ffiii;;iil ,.nd.r, rire mooit,1 an existing ne6 in an object, allthat's required is a simple non-

niocking update to the corresponding metadata'

Because metadata is a key ingredient of Force.com applications, the system's runtime engine must

op1mize access to m.taJita;"otnerwise, frequent meiadata access would prevent the service from

scaling, With this potentiaitottfeneck in'mind, Force.com uses massive and sophisticated metadata

caches to maintain tn. *.i"..n1f, us.O metadata in memory, avoid performance-sapping disk

uo ,.c code recompilations, and improve application response times,

Salesforce
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TheData.Customerofaddresscontrolssecureand icalarchitecture separationmultitenantThe log
instanceEach"instancgs"0numod architecturelar baseddividedts aintonfrastructureSalesforce

rcemanner Salesfoan resecu efficientandcustomersthousandseveralts of supportingcapable
There0of customers,uandscale themeet demandscontito tonuenstance architecturetheuses

frominstanceSalesforcecustome/stoinare controls prevent givenanyplace designedappropriate
anhthandned u r0ugrobustbeenhas testingdThis nctionfu ndergoesality esigcompromisedbeing

customers,itsSalesforce andboth
lnformationarchitecturenu ue servrce laye(s)makescloud of provideruseQTS iq managedThe

servlceumade differentofmodelsarchitecture are0nbased cloud pthosearlyparticulsystems,
areand notSecudefinedare itsln Plan,theof cloud that rityThers, QTS Systemlaye layers

Note:Servicealnfrashuctureare: asAuthorizations (laaS)othe Provisionalanybyleveraged
modelsarchitecturecloud0n800-SP 45 informationforeferPlease Nto IST

QTS

Ariba recognizes that security is a

electronic commerce architecture

critical component of effective

and takes necessary securitY

measures to protect any information passed between buyers and

suppliers, Ariba implements security using a variety of hardware,

soitware, and procedural best practices. Full details about our security

mechanisms and procedures are available in Chapter 3 of the Ariba

Cloud Technical lnfrastructure

Ariba

cloudCloud is aN/ HANAHanna
We understand the critical importance

recognize the contribution that information security makes to an

organization's strategic initiatives and overall risk management'

We have implemented security controls and practices designed to

protect the confidentiality, integrity, and availability of customer

information, We continually work to strengthen and improve those

security controls and practices as well'

The cuirent best practices associated with information security involve

a layered approach, what the industry calls 
-defense 

in depth."

Regardless of the software delivery model, security canno-t be . .

imp-lemented at a single "make or break" point. For a SaaS provider to

facilitate data security for sensitive information, it must have a

comprehensive, multifaceted security program in place' We take a

nolistic approach to information security, implementing a multilayered

defense at allthe touch points in the information flow-both the

of information protection and

theacross middleware,database,and appliedical,logphysical
offermunicationand andnetwork completec0m layers-toapplication

nda itaud controlsdata

SAP

SuccessFactors

Reference Architecture

formethodconsistentes drovidthatFrameworkArchitectureCo Reference p(RAF)mpliance
andvirtualn0oftheevaluateassessto and regulationscustomers impactanditsVMware partners,

VMwa itsframewole for t0,rktoIS d partners,The ofintent RAFthe provide srngenvironmentscloud
ThisITan infrastructure,mentsre acr0ssofaddressto a compliance requiand varietyorganizations

and ValidatedaGuideGuide (ADG)ArchitectureuctProd Designincludes: (PAG)Applicabi ity

VMware

andvirtualbothbest physicalutilizingarchitectuh-level re industry practicesdiagrams followingHig
2tn the 2s0cand containedarecontrols available

FireEye

n ls nedr0envt ment) desig
I nf rastructu re-as-a-ServicePlatform theCloudVirtustream Security (fo

ableavailh hest oflevel infrastructureto rovide securityub andIt, p igoperated
VirtueStream
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Figure 1. xStream Enterprise Architecture
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State of Utah end users would access the hosted SAP environments via a MPLS connection

tprriO.J nV Stut ot Uta'nJ. nOOitionally a VPN connection has been sized at 1OOMbps however

inir .un be decreased or increased depending on the exact requirements'

State of Utah end ,t." ....ttNg ow'enterpiise platform would first hit the landing zone in a

dedicated virtual 1ocat rt r n.t*oifiryrnr,U ind dedicated virtual route forwarding (VRF)' The next

;il ,;th;;6rprise ptatrom ii a ijedtcaieo firewall (Fw) context on a Cisco Firewall services

module, After traversing th. .0r., tiafic nits another dedicated VRF and drops into the. platform

network and compute tci;tl ano Memory essentially ablade server).layer' Alltraffic is VLAN

separated, At each .o*pri. noti, t n,pb"ito.. based firewalt and intrusion protection system (lPS)

ilft;;; oeoicateo ctient rule set toiurther ensure network security, All traffic transitioning from

one zone to another are monitored by lntrusion Detection and lntrusion Prevention systems' . ...

Traffic coming in via the int.in.t nitt ine fronfend perimeter with load,balancing modules and multi-

context Cisco firewalls, nfiii.tf'. tn.n passes through intrusion detection system and intrusio.n ..-.
protection systems, As in the enterprise compute.la"yert eYery host in, our demilitarized zone (DMZ)

has a hypervisor-based n"r,rrr .ni tis witn'oeoiciteo ctieni rule sets, Again, all traffic is VLAN

separated as well.

Traffic that needs to traverse from DMZ to the enterprise runs through another dedicated FW

context and IDS/lPS'

All of the state of Utah environments and data will be hosted in virtustream's data centers within the

continental United States.

standard services used in Virtustream's management environment and in all client environments

camhsoft 9L
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)

a All Virtustream emPloYees use Mandatory Strong 2 factor authentication (2FA OTP)

Administrative Access to all systems.

o Dedicated VLAN network segmentation and dedicated Virtual Route Forwarding (VRF) are

used extensively to segregate environments and zones'

. Perimeter Firewalls are used to segment internal and external environments as well as

segiegate security ro*r. Connguiation, monitoring, auditing and logging are included'

o Virtual Machine-based Firewall and lntrusion Prevention system (lDS) is installed on every

virtual machine in tne environment and is protected with Junipe/s Security Gateway virtual

firewall application and monitored service'

security services that are standard components for Virtustream's management environment and

rr. optionrr services for client environments including the following:

: ManageO Two-Factor Authentication ('2FA) is in use for all application systems.

r lntel TxT Enabled Servers and Trusted Boot/Bios monitoring with Attestation Server and 0S

mO Vftf support, incfuOing Geotocation and Geofencing according to NIST 7904 guidelines'

. Secure operating system (OS) builds based on DoD Secure Technology lmplementation Guide

(sfro) guio.ri*i d" ,i.ir to build Virtustream's Management and Administration Servers'

. server/File lntegrity Monitoring (FlM) is installed in the PCI and VFC clouds'

o Patching Regimen: Virtustream patches host servers, network devices, security devices'

servers and related services in the Management Network on a specified routine (monthly or

q;;r6;V, aepenoing on renale scneoule"s), or when there is a CERT or other authorized

Jour.. 6ipricn tnairequires immediate attention. Based on urgency and risk of the issue we

wittscneoutethepatchasappropriateandusechangecontrol.

o scanning regimen: vulnerability scanning is.done on a monthly basis with additional 3rd party

vulnerability r.rnr Oon. tonttity, nOOiti6nd scans are done when made aware of new

vulnerabilities, tssues aie cl.siii.d and addressed according to Risk classifications and are

addressed with lTlL v3 change control processes'

r Managed IDS signatures are routinely updated and the logs are monitored'

r Anti-Virus is managed on all Management servers in Enterprise, PCI and, VFC clouds'

r Logging Service of all servers, network devices, and security devices to a centralized log server

system.

r Governance Risk Compliance: We use a complete Enterprise Risk Management toolset to

manage comptiance reiorting uno continuous monitoring to all of our supported compliance

frameworks.

Virtustream,s facility monitoring systems are complete as per specifications in NlsT 800'5313/4' We

use site assessment n.thil;6g6; and checklisis as detailed ln NIST 800-42' gur systems and

facilities are monitored i+n torZny exceptions or trends' our tools, processes and CQNUS

tC.riN..irf USA) personnel monitor network, power, cooling, humidity, water leakage' flre

iupp"riion, pow'eisystems (utility power, UPS. systems and generators) and site access'

Virtustream's physicat nclesi contior Security is designed 1.f.F.$lht conlidentiality, integrity'

..0 *.if.Uifity ilCfn oitne OouO platform system and its data with the following secudty

components:
r Limited and controlled room access.

Logged and monitored access of all access control events'

Video surveillance and review of all access control events'

Biometric access control required to gain access to the Data Center

US Data Center staff is limited only to US Citizens'

a

a

a

a
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. Data destruction policies and procedures.

r Asset in/out policy and procedures'

physical access by authorized staff is controlled by badge systems and biometric access systems'

Allaccess of any iind is recorded and logged, Aciess liits are reviewed every 90 days' Employees

that do not have a reason to have physicii access are removed from our access management 
..

,,,rt*r Multiple high resolution rnO tn enhanced CGTV Cameras monitor our datacenters at all

.,ni.5 u.o ingress ioints is well as other sensitive areas. Security video footage is stored in a

secure area for 90 daYs'

Appioved Visitor Access requires vlslToR Badges and bright lanyards that are specifically different,

iiiil .*proy.e badges. Visiiors are required to produce and surrender a state or government issued

pnoio f O O*ing the-visit, nau. r pr.-.p'proved reason for the visit, and have the escort witness the

lig;in rnd ouiprocedure, Visitois are escorted continuously through approved areas of the facility'

Vi.itoo are not allowed access to following areas of the data center under any circumstances:

. Cloud hosting areas,

r Networking and telecommunication areas.

. Guard areas.

. Power vaults,

o Locked racks and rooms with keY log out/in process

tnreich awhfoot placelogg ing etc,)ures checks, printingDescriI secube (background1 proced8,6, rity
data.sensitivetoaccesswho haveOffero/s

of hiringais FireEye'scandidates componentfor mandatoryverification employmentBackground
non-disclosureand agreementato confidentialitYare srgnrequiredAll personnelpr0cess.

toinformationclientinformationconfidential0r includingtonot rscd lose proprietaryreerngag

unauthorized parties.
oflevelskithe regardingts tn maintainto personnelram placeawareness pr0gtrainingSecurity

trainedareall levelsatAIbestand personnelFireEyeand practices.expectationssecu privacyrity
nel resandandrmationinfonotified ofand

FireEye

rounda VirtustreamaaS must backgtoarewho passassignedVirtustream employees
toadheremusttheto anylaaSVirtustreamaddition employees assignedlnationinvestig

toareifround theyor local investigationsstateto backgfederal,customersu rement passbyreq
data.sensitivetoaccesswhichz0ne includestheto customerservtces

VirtueStream

8.6,12 Describe the security measures (i,e, NIST) which the Offeror has in place to secure

of data at rest and in transit.the confidential

and standards

Technologies,
ncludesthatstandard requirementsawith multifaceted securityWC complyCAAt

otherandsoftwarerknetwo designarchitecture,ma ment, procedurespolicies,for security nage
of pr0gramstheure maintenance vulnerability managementresu ensWemeascritical protective

tohere theadandtestand networksnitorm0umeascontrol regres, ularlyaccessstrongmplement
detailssolutionsof SaaSaoffensCAand varietypolicies.c0mnd securitypliancehighest ustry

1 and of2 thisn Exhibitbeenhasnoffeeachfor

CA

are encryPted with

rties use robust

by a trusted

ServersEndFronttodevices Google'sendcustomerfromc0All pointnectionsn
websitesle and r0pepForward GoogSecrecysesst0ns usingHTTPSenforced

issuedcertificatesSSLP-2560r ECDSAit2048-b RSAestechnologkeypublic
nternet c2).Authoritythe Google(currentlyauthority

Google
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All data in transit between Google's Data Centers traverses across Google's private fiber network

using a customized, proprietary encryption technology'

Google hard drives leverage technologies like FDE (full disk encryption) and drive locking' to

protect data at rest,

These methods of encryption are fully managed by Google and Google's Key Management

servers based on 128-bit or stronger Advanced Encryption standard (Ahs)'

Encryption Keys and Ciphers Supported by Google

Protocols

TLS 1.2

TLS 1.1

TLS 1.0

SSL 3.04

QUIC

Cipher suites

ECDHE-RSA with AES

ECDHE-RSA with 3DES

ECDHE-ECDSA
RSA With AES

RSA with 3DES

Signing keys

RSA 2048

ECDSA P-256

Hash functions

SHA384

SHA256

SHA,I

MD5

information is Provided below.

Data ln Motion:

Srf.ttot . employs cryptographic mechanisms to protect information du.ring transmiss]on.A]1..

tiansmissions between iniuser and Salesforce are encrypted by default with a2048- bit Public

k;y, ilit;"ice uses lnternational/Global Step Up certiflcates' We supportone- way TLS' in

wnicn customers create secure connections before sharing private data.

S..utr iouting and traffic flow policies ensure that customer traffic is encrypted entering

irt.itoro unjit tne nao nitanier decrypts the traffic. The load balancers decrypting the traffic are

Flps 140-2 compliant and are located inside of the Salesforce Government Cloud isolation

boundary,

ECloudGovernment Capabilities:ncryption
FIPS 40-2tots ofSalesforce respondingCloud capableGovernmenttheof SalesforceAs part

andbrowserwebthe State'sbetweentransferredforns data beingmplementatioraphiccryptog
40-2Iusenot FIPSdoesbou ndarySalesforce'swithinresides protectedthatDataSalesforce.

Additionaldataare tn tocontrols place protect
clD atingcompensating/mitigvalidated encryption

Rest:AtData
wheninformationtheto state ofrestat refers"lnformationstates4 tnRev sc-28,800-53STNI PS

an izationalanwithindisk d 0rgdevice flvg, drive)tapendsec0onlocated a storage (e.g
IS aryit

differentchoosealsosc-28information

Salesforce
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AII secondaryas appropriate.and integrity protections,achievetomechanisms nedmaintaiaredatacustomercontainingd anddisk rives, tapes)d rives,media (hardstorage andsanitizedbeenhasmediatheuntilcentensdatauctionsecureSalesforce's prodwithin thetocontrolcom protect
ASls a ngcontro pensatiaccess0nrelies physicalSalesforcedestroyed

data, ld-fieto applybuiltin capabilityawithcustomersesrovidSalesforcestodata prage,For primary udedinclfieldsof customselectionafor6AESwith ncryption28-bitI keyslevel usingencryption datatheensuresencryptionField-levelServices.SalesforceandPlatform,c0mForcethetn
nISfieldsnatedwithassociated andumbersN systemAccountPC Primaryincludingelements,datansitiveSe instoredarecommunicationsinternalfor applicationaccount parameters

andStandard)AESthe Encryption(Advanceddatabases byAriba encrypted
dwith minimumalgorithmsencryptionStandard)ata EncryptionDES (DTriple clienttheforalsols appliedtechnologYbits.281 Encryptionoflengthkey

tnpasswordstheto hosted plicationand apsiteWebthetoconnection andHA256Susinghashed0nearerds wayuserCustomer passwostorage. datahave ueryns qpersonnelAribaLimited 0peratiodatarandomwithsalted
thefor Aribahtsmonitoriandaccess

Ariba

Hanna

systems.

Dataatrestissomethingthathastobetakenintoconsiderationinthe
application requirements nV t'n. ptttnttftu:1T?:ot PS teams' lf encryption is

reouired the application teams need to work on implementing the methods to

...di# ffi" in. dtit, for example encrypting data fields in the

tierwebtheboth applicationforSSLuses (https)The platformHybris officebackwithaswell icatingc0mmunAPI ASWebService s)and(browsers

database

Hybris

TLS

schemadatabaseatn separatemaintaineddata isEach
hasmasche separateEachreaches.bdata segmentationeliminating accessrestricttores0urce profileandentials assignedcredauthentication AES256theusesat restdataforc0nsu Encryptionres0urce mption,andrights with 28-bitHTTPSovern-transitISaccess encrypted-iAll applicationciphe

SuccessFactors

SAP
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I

uman aland byrealtimeandbatch processesautomatedcollectedDatarest: are usingAt
bels collected maythatinformationPortal,anvra Anyactions facingnel-drivenn Analystperso

andnetworks subsequentlYourto maycustomers'attachedwithin appliancesstored temporarily
custome/safromData transmitteddatacenters.m0reortoback 0netransmitted FireEyebe

NetworkPrivateVirtual ("vPN)aover strong encryption

customeroffull capturecollectto packetaresens0rs configurednetworktransit:At FireEye's
IPmaliciousto0from destined potentiallythose originati ngstreams ncludingnetwork namedomainofresultsc0mofindicatorsnetwork pr0mlse,

matchingaddresses, signature-based
lsnformationThisattachmentsandcontentudincl headers,e-mailfull ingloo and messageskups

MandiantImatchidatameta ng FireEyeandliancesthe0n onlyon-sitestored appprimarily
sent FaaS.toarec0mofindicators

network to a datacenter travels

established bY the aPPliances,

FireEye

Virtustream's use of lntel@ Trusted Execution Technology (lntel@ TXT) a hardware+oot of trust

rity feature, and ntel@ AES-NI encryption acceleration helps secure and protect vt rtualized
secu

critical infrastructure and data protection
environments against malware and p rovides m0re of the

needed to enable trusted multi-tenancy tn the cloud Virtustream offers solution fo
assurances

customers optional service, as most
data-alrest and data-intransit encryption solutio n fo 0ur as

of customer environment IS 0n ly accessible via private network and only to the internal USETS
0u

follows,of the customer Solutions available to 0ur customer as

I IPSEC VPN Tunnel for data-in-transit and

2. VM level encryption for files and databases

a, Encrypted nait<up (all backups are encrypted by default) 
"

The technologies ot encri[t',[n .u.iltnf. througn6ut the entire data lifecycle and all are FIPS 140-

2 compliant,

a) DB and File SYstem EncryPtion

nj Encrypts file system and volume data transparently to:

i) Applications
ii)Databases
iii) Storage lnfrastructure

c) lntegrated KeY Management

d) High EfficiencY EncryPtion

i) Centralized KeY Management

ii) Policy Management

iii) Detaited Auditing

iv) Hiohlv Available

uf rrps i+o-z certitied Hardware Appliance 
- -

ril V.w Low 
-ncryption 

Penalty due to lntel AES-NI enabled chip sets used

ej Encryption of Virtual Machine, 0S and App

i) lntegration of SafeNET Protect-V

ii) Logging of all image access

f) Encryption in Archive

;)ffilement; Encryption, Access Control, Auditing on Host (LUW)

h) Kernel Level Driver- Win

i) Fi le System Un ix/Li n UX

i) Support for file systems partitions

efficient block

and raw

VirtueStream

aofCardholdersand thetheboth Statetonnotificatioures rdingand rega,6,I 3I procedDescribe policies
breachttsuchofRFP dan thethin lsdAS efineddata breach,
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of cardholder data,intended for use of

withton workingadditionnotificationfortoabides contractual requirementsn0TechCA logies
incidentwherecasesm beThere ayuirements.with reqc0m regulatoryensureto pliancelegal dataandor itsandbreach,the mpactconfirmiforaIS ngc0 requirementmpletionanalysis forconclusionsneededthehaveCA notthisof maytoPrior activitycompletionboundaryleakage

theof investigation,asbeehas partidentifiedndatao subscriberncecommunication,customer theofA5than reportnot days,andass00n longernotifiedbe aswill possiblersssaid ubscribe
30withinclients daystodistributedandbewill availableincident

and notareuctsconsidered prodAS paymenttheof proposednone offeringsthatnotePlease

CA

call or an

tomeasures protectizationalicaln andtech 0rganandtake appropriatewill implementGoogle 0ralteration0rloss0 accidentaldestruction0 un awfuaccidentalnstDataCustome agai
ofawarele becomeslf Googunauthorized r0cesslng0raccess other p0rdisclosureunauthorized

lncident,Dataoflaw theas byCustomerwillle permittednotifyDatad ncident, promptlyGoog
of anyData, Notilication(s)Customersecureandharmminimizetoreasonabletake stepsand

the PurchasingAddressEmail byNotification providedthetobewill deliveredData ncident(s)
communicationdirect (e'g.discretion,ator bythewith Google'sconnection AgreementinEntity

Google

reementaln agreflected48 negotiatedhours,Statethewill (withinSalesforce notifyp romptly
0ractual reasonably suspectedanofawarebecomesSalesforceeventtheinthebetween parties)

Salesforcecontact byinclude phoneNotificationData. mayCustomerofisclosuredunauthorized Statesubm ittedls byntactc0ContactSecuandministrator (ifrityadState'sthetoemailsupport,
.c0m,trust.salesforce0nandu toisninformatiocontactand

Salesforce

team. Followingincident resp0nsea securityhas computerAriba developed
toincidentssecuritytoteamthis suspectedrespondsandicies procedurespol

foand renslcconductsteamThe responseandrisks dam age,mitigate
assisttobe usedcanninformatioThistrafficands networkof systemanalysis

hr,offendertheanddetectedISbreachif awith

Ariba

incidenbsecurityfor managingtsteamSAP securityFieldglass'
toaccount managersthevtaconducted respectiveiscommunicationalland

then ncidentwithi ResponsedefinedISness, Thetimel processensure
StandardManagement

48within hours.incidentanofnotifiedaremersCusto

Fieldglass

detail the following information:
. b.iriir t f.ting io the security incident that has occurred, known at the time

of notification,
. if inmrir*ture and/or application affected by the security incident.

. Overview of the performeci mitigation actions to restore the security,

documented within the incident report form'

. piiffiti tpplicable requirements by country regulations "on obligation to

willbe met.

rshou dofwith 36nnnelschacommunicationdeflnedwill viaSAP notify
willThecustomers. reportthe affectedtobreachessecudatarmed rityconfi

Hanna

done without our consent.

However,wedohaveaCslRPinplace,inwhichwewouldnotifythe
.rrtor.iand our internal Forensics team in the event that a customer

nrocessed0rsto redittedtransm pdatacc betoforallowdowe notSince
tsthiscaselnenvironmentcustomerthescanWEu environment, regularly0

environment should be breached'

Hybris

touteddistriblsmunicationln c0mitialdataa breachrrenceoccu ofU thep0n
followedtsescalationanandind ividualsthe

SuccessFactors

SAP
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8.7 Miqration and Redeplovment Plan

toteamthetakenare bymeasures mptlytheof pr0incident,awarebecoming
with atn mostinformedbeshouldmerscustoaffectedAllsituation.theresolve

data.their Followingoftheinbreacha privacyconfiofhou36 rs rming potential
beenhasincidentthethatensuretols iredufol low-up reqresolution,incident

are nedWeer aliglsreat n0atth th long presenttheandeffectivelYresolved
formalhaveandmincidentandforards anagementeventk27 standls0with
andace, Thesein policiespland processesincident policiesmanagement

2 audits.and s0c27kSOthelntestedarerocedures
beenatth has byapprovedfor ncident managementdocumented policyahasFireEye

It ls continuouslY0wners,andconstituentsto appropriatecommunicatedandmanagement Anand escalation pathstructureaash reportingThe planandn annuallyreviewedmaintai availablearerelatedand qualificationsrolesdefinedwith resp0nseteamnseresntincide p0
incidentthe investigation.evidencefor duringofchainmaintains custodyThe team24x7x365 afterFSUESand contractualfornotification legalientcl regulatoryforaIS ngThere reportiprocess

nttowere managemeoccurbreachatf confirmedconfirmed,betoreachb wereifbreach ad
to mremediationaandfactorsall therevrewwouldteam

FireEye

There two primary ncident types; Security lncidents, where there IS a possible breach ln
are

there ts ln tmpacted affected service Although
systems 0r data integrity and Services, where 0r

there IS overlap generally any security-related ncident should be class ified as a Security
s0me

using the 'Virtustream lnformation Security
lncident and the response must be managed

Procedure Security lncident Response Plan'

of this security incident response plan ls to provide general guidance to Virtustream
The purpose

efficient from secu rity
staff- both technical and managerial to enable quick and recovery

nd ln systematic manner to incid ents and carry out all necessary steps to
incidents; resp0 a

of critical mputi services; and
correctly handle an ncident; prevent 0r minimize d isruption c0 ng

minimize loss theft of sensitive 0r mission critical inform ation nclud ing sensitive cred it card
0r

stakeholder organizations who
data. The plan is also a guide to sharing inform ation with other

be impacted by such secu rity incidents such AS the credit card associations and law
might

enforcement,

The security lncident Response Plan (slRP) provides guidance to qlep^?re for, respond to' and

recoverfrom potentialin.ji.n6. pJi.V tiat jments surrounding the lR-Plan are provided to ensure

continued upkeep ano rtanlarol*J ui.. The SIRP guidance at the procedural level defines the

roles, responsibilities, communlcation methods and iiows, contact information, types of potential

incidents, and immediate ttilont in.t are io ue taken upon an incident's identification' and

elaborates with subsequent recovery steps. Virtustream's lncident Response Policy requires the

implementation and testing ;ii!e;!td4;d plan that adheres to the lnternational Standards

6[;;i;;i'd ,ZOOZ guiOaice foi incident management and response, but meets specific

req-uirements for compliance such as PCI-DSS'

The plan covens the corpoiate environment associated with Virtustream's lT assets' the local lT

resources and the r resourcesat Virtustream's Data center' lt consists of a series of guidelines

(1n6i[;;i R;ilonse euioeiines t "iiq tna should generally be followed as appropriate for the

circumstances as when a security incident occurs or is part 6t fre ongoing maintenance of this

plan,

As the incident progresses and has more impact (i'e. severity level increases)' the escalation

process will be used to eng;g. appropriate iesouices' lncid'ents should be handled at the lowest

escaration rever that ir rrp"JiiJ'fu-qi.nJing to the incident with as few resources as possible in

order to reduce the total ihp.i, ..0 i"1..p tight control' The Table below defines the escalation

levels with the associated team involvement.

VirtueStream
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atoadown servrceoflifeof activitieseth d closingenithow mandescriber0r0ffe agesmust78 1
toobrn0ts ligatedOfferor contractuallYthe longebeforeitr0vrsl0nand ngdepPurchasi safelyng Entity
detailincludeshouldt'sOfferoAn responseactivities.neduand nplanincludethemaintain plannedservice,

forrovidesr0rOffetheifanof pdu SLA,thistheof data ring phasemaintainsOfferorhowon an security
rationdtheble lsdata uringhowm and portadurindredu

sollclTATlON f CH16012

The end of life activities for each Purchasing Entity will vary based on the type of service they are cunentlY

in advance of anY

providers to
usrng and the service that they will be moving too, All Purchasing Entities will be notified

end of life service so that the Purchasing Entity can work with Carahsoft and the service

develop a plan exporting and transitioning data'

At alltimes during the course of the Service, the Purchasing Entities will have access and ownership of

their data, The Purchasing Entity is free to download or access the data through a variety of means based

on the service at any time during their service period'

8.8 Service or Data Recoverv

Pthetobackrnretu urchasingdataofande 0toithow rderlyntendsdescribe pr0vlmust.27 Offeror8
merato custoofreturn databesdescri thethSLA attninclude anyEntity

situations; include anYto theu would8.8.1 Describe how
0r

a. Extended downtime

be notified via email to the

istered admin

all customers willlf unable to resolve in a timely manner,APM

CAoutagesncidents, ncludingresswithabreast duringpr0gareCustomers kept
selftocontactscustomewhichm enablesnotification-breedbestof systeutilizes

A DRinterested ln,be planwouldthatnotifications theyofdifferenttobscribe typessu
DRln declarationresulttimedownextendedtheshouldcreatedbeenhas

MM

CA Agile
the icationaccessrestore ton to applordercenterdata0urto warmuWO failoverrdWe

anPIDisasterourtoacc0doneThis ISasAS
thetoaVI ailembewill notifiedcustomersallmannerlnresolve tiaunabletf to mely

extend edutilizedbe if thesiteDRtoloveral thefrom mayF primarylnadmisteredreg
DR.ofntswarra declarationofnt timeam0u

ASM

CA

extendedn ofn0ISthere anythe infrastruturele expectatioofnatureredthe GoogndantuDue
tccatatrod failure, Google'sUSCTSend suffers phofuselnlf dataa nter y0uranyce bymedownti

centerdatad ifferentat0nsess tou thest reroutewouldhealthd

Google

different data center

notdoesAODocsinfrastructurePlatformoudcl0nhosted thets GoogledatatheAll AODocs
tsthereinfrastruturetheofnature GoogleredundanttheDueinfrastructuremanage pany hysical

suffersusersendoflncenter useme, data by y0uranytf adowntiextendedofn0 anyexpectation
atosessr0nthewould reroutejusthealth monitoringle'sfailure, dynamicGooga catatrophic

AODocs

theiruse offline encryptionthatrecommendandunavailIS theyableservrceVirtruthatusersNotify
functionstoandtools

Virtru

stnceinstancesall Salesforceacrosslevelsh of availabilitymaintained hishasSalesforce
Webtc sitea0n bldata putovendor service-qualityn-demand daily0As 0nthe providelyinception

Andtn byleadertheatth availabilityareWEesforceSalc0m pr0ves),//trust,salesforce(http
0urof customers'areWE worthySalesforce provesrecordtrack transparent,its completelymaking

besttheSalesforcelabiavalandme continuousT ensureo maximumtrust,

Salesforce
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salesforce uses commercially reasonable efforts to make its on-demand services available to its

customers 2417, exceplf.t pf'at-..JC.-.time, for which Salesforce gives customers prior notice'

and force majeure ,u.nt" fx..fi.nt availab1ity statistics are criticalio Salesforce's customers'

success and to the success of Salesforce as a company' Live and historical statistics on the

Salesforce system p.rforrrn.. ti. puUrcty published it nttp//trust.salesforce'com/trusystatus'

u time of 99,9+

with a comPleteavailable, alongprotectionfacilitiesadvancedmostandatadredundant protection
affectingwithout performance.data recovery plan-all

thattech powersdatabasets nologyPlatform provenSalesforcengThe underlyilayerpersistence
nt04over biand50than organizations,000m0reservlngtodayofall productsSalesforce's with anallSsecond,25thanlessoftimeseuestan responwith reqaveragetransactions dayper

At the heart of this architecture, each customer application instance is supported by a multi-homed

..t.i* *.nguration wm muftipfe connections toihe lnternet. Production application Servers are

load balanced within each |air;ntet, production database servers are replicated in near-real

til;6; feer data center within the same geographic region'

serviceNow leverages this Advanced High Availability (AHA) architecture for customer production

instances in several waYs:
.ln the event of the failure of one or more infrastructure components,service is restored by

transferring the operation of customer instances associated with the failed components to the peer

data center.
.Before executing required maintenance, serviceNow can proactively transfer operation of

customer instances impaAeO by the maintenance to the peer data center' The maintenance can

then proceed without impacting service availability'

This approach means that the transfer between active and standby data centers is being regularly

executed as part of staniarC opiltilg procedures - ensuring thaiwhen it is needed to address a

triili., tn. transfer will be successful ind service disruption minimized'

RTO is 2 hours, RPO is t hour'

see the "serviceNow security, operations, and compliance white PapeC'included with this

nse for more information.

beto highlybeenhave designedinfrastructurecloud-basedandcentersdataServiceNow's networkand multiured antnd plehave components
available. All servers and network devices

paths to avoid single points of failure'

ServiceNow

atsystemsback-upelectrical powertheoffailureofinstanceraretheln seconds51first 1z-theforBatteries provide powerstartcenter instantaneouslYdataQTSeach feed,thewiththeir battery-suPPliedoutputto synchronizedieselon-site sprn upwhile generators
data floor0n theITtheand equipmentcan indefinitelYpowersupplythe generatorson-line,0nce

allare unaffected.infrastructurecritical componentswellAS as

48-72

banksrantedforISthis taken Batteryof gn0neSIseemreliableof mple,thele basics powerwhi takesitthatthe seconds5 typicallywellof5 m beyondnutes powersizedare to provide
thatre theensutoand uarterlyconductedare daily q

line0n lnspectionsc0metoenerators theminsare runningbypecteddieselThetimes, generatorsallatarebanks preparedbattery fullthe simulatednderuanthemnru n nuallyfuelthe thenitiocond n ngandtomonth circulateeach andtechnicians inspectfloorcenter Factorydatathe0nITtheof currentload equipment
hours ofstofuel sufficientofthentainmal

OTS
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in withare multiplecontractsre-su placeandstoredare pp lyon-site,without resupplyoperation
line0nc0meass00n theasdeliveredhaveto fuelers

unplanned downtime.

f ni!*fiy, nrina uses a documented system recovery plan that outlines, the

ilil;;'h ;Jrt p, to1 recovering the applications. This document defines

roles and responsibilities in the event of disaster:

Local Ariba siaff maintains the hardware remotely'

Ariba maintains the application software'

Cro..ir.r are in place to keep database and fileservers in sync between

primary and backuP data centers,

ifrl'trifou.t process of all parts of the infrastructure is automated.

tn the event of a catastropiie, Ariba will declare the primary data center "99yn"

and locally the script will be run to switchover and start the applications il me

centerdataremote
PlanDisaster Recoverytheandscenariostests backupAriba outagepower

and effectivesuccessfulitensure tstobasisa0n

VA,

theAmericaNorthneachwithsites ntwo regionhasbaAri implemented
lnSterl Europeand ngCaliforniaSanlnlocated Jose,aresites currently

Netherlands.Amsterdam,andst,in GermanyLeon-Rot,locatedaresitesthe
itsforahanother assite0ne to design goal0ve fromofact failiThe ng

The goalhours.fourm0reno designthanofTime (RTo)Recove Objectivery
mfive utes.lntsPoint RP0)thefor ObjectiveRecovery

thelnServices,Cloudallfor AribaincludedareDisaste optionsrecovery
aren0 customerites changesdisastertofail-over recoverytheofevent a

continuewillicationsthereach appltousecustomersthatallAS URLsrequired
ofeventtn thedad ressesemailtheiruawill customersAribawork. notifyto

Ariba

emailviaimmediatelyled downtimeuuof nschednotifiedareCustomers
resolvedbeenhasrssueuntilout theemailedare uentlyU freqpdates

email,vra5medowntiofnotified scheduledareCustomers

Fieldglass

definedarchitecture& technicalthe0n infradeaof ngdisastercase pendln
HAtooverfailcouldworkshonicaltech assessment p, systemsHECduring

tom0vec0u tdtheIS selected, systemslf DR offering)node (optional
DR,declaring& HECawith DRcontracted optionthatDC wheresecondary

thewithadvancelnISetc.forme planneddownti pafchingsystemRegular
schedules.maintenancecustomersfollowsandcustomer

Hanna

information

whichtn-24n place,monitoringnu0usconti systemsoffersSAP Hybris
and nal designatedy0urSAP optio lysupportnotifies Hybrisy0u'automaticallY

Toolsmonitoredof problemthetn event systemanypartnerimplementation
ensuresservlcetos Thisdan NHP agncludem0for Sitescopeused nitoring

lnare placemonitorsblems,r0 Standardmesti to emergency presp0nsequick
3rdadditional monitoringcanmer partyutilizeCustositebasic availabilityfor

0rmonthlymonitori request,additional Uponaddwishit ngtoshouldservices
Whenover the periodrevlewtooffered performancearereviewsquarterlY

tont customerthesealertsmonitortoadditionin0ccu [S,problemsystem
notificationcustomeratoailsem designatedsendSAP portsup mayHybris

lnnformationdetailedu 0rates furtherstatus pdtoemal address provide
suchncludewouldwhichcreatedbewouldticketaaddition, support

Hybris

HVAC,

andin mind,hwithisre availabilityarchitectu hignfrastructure designed0ur
ncludredundant,are ngc0mAll ponentsfor majorresiliencyengineered
0urof network.ntsand the c0mponeSUfire resst0n physicalpppower

areandcontrolsaccessstricthavecentersdataProduction

SuccessFactors

SAP
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27001 certified,
production data centers are also geographically dispersed to help prevent a

sNlie event trom affecting more than onedata center. ln the event a

ii.",f r.ii.. Orta center hai an outage we failover to an alternate data center in

ih. rtt. geographic region to minimize impact to customers'

ijuriforO Op-.rations teams are also geographically dispersed, w_orking in

offices in the US, Europe, south America, and lndia, should an office be

irpr.t.O 6y an environmental event or pandemic, other offices can continue

operations,
Alp..ir of the plan are described in the SOC reports, Disaster Recovery Plan

f;iiRi;i and Business continuity Plan ("BCP") solutions are dependent on

l.veraita.tors, The customer may be responsible for parts of the

activities,

Altvandalism,0rofactstoitored sabotagem0n preventhelpandstaffed
SOareandlt/lv facilities,ANare Sl/ElAfl.lA-942Tieratad centersproduction

occur,

atacenter.

ofrisktheminimizetoVMware technologyAvailabilityAir HighvCloud provenleveragesVMware
willVMwaredoesextendedanthat outageeventtheme.downti lnextended unlikely

0rAir vCGSvCloudanto alternativeservicestoefforts restorecustomer'stheguidesupport
thetnascredits outlined followingservrceofthetn formremediesWI alsoWe provided

SLAs.MVMwareandrWatchAiVmwareAirvCloudVMware

VMware

in the future,

thatPlanDisaster RecoveryandPlanusinessBdocumented Continuityanddhas aturemFireEye
hasBCP/DRPThe plantestedandisthat reviewed annuallyind bestfollows practicesustry

ifrevlewforth tsat availablebusinessotherand critical requirementscriteriaRPO/RTO timing

FireEye

wouldcustomerandrtustreamVidowntime systems,extended affecting productionofn eventthe
Virtustreamwherebyfailover declaration0ndecidemandsituationthe utuallyevaluatentlyJ0 atad centerthetocustomerreto restofailovertheexecuteldw0u then

VirtueStream

Suffers an unrecoverable loss of data.b

Thebackuwith ps.schemasdedicatedwithin nightlyisolatedISdataCustomer
24hrs,thebewoulddata lossumaxim m

APM

24hrs,

would be the PreviousThe maximum data lossMM data is backed uP fully dailyMM

stated

ASsite wel ashot/Livebothtnatabasestand da byhaveWe physicalimplemented
achieveto thereal-timewithGuard applyDataOraclesites usrngwarm/standbY

CA Agile

backups. Thewith nightlywithin dedicated schemasCustomer data is isolated

maximum data loss would be the 24hrs.
ASM

CA

thatCustomersloss.dataunrecoverabletoication avoiddatatimereal replperformsGoogle
notcanuseend rSthatensurecanVaultlnretentionthe Google Appspoliciesconfigure

ules,schedretentiondefi nedofadvancelnemaideletemal0r

Google

WhitePaper-v1,4.Pdf
- brtu rtb"O in Google Drive is managed by Google within its multiple servers location' Altirnao

co.r nofurnage thii intrastiucture, coogre Drivdcan be backed up by third party tool such as

Backu

whitepaper:

Drive:leand Googstoredaredata AppEngineGoogleAODocs
u evebacked dayare p rystored ndata Google AppEngineThe

thefrom networkbenefitsandrmPlatfo infrastructureCloudle0nhostedis GoogheT application
://cloud le.com/fi les/Goog le-CommonSecurity-thistn https ,9009escribeddsecu rity

A0Docs
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thei offlineusethatmendrec0m theyandlsVirtru unavailablewithindatathatusersNotify
functions.toandtools

Virtru

The Salesforce services are configured to be N+1 redundant at a minimum' where N is the

number of components ;;gditp. needed for the service to operate, and +1 is the

redundancy, ln many cases,taesiorce has more than one piece of redundant equipment for a

function

centersatadworld-classdelivered multiplels usingservicethemEemaxl availabilityTo lab.n-classuctioa prodseparateinstance, plusdisaster recoveryand replicatedprimarysupporting usersofmillionsto sunents pportdesigneduti carrier-classtzes c0mp0reThe infrastructu network-neutrald carnerandnetwork technologies,andserversofuse lityhigh-availabiExtensive ilientha reseufail and ghlvof t€, providofrisk pointsthe singleminimizetohelpstrategy
andmemummaxlwith upti performancementnenviro

Salesforce

for 8,8,1a0urPleaseServiceNow

and/or disaster.

_ContingencY
4,2 ),(vlicyFC ning-Pol

-Planacloud developedQTS anevent oftn theofnsibilities personnelkeyandroles resp0res,the procedupolicies,detailing
QTS

todueincurlosses they mayforremunerationtenantOu SLA provides

nfrastructure,thewithin
Ariba

much

threethan hours;lessto beistimeframeloss guaranteeddataaximummThe
lsmeframetis0utes the5 m nare everyperformedoffsite backupshowever

Fieldglass

RPO of 30 mins &HEC has a maximumby RPO & RTO.Data loss is defi ned

RTO of 12 hours,
Hanna

shallSAPSAPhandledISrestore byanddata backupcloud solution,dFor
SAPthe Hybrisout tnsetasDatamerCustoforitslowfol proceduresarchiving

0rlossofln eventthe anyServicesedition DescriptioncloudCommerce,
toeffortsreasonablecommerciallYuseshallSAPDataCustomertodamage

suchoflatestthe back-from upDataCustomer0rlostthe damagedrestore
archivithewith nganceaccordlnSAPmaintained byDataCustomer

Servicesneditiocloudmerce,ComSAPitsinreu Hybrisdescribedproced
alterationdestruction,loss,forbe anynotshall responsibleSAPDescription

thirdthosethird exceptcausedData partyCustomer anybyofre0 disclosu
DataCustomertorelatedservlcestoSAPcontracted performsub- byparties

back-uandalntenancem

Hybris

may incur due tofor losses theYOur SLA Provides tenant remuneration

within the infrastructure,
SuccessFactors

SAP

AirWatch Hosted Services

AirWatch Business Contiiuity and Disaster Recovery strategies include data and hardware

redundancy, network.oniig;ttioni.Oundancy and 
-backupi, 

and robust, regular testing

exercises, AiMatch f..d;;';;tirg-lassive configurations for high avairabifity and redundancy

;iil;ii;;rilnents maoeio tairoveiwitn minimaidowntime, Load balancing capabilities are

ItpfJ,tJr.:.ss muftipfe Oat. ,.ntJo to ensure timely server recovery' AirWatch also

incorporates replication t..itJ.gyl*turing SQL log shipping or network SAN byte replication to

data loss.

ServiceslaaSVMWare toare architectedservicesaaSVMwarebelown .2.8.8 .an sectiodetailindiscussedAs DataAirvCloudclDsuchserviceslnloss. additionata optiondunrecoverableofriskizeminim the
AirvCloud policy regardingVMware'srisk.furtherto anymitigatebecanProtection leveraged

ServiceGovemmentvCloudVMware'sofTerms useAirtheln v0loudfoundbecanlossdata ServiceofTermsServiceGovernmentvCloudthetnfoundbelossata candregardingpolicy

VMware
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cannot Providemarketplace, wetheof EMMnaturea and therestrictions competitiveDue FOIAto
res timelines.orstrategls recoverydetai ngregardispecific

in the future

thatPlanDisaster RecoveryandPlanContiBusiness nuitydocumentedandmatureahasFireEye hasBCP/DRPThe plantestedand annuallyisthat reviewedbestfollows practicesnd ustry ifreviewforavailableISthatbusinesscritical requirementsotherandcriteriaRPO/RTO timing

FireEye

tstheredatacentetheindatacenters primarymultiinexist pledatacustomerofcopiesMultiple datacentera secondarytoislocalThe backup replicatedlocalaand backup,c0pythe production tointervalsatalso regulararecoreVM'swith replicatedassociatedresdatastotheand production
toreduare reqditionalad ndancythfeels at steps/reduNASPOlfatacenterdthe secondary

ioniscussto dtsVirtustreamntainmal

VirtueStream

failure.c Offeror experien ces a

notwill affectYorkNewlnnetworkiesTechnoCA corporatethe logtoDisaster
bewill routedservicesnamedomainASsuchservlcesservtce Secondaryrs'custome

tna BCPCA hastn plannotsnetworkTCAthe echnologiessecondarythrough
CAthefrom corporatelsntenvironme separateSaaSTheSEits rvlcesdirecttoplace

is ndisasterdand servrcenetwork

APM

and rven atadtheirto retrievetimetnnotifiedwould beCustomersMAA

failure,

andwork remotelytoablebetothewith abilityal ourofenable employeesWe Allcontinue.canfunctionsusinessbensuretoaccessnetworkremoteprovide
event ofin theutilizedbecanthatateredundhas systemsinfrastructurec0 rporate

CA Agile

their datatime to retrieveand given amPle
Customers would be notified in advance,

0r vla the ASM API
ASM

CA

lobalIS aleinfrastructure 0Googfrom it'sISnetwork productionseparatele's corporateGoog business0urand testsinstallationsofficeatlocated keyhasthat personnelsupportorganization theoffuarters tsifthat headqtoare corporatevalidatetestsTheseannuallyconti pr0gramsnuity
staffotherbecanfunctionsbusinesscriticialthatrid

Google

disaster,

allandredundant,ISthatreinfrastructu naturallYPlatformCloudoverIruns 00%AODocs Google's
etccodes0urce hostingcollaboration,email,suchS technicalAS support,nternalDocs systemAO withoutlocationfrom physicalworkcan anyAODocs personnelservices,basedcloudrunare 0n ne0 theofbasislar tfa u0nlocationsremote regfromworkdoand theyness disruptionbusiany A0Docs personnelnaturaltodue aunavailableto bewere temporarilYfacilitiesDocsAO

intenunificantwork withouttheitoablebewould

AODocs

theirusethatmend theyrec0mandunavailable,be0ris willVithat rtru permanentlY
USETSNotify

functionstoandneoffli
Virtru

SalesforcehasdocumentedDisasterRecoveryandBusinessContinuityplansforcriticalbusiness
functions, The Disaster ri.ilti"t' J.O e*in.tt Continuity plans are tested at least annually' A

post mortem oocumenting-iie t 

"trtt 

.t in. disaster recovery tests can be provided to customers

with a signed NDA in Place'

and d, and e, below.and b. abovePlease see response to items a,

nessbusilist of processes,theeach includingyearareness updatedBusi continuity plans
thistnudedincl processisrces,u managementSeniorres0andtime keyobjectives,recovery arelearnedand lessonsmsiteActionbasisannualan0nexercisedareusinessB planscontinuitY untiltrackedandzedareitemsActionconductedexerclseandincidenteachfromtracked

Salesforce
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Pandemic plan

plans, including aanditional procedures, Processesaddhas developedclosed. Salesforce

ETA

ASdata,for their0wntheir strategydalso evrse backupcustomersmendsrec0malsoSalesforce
SalesforcebackuSalesforce ps.fromrestorationfortoforfee customerststhere a request

aofferWeitsof weeklydata,tcobtainto backupscustomers0urfor periodmultirovides waysplep seta0r datatheirof datalocala c0pybackupcustomers requiringthoseforservice (wES)export
dataalsorceSalesfoERP supportsanAS systemotherinto (suchfor applicationsimport

theirofamaintain local, c0pyseparateandstoretocustomersallowswhichre ication,pl
ASuchUSCSetc. fodata specializedMthe (logins,ata includingdSalesforceorganization's

otherwithandm ntegrationusto analytics,catad reporting,mining,data warehousing 0rto runand the largelocal control abilitywithcustomersDataications replication providesapp
set,dataentiretheacrossuerieshocad

for 8.8.1aPlease see our resServiceNow

The QTS cloud hosting.facilities in Richmond, vA (Rlc1) and. Atlanta, GA(ATL1) have

il;;.d*itn eacn otiieiio restore services in the event that one of the sites becomes

unavailable, Both facilities at. OiS ttn.ged facilities and are always available to meet the

recovery time and ,...0u.-'fpoiiioUi..tit,it for the system Agreembnts are in place 1o allow.QTS

to access resources rt tnJiteinaie'processing site physically and via th.e QTS client network'

Richmond and Atlanta D;d;;6;dte indepe-ndentiy 6perat6O datacenters that offers disaster

recovery services to customers. The contingency apiroicn ensures that,hardware and software

.orpori.nir needed for recovery efforts are already at the alternate facility'

QTS ensures that equipment and supplies required to resume operations are available at the

alternate s1e or contracir r"ir prr.b'to support delivery to the site in time to support the

thetoreements permitinclud agnecessarysite ngalternateanished processingestablhasQTS withinfunctionsbusrnessandntialesse missionsforinformationof system operationsresumption thewhentimewithconsistent recovery objectivesltimeefined periodanization-dment:n 0rglAssig
unavailable.arecapabilitiesprocessingprimary

resufortime mption.n-defined periodorganizatio
and componentsalvirtu servers, managemente,storaginfrastructure,circuits,Network networking

site,alternatethered atuandavailableareresumetouired

OTS

relationalto the underlyingstatelesu objectmod persistautomaticallYAriba
foractionauseraWhen significantwork. performsUSETSASatabased

Aribatheetc.ananto order approval,iteman perfo rmingaddingexample,
relevantthesavesaticallyand automtheofistier aware changeapplication

theofpersistenceTh ls transparentdatabasetostate providestheobject
avoidto"submit""savg"to changes0ruserthewithout havingworkuser's

thatmeansturnThis lntimeout.session0rnteve failureofinwork thelosing
willtiersof the0neofortiers failurenbetwee theconnectionsoflossthe any

stateinconsistentln andataleavenot
alofficitheformiddlethe tiercachedIS in performancedataWhile object

orlossdata corruptionntialavoidtothetn database poteanystoredISrecord
Whenmatic,autoandtsmodulesAriba implicitforthat recoverymeansThis

frombusinesstheof objectsvan0usstatetheretrievemodulesthe theystart,
moduleAriba fails,anlfuserfor sessionsneededasdatabasethe underlying

thethanother restartingn0ts processrecoverythere applicationspecial
asanddatabasethetoconnectwillmoduleAriba automaticallyThemodule

willdata bebusiness objectallworki requiredngc0mmenceandclients login
database,thefro mretrieved

AribaSAP
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Fieldglass

are capable of continued operations in less than one business day, This

includes office space as well as all equipment and supplies needed to

continue its operations without an interruption in customer services,

Fieldglass' BC Program is integrated into allfacets of the company due to the

criticality of the product that it sells and supports, As such, representatives

from all areas of the company are responsible for ensuring that they are

familiar with their duties and responsibilities during a disruption and how to

toestablishedwasnessbusi ncontilass' Prog ram)pr0gramuity (BCFieldg
itsof and/ordafter com Naperville,nsure6 that, Chicagoplete disruption

which resareal and functionsthe for they ponsible,lllinois offices, employees

occursrecover their areas after the d

Service Level Credits

Where SAP fails to meet a Service Level, SAP will be liable to Customer for

the corresponding Service Level Credit as set out in this section, The Service

Level Credit is calculated as the sum of the Service Level Credits for both

DEV/QAS and PRD for the TA Service Level defined in section 5.1 above'

SAP will deduct the amount of any Service Level Credits owed to Customer

from the next invoice (or, if there is no such invoice, by bank transfer to such

bank account as Customer may specify in writing),

Customer agrees that under no circumstances will the total maximum Service

Level Credits: (i) for any one month, exceed 100% of the Service Fee for that

month; and, (ii) for any given contract year, exceed in the aggregate an

amount equal to one- third of the annual Service Fee charged for the contract

year (or one third of the total Service Fee charged if the Term as defined in

ihe applicable Order Form is less than one (1) year). Customer acknowledges

that the Service Level Credits defined hereunder are the sole remedy for

SAP's failure to meet the specified Service Level'

5,6 Termination for Service Level Failure

Customer may terminate the applicable Order Form with thirty (30) day's

termination notice in writing to SAP, if SAP misses a Service Level as

specifled in this Supplement for three (3) months in sequence. Customer may

exercise this termination right only within thirty (30) days after receipt of the

respective Service Level report that documents the applicable Service Level

failure that would cause such termination to accrue in Customer,

Hanna

in the nearfuture, However, our contract

or termination of the Agreement, SAP

may destroy or othenrrrise dispose of any of Customer Data in its possession

unless SAP (i) is requested by Customer to extend the term of the Order

Form as permitted in the Order Form to allow Customer to retrieve Customer

Data, or (ii) receives, no later than thirty (30) days after the effective date of

the termination of this Agreement, a written request for the delivery to

Customer of the then most recent back-up of lhe Customer Data. SAP shall

use reasonable commercial efforts to deliver the back-up to Customer within

thirty (30) days of its receipt of such a written request, provided that Customer

has, at that time, paid all fees and charges outstanding and owed at

termination. Customer shall pay all reasonable fees and expenses incurred

SAP isn't likely to go out of business

states the following: Upon expiration

SAP in retu or dis of the Customer Data.

Hybris
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Support Team members can provide assistance to our customers,

. lriobile Workforce - Should an AiMatch office become inaccessible, all AirWatch employees are

ServicesHostedAiMatch
asas welandinclud cleareu policies proceduresContinBAirWatch strategiesustness (Bc)itv
includenancemainteandsuforOur cular exercises, strategies pportrob recoveryust, testingreg

lesr0 anddefinedand eadershiplocations,supportworKorcefor secondarymobilityprovisions
alfor staffnsibilities rec0veryresp0

meam whichTa Global ultipleAirWatc malh ntains spansLocations SupportSupportMultiple
0ur0neat of 0uraif occuIs offices, remainingdisasterensuresThis thatthearound worldoffices

rces,res0uinternalcanand access necessarywith laptopsuippedeq
neltoned rs0nare assandroles ig key pedisasteraDefi responsibilitiesned Leadership During

thedocuments Additionallylead and process.continuityerdand ershipprovidesmanagrecovery
staffal andvendorsforareforrsnumbecontact

VMware

in the future,

lanP thatDisasterandnConti u Plan RecoveryuslnessBdhas andmature itydocumentedFireEye
BCP/DRP hasnna u Theandreviewed tested planthatractices ts allyfollows best pndustry

ifisat revlewavailable forthntsc businessriticalandcriteria othe requiremetimRPO/RTO ng

FireEye

failure,

delivertoordelntheof nfrastructureinto allbuilthas physicalVirtustream layersredundancy
of rotectionAddre. levelsitionalaof failu pand riskstheu 99to 999% systemSLAs mitigatep

wellAS automaticASoffsiteicated storageand replinclude locallybackupssystem (storedregular
aofthe eventtn0the restoretodata tocenter facilitate perationsato abilitysecondaryreplication

VirtueStream

Ability to recover and restore data within 4 business hours in the event of a severe system
d

outage,

of credit,entitled to a number of

5ofrescan Itu n unforeseen8%99 which outagesSLAan of uptimeCA provides
ISholdthres Custometofailure ameet SLAln eventthe dofhours monthpe

APM

technologies, multiPle copies of data are maintained helping in

of the data.
Using DB clusteringMAA

We can meet thisCA
lncontinuoto uslyfromicated the secondary R)(DlsData (production)maryprirepl

RD site tdw0u befailovera thetoloss liveof dataofeventthe

CA

ASM

le's rs zero,

See 'Virtru lncident & BreachVirtru

For business continuity purposes, Salesforce supports disaster recovery with a dedicated team

and a 4 hour recovery poiniobjective (RPO) and 12 hour recovery time objective (RTO)'

Additional details can be provided with the execution of an NDA between Salesforce and your

near-real attime thediskto nIScommittedlast transaction,u the replicatedtodata,Customer p
aredata centertheat Backupsnterce backedanddata primaryupdisasternated recoverydesig

to thewithout accessd centerata applicationat stoppin 0facilitydaily pnmaryperformed

Salesforce

Please see our for 8,8,1aServiceNow

cloud has identified the following potential accessibility problems:

. Network Outage - ShortTerm

(v1.2 - 26114), QTS_Planning-PolicyAs defined in QTS OPS-PO L-54-QTS-FC-ContingencY

a orPower Environmental

. Network Outage - Long Term

- Short Term

QTS

canahsoft LO7
carahsoft



I
soLlclrATlON # CH15012

independently of each other indefinitely'

tf eTS cloud determines il;i;t;'196 event (network, pow€r, facility damage) presents a long-

term threat, QTS immediately conducts an emergency meeting and plan to remedy or relocate

infrastructure to a viable facil

Term

ATL

LongEnvironmental Outage0rPowerFacili$
a Sho TermrtSerious DamageFacility

Pe rmanenterm 0rTSerious F Longacility Damage
canand operateanls Active/Active systemlnfrastructurecloudQTS1c2RI andtheBoth

VA,

theAmerican Northeachwithinsites region.twobaAri has implemented
ln Europeand Sterling,CaliforniaSanin Jlocated 0se,aresites currently

Netherlandand Amsterdamst.in Leon-Rot, Germanylocatedsitesthe are
itsn foraASh goalanothersite0ne desigtofromoverfailofactThe ng

Thefourthan design goalhoursm0ren0ofTime (RTo)0bjectiveRecovery
mfive utes,lnISPointthefor

Ariba

. RTO = No more than 48 houns

. RPO = No more than 6 hours.

Fieldglass offers the following:

Disastersiteinalof 0ngwith 00% powerprocessingsiteWarm replica
fromneedrucan withoutnsite

Fieldglass

See our RTO RPO info belowHanna

BothlDSandlPSareincludedthesAPHybrisCommerce,CloudEdition
in. r..rrity infrastructure includes 1rewall security and hardened.security

oofitL. on ,ll ,.".rr. Log management procedures are in-place for.log

ffi;; il fi;;*uir, tppril.iions, n;twork devices, including file-integrity

;;;a;.;i sAi, nvnri. utitizes technologies from teading security lirms for

6 M;A;ent and File lntesritv Manry9l9,nl'SAP Hvbris emplovs two-

factor authentication acrois its"nei',vork. SRf Hynris undergoes vulnerability

and penetration testing, 6np uyurir validates against requirements for PCI

DSS 2.0.

in. int*tru.ture also includes web Application Firewalls and DDoS

shallSAPSAPhandled byisrestorebacku anddatasolutioncloud pFo d
SAPtheoutset tnas HybrisDataCustomerforitsfollow archiving procedures

0rof lossthen event anyitioned Description.ServicescloudCom merce,
toeffortsreasonableuse commerciallYshallSAPustomer Data,ctodamage

suchofback-latest upthefromDataCustomer0rlostthe damagedrestore
archivithewith ngaccordancelnSAPnedmaintaiData byCustomer

ServiceseditioncloudmmeCo rce,SAPitsin Hybrisdescribedprocedure
alterationestruction,dfo loss,notshall anybeSAP responsibleDescription

thirdthosethird (exceptcausedData partyCustomer anybyofredisclosu0r
DataCustomertorelatedrvicessetoSAPcontractedsub- performbyparties

andmaintenance back-up).

Services,M itigation
areicies in-placeand policies managementchangeaddition,ln p0security

isinformationandcustomertochand systemsaccess angesallthatensuring
authorizationaccessstaff with0n SAPaccessible Hybrisly by

itsthe Customercontrolled (oriswhich bysoftwaretheof applicationSecurity
Customertheoftheremalns ityresponsibilpartner)implementation

0rSAP destroytheof maytermination Agreement0rrationU expip0n
lslessn SAPu i)itstnDataCustomerof possessl0nof anyotherwise dispose

itted tnasForm0rdertheoftermtheextendtoCustomeruested

Hybris

SAP
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I

no later than thirty (30) days after the effective date of the termination of this

Agreement, a written request for the delivery to Customer of the then most

recent back-up of the Customer Data, SAP shall use reasonable commercial

efforts to delivei the back-up to Customer within thirty (30) days of its receipt

of such a written request, provided that Customer has, at that time, paid all

fees and charges outstanding and owed at termination, Customer shall pay

all reasonable fees and expenses incurred by SAP in returning or disposing of

the Order Form to allow Customer to retrieve Customer Data, or (ii) receives,

the Customer Data.

SuccessFactors terms and conditionsRPO and RTO are defined in the

VMware Response:

VMware laaS Services

VMware DR service.

We can discuss specific recovery information under NDA to participating entities during task order

negotiations as required,

AiMatch Hosted Services

We can discuss specific recovery information under NDA to participating entities during task order

ations as uiredn

VMware

uested in the future,

thatPlanDisasteandusinessB nConti Planmaturea documented Recoveryandhas uityFireEye
hasThe BCP/DRPisthat andreviewed tested planind annuallybestlowsfol ustry practices

ifrevlewavailable forlsu thatrementsotherand bucritical srnessRPO/RTO criteria reqtiming

FireEye

VirtueStream

center.

lreuforand that DR,mission-criticalfor workloads reqaremicroVM's systemsPlusBasic designed
anddatacenter ,e Reserveln uVM)reservedof (iaddition capacity secondarycompute

thetn ofevent anabthe il restoreto outagetoication facilitatematicauto ity operationsreplstorage
hou2 rsIare minutes5 andRTOand c0refor microVM'sRPOdatathat e rimaryp

e, Describe Your Point Objective and Time

Recovery Point Objective

Data that is uploaded, but

(RPO): Maximum data loss: 24 hours

not backed up within the 24 hours may have to be re-

entered
: 72 hoursTime

APM

Recovery Point Objective

Data that is uploaded, but

(RPO): Maximum data loss: 24 hours

not backed up within the 24 hours may have to be re-

entered
72 hoursTime

MM

RTO: 2 hours

RPO: 12 hours
CA Agile

Recovery
Data that
entered

rSmu houloss: 24dataMaximPoint Objective (RP0)
hours aveh beto re-backed nwithi 24thets u bloaded not mayut upp

24 hoursTime

ASM

CA

RPO/RTO are zero hoursle

AODocs is hosted on Google App Engine which is

SLA is 99.5% . Specific financial penalties can be

designed to be highly available. 0ur standard

discussed as part of the AODocs license

datacenters on m continents.rs run in multi
contract,

le

AODocs
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i

daily basis, and backuPs are stored

are retained for at least 90Cloud

on the highly redundant
AODocs data is backed up on a

See 'Virtru lncident & BreachVirtru
teamdedicatedwith adisaster recoverySalesforcebusiness supportsFor continuity purposes,

timeand 2 (RTo),hour objectiverecoveryaand hou4 (RPo)recovery objectivepoint
andSalesforceNDAan between y0urofthe executionbe withlsdetai canAdditional provided

Salesforce

Please see our nse for 8,8.1aServiceNow
ission-critical application needs and enables you to achieve

QTS DRaaS willsuPPort all of your m

a RTO within minutes and RPO of seconds,
QTS

See aboveAriba
Fieldglass offers the following:
. RTO = No more than 48 hours
. RPO = No more than 6 hours.

with 100% processing power of original site. Disaster

site can run without need from resum
Warm site rePlica

Fieldglass

1. HANA Database

RTO - 12 hours, RPO - 30 minutes

2. Sybase ASE Database

the following RTO & RPOFor disaster Recovery, SAP HEC offers

RPO - 30 minutesRTO - 12

Hanna

Customers have 3 choices in DR sites:

. as p.rt of our base offering, best effort DR, wewould bring your site back up

in an alternate datacenter which is a minimum of 500 miles away from the

primary datacenter, We would actually push your project server images to the

alternite datacenter, but we would still need to set up your various interfaces,

3rd party services, etc, which could day a few.days'
, inb w6utO be to have your DR site managed by hybris Manage.d Services'

. 3rd would be to use your own DC as a DR site, we would need to set up a

technical call with our combined teams to synch up on the replication

strategies.
. Orrbn services utilizes VMware Site Recovery Managerwith storage-based

replication,
. For enhanced DR, we would include one annual DR test, but more can be

added if required. lt also includes a customer specific DR and Business

WCcenterdatatofailurecasethe pny0ur mary productionofln catastrophic
hancedEn DRsolDR utions,enhancedtobestfrom effortsoffer anywhere

warmof ahour forandrs RPOofRTO hou8totranslates eitheroptions
hot-site.afor30 minutestominutes ofRPORTO0r 30ofsolutionstand by

Hybris

disaster,

dataforthere are provisionsreement,ubscription agtheWithin
Time Objective)for RTO'sof SLAthetn event (Recoveryrecovery

willWecontract,tn theneddefiarentPoiRPOand Objective(Recovery
forations eachoblcontractual0ur igdata basedritize up0nrecoverypn0

RPO.andRTOcustomer

SuccessFactors

SAP
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VMware laaS Services

Provide the RPO and RTO for DR, point to SLAs for others'

RTO - 4 hours or less

npo - 15 minutes to 24 hours - time is configurable by user but there is a bandwidth

consideration for shorter replication times'

VMWare AirWatch

nirwatcn Business continuity (BC) and Disaster Recovery (DR) strategies include data and

hardware redundancy, n.t*Jrfi configuration redundancy and backups, and robust, regular testing

exercises.
. iltin.tt Gontinuity - Our BC recovery strategies for support and maintenance include

p*irionr to1. wor6orce mobility, secondary support locations, and defined leadership roles and

responsibilities for all recovery staff,

. fviJiipi. Srpport Locations l nirWtt.n maintains a Global Support Team, which spans mul1ple

offices around the world, ihi, .n*rr.r that if a disaster occurs at one of our offices, our remaining

Support Team members can provide assistance to our customers'

o fvf6nif. WorKorce - Should an AiMatch office become inaccessible, all AirWatch employees are

equippedwithlaptopsandcanaccessnecessaryinternalresources,
;b;iifu Leadersnlp - Durilg i disaster, roles ind responsibilities are assigned to key personnel,

and a recovery r.n.g.iprouiOes leadership and documents the continuity process. Additionally'

.t.tg.*y.ontact numners forkey personhel are provided for all vendors and support stafl

I Higfr Adr.uility and Disaster Reiovery - nirwatch features active-passive configurations for

niglirurilrbirity and redundancy with all components made to failover with minimal downtime'

Lo"aO Uatancinfi capabil1ies are deployed across multiple data centers to ensure immediate server

pi.t up, ensuring r.ro .nd user downiime. AirWatch also incorporates replication technology

i..t,"i.g SaL b-g shipping or network SAN byte replication to.prevent data loss'

Due to FolA restrictions ino tne iompetitive nature of the EMM marketplace, we cannot provide

ies or timelines.details

VMware

uested in the future.

thatPlanDisasterandPlanConess RecoveryBusimentedreatu ntinuitydocuandahas mFire Eye
hasBCP/DRPThetestedand plan

ISthat reviewed annuallybestfollows practicesindustry
ifrevlewable foravatthat lsbusinesscriticalother requirementsandti0 criteriaRPO/RT mrng

FireEye

LAN/SANMAN laYer,

state of utah can choose any of our FedMMP Data centers to host their applications-and the DR

location, For illustrative purporer, we have assumed the primary data center will be USDCO2 and

TimersHou2Pointa Objective (RP0)havewill Recoverysolutionrtustream's
workloads,enableddisasterallfor30of recoveryMinutes(RT0)0bjective

isThens,tverdel platformcontinuousto operationedbeenhasrtustreamVi Cloud desigThe
nare runreAll99%. infrastructuAS 99 systemstoSLAswithbe upavailableto highlyarchitected

All theof datants faiof u re.n0withnedhaveand single p0been+1N model desigat aneast
circuitstoconnectedant separateash ured ndinfrastructure power suppliesitiesfacil andcenter

aatredundantvta pathwaysconnectedisEve devicefeeds,from rypowerseparate

center.

Ube SDCOwouldcenterRD atad
0urtn FranciscoSanallwith workloads runningbeenhassolutionofState designedUtahThe

ofState Utah'stheat USDCO2ofevent disaster facility,aln the unlikelydata(usDc02)
lnlocated Northerncenterdatathetnbackht onlinebewill secondarySETVrcES brougproduction

AllRTO,hourd 2withlnesmachforminutes virtualISRPO 30TheDCo1b target),(uVirginia
thetn secondaryreservedwillnode have capacitythetn computeworkloadsnuctio primaryprod

disaster6virtual machinAlland icatedReserve VMs storagerepldewhen trnode usingloyedp
arecentersdataThe and secondary0nbased sto primaryare replicationrageservlcesrecovery

AboveNetTier providersfrom0 Sonet separatediverse rivate ringsGbpspinterconnected by
data centersthe twobetweenandlicatedtsDataLeveand 3

VirtueStream
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during the on-boarding Process,

Figure 2. lntegrated Disaster Recovery

virtustream'$ cloud pfatform ineiudes integrated disaster recovery {30 Min RPO & 3 llr
RTO) and backuP.
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a. Method ofdata backuPs

fomethodbe ologies8.8.2 Descri

are stored on disk oAPM

Backu are stored on disk on between data centers for DRMAA

lication cluster is tested

center,
over-

u warmoffsand iteonsiteboth to0nce (oweekbacku takenaredFull atabase perps
runare n rg htlylncremental3rd backupsanot party) systemsdata separate

out andareafter tiwhich agedmefo 21 they simplyretainedare daysBackups

written,
to disasteranhouNSsactio takenaredatabaseof tran everySNaddln apshotsition,

rs ofhouof 5maxtmumwithdisasterfor rec0veryencysite allowing emergrecovery
etc dat atadnatural isastertnreonsitehic failureued (fi cage,tolossdata catastrop

theto offsiteaand llfu disastertestedre recovery pr0cessBacku a monthlypscenter)

CA Agile

Backu are stored on disk between data centers for DR
ASM

CA

hardsS several0nuch 0nkslndata encustomerstoresthatmind cryptedKee ln Googlep ng
Daicustomerconsidered lynotshould be specific.severalat centersdataservers backups

centerdataeachatto ermedreaserverof each

Google

a separate redundant database

Amazon AWSwellin a

in Oregon and offline astonlve database replicatioWe performVirtru

attime thediskto n near-realIStransactiontheto replicatedcommittedlastCustomer data, up
clonedthencenter anddatabacked theatcentedata marypriupdisaster recoverydesignated
timesOU recoverytestssasterDi projectedcenter verifydatadisaste recoverythe recoveryto

and the integrity of the customer data.

Salesforce
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thetoaccesswithoutcenterdata stoppingeach facilityatBacku are dailyperformedps
acr0ssnetworkLSM Pnetwork (ouanoverclo transmittedts encryptedningBackupapplication,

beto retiredareunlessfacilities, theycenterdatasecure0urleaveneveratad centersall Tapes
securea destruction processthdand roughestroyed

becannotataifiedmod dDeletedfor90is sandboxes)daysretention (30dayspol icyThe backup
canretentiona theywantcustomerslf longerfor sandboxes),90afterrecovered (30 daysdays

theavat lable nrefeatutheuse

serviceNow stores production instances in two geographically separate regional data cenlers' with

sub-production instances hoit O in t single dati center. Backups of the two production databases

and the single sub-production database ire taken everyday for all instances throughout the private

cloud infrastructure.

The backup cycle consists of four weekly full backups and the pasi 6 days of daily differential

backups that provide zg d-ryt .int.krf't, Arr nt*rns are writlen to disk, no tapes are used and

;; dkrp; aie sent otr site, nrr the controls that apply to live customer data also apply to

backups. lf data is .n.wpt O in tnt live database tn'en it witt also be encrypted in the backups'

anddatato recovermeansthe8.8in tsdescribed primaryasAdvancedWhile AvailabilityHigh
usetoISit desirablecasescertaintnservlceacasethe of disruptiontnservicerestore

anddata backupThismechanismand recoverydata backuptraditionalm0reServiceNow's
mechanismaactsand recoveryaswithrt AHA secondaryc0ncetnworkssystemrecovery

forarefailuresof reportedthere backups, Anytorun ensuare qualitytestsautomatedRegular
ServiceNowwithiniationremed

ServiceNow

added as needed.can beandare

which0n customer systemmulti-tenant platformsesand manag hig h-performance,QTS operates
becanDatafiles/volumes.ofrestoreforretainedand rapidcreatedbecanfile backupsdataand orcenterdataaln QTSresidecanand locallyQTS0n location,0r disk,0n dependingstored tape

canTS alsots omediumthe tape,atad retention, backupoff-sitefortsthere needalfoff-site
site addresstoato (remote)sitethefrom secondarydatabackedthe primaryupreplicate

DR uirementsandremote reqstorageeographicallYg
VLANwith securitynetwork privatesecure backupare: gigabitlizesutiSecu QTS separate,

theaccess toit tapelimtoaccessa systemmonitoredts priority badgeusingical securityPhys
thenicatioromF the backupcture, applinfrastrunetworkandd isk servers,braries arrays

stafftolimited QTSsecu rsaccessand rity0ndthe storedatato tape,accesscontrolssoftware
only,

Scalable:

QTS

insure no data loss haPPens:

Orir ir stored in databases on high-availability storage disk-based system in

primary datacenter

b-;6d copied as backup to high-avaitabitity disk storage in the primary

datacenter

Data is copied to tape and kept in the Pjimary data center

brti ir copied to tape and kept in an off-site tape storage facility (lron

Mountain)in Union City , , --_r ^..-,^-,
oata ii ieplicated to ditabases high-availability storage disk-based system in

the backuP datacenter

b.trlr copied as backup to high-availability disk storage in the backup

in the datacenterandto

backup data

of our data to
CA. Ariba's

many copies
Our primary data center

center is CenturyLink in

is Equinix, in San Jose;

Sterling, VA, We make

datacenter
Data is

AribaSAP
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near-real time.tndatacenter happensremotethetolicationData rep
eachda location)mestisks ay (indtheto multiplebackupIS backed upData

a each location)0nceto day (inlsData written tape
SAE 3402theauditedare againstand proceduresThese processes

methodsfrom thesecan restoreWErifiesaudito VC0urstandard
Fulldatabases.0ur clusteredwithinstoredisthein systemdata FieldglassAII tocenterfromand replicationincrementalute backupsm5 indailybackups

contidataofcenter

Fieldglass

DataDomainEMConexecutedHln lsECSAPof systemsThe backup
andfor backupNetworkerEMCdonetsThis usingastoragdeduplication

BSiteremotetoalsoASite are0nThe backu

Hanna

for 30 days.

Database backups are encrypted and stored at a,customer's "primary"

;;;ii",,,;ile1'as the "aii#ate" warm-site tocation for redundancy and

disasterrecoveryp,,po.',.lfthecustome/sprimarylocalionisdefinedas
tn. J.i, ..nt.r i'n nmsteroam, NL, then copies of their database would be

;6;Hil streamed in a i..* manner to the data center based in St

ffi-ii;i bE, and vi.e versa,lne nacrup is stored on Storage Area Network

;#t;;..rypted with AES'256 bit by encryption appliance' Backups, are

;Jtrid tor etiOays. Our Log Fite Retention policy is designed to meet or

.*...0-tn. most stringent iniustry standards, Archiving of data is the

customer's

24everysnapshotsfollows:as systemundertaken storageISData backup
databasefulland weeklybackupsdatabaseincrementalntghours, htly

servlcehosted0uas ofpartandstandardall providedareThesebackups. facilitiescenteratadand backupthedis0n k nstored primaryareAll backups

SuccessFactors

your vCloud Air account.

Data Protection is an optional service that provides secure, image-based backup and recovery

capabilities that enabte il t.;;.i.;l iffitt virtual machine data and content hosted in your

vCloud Air laaS .nuiront.r,f fniougn tti. Data Protection administration interface available in the

vCtoud Air Consote, rA#';il'il-#uirtu.r tn'r.nine members can be selected for policy-based

backup and recoverY oPerations'

Data protection feature g[r.iipii.. and activation may b9 requested via My VMware and is

subject to additional .."i.. t dt nased on the amouniof backup data capacity' Backup data

capacity for the service is meatureo in front end terabytes (FETB) Once activated' vApps and

their virtual machine t.;nil.it ttv nl relistera and unregistered with Data Protection features

on , t.ft-t."ice basis through the v0loud Air Console'

As part of this service, VMware will:

.lmplement and maintain central service components (backup s9{3re appliances, backup and

archival storage meoia anJas*.i.t.O net*ort topologies) needed to support Data Protection

features theof Databehalfonservicesandmaintenance optimizationroutine.Perform configuration
bestwithin conformancent andenvironmeProtection

VMware
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enrollment,
.curirnt . storage locality per geographical region for all backup data,

.p.uio, n....riry Drta prbteciion service reporting as it is requested,

Participating entities will be responsible for:

.Subscribing to Data proteciion as an add-on feature via My VMware and selecting an amount of

br.k;p ;t#ge capacity commensurate with your requirements'

.Greating custom nacr<up Jroiection policies tlrat may include, but are not limited to: affinity

r.ttingt!.t VDC, scheduling, and retention periods'

.Registering and unregistetiiblnJiuioua undpt .no their virtual machine members for scheduled

backups using Data Protection,
;pffi;ilg a"ny on-demand backups per vApp and its virtual machine members'

.Performing in-place ol. out-of-plt.e restores per vApp and/or individual,virtual machine'

.Managing any in-guest 
"lou'!ry 

tttf,s, including *lot. operations at the operating system' file

systems and/or any application level'

.Managing backup rto"g. t.p..ity and consumption that may include, but is not limited to:

activity reporting, orderin'g aOriitionit storage capacity via My VMwareTM and deleting any backup

to freedata in

of subscriptionmade at the timeselectionson capacitYstorage based.Allocate requisite backuP

serverandData2socwith pecifications,tnare compliancerestoreandbackuAll proceduresp
locations,dndatacenterstored andbackedare

FireEye

further protection. The

be documented during
foroffsiteandna basisn replicated0 ightlybacku psVirtustream performs

willandUtahofState landscapedetermined pericies are byretention p0

0the process.n-boarding theand then protecta File backupwithare SystemOS fileslevel protectedrtustreamVi provides
andformatflat fileud to awould mpdatabasesofSome thesolutionanwith ntegratedapplication

filestandardthewithbefiles wouldthose

VirtueStream

Method of server im eb.

N/AAPM servers, andof MM internalthe configurationused to manageAutomation tools are

can be used for
MM

thanfaster restoring.tsrebuild ingdeterminedhaveu WEASbackednot pareSystems
backedarecookbooksurationandChef thehWe

CA Agile

can be used for

servers, andof ASM internalthe configurationAutomation tools are used to manageASM

CA

on twoonto cloudare backedAllVirtru serverto itsoverfail backupitSO canuvol meda ifferentallocated gr0upbeenhasserverEach
others,theofinstancewithin the

Salesforce

to 8,8.2aPlease see ourServiceNow solutiond scalable comprehensiveandareuirements exponentiallYgrowing0urY data storage req
andlmplementingmarketplace,in today'sis necessaryabsolutelydataand protectionfor storage anceand c0mn plimeetto both applicatioinfrastructure y0ur

this storagem necessaryanag ing
and costlytime c0nsumlngbecanrements extremelyrequr

cosleffectiveandrmancehof -perfo0urto higwirhneeds QTS. portfoliostorage0utsource y0u
whenavailablebe y0utoandbewill securedata guaranteedrvtcesse y0urstoragemanaged andwith certified processessoftware,andhardware coupledleadmarket ingit.need leveragingBy

solutions.itableauddeliversneln

QTS
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Managed sAN (Shared and Dedicated)- a fast, reliable Fibre channel (FC) and iscsl sAN

attacnJ storagb solution that easily scales to meet your business requirements'

FCSANManof agedlevel y0ublockES replicationasynchronousReplication providSANto-SAN
needsdisasterntersce fordatathe-artstate-of-0uroftworvrcese between

See aboveAriba
betoareAll designedbackuserverrun systemsnot ps,does mageFieldglass

andah ofsenescreated
Fieldglass

customer.

files,aes systemflleinclud operatingsystemdefinedThe packagebackup
executedtsbackuwhtn theich pThetheand frequencydatabase backup

the0nThisabove, dependsmentionedofeach thefor componentsVANCS
thewith0nlevelstheand serviceschedules agreedservlceHECstandard

Hanna

SAP

VMware will provide the following servlces to participating entities with respect to Data Recovery:

.Data protection such as routine backups, for the vCloud Ai infrastructure includ ing top-layer

management and user-management interfaces owned and operated by VMware,

.Data and infrastructure restoration for the vCloud Air infrastructure, including top-layer

management and user-management interfaces owned and operated by VMware,

Partici pating ontities will be resp0 nsible for the following servlces with respect to Data Recovery:

.Data protection, such as routine backups, for the data and content accessed or stored on v0loud

Air virtual machine's 0r storage devices, configu ration settings, etc,

.Data, content, virtual machine and conlig uration restorations for assets accessed or stored 0n

your v0loud Air account'

bata piotection is an optional service that provides secure, image-based backup and recovery

.rpr5ifiti.r that enableyou io protect important virtual machine data and content hosted in your

vcloud Air laas environmeni, fhrough the Data Protection administration interface available in the

vgloud Air Console, vnpps anO theiivirtual machine members can be selected for policy-based

backup and recoverY oPerations,

Data Protection feature sunscription and activation may be requested via My-VMware and is

,rnl.rt io additional service fees based on the amouni of backup data capacity. Backup data

;il;;iii.; th. i.*i.. is measured in front end terabytes (FETB): once activated, vApps and

their virtual machine r.rb.tt t.y be registered and unregistered with Data Protection features

on a self-service basis through the vCloud Air Console'

As part of this service, VMware will:

.ir[r.r.niand mainiain central service components (backup sgftr5re appliances, backup and

."fiitJ storage media and associated network topologies) needed to support Data Protection

features,
.p.tfo. routine configuration, maintenance and optimization services on behalf of the Data

Protection environmenl and in conformance with industry best practices' 
..

.nffi.it 
"qriiite 

nacfup itorage based on capacity seiections made at the time of subscription

enrollment.
.ou.irnt . storage locality per geographical region for all backup data,

.FruiOr n.c.rriry Oata Proteciion service reporting as it is requested.

Participating entities will be responsible for:

.Subscribing to Data proLction as an add-on feature via My VMware and selec1ng an amount of

nicfup sto6ge capacity commensurate with your requirements'

;d;ti'1g-cJstom dacrrip-protection policies that may include, but are not limited to: affinity

settings-per VDC, scheduling, and retention periods'

.Rai;trhg ano unregisteiinblnJiuioua vAfps and their virtuat machine members for scheduled

usl Data Protection,

VMware
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to freedata in i

VMwareT

membersmachinevirtualitsandbackuand VAPPon-dem perpsany.Performing
achinemvirtualividualand/or ndrestores0 per VAPPoutof-placein-place.Performing

fit6theat systemreresto operati ngincluding operationstasks,recoveryin-guestanying.Manag
level,and/or applicationanysystems

to:limitedts notbutnclude,that mayand consumptioncapacitystoragebackup.Managing
M and backupanyvia deletingealaddition Mycapacitystoragorderingreportingactivity

andData server2s0c Swithlnare c0m pecifications
restoreand plianceproceduresAll backup

locationsdifferentlndatacenterstoanddbackedare
FireEye

anwiththethenand applicationbackuFilea protectwith parefiles SystemlevelOS protected
andformatflat filed dtowould umpdatabasesOtherwiseavailable.wheresolutionratedinteg

microVM'sc0reAdditionallyfilestandardthe backupwith systembewouldfilesthose protected
for DRdatacentertoare

VirtueStream

Digitallocation of etc,
c.

e,

in the same geograPhic

Nlocation

alternate location (withBackups are securelY replicated to anAPM

site with weeklY data backuPs

offsite,

reside in the PrimacYDaily differential and full backuPsMM

centerdatawarmtn 0urstoare redCA
CA has alternate site 900 miles from our site,anASM

CA

T
is hosten in two cloudAllbackuVirtru toaccess theutwithocenterdata stoppingeach facilityatrmed dailyare perfoBackups

rknetwo acrossMPLS0urnetworkanoverclonin transmittedis encryptedBackulication ppap
retibe redtoarelessunfacilities theycentersecure data0uleaveT neverdata apesall centers).

destructionrea secuand

Salesforce

to 8,8.2aPlease see ourServiceNow

emergency,
iiis hd f;r Mountain deliver the customefs media back to their lT environment or wherever

they request delivery,

Secure: QTS staff adheres to storage-industry best practices and security procedures' QTS

fditi;t have earned SSAE16-SOC1 accreditations, All media is maintained in a secure

environment and locked in t..* media containers during transition from the QTS environment to

the off-site storage location.

Compliance and Tracking: QTS's partnership with lron Mountain provides the ability to offer

6;i;g 
"'d 

tr.rfing into"rmation a'bout the customer's off-site media via the SecureSync Web

Off-siteandT Rotation StorageapeManaged storemustwhocustomersand manydatafor helpsbackup,off-site storageservrceThis provides
hasQTSandlawsvan0uswith regulationstositeITfrom a complymarydata priseparately toservicesatadofftn -siteleader storagear0n Mountain recognizednationallycontracted
enablesservlceThelocation,off-sitesecure,from aandtoamedidatathem0ve storage (tapes)

vtadata tapeOff-siteanof storagetheln event outagerestorationanddata rityintegsecurity
anofeventlnlocations. thein mustored Itipleis securelyinformationathat customefsensures

QTS

See aboveAribaSAP
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than 1 miles

centers.dataitsvaultsdata within productionallhouses backupFieldglass
m0recentersdataacrossItvau are continuouslyofrcas the performedRepl

Fieldglass

ntherefrombecan restoredandsitethebacked todataAlt ts secondaryup
site,atevent thedof disastereventthe

SuccessFactors

VMware vCloud Protection to diskDataAirVMware serverandDatans.cSO s2withare n pecificatiocompliancerestoreand proceduresAll backup
locations.rentd iffelntoicated datacentersanddbackedare

FireEye

in a unreadable format and cannot be

Thefo rtherfuoffsite protection.andbasisn0 na replicatedightlyVirtustream backupsperforms
docube mentedwill duringandofState Utah per landscapearelicies determined byretention p0

the on-boarding pr0cess.
tobecanand replicateddclass isk storage systemslocal0nISdata stored enterpriseBackup

solutionbasedis diskbackuofAll Virtustreamdatacenter prtustreamVialn secondarysystems
the0n Clientinstall VM(s)backutimethe ofat p applicationeneratedare 0keysEncryption

the0n backustored systemare pcanbut AES-256,beAES- 28 Keysleastare atEn keyscryption
isdatabasethe0ndata theabout keysthetool,the managementencryption keydatabases using

VirtueStream

ate data center strategies ford,
itedUn States,ntinentalc0nwithi theatad centersAltern

is generally in the country

executed,

where the contract is
The location where data is storedAPM

The MM service is available from one data centerMM

but -1300 miles

within the UScenters locateduration with both dataWe have a hoUwarm data configCA Agile

ASM has a warm with near time between the data centers
ASM

CA

ufail res,cascadoftheto ngriskduementcenterN+the assigndatanotdoes useGoogle centerdatawhichsessl0neachfordecision logintc uniqueamakes dynaminfrastructureGoogle's
secondasbewill usedcentedata rs arywhichandatad centeravailablemosttheIS closest, highly

0nbased availabilthehout itvdthatfor aysessionshift througwouldThis assignmentand tertiary
endthe usertoseamlessts nedoand

Google

datacenters

in our database tobackup all data storedin AWS, andWe utilize multiPle availability zonesVirtru

center locations,

of our U,S, dataCloud is stored in twoSalesforce's GovemmentCustomer Data for customers in

nan disasterualandcentereachat datareal-timenear replicationrviceseSalesforce performsThe thebetweendand atatimesrecove replicationVE rytheservicethe rify projectedfortestsrecovery Ia 00%tssitedisaster recoveryThecenterdisastertheand recoverycenterdatauctionprod
tsData transmittedstonetwork, rage data),ofsiteroduction (host,the capacityof pprimaryreplica back-n Addks itionallyacross encryptedcentersdataisaster recoverydandthebetween rimaryp

theatbackuon hically separatedretained geograpIS psdataandare rmedu dataof perfops

centerata location.drec0veisasterd

Salesforce

to 8,8.2aPlease see ourServiceNow

Atlanta, GA, and Suwanee, GA,

The entire QTS cloud is a unmeo standalone Active cloud architecture and is backed up in both

VA,centers: Richmond,located at the following datastorage sites areThe QTS cloud alternate

tond ude:inclRichmoandAtlanta
andClustern Servicethedata HypervisorDeliverymerCusto

andnfrastructureMCloud

QTS
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The QTS cloud Security documentation is backed up in alternate site located Suwanee' GA to

include:

bott*.i.lop.rating systems, confi guration Data and security Documentation

QTScloudManagementlnfrastructureandConfigurationData:
Richmond, VA: The Ricil;nd c6uJ Man.g.*.-nt Laygr (Cloud Hypervisor Management Cluster)

and Customer data in the Service Delivery Hypervisor'Cluiter, and-Configuration data is backed

and staged locally in Richmond on the management layer then.backed up across the site-to-site

ffi;d;;.iVirrr to n1.ni., On, rnis proceis isjepdrate and independent of the Customers

service Delivery r.v.r, ni[ntr, cnt inb Ailanta cloud Management Layer (cloud Hypervisor

Management Clusteg *i coniigrtrtion data is backed and staged locally in Atlanta on the

management tayer then ;t.il'i,p ;;tss the Site-to-Site Management VPN to Richmond' VA'

ihi; p1;;.;'- ieparate anO independent of the Customers Service Delivery Layer'

This process maintains both local and remote management layer data and configuration backup

tc

(RPO) is five minutes. !a- ,-_-r:^- ^, r rDr a rho{
in the'event of a fail-over to the disaster recovery site location, all URLs that

.,'to'." ,'e to reach tlre San Jose data center will continue to work' We

;i[;;tiit drtomers via their emait addresses in the event of unplanned

downtime.

Ni.in.ffy, *. use a documented system rggoYgry plan that outlines the

.pptotci and steps for recovering the applications'

in. Co.r*.nt deiines roles and iesponsibilities in the event of disaste*

Local staff maintains the hardware remotely

We maintain the application software
pio..rr., i" in ptice to keep database and fileservers in sync between

primary and backuP data centers

in in. euent of a citastropne, we will declare the primary data center ""down""

rnO oui local staff will fottbw a script to start the applications at the remote

data center

w. trt po*.r outage backup scenarios and the Disaster Recovery Plan on a

basis

locatedlsdata center)forsite failover primary(Ourahave warm EquinixWe
Centuatlocatedts ryLinksite0urand recoverydisasteriforniaCalSantn Jose,

datamalntheover fromfailofactThe ingSterlilnCenter Virginiail9,Data
timeahas recoveryatad center goaldesignsitethetocenter recovery

Point ObjectiveRecoveryThehours.fourof design goal(RT0)objective

Ariba

cA,

lass' backuP data2A, above, FieldgQuestion 8,8Please see the answer to

center is located in San
Fieldglass

nDataDomai0n EMCexecutedISn ECHSAPof systemsThe backup
andforrkerNetwo backupEMCneisTh dois usingded storage.uplication

BSiteto remotealsoareSiteon A replicatedTheistration,n backupsadmi
VandCA A,SterlingClara,be Santasite &BA0r mayF example

Hanna

wecenterdatato productionprimaryy0urofcasethe catastroPhicln
DRancedEn hDR solutions.toefforts enhancedbestfromoffer

Hybris

SAP
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8.9 Data Protection

strategies,
. Ouibn *"ices utilizes VMware Site Recovery Managerwith storage-based

replication.
.ForenhancedDR,wewouldincludeoneannualDRtest,butmorecanbe

,OJ.Jli *quired. li also includes a customer specific DR and Business

afor warmof hourRPOandIof hourseitherto RTOtranslatesoptions
hotsiteafor30of inutesmRPOto30of minutesRTOorsolution,standby

sitesDRinchoices3haversCustome
backsite upwouldrt weeffo DR, bring y0urbesta of 0u baseas offering,part
thefromiles500of mminimd um awayISwhichatacenterdatealternantn

thetoserver imageswouldWe projecty0urpushactuallydatacenteraryprim
van0 interfacesustoneed setstill up y0uwouldWCbutdatacenteralternate

fewatichwh could days,etc dayrvices,se3rd party
Services.site ManagedDR by hybrisbe haveto managed2nd would y0ur

ato setneed upwouldWeDRasDC site,ause 0wnbe to3rd would your
u the0n replicationto pteams0urwith synchcombinedcalltechnical

tsichwhcenterdataand backupaASentcli h primaryEach designated
anddifferent0n powerAS existingwellASseparatedraphicallYgeog

SuccessFactors

notlsservlcethisbutcooPandHAato geographicalprovidRackwarecanCustomers purchase
AirWatchVMware0r vCGS,vCAofc0re lityaAS capabrovidedp

theto secondarycenterdataUSthefromronmentenvl primarytheUbacksAirWatch productionp
WEofre landscape,the EMMnatutheandrestrictions competitiveDue FOIAtontercesU data

usecu0ruschedadditionalcannot

VMware

serverandData2with soc specificationsrea ln compliancerestoreand proceduresAll backup locations.ntdiffereindatacenterstoandbackedareestm
FireEye

DR data center would be USDCO1.

The state of utah sorutioririas neen designed with all workloads running in our san Francisco

(USDCS2) data center. f n ii. unfif.f' ev"ent of a disaster at the USDCO2 facility, State of Utah's

production services wilr ne iiought back online in,the secondary data center located in Northern

Virginia (USDC61), Th. ils;ift;;;try-tff, objective (RPo) is 30 minutes for virtual machines

w*h a 2 hour Recovery Til ilj;;til. tnrof All'produciion workloads in,the primary node will

have reserved compute .rpttiti it if'r. i..onOrry node.when Oenlory!1t-1ng Enterprise Reserve

pVMs and replicated rt ir|., ifitirtuai macninridisaster recovery services are based on storage

replication, The primary tni t..onOtw data centers are interconnected by diverse private 10

Gbps Sonet rings from rlpi"i.11.ii providers - AboveNet and Level 3' Data is replicated

asynchronousry ano coniiuouJy netwien l!g.t*.o 
data centers' Virtustream also performs

backups on a nighfly br.i;;il6iaieo otrsite for further protection, The retention policies are

determined by State .f Uil il60t..p. and will be documented during the on-boarding

DRtheandhostto theirnters applicationsCeData0urof FedRAMPcanUtah chooseof anyState andSDCO2be Uwillcenterdatamedu theaveh ass primaryWEustrativeiilFor purposes,location.
VirtueStream

the0nndidata,sensitive ngdepetonsandies protectoptiostandard technologencryption1.9.8 Specify at0r rest,transitlnwhileMasterlsth Agreement,undertointendthatmodelservicelar

via TLS MutualAuthAll data is transit
APMCA
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nativeusingtsrestdataSensitive encryptedin-transit,dthe ataHTTPSfl-LS encrypts
vendorsandSQLof

MAA

bothhaveWEdata restat+ Fo1TLSWE supportn istransitdAll ata encrypted
AES-256,W/TDEtzes OracleutilnDBleveldiskanddatabase

CA Agile

is usedHTTPS/TLSintransit,is encryPteddata centersAll data transm itted between

the ASM dashboard and API
ASM

end point devices to Google's Fro nt End Servers are encrypted with
All c0n nectio NS from customer

and rties use robust public
enforced HTTPS sessl0ns ust ng Forward Secrecy Google websites pr0pe

technolog es 2048-bit RSA 0r P-256 ECDSA SSL certificates issued by d trusted authority
key

Authority c2).(currentlY the Goog le nternet

All data in transit between Google's Data centers traverses across Google's private fiber network

uring ; irttomized, proprietary encryption technology'

Google hard drives leverage technologies like FDE (full disk encryption) and drive locking' to protect

data at rest,

These methods of encryption are fully managed. by Google and Google's Key Management servers

naseo on 128-bit or stronger Advanced Encryption standard (AES)'

Encryption Keys and Ciphers Supported by Google

Protocols
TLS 1.2

TLS 1.1

TLS 1,0

ssL 3.04

QUIC
Cipher suites

ECDHE-RSA with AES

ECDHE-RSA with 3DES

ECDHE-ECDSA
RSAwith AES

RSA With 3DES

Signing keYs

RSA 2048

ECDSA P-256

Hash functions

SHA384
SHA256
SHAl
MD5

Google

Vendor interfaces are available only

Email is exchanged via SMTP|I-LS

ine.

SSUTLSvlaistransitlndata encryptedAll
HTTPSvra

AllAODocs data are stored in

AODocs

TLS 1,2 ECD HEcBcrnAES-256Virtru

oftheto pensonallyprocessingpertaining
m ofbroada spectrucustomersitsoffers

ln theiritsthat customers

Salesforce
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respective ses of the Salesforce services Salesforce believes that these provide its customers the
u

and rity requirements.
flexibil ity to c0m ply with laws with stringent privacy secu

Data ln Motion

All transmissions between the user and the salesforce services are TLS encrypted with a 2048-bit

public Key. The Services use tniernational/Global Step Up TLS certiflcates, with AES 256-bit

encryption bY default'

Data At Rest

S;d;"; includes a feature to encrypt custom text fields (ECF):

The fields can be t.tf,.ilpp.piirt6fy t* tpecific data types (i'e', credit card number' Social

S..urity frfrrber, National tirsurince Number, Social lnsurance Numbe$'

Access to read tne masr<lo"partr oiin. ti.lor is limited by the ""view Encrypted Data"" permission,

which is not enabled bY default.

Gustomers ,.n *.nrg.'their encryption key based on their organization's security needs and

regulatory requirements.

Encrypted fields are encrypted with 128-bit keys and use the AES (Advanced Encryption standard)

algorithm,

Additional Salesforce Encryption Capabilities

Apex Code extends tne io'werful-and prouen success of the Force'com platform by introducing the

ability to write code that runs on Salesforce servers, This language makes possible the development

of a new class of apptication and features deployed entirely on demand' Using Apex, yourAgency

can create user interface .rr*.i that utilize ine Ap.x crypio class to encrypt field level data up to

AES 256-bit encryPtion,

Thi rd Party Encryption Solutions (Add itional License Opti on)
Skyhigh, and

Should add itional encryption be required, third party solutions such AS CipherCloud,

PerspecSys aval lable 0n the Salesforce AppExchange, These solutions offer data loss
are

well data protection with
prevention, user activity and m0nitoring, malware protection, AS as

encryption and tokenization Data can be encrypted and masked at rest, keys managed and stored tn

and controls to revent unauthorized access to data and

Encryption in Transit

serviceNow customers access their instances over the lnternet using forced Transport Layer security

trlii...r1,piion (nrst zep56) for all user access. The level of encryption is based on the browser

and must be configured b;-til;;;tdeias Servicetlow does not modify any browser settings' All

,tt.rptiio ,.cesi servicbNow over HTTp are redirected to HTTPS.

lntegration EncryPtion

Foiiniegrationsiuch as LDAP and Web Services, ServiceNow provides. customers

with the abil1y to encrypt tiaffic, LDAP can be conhgured to run over SSL, this requires customers to

;;;;id;;;;riit'rcate tor'tne specific LDAP^server, C6rtificates may also be 
-stored 

within an instance

to allow encrypted transmiribn for Web Services integrations' FfpS anO SCP can be used as file

iianster metnoCs to securely transfer files to ServiceNow'

ServiceNowrest,at providesdatatransitln anddatabothforofusemakes encryptionServiceNow customerswhichthewithindataof restat systemntheto encryptiowith regardal capabilitiesoption
discretion0wntheiatcan apply

Email Encryption
the instance,USCTS fromtoils theirematotheir instance generateustomersc may configure

theirableare toCustomersTLS.overemailreceivetotheServiceNow

ServiceNow
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TLS,

Encryption at Rest

ServiceNow can provide three types of encryption for data at rest that are implemenled by the

customer or by customer'i.q*ii in the case'of edge encryption and.dedicated hardware'

.Golumn encryption of rurtom.itJded fields and ittacnments: Provides data encryption using

AES12S/2bO or 3DES ryr..iii. f.V encryption. The customer provides the keys for this encryption'

Data stored in these nehs cannot n6 searifreO or reported on and this does not support out ofthe

box fields,
.Edge Encryption Proxy: with optional additional cost Edge lncryplign, 

the customens create and

control their encryption r,.vr *itlin tn.i, o"n network. Edge Encryption includes a proxy applicat'ton

that resides in a customeris networf, This encrypts data defore it is sent (also encrypted in transit)

from the customer's.nuirnr.nilo tne Servic6tttow instance, The data always remains encrypted

whilst stored in the instance tnJ tn. Ort. along with the keys and the encryption configuration is

never accessible by Servicet to*. n.qr.tts foi encrypted data must also be made through the proxy

application and is therefo;t.ryptti;ly within the'custome/s network before being sent to their

end users client browser. itease irote thai data encrypted with Edge encryption canryt be used by

back-end scripts or pt*.tt.t .nl searching and refiorting behavior is 
?ls^o 

modified through its use'

.Full disk encryption: p.uiOlt via sett-encry-pting hard drives with AES256 bit encryption' This

encryption capabitity ir ;;V;;;ilrbre tnrougi th6 purchase of dedicated.ServiceNow hardware at an

additionalcost. This oerive'rs 
;'at-rest' proteition only and is focused solely on preventing data

;ilil;th,.ugh the toss or theft of hard disks hotding customer data,

Wherever
les,

ESServiceNow

that email overNow will receiveover TLS and Serviceemail system to send emailto ServiceNow

FIPS 1 40-2 certified tech

Anti-tampering controls

Signature verification of signing events

Uialterable, systematic capture of signing data

viewing sessionSecure, private ssL 256 bit

technocertificate logyDigital
ramretentiondataurablec

Docusign

Secu rityLayer28-b it TransportAES usingencryptionminimumenforceWe
wheredatabaseln thedataDSSPCI-Wet0nssess onlyall encryptfor(TLS)
lsmediaAltiance, backupc0mpPCI-DSSoftnand supportappropriate

to off-siteto256-bitAESus

Ariba

asecu rity throughh levelh ofa application-leveligOur application provides
envelo pesdocumentaccess checking,encof page-levelcombination ryption

ofnationcombiahandled throughISsecurityand Applicationactivity logg ng
serverdatabaseandserver configuration,checks, applicationrammlngrogp

dataallforenSSL cryption2048-bituses (HTTPS)lassFieldgconfiguration.
thebetweensharedud dataincllnternet,tc ngoverissions thetransm publ

back-endandthebetweenshareddata productandusersanduct endprod
DSallow monitoringtonternal VLANthe0ntsData decryptedsystems.

SHA-256the0nbasedhashahedhas USare 0ne-wayngPasswords
thenotdatabase;thets aveds withinvaluehashThemalgorithencryption

assword,p
thatdata wouldre requrrenotdoes requbaseThe applicationFieldglass

storenotshouldileWh customersisedifnotifications c0mpr0mbreach
thatcustomerthedefinedbe byfieldscustom maydata,sensitive personal

datanent and permissibletoAES-256 pertianywith capturebecan encrypted
ilewhvtewfrom enteringmaskedalsocan befields optionallyThesepoints,

infields thetheviewiand

Fieldglass

SAP
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and the customer site,

6piionriO.tr at Rest encryption - HANA encryption at Rest activated during

svstem build uPon request,

il."or.ilrta at rest'is properly protected against unauthorized access,

these controls include

+nysicaf security controls in SAP HEG Datacenters in place.

.ir'ilGi;;i r.p.tttion of "online" storage and backup (physically separated DC

sections)
;sirditjset and Access Management (segregation of duties)

.Authorization tvtanagemeniaicording'to ine neeO to know principle also for

administrative accounts, e,i. DBAs hive limited authorizations to perform DB

operation onlY
;5il;iil i;gting and Security Monitoring for critical activities / access

transferdata possibleload encrypteddata physicalitialn encrypted
VPN-devicevarioussusolutionsDC pportSAPECto HconnectionEncrypted

andsecured encryptedusedbe tocan setupthatandrsvendo specifications
mentnetwork segcustomertheSAPfrom 0nsolutionscloudbetweenneltun

whichuestcustomer reqoncan betransitin configurednal encryptionOptio
DC'of fromssubsetdifferenta

Hanna

ModuleAdvanced

btheat we layerapplicationSSLh connectivitYth r0ugts providedEncryption
back-officefor integrationtunnelVPN secureweAS ASll encrypted

theh hybrisavailable througareilitiesFurther capabencryptionconnectivitY

Hybris

n Theinformatiosensitiveastreated lyisthein highdataAll system
TransitlnEncryptionoffers Encryption,and nfrastructure Strongapplication

thataretheseof optionsthe following (someincludingRest,atand Encryption
basethe services):tnincludednotare

aandaof keyconsisting publictechnology(TLS)SecurityLayerTransport
tousedIS encryptTheinformation keypublicsensitivetokey, protectprivate
browserWebait. Whenusedis to deciphertheandinformation keyprivate

servethe bsite)(weauthenticateshandshakeddomsecua ain,redtopoints
awith uniqueis establishedmethodAnclthe encryptionientand (browser).
litatesfacithatsesst0nsecua rethen beginCustomers maysession key

and rityA integprivacymessag
dataresecu storagereliablea safe,SANitachi arrays provideH storage

levelblockat thedatasecuretobitAES.256useWe encryptionenvironment.
ms,aourof systestorag

VPN3DESovertsDatadisK'to transported""diskare performedBackups
technDomaiDataustdiskred 0nstoand

SuccessFactors

VMWare AirWatch

AiMatch leverages strong,

and in transit, Due to FOIA

provide sPecific encryPtion

VMWare laaS Services

Data in transit will be encrypted based upon the customers selected method of transport (ssl or

rPSEC VPN),

Data at rest encryption is the responsibility of the customer. By example HyTrust is an endpoint

encryption choice for many v0loud Air customers'

non-proprietary e ncryption algorith m s tt- q,rott-cJ.?Pplicable data at rest

i.it,iltionr and the cbmpetitirle nature of the EMM landscape, we cannot

algorithms and Protocols,

VMware

and practices concerningimplementationshave their ownEach of the FireEYe offered solutionsFireEye
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l.Email Threat Prevention (ETP)

ETp offers TLS encryption support for data in transmission, ETP only stores email found to contain

malware or malicious content and does not encrypt this data.

2,Mobile Threat Prevention (MTP)

All data in transit is protected using standard TLS encryption. The database itself is not encrypted'

However, all systems are under strict security and access control rules, in compliant with SOC 2

regulations,
3.Threat Analytics Platform (TAP)

All data in-transit between a customer environment and TAP instance in Amazon AWS is encrypted

with a 256-bit Twofish key, No customer data is stored on disk, however data stores leverage

Amazon AWS S3 encryption settings.

inter-device

aAS Service FaaS4. cv)FireEye
ers0n PNdas rvlceSe n0n-un FireEand ntity E)mm (FaaS) pec0 ications, yeapplianceFireEye

webHTTPS interfaces,ind standardmunicationsc0m encryptedusec employs ustryred inter-process
custome atad lnofn sensitiveforaccess end-to-endthemSSH protectioanultifactorand m agement

ofrS rotectedrances adwith nalditioFiwith p symmetricaaSF municates layec0mitionadd appreEye
informatiofornelschanhestablisand

0nil Clientthe VMication nstaatrated timethe of (s),are backup applEnc genekeysryption
stoare 0nred the backu281 canbut AES.be p system256are leastat ES.A KeyskeysEncryption

the0n ISdatabase ndata theaboutThetoolethe keyskey managementdatabases ncryptionusrng

an unreadable format and cannot be

VirtueStream

8,9.2 Describe whether or not it is willing to sign relevant and applicable Bus

other agreement that may be nece

iness Associate Agreement or

to data with a Purchasing EntitY.

8,9.3 Offeror must describe how it will only use data for p

participating addendum, or related service level agreeme

government related data for any other purpose including

subcontractors shall not resell nor otherwise redistribute i

received as a result of this RFP.

Carahsoft would be willing to sign Business

with a purpose of protecting customer data.

Agreed and understood. Carahsoft

other than those outlined within the

8.1 0 Service Level Aqreements

Associate Agreements or similar agreements that are set forth

urposes defined in the Master Agreement,

nt. Offeror shall not use the government data or

but not limited to data mining, Offeror or its

nformation gained from its access to the data

and its'subcontractors will not use any government data for purposes

frameworks of this contract.

8,10.1 Offeror must describe whether your sample Service Level Agreement is negotiable. lf not describe

not to negotiate Service Levelhow it benefits

APM The availabil SLA of 99.8% is standard and not

MAA The availabil SLA of 99,8% is standard and not ble

The SLA of 99,8% is standard and notCA

The SLA of 99.8% is standard and not able

CA

ASM

le maintains a SLA for all customers.

A0Docs AODocs maintains a si le SLA for all customers

Virtru reement can be for certain customers.
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The persistence layer underlying salesforce Platform is proven database technology thatpowers

al ofsatestorce's producti t6da:y, serving more than 150,000 organizations and over 4 billion

trrnsa.tionr per day with an ru.ttg. req-uest response time of less than ,25 seconds all with an

average up time of 99,9+ Percent.

Salesforce uses commercially reasonable efforts to make its on-demand services available to its

.u.io*.rr 2417, except for planned downtime, for which Salesforce gives customers prior notice,

.no-t*. majeure ruintr. iir.rr.nt availability statistics are critical to Salesforce's customers'

success and to the success of Salesforce as a company. Live and historicalstatistics on the

S;i;;f** $tem perfoimance are publicly published it nttp/trust.salesforce'com/trusVstatus'

Salesforce has maintained high levels of availability across all Salesforce instances since

inception. As the only on-l.r:rnO vendor to provid-e daily service-quality data on a public Web site

initfilitiurt.rrlesforce.com), Salesforce prov'es that we are the leader in availability' And by

il;ii.g iti tract< rerorO cori'pfriefy transparent, Salesforce proves w9 are worthy of our customers'

trust fo ensure maximum rip1me and continuous availability, Salesforce provides the best

reOunOant data protection and most advanced facilities protection available, along with a complete

data without

servlcebaseas the offeringofLevel partServiceoffer AgreementsnotdoesSalesforce typically
atfoffastand resolution problems,availabilservicea withtois offer itvhighOur approach

beSLAan will separatelyit negotiatedcustomer requires

Salesforce

ServiceNow's homogeneous private cloud environment where all applications are on a single

trtffi otfers Serv'iceNow a'competitive advantage in being able to concentrate its efforts to

make the customeds user experience the best possible'

toass suoflevel world-clsame pporttheServiceNowts notSLA negotiable.ServiceNow's
thiswithincluded resp0nse.Guide"Servicetn thedescribedas Subscriptioncustomersall

ServiceNow0and byownedaIS peratedment cloud, fullyenvironSeThe privaterviceNow
abenefitstheand byclouditsof provided& understanding privateServiceNods experience

h h oflevelto a securityllowd it gprovideizedandre standardinfrastructu processesconsistent
mannerreliableeffective andaln costrformanceand

ServiceNow

Yes SLA's can be modified contractual reement,n
CloudAribathe SAPabovenedAsA mentionotareS0ur LAs negotiabl

me.99,5%aincludesreementLevelService
Ariba

lar business,a

and fit0uof customers (ii)to themeettsSLA expectations0ur (i)designed
tothis 0urofBecauseand ities. ability0urwith 0 capabiprotocolsperational

WE arelimited Howeve alwaysisthe SLAtomake nificant changesstg
can rESSaddSLA0urhowdetermineandtocustomerWOto withrk a trywil ling

Fieldglass

SLA.

nderU 0ur Availabilityfo SLA, Systemnot otiableSLAs0ur are Support,neg
claim austomerscfor maymonth systems.each99,5%is productived uring

SLA tonot% belowforFees each2Voof ofcredit Monthly Subscription
d.toabe liedThis itcredFees may ppMonth Suexceed of bscription00% ly

themeetdidthat notService SystemCloudtorefutu invoice relating

Hanna

0uUnder SLA, Availabilityfor SystemareSLAs Support.notOur negotiable
aclaimms Customersfor maym0each nth\Yo99 productive systeIS during

toYo1 below SLAforFees each (notof2o/oitcred of SubscriptionMonthly
to dit becredThisofIexceed 00%

Hybris

SAP
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Below is a samPle of Virtustream's Service Level Agreement:

is setforth in this Section'

SERVICE LEVEL FMMEWORK

The service levels ("service Levels") applicable to-the services specifled in-sections 1 and 2 are set forth in

schedule B to this sD fs;rvic; Leverd ior crouo platrorm services"). The framework that governs all service Levels

Commencement of Service Levels

commencing thirty (30) days from the service start Date (as set forlh.1L the applicable order Form), Virtustream's

performance of the servicis wirt meet eacn appticatle service Level. lf Virtusiream's performance of the services

that did not meet the SYstemto Cloud Servicefuture invoice relating

SLA,

SLA.

nderU our AvailabilitYSLA, SystemforareSLAs Support,not0ur negotiable
dclaimustomersc mayformonth systems.each99.5%is productiveduring

toSLAeachfor % belowFees (notof2o/o Moitcred of nthly Subscription
atoiedit becred applThis mayMof Subscri Fees)00% ption

1 onthlyexceed
meetnot thedidthat SystemServiceCloudtoinvoicefuture relating

SuccessFactors

VMware laaS Services

To best work with our customers and improve our terms in alignment with market requirements'

VMware is willing to review ine terms of its SLA during negotiations of the Participating Addendum

tirlOlrfiry n.'1y ifie existinJ df,q meeistne state's applicable and Hdttt'y laws and regulations'

lf it becomes apparent toih. p.tti.t that it is neces'sbry to revise VMware's SLA to comply with

the state,s applicabte *o'*lo.iow ljws, vMware will enter into discussions about how to best

address these requirements

Vmware SaaS Services

VMware AiMatch
Airwatch service Level Agreements are non-negotiable. Airwatch has a guaranteed uptime sLA

of 9g.9%, please reter to ine Airwatch Hosted s.*ervices Policy for 1{ditional 
information. vMware

Airwatch acknowledges that if it is awarded a contract under ihe RFP that it will annually certify to

the Lead state that it still meets or exceeds the mandatory minimum requirements and technical

of the RFP

Terms

ofTs ermsthetoareand product0r service, subjectthetoareSLAs productVMware's specific
customerthethan toratherthetoThe lsStA productspecificalsoareService provided)(which

themeet availabilitYstatednotucttheshouldrec0urse prodandthedefineto availabilityexpected
AScustomersLocalandState governmentFederal,includecustomersVMware'slevels. existing

thewithtn accordanceVEutil 0ur productswho successfullycustomers,aswell commercial
and ulations,aws regtheiand mandatoryble,ServiceofandSLA applicacurrent
andstate localthe governmentmeetsexisti SLAthatent theconfid ngtsVMwareAccord ng ly

cuuti izeditAS beiis rrentlyngrequirements,

VMware

SLAs are able.Fire theare of0ne0ur SLAsnot negotiable.tsLevel generallyService AgreementVirtustream's
create0rthe designeither changingmeanwouldSLAtheTomarketthe changelnstrictest place,

Forand practices,non-standard pr0cessestncostandn engag ngbyhigherdisruptiooperational
thistoVirtustreamForI0 ms changeI lsTier latencyfor storageSLAVirtustream'sexample,

forn 1Tierthemeans

VirtueStream

ldshouwhichLevelService ment,ofle its Agreesamustitsof ampasr provide01 Offero proposal,,2B. part
toustminfrastructure operatethewithrs whichtnotherand ngoperati parametethedefine performance

rementsandITmeet
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does not meet the applicable service Level, then Virtustream will use commercially reasonable efforts to restore its

performance to meet such Service Level'

Service Level RePorts

service Levels will be calculated and measured monthly by Virtustream.on a calendar month basis and reported

each month for the previous month, The reports wili ne'pr<jvioed to customer by the tenth (1Oth) working day of the

month following that to which such report relates, commencing on the second (2nd) month following the service start

Date and each month thereafter, The monthry r."i.. r.u.l re"port will contain it least the following items: (i) uptime

statistics for the month concerned; (ii) an anarysis'oiieporta'incidents.over the previous month, broken down by

type for discussion; tiiil aciio. pianr'rbiitrrr giuing ririio .oncern; (iv) comments and observations on any issues

arising from Virtustream,s performance monitoring"activities; (v).recommendations on service delivery strategies to

maintain or enhance the service level; and tvU re.iiew of generil business requirements ("service Level Report')'

cloud platform services (ciii) #id own'srjecinc serviie levels as described in this document' cloud cover

services (ccs) has ,."il. levels that pertain to ine ccs otrerings and are reported separately' Not all Virtustream

customeri navb ccs but all Virtustream customers use CPS'

Service Level Review Meetings

Monthly service t-ever review meetings will be conducted by virtustream with customer where the monthly service

Level report specified .0.r. *irr n. d'iscussed, rt mv .iin.'service Levels measured over the previous calendar

month period is not acnfuveo in that month, tnen viriustream will include the steps taken to rectify the problem in the

next monthly service Level Report, ln addition, the issue shall be an agenda topic for discussion at the next monthly

service review meeting. Additionally, after restorin! service.or otherwisl resolving any immediate problem as

specified in this sD, if vird;6; irit, to provide iervices in accordance with the service Levels, Virtustream shall:

,iii.tptry investigate and report on the. causes of such problem;.

b,provide a Root cause Analysis of such tairure as soon'.r ptr"ircrr after such failure or at custome/s request;

c.correct such probternth;ii virtrrtdm's tautiorietponrioltity, as. soon as reasonably practicable and coordinate

the conection of such dbffi if virtustream doesnot have responsibifity for the cause of such problem'

d.Advise customer of tne status of remedial efforts being undertaken with respect to su-gh problem;

e.Demonstrate to customeit iraronaure satistalt]on tnit tnr .rurm of such problem $hat is Virtustream's fault or

i.iJ..iinifit'j nave neen or shall be corrected on a permanent.basis;.and

t.Take corrective actions to prevent any recurrenrc if *.n pnunm (tnat is Virtustream's fault or responsibility)'

Root Cause AnalYsis
prompily following Virtustream,s failure to meet a service Level, Virtustream will perform a root cause analysis to

determine the reason for that failure. upon virtus:triart-o.t *in.tion of the cause of such failure, it will provide to

customer a preliminary report citing the cause oi rr.n failure, lf Virtustream determines that the failure was due to

Virtustream, an additional report will ne provideJ tnat details the root causes of the failure, and which details any

measures that should be taken to minimize tn. p.$iniritv-inat iucn failures will re-occur, Virtustream will correct the

problem and use 1.rton.nt. commercial efforts to minimize the re-occurrence of such failures'

Service Level ExcePtions

Virtustream shall not be liable for any failure to meet the service Levels, to the extent such failure was caused by one

or more of the following:

a.A failure of customer or any of its employees, agents or c_ontractons (including any of custome/s third party service

piouiO.isl to perform anyof iis responsibilities under this SD;

b,Any act or omissionit'curtorrio, any of its emptoyees, agents or contractors (incruding custome/s third party

,.*f. providers or other third parties aiting- on behalf of Customer);

;dt ild;rre, software oiotner product oi a third-party or Customer equipment;

d,Any failure of customer to secure the proper r...Jr iigntr or maintenance and support services with respect to

any component of tne iervtes (e,g., nttO*tt ltott*ii nlt*otft, maintenance) for which Virtustream does not bear

operational responsibility; , ,, -, _--,-r^---^^ ..,i-
e.Downtimes r6sufting fiom a Virtustream's scheduled maintenance windows;

f.Customer's reprioritriation of tne tast<s to ue performed by Virtustream where such reprioritization causes

Virtustream to miss a Service Level;

g,viruses; provided that the infected Virtustream-provided system had virus protection for which the virus protection

ioftware uPdates were uP to date;

soLlclTATlON # CH16012
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h.An election by Customer to purchase a base c-ommitment that is not sufficient to run Customer's system (e'g', lf a

customer elects to size a lrVUt pool that is insufficient to run the designated workload);

i,lssues occuning outsioe'of standard working hours (as deflned for business level customers) - for which the

Service Level Objectives (SLOs) do not apply;

jCi;il6; i.'"i..r (i6st;if;;tgs -ioi'which the Service Level objectives (SLos)do not apply;

k.Resolution delays due to laik of ctient response and/or customer provided credential based information;

Liriority levels noi agreed upon by both customer and supplier; 
-

m.claims of performance degradation not substantiated thiough customer provided diagnostic testing results'

being ovenrvritten and unrecoverable'

Media Sanitization

salesforce has an established process for sanitizing media consist_ent with industry guidelines and

consistent with NlsT sP 800-sb Guidelines for Media sanitization [MP'6]'

soLlclTATloN # cH16012

8.12 Performance Measures and Reportinq

The disposal of data will vary based on the type of service that is being Provided to the Purchasing EntitY

by Salesforce, As an examP e, please see Salesforce response for disposal of govern ment data: Data

Disposal and Destruction

ln the event of term nation of the Salesforce service, requests by your Agency made within 30 daYs after

the effective date of termination or expi ration of the SubscriPtion Ag reement, Salesforce willmake your

data available to You for export or down load, Once the exPort has been completed, an email will be sent to

you containing a link where you can download a ,ziP file that contains multiple ,csv (spreadsheets) files,

each representing Your Salesforce objects. Your data on disk is flagged within the database and set to

inactive status or what can be refened to as a ""s0ft delete. "" This data is no longer available or access ible

to the application but is backed uP in the full database backup process. The data remains in this state for

180 days; this is done in the event that the customer decides to resume services or needs the data for a

legalreason. At 180 days, the data is marked for deletion (""hard delete"") and will be deleted after 30 more

days, Once this ""hard delete"" is executed the customer data is physicallY deleted and non-recoverable

from the database. Following the purge, the data will remain on backup for an additional 90 daYs Prior to

your data d procedures and destruction confirmationand

liability and uptime greater than 99, 5%. Additional Points will be
8.12.1 Describe Your abilitY to guarantee re

awarded for 99.9% or reater

uptime calculated arrear

for P1 issuesthr
have an SLA at 99.8%CA SaaS production environmentsAPM

for P1 issues.arrear thr

calculatedat 99,8% uPtimements have an SLACA MM SaaS production environMM

Service

99 9%to rovide0ur ls up-timecustomers pitionEd goalUnlimitedSaaSFor Rally
notts5o/oof 99anatcalendtf uptimenarcalend quartereach anyquarterduring

tounablewere loginexample,were (forcustomers impactedatively0ur negandmet
theforfees ofuseofmonthalu onetorvlceSE itcredd eqewillWE providto Rally)

CA Agile

arrearcalculatede99.8%atanhave SLAments uptimr0nenvinSaaSCA productio
tssues.P1forhr1month

ASM

CA
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theof time99.9%leastmercusto attolable theavalandWI beservlcesle operationalGoog Apps
WI becustomerthelethemeet SLA,not Appsdoes Googtfmonth.calendar Googletn any

credits,servrceto recelveb le

Google

Serviceexceed themeetto Availability0reffortslereasonabuseto commerciallYreesAltirnao ag
lessnotforUsersable fo useavallsthemeans byServiceLevelServiceTheLevel Availability

deflnedEventsExclusionthetimeof5o/o the99than

A0Docs

Virtru GmaiasSLAsametheVirtru

redundant data protection and most advanced facilities

data recovery plan-all without affecting performance'

salesforce uses commercially reasonable efforts to make its on-demand services available to its

il6;il 2417, exceplfo," pbnn.O downtime, for which Salesforce gives customers prior notice,

and force majeure.u.ntr fii..ff.nt availability statistics are critical tb Salesforce's customers'

success and to the success of Salesforce as a company'

The persistence layer underlying salesforce Platform !s pr9y9n database technology that powers

.it oisri.rtor.e's iroOucts t6Jiy, serving more than 150,000 organizations and over 4 billion

trrnt..tiont per day with an.u.iig. reqirest response time of less than '25 seconds all with an

average up time of 99,9+ Percent.

://trust

To

stnstances nceSalesforceallacrossoflevelsash maintained availabilitySalesforce high
siteWeb0ndata aA publictovendor alityservice-quon-demand dailytheAs providtnce onlyption,

AndtnareWE availability, byleaderthethatSalesforce proves.salesforce.com)(http
customers'0urofareWE worthySalesforce provesrecordlrack transparent,its completelymaking

bestthedesSalesforce provlcontiand nu0us availabilityensu maxmumre uptimetrust,
with d completeavailable, alongprotection

servicebase offeringof theASLevelSeoffer partrvrce Agreementsnotdoes typicallySalesforce
tf clofresolution problemsfastandhservlced availabilitywithtols offer higOur ap proach

bewillSLA itancustomer

Salesforce

minimize downtime,

uof to hourstwome perDownti pExcusedlsSLA excluding99.8%AvailablityServiceNow's
itecturearchH Availabhtheof Advanced (AHA)ilityuse rgtheachievable throughtsThismonth

toservice disru ptionsandforilities ntenancemaifailover8.8tn that capabescribed providesd

ServiceNow

information

hasmeans DocuSignThison" availabilitybankclass "alwayscarrier grade,offersDocuSign
multi-aareWedowntime0 ofminutes per year)aintenancem planned

minated (takingm0el nthly
additionalforsiteTrust com)the (trust,docusignviewPlease DocuSign99,99% operationyear

Docusign

with each customer

thelsTieof facilitiesmentandnnstructioc0 managethefor942 design,TIA requirements
trainedQTS's highlytechnologies,best-of-breedcenters, Usiatad ngall QTSforbasisdesign

customerividualmeet indtosolutionsreliableandefficienttailorofessionalsatad centercertified p
red ndantud tversefacilitiestodelivered throughal tsmercic0m powerPrimnts aryrequireme on-sitesubstationelectricalnearest (usuallythebetweenfailuof reto eliminate single pointspaths

drawi srineeto the ngallowsb users engr ngQT nspectITcustomerof equipmentand each piece
u99,999%the ptimethatandtnarearchitectures placeN+1ured ndantthatvalidateto truly

LevelServiceMeaningfulandsound operational policies.sts u ineeringengpported byguarantee
reementsServiceln AgMastertai loredoutflnancial spelledbackedare penaltiesbyAgreements

QTS

ntains a 99,%0ur application maiOur data centers have 99,99% uptime.

ofiicial SLA with the last 12 months 99,98%
Ariba

99%dc0mmWE to availabilityitUSin centers,datahostedcustomersFor
0urcenters,EU datatnbeto hostedchoosewhocustomersForstandard,

theardstandavailabthefailWC meetto96,ts lf7Yostandardavat

Fieldglass

SAP
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portion thereof) by which we fail to achieve such level, up to one hundred

itstwoto ofrecerveto creditdcustomer 6be ntitled percent (2%)equalmay
o/o orformonth 0neeachthefor forservlce thatntransactio fees percent

of the fees for such month,

The SAP HEC offers a 99.5% uptime availability

(PRD) instances and a 95% uptime availability for quality assurance

(QAS) and development (DEV) instances, This means that after taking in to

account the monthly maintenance window, the TOTAL solution will be

available 99,5% of the time - not that we expect it, but this equates to about 3

hours of unscheduled downtime per month, The concept of "total solution" is

important because the HEC provides Holistic Solution Availability - our single

SLA covers the FULL SOLUTION STACK which means it covers the

lnfrastructure, Operating System, local DB, the HANA in-Memory DB, and the

Application layers. We do not offer individual SLAs on individual layers

SLA for production

the entire solution is downbecause if one

Hanna

Hybris The environment is completely redundant

architecture. The hybris private cloud is based on VMWare virtualization and

is fully load-balanced.

Customer systems reside on a redundant server infrastructure ensuring that if

one server (or part of the server infrastructure) fails, a backup is in place to

ensure that systems remain operational.

The infrastructure is load-balanced ensuring high availability of the system

during peak usage periods, The load-balancing allows the systems to support

large volumes of simultaneous users balancing the load of activity across

multiple servers ensuring peak performance of all systems'

Redundancy of lnfrastructure Components:

. Multihome connectivity to the lnternet backbone. Multiple connections to the

internet, allows optimizing the best route as well as redundancy,
. At an individual component level, all devices have dual physical power

connections to protect against any individual power supply failure
. Redundant Firewalls
. Redundant Routers,
. Redundant Load balancers

. Virtualized Application and Web servers

. Clustered Database - active active cluster mode for enhanced redundancy

. High performance sAN storage- from Netapp, with built in redundancy at the

disk-level (NetApp proprietary MID technology, similar to a MID 5)

. The datacenters provide diverse power (Unintenuptible Power Supply),

backup generators and air conditioning systems required to ensure equipment

remain online with optimal performance 24171365'

. SLA: contractually we provide a guarantee on the performance of your

and based on a high availabilitY

at 99,9%

We contraclually guarantee a minimum of 99,5% system uptime, with the
maintenanceof scheduled and

SuccessFactors
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AvailabilitY Commitment'

taas object storage: object storage powered by Google ctguo.n]{o^1m (standard)99'9%'

ilj;.t ldil. po*.r.6'ny Coogd t,iu"ble reduced ivailability) 99'0% and Object Storage

(nearline storage) 99%'

vcroud Government service Dedicated croud g9.gb% and Virtuar private cloud 99.9% Availability

based,959999.99%fromCommitment rangesOurAir AvailabilitYvCloudforSLAsVMware's forServiceofTermstheoftheto terms applicableareSLAsThe subjectService,ofthen Class0 .95%99CloudPrivateVirtual.99%ooCloudDedicatedAi ServicevCloud Offerings.VMwarethe 95%99,DemandCloud On-PrivateVirtual,95%,99Disaster Recovery99,95%,ProtectionData

Commitment,

VMware

duritimethe.9o/o99 ngofforavailabitheensure litytoeffortsreasonableallundertakesFireEye
servtce availabilitYthemeetnot monthlydoessolutiontheeventln themonthcalendar6 ach

n SLAtheoutlinedAScreditawillFire

FireEye

of 99.99%,utheudesinclVMfor workloadsolutionVirtustreamVirtueStream

8.12.2 Provide
criteria.reementLeveServiceand relatedservlcemestandard upti

99,8%lsSLA targetUptime tothe0n Productiontools systemmonitoringruCA testns using plicationapscripts
onceru nareestT approximatelYavailable, scriptsisserviceSaaSthethat CAverify

d week,SEVENhours ays peper dayten twenty-fourminutes, (240)every
the servlceoftermthe contracted

APM

Bo/o99isSLA targetU ptime
toProduction systemthe0ntoolsus monitoringscntestruns applicationngCA pts

0nceare runscnestT approximatelYisrvrce ptsavailable.SESaaSthethat CAverify
seven week,perd dayshours ayperm (24ten twenty-fournutes,every 0)

of service.thetermcontractedthe

MAA

See above.CA
8%99tsU SLA targetptime

toProduction0ntools systemthenmonitous ngscntestruns ing applicationCA pts
0nceare runestT scnavailable. approximatelYrvicese ptslsSaaSCAthethatverify

SEVEN week,perd dayshoursfour ayper(24ten twenty-minutes,every ( 0)
service,theoftermthe contractedhout

ASM

CA

ranging from 99,9 - 99,95%platform hasCloudGoogle Cloud Platform SLA: Google'sGoogle

Salesforce does not typically offer Service Level Agreemenls as part of the base service offering

our approach is to offer;ili;; witn nign avaitaoility and fast resolution of problems. lf a

rrtto..rt.qrires an SLA it will be negotiated separately'

areSalesforce

Please see response to 8,12.1 above'

itstoavailableserviceson-demandmaketo itseffortsreasonablecommeusesSalesforce rcially
notice,customers priorSalesforce giveswhichforfor downtime,nedplan2417 exceptcustomers customers'Salesforce'scritical toarestatisticsavalExcellent labilityevents.forceand maleure the0nhistorical statisticsLive anddasSalesforce c0mpanyofsuccessthetoandsuccess

Salesforce

DEFINITIONS

t.lnr.ir.nrl; means that the Subscription Service can be accessed by authorized users'ServiceNow

carahsoft L32
carahsoft



soLlclrATloN # cH16012

(b) "Excusgd Downtime" means: (i) Maintenance Time of up to two hours per month; and (ii)

any time the Subscription Service is not Available due to circumstances beyond ServiceNow's

control, including without imitation mod ifications of the Subscription Service by any person other

than ServiceNow 0r a person acting at ServiceNow's direction, Force Majeure Event, general

lnternet outages, failure of Customeis infrastructure or connectivity (including without limitation

d irect connectivity and virtual private network (VP N) connectivity to the Subscriptio n Service),

computer and telecomm unications failures and delays, and network ntrusions 0r denial -of-service

or other criminal attacks.

(c) ,,Maintenance Time" means the time the Subscription Service is not Available due to service

maintenance,

(d),,Availability sLA" means the percentage oltgfttime during which customer's production

init.n.., of the Subscripiion Seivice are-Available during a cilendar month, excluding Excused

Downtime.

AVAILABILITY
it Cuitomers production instances of the Subscription Service fall below the Availability SLA of

ninely-nin. and eight-tenths percent (99.80/0) during a calendar 191tha.C.ustomer's 
exclusive

i.r.tv ior t iture-ot the sunicription'servicb to meet the Availability sLAs is either: (1) to request

that the affected Subscription Term be extended for the number of minutes the Subscription

Service was not Availabl! in the month in accordance with the Availability SLA; or (2) to request

that ServiceNow issue a service credit to Customer for the dollar value of the number of minutes

ine sunscription Service was not Available in the month in accordance with the Availability SLA

iOeeimine,i at the deemed per minute rate ServiceNow charges to Customerfor Custome/s use

iitne afecteO Subscription'service), which Customer may request ServiceNow apply to the next

invoice for subscriPtion fees.

REQU ESTS
ServiceN with in thirty (30)

Custo mer must request all servlce credits 0 extensions n writing to OW

days of the end of the month in which the Availability SLA WAS not met, identifying the support

requests relating to the period Custome/s production instances of the Subscription Service was

not Availab le The total am0u nt of servlce cred its for any monlh may not exceed the subscription

fee for the affected Subscription Service for the month, and has n0 cash val ue ServiceN OW may

delay issuing servlce credits until such amounts reach 0ne tho usand U b. dollars ($ 0oo) 0r

ivalent cu tn the Order Form

who know solutions.and

doatter wheren0 mbackto y0u y0urtsmodel there upy0uOu supportglobalindustry-leading,
c0mm0ur nities,uthwhether r0ughtheto want,access y0uWebusiness expertisey0uprovide

icaltechn supportof0ur0r team experiencedon-demandbasea training,andknowledour g

Docusign

financialare backedreementsLevelService byAgu,999% Meaningful99 ptime guarantee,
customereachwithreementsServiceMastertain loredout

QTS

maintenance

fomontheachud99d .50/o ringpercentageavailabilityWe systemguarantee
andscheduled ncyemergeofthewith nversl0nsn regularlyuctio exceptiorodp

Ariba

case basis,case

Technical
Technical

,5%99PRDfor systemsAvailability
95%PRDlabiAvai fo n0n systemslity

aln"TechnicaltheCustomer AvailabilitY"toandtrackshallSAP report
7 a0nof 99conhactuala SLAECH offercanSAPmonth sum report,ly mary

Hanna

SLA: contractuallY we provide a guarantee on the performance of Your

at 99.9%
Hybris

SAP
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maintenance,

formontheachduring99.5%a availability percentagesystemWe guarantee
anduled emergencyschedofnthewith regularlyexceptiouctionrod versl0ns,p

SuccessFactors

ofthe RFP

SLAahasMatch uptimeAi guaranteedle.areLevel non-negotiabreementsService AgAiMatch VMwareinformationadditionalforServicesHosted PolicyAirWatchthetoreferPlease9%,99of towilit certifythat annuallyRFPnderu thecontractaISit awardedifthatMatchAi acknowledges technicalandumminim requirementsmandatotheexceeds0r ryitat meetsstillthStateLeadthe

VMware

thanother mutuallymonthln calendartimethe anyof99.9%availablearesolutionscloudFireEye
downtime,uledschedandn

FireEye

laaS Compute IS c0m prised of computing resources hosted tn secure data centers
Virtustream

traditionally housed 0n Custome site, These
that replace the physical c0 mputi ng hardware

machines) each
res0urces include physical se rvers wh ich are logically divided into VMs (virtual

with an allocation of CPU and mem0ry and inked to storage,

Terms used ln the detailed descriptions below:

.PVM. Pronounced "micro VM, this ts Virtustream's fine-grained un it of measurement designed to

accurately measu re the actual c0nsum ption of cloud res0urces, A UVM ls a unit of computing

comprised of cPU, memory sto rage toPS and assocl ated local network bandwidth
resources,

(cPu storage inpuUoutput, and network
The usage of each UVM res0urce component memory

U, 768MiB of
bandwidth) ts measured at five minute ntervals 0ne unit each for 200MHz of CP

40 storage fabric put/o utput operationS per second roPS) and 2Mbps of local network
mem0 ry n

hour values ed across the
bandwidth. The highest of the four is averaged per hour and the averag

month to determine the overall UVM usage for the month

The measurement is performed at the aggregate level acr0ss Customer's enti re PVM
Note

center
res0urce pool Bandwidth usage IS only within the data

Plus uVM These terms differentiate the two ways Virtustream offers pVMs services
Basic

Virtustream data center and have 99.99%
"Basic Plus" UVM serMces are limited to a single

availability for the Custome/ s committed level

"Rgselvg" PVM servtce is an equivalent quantity of Basic Plus pVMs reserved at Customer-

Virtustream data center for on-going 0peration du ring disaster events and
designated secondary

during scheduled disaster recovery (DR) exercises
committed level from

ln both overage res0urces required ("surges") up to 20o/o above the
cases,

availability level tf Customer experiences
the contract /o rder form a re provided at the same

consistent overage above this level, then Customer should reset the committed level,

Virtustream offers competitive pricing on compute services for applications that
'Hig h Memory

more),req utre large amounts of mem0ry (64 G B 0r

These terms identify the "zongs" within which pVMs are made available for
.Enterprise

by non-lnternet facing workloads, Systems
consum ption. The

.Enterprise' zone ts for use

deployed nto the Enterprise z0ne are not d rectly accessib le from the lnternet.

Enterprise Basic Plu PVM (r C-uVM-BASP-ENT)
Enterprise

Enterprise Basic Plus pVMs res ide tn a slng le Virtustream data center tn the z0ne.

Resource availabilitY IS 99 99%, and only at the designated data center

uired ('surges") up to 200/0 above the committed level from the contract
Overage res0urces req

level tf Customer experiences consistent overage
/order fo rm IS provided at the same availabi lity

above this level then Customer shou td reset the committed level

Service Level. 99.99% availability for the Custome/s committed level

Billing, Monthly, based on resource usage'

ii.io ero.k Siorage - Local only (lc-STo-T0A-L0c)

Block storage with a Lateffieiuic. ieuef of 3ms that is maintained in a single data center with

n0 repl icatio n ca pability
measured every 30

Billing, Monthly fee, based per GB of storage

ave ed across the month

allocated Allocated storag a IS

VirtueStream
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Tier I Block Storage

Block storage with a

Mo based GB of allocated

- Local Only (IC-STO-T1A-LOC)

Latency Service Level of 1Oms that is maintained in a single data center with

no replication capability,

Billing, Monthly fee, based per GB of storage allocated, Allocated storage is measured every 30

minutes, averaged across the month,

Tier ll Block Storage - Local Only (IC-ST0-T2A-L0C)

Block storage with a Latency Service Level of 20ms that is maintained in a single data center with

no replication capability,

Billing, Monthly fee, based per GB of storage allocated. Allocated storage is measured every 30

minutes, averaged across the month,

Tier lll Block Storage - Local Only (|C-STO-T3A-LOC)

Block storage with 
-a 

Latency Service Level Objective of 40ms that is maintained in a single data

center with no replication capability.

Billing, Monthly fee, based per GB of storage allocated, Allocated storage is measured every 30

minutes, averaged across the month,

Tier 0 Block Storage - Replicated (lC-ST0-T0A-REP)

Data storage with a Latency Service Level of 3ms that is persisted in Custome/s primary

Virtustream data center, and replicated to a second data center with an interval to provide a

Recovery Point Objective (RPO) of 15 minutes,

Service Level. Recovery Time Objective (RTO) of one (1) hour, and a Recovery Point Objective

(RPO) of fifteen (15) minutes.

Billing, Monthly fee, based per GB of storage allocated'

Tier I Block Storage - Replicated (|C-STO-T1A-REP)

Data storage with-a Latency Service Level of 10ms that is persisted in Gustomeds primary

Virtustream data center, and replicated to a second data center with an interval to provide a

Recovery Point Objective (RPO)of 15 minutes.

Service Level, Recbvery Time Objective (RTO) of one (1) hour, and a Recovery Point Objective

(RPO) of fifteen (15) minutes,

Billing, Monthly fee, based per GB of storage allocated'

Tier ll Block Storage - Replicated (IC-ST0-T2A-REP)

Data storage with a Latency Service Level of 20ms that is persisted in Customeds pdmary

Virtustream data center, and replicated to a second data center with an interval to provide a

Recovery Point Objective (RPO) of 15 minutes.

Service Level, Recovery Time Objective (RTO) of one (1) hour, and a Recovery Point Objective

(RPO) of fifieen (1 5) minutes,

Billing, Monthly fee, based per GB of storage allocated.

Tier lll Block Storage - Replicated (IC-STO-T3A-REP)

Data storage with a Latency Service Level Objective of 40ms that is persisted in Custome/s

primary Virtustream data center, and replicated to a second data center with an interval to provide

a Recovery Point Objective.(RPO) of 15 minutes.

Service Level, Recovery Time Objective (RTO) of one (1) hour, and a Recovery Point Objective

(RPO) of fifteen (15) minutes.

8.12,3 Specify and provide the process to be used for the participating entity to call/contact you for support,

who will be the support, and describe the basis of availabi

CA APM CA Support can be engaged bY

http//www,support.ca,com. CA

be delivered in accordance with

telephone or online via CA Support Online at

Support is available 24x7x365. Technical support will

customer preference, and will likely include both

teleohone and email communications, CA Support Online is availa
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j

I

t

notifications, etc,

rams;

set level,VIEWcases severityanm their logto (i.e,customersallows aged anday
usefulothern0 usvaalsoOnline providesCAcloseand Supportcases),update

documentationandbasea productsearch;knowledgefor example:features,
automatedutilities;sud pportownloads;andservicefixes patchpackdownloads;

forsubscriptions hyperbeta pr0gcommunities,toaccessnotifications

andn icationsuc0mmemail0n cases,CAwith engineersSupportWhile working
FileSecureservices,eliverdusedbe toalso portsupcanaccess capabi ityremote

transfeforallow theclient protectedwebsecurea FTPandrotocolPTransfer (FTP)
caseclientthewith providingadditionallYwebCAtolefi Support,attachmentscaseof
wh lenda stored securelyareFilesCAfrom Su encryptedtransfe pport,file protection

arealsore FTPu0n CA

notifications, etc,

atOnlineCAviaonline Support0rbecan telephoneCA byengagedsupport
willTechnical support24x7x365,availableisCA Support,support.ca,comhttp//www

bothincludewilland likelycustomerwithaccordancetn preferencedeliveredbe
hours24 peravailableis0nlineCAc0mm nications, Supportuemaiandtelephone

set level,view severitythei cases logto (i.ecustomersallowsand manageday
usefulothervan0usalsoOnline providesCAclose Supportand cases),update

mentationdocuandsearch;base producta knowledgefor example:features,
automatedutilities;downloads;and supportservlce patchfixes packdownloads;

for hypersubscriptionsrams;betacommunities,to pr0gaccessnotifications;

aandicationsncommuemail0n cases,CAwith engineersWhile Supportworking
leFiSecu reservlcestvertoused eldalsocan be supportaccessremote capabi lity

transferfor theallow protectedclientwebFTPreaand secuProtocolTransfer (FTP)
caseclientthewith providingadditionallYwebCAtoattachmentsfile Support,caseof
whilesecurelyand storedareFilesCAfrom Su encryptedpport,transferlefi protection

also aretransfersFTPrensecuuCAon

MM

the contract,

be provided upon comp letion ofcontact number2417 andaSupport is availableCA Agile

notifications, etc,

vtew,

search;

downloads;

neli atSu OnCAvla0 pportonlinebecan telephonebyCA engagedSupport
will7x365 Technicalable support24xavaiISCA Support,c0m,,support,cahttp://www

bothincludewilland ikelycustomer preference,withn accordancedelbe ivered
hours24availablers0nline perCAns,nicatio Supportcommuemailandtelephone

levelsetcases severitylogthei (i,eto managecustomersallowsandday
usefulothervanousOn alsoneSCA providescloseand up portu ate cases)pd

ocumentationdandproductbasea knowledgefor example:features,
ities automatedutidownloads supportandrviceSC patchfixes, pack

for hypersubscriptionsbetacommunitiesto pr0gramsaccessnotifications

dandcommunicationsemail0neers cases,inCAwith Su engworki pportWhile ng
reSecu Fileservlces,toused deliveralsocan be supportabilaccess itvcapremote
transferfor theallow protectedclientwebFTPsecureaandProtocolransferT (FTP)

casealadditionclient rovidingweb ly pthewithCAtomentslefi Support,attachcaseof whilestored securelyandreaFilesrtmfro SuCA encryptedpp0transferfile protection
usalsors aretransfeFTPunsecure0n CA

ASM

theServiceswhatever Supportton additionalSUledirecttoentitled Goog pportareCustomers
bothfor6 GoogleGuidrvlcesSeTechnical Supporte dhas publishedoffer Googtoler hasresel

after hourshow toofrShouthedescribethatatformPle Cloudand

Google
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times are.

and what the target responsehow to contact Google,support, how to set the priority on a case,

Support Services thein additional to whateverdirect AODocs suPPortCustomers are entitled to

reseller has to offer
A0Docs

Salesforce is pr0posing the Premier+Success PIan Your Agency can cover al of its bases with

this plan support, training, and administration It's what the + ts all about. The Premier+ Success

Plan ives all the benefits of 0u Premier success plan, including a su pport rep assig ned to
g y0u

1 -hour time, 24x7 phone Support, unl mited
your 0rg an ization priority case routing, resp0nse

additio to team
of 0ur enti re online course library pl us 0ne very helpful n access y0ur 0wn

usage
lets focu S 0n design and management wh ile WE

of expert Salesforce administrators, This y0u

support your configuration.

The Premier+ Success Plan includes:

r Unlimited access to our entire online cource catalog of 100+ courses

o 24x7 toll-free Phone suPPort

o Priority case queuing and routing

o Quick 1-hour resPonse time

r An assigned suPPort account reP

o Force.com code troubleshooting

r Customizable end-user course templates

. Fremier Success Review to measure usage and trends

o Access to our poot oiS.irito"r Certified-Administrators who can configure and maintain

your Salesforce edition'. 
Premier Success Review to measure usage and trends

r lncludes administiation services: Get conliguration help. Request 100+ routine

,ont,griuli;n updates fif<e creating users, reports,-workflow, and dashboards' You take online

administration training to learn thd basics, then you tell us your business requirements' Our team

of certified administrators updates your Salesforce system'

subject to the Government cloud Premier+ success Plan outlined above, access to systems and

;;fti;;i.d.nicrr couto pl.iii...r, to customer Data inside of the salesforce Government

Cloud storing U.s, gover;mlnt, u S, government contractors, and FFRDC Customer Data will be

restricted to Quarified u,s. ciiii.n, duarified US citizens are individuars who are united states

;ir.*;;;; pn11ii.rrrvio.ti.o within the United States when accessing the Salesforce.

Government Ctoud systeri;; ;ilhil;;mpleted a background check as,a condition of their

ffii;;n;ri;itn Safirstorce,s.u.titY teveli & ResponsJTimeslssues will be categorized and

nrtiOf,jO according to an assigned severity level, as follows:

Level 1 - Critical

Response time: 1 Houf
critical production issue affecting all users, including system unavailability and data integrity

issues with no workaround available'

Level 2 - Urgent

Response time: 2 Hours*

rrrrri,iiirr.t6r.lity is impacted or signiflcant performance degradation is experienced' lssue is

persistent and affects r;il;;;lloitnijot trnctionality. No reasonable workaround available

Also includes time-sensitive requests such ai requests for ieature activation or a data export'

Level3 - High

time : 4 Hours**

Salesforce
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performance issue 0 bug affecting some but not allusers, Shortterm workaround is
System

aval lable, but not scalable

Level4 - Medium

Response time: 8 Hours**

lnquiry regarding a routine technical issue; information requested on application capabilities'

navisation, installation ot-.0-nigut.tion; nug affecting,t :T1l1lTli:*::" Reasonable

ffif"*rJ available. Resotution required-as soon as reasonably practicable'

*24lTSeveritylandZcoverageincludesweekendsandholidays
**Severity 3 and 4 trrg.t'i;;iinse times incfuOe,local businesghours only and exclude weekends

and holidaysOverview.f S;fi;tti;;alation PathAn issue is received by Tier 1 Support Rep who

will document detaits and-aftmpito t tofu.. ln the event that the problem.cannot be resolved at

this level, case will n. ...rrrt.d to a Tier 2 Support Rep for furthei analysis. Occasionally, a Case

may be received tor wnicirlecnniial understanding or indicated fix exceeds the responsibility of

Support. These issues 2,1.g il;kit ilugnt to lre.a'ttention of R&D through the Tier 3/QA channel'

Throughout the titecycn ol ine ,.r., .ritot.r will receive regular updgtgs from the case owner at

;;iliil1.".6 naseo on .tt"t*.rity, Customers can work with their Support Account

Specialist (SAS) if 6.ig;.llh.ugn tn6 purcnase of Premier Support as a point of escalation

should the need arise'

Step-by-steP escalation Path:

.Case is logged via Help Portal, Phone or through.Live Chat

.Depending on the functio*iri.. ot tn. case iTier 1 Support Rep from the appropriate skill

grrfii.rpi,.ds to the ur.i.onti*ing that the issue has been received and is in process'

,Tier 1 analyzes tne issuJfrimlr't. f.np99ti* of customer provided information in the case'

.Tier 1 makes contact (phone or email) with the customer and gathers more information including

any access needed to reproduce the proble.m' 
.

.With all necessary intorrla-tlon gain.i.o, ri.i1 will attemptto rego-lve the,issue with the customer

.when resotution cannot'blffi;il61t';hieved, Tier 'l 
'support 

Rep will escalate to a Tier 2

Support Rep in the .r*. tr,iii gtoup, Tier 2 Support Rep willtake all steps necessary to

reproduce, understand and resolve the issue'

.Technical lssues that cannoi ur nrofued by the Tier 2 Support Rep 9re 
escalated to Tier 3' This

escalation will provide a Oeeperfayer of anaiysis with the possibility of escalation to

e,A/Development tor npp]'iaiion iJtr.t and Escalation to Operation Services for lnfrastructure

issues as needed.
.Functional lssues that cannot be resolved by Tier 3 are escalated to Product Management'

.lf it is an application r.r*, ....rt rv Development work will be performed, tested and a patch

created.
.lssue Fix Submitted to Operations for lnfrastructure issues'

.lssue Fix dePloYed.

.ii.ii supp,it Rep confirms success of Bug Fix in addressing the problem.

.iirii Sribort nr'p .ont..tt .rti*" and ionfirms that the issue is Resolved'

.Case is closed"

customer shall contact serviceNow',s authorized reseller in accordance with its agreement with

the reseller,

ala7 d includingweek,ahours ays24 dayServiceNowSu ISCustomer bypport provided
means:of the following0neNow usingServicem contactCustome ayholid ays

tsth self-servicetoaccessCustomer loginmay get,service-now.com/atPortal https//hi.Support
n istratoradmServiceNowitscontactingportal by

rt/contact-suPPort, htmlpp0.servicenow,com/suatofone httpJ/wwwnumbersthe.Phone using

ServiceNow
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b. The second infraction of either type within 3 years

The sanction will include a written letter of reprimand that is given to the person at

fault, placement of a copy of the letter in the employee file, and one week's

suspension without pay. The letter will notiff the person of the nature of this
infraction and of sanctions for future potential infractions.

Third security infraction or second serious infraction

If the infraction is:
a. A second serious infraction within 3 years, or

b. A third infraction of any type within 3 years.

The sanction will be dismissal from the workforce.

Virtru makes exceptions for disclosures made by employees who qualify as

whistleblowers or certain crime victims.

6. Mitigation efforts required; VirtrU to the extent practicable, shall mitigate any

harmful effects of unauthorized uses or disclosures of Personally-ldentifiable
Information by the Company or any of its Business Associate Subcontractors.

7. Prohibition on intimidating or retaliatory acts: Neither Virtru nor any employee

shall intimidate, threaten, coerce, discriminate agains! or take other retaliatory
action against any indMdual for the exercise of their rights or participation in any

process relating to HIPM compliance, or against any person for filing a complaint
with the Secretary of the U.S. Department of Health and Human Services,

participating in an investigation, compliance review, proceeding or hearing, or

ingaging in reasonable opposition to any act or practice that the person in good faith

believes to be unlawful under the Privary Rules as long as the action does not
involve disclosure of Personally-Identifiable Information in violation of the

regulations.

Virtru shall document the following actions relating to its policies and procedures:

a. Required policies and procedures: Virtru shall implement policies and

procedures to assure appropriate safeguarding of

Personally-ldentifiable Information in its operations.

b. Changes to policies and procedures: Virtru shall change its policies and

procedures as necessary and appropriate to conform to changes in law

or regulation. Virtru may also make changes to policies and procedures

at other times as long as the policies and procedures are still in

compliance with applicable law. Where necessary Virtru shall make

correlative changes in its Privacy Notice.

10
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E, Documentation Requirements

virtru must maintain the required policies and procedures in written or electronic form'

and must maintain written oi electronic copies of 
"ll 

.omtnunications, actions' activities

or designations as 
"r. 

r.quirud to be documented hereunder, or otherwise under the

Privacy Rules, for a period of six [5) years from the later of the date of creation or the last

effective date.

F. Enforcement
Any employee found to have violated this policy.shall be subjectto disciplinary action' up

to and including termination of employment. In the case where inappropriate access' use

or disclosure of personally-ldentifiiUfl Information was or may have been involved' such

individuals may addition"tty be reported to the appropriate enforcement agencies'

IV. Minimum Necessary Standard

A. Overview
The Privacy Rules place certain restrictions on the receip! use and disclosure of

llrsonally-ldentifiable Information in regards to the amount reasonably necessary to

accomptistr the taskbeing performed. However, the Privacy Rules also allow

personally-ldentiflabte tirormation to be disclosed for business appropriate needs'

The policies developed by virtru will follow this business appropriate philosophy as well

as that of administrative simplification, which is the subsection of the HIPM law under

which the privacy nui. *"r developed. Virtru shall use standard data formats for

information acquisition or disclosure and tailor these formats to contain a business

reasonable minimum necessary amount of Personally-ldentifiable Information' The

Company'spoliciesestablishtheminimumnecessaryuseprovisionsfor
p"rro""fiy-lientifiable Information in the custody of Virtru employees'

B. PurPose

To issue instructions regardingVirtru's obligations relating to the Privary Rules to

obtain, use and disclose onlythe minimum amount of Personally-ldentifiable Information

(PHI) necessary to accomplish the intended purpose'

C, APPlicabilitY
This policy applies to all Virtru employees, which is defined for the purposes of this

document to be employees of all cuirent and future subsidiaries of the Company'

D. PolicY
virtru will make reasonable efforts to ensure that the Minimum Necessary amount of

personally-ldentifiable Information is disclosed, used, or requested to accomplish the

intended purporu. rxceptions to the Minimum Necessary standard include disclosures:

1. To the individual who is the subject of the information;

11
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2.Madepursuanttoanauthorizationprovidedbytheindividual;
3. To healthcare providers for treatment purposes;

4. nequiredior compliance with the standardized HIPM transactions;

5. Made to ttre secretary of HHS or his agent pursuant to a privary investigation;

6.otherwiserequiredbythePrivacyRulesorotherlaw.

Employees shall be trained on the policies and procedures developed to applythese

principles to the use or disclosure or, ot r"qu.,it for Personally-ldentifiable Information'

E. Procedures
The following procedures will be implemented to ensure that this policy is enforced

effectively across all parts of Virtru'

t,EachuserofasystemwhichaccessesPersonally.Identifiablelnformationshall
be identified and the classes or types of PII to which access is needed and any

conditions appropriate to such access will be established' Itwill be the

responsibilityofthePrivacyofficertomaintainthisinformationusingthe
Employee Access Request Form [Forms for Employees] and system Access Log

[Change Control Logs for Security]'

2. Reasonable efforts will be taken to Iimit the access of each user of

Personally-ldentifiable Information to the amount needed to carry out the

individual's duties. These efforts will include internal use of PII'

3. For situations where personally-Identifiable Information disclosure occurs on a

routineandrecurringbasis,thePlldisclosedwillbelimitedtotheamountof
information reasonably necessary to achieve the purpose of the disclosure'

4.Requestsfordisclosuresthatarenotroutineandrecurringandthereby
covered byvirtru standard procedures [other than to the individual' the

Secretary of HHS or his agent, or where required by law) shall be reviewed by

,h. rriu".y officer to determine thatthe Minimum Necessary Standard is

aPPlied to the extent reasonable'

5'QuestionsregardingtheseproceduresshouldbedirectedtotheVirtruPrivacy
officer,willAckerly,willackerly@virtru.com.ot(202)577.3683'

F. Enforcement
An employee found to have violated this policy shall be subject to disciplinary action' up

to and including i"rlni""tion of employment. In the case where inappropriate access or

use or disclosure of Personally-Identifiable Information was or may have been involved'

such individuals may additionally be reported to the appropriate enforcement agencies'

t2
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V. Business Associate Agreements

A. Overview
The privacy Rules impose certain requirements on Business Associates who create,

receive, url o, discloie Personally-ldentifiable Information on behalf of their Covered

Entity partners. vitru must comply with the requirements in this section.

B. PurPose
To provide instructions to all virtru employees regarding the necessity of and the

,.qui..rn.nts for Business Associate Agreements relating to Covered Entities.

C, APPlicabilitY
This policy applies to all virtru employees, which is defined for the purposes of this

documeni to be employees of all current and future subsidiaries of Virtru.

D. Policy
L. Generally: A Covered Entity may disclose Personally-ldentifiable Information to

Virtru, or allowVirtru to create or receive PII on the Covered Entiqy's behalf.

Virtru will appropriately safeguard the PII obtained from the Covered Entity.

Virtru will document these assurances through a written agreement'

2. Content Requirements: The agreement between the Covered Entity and Virtru

must meetthe following requirements, as applicable:

a. Establish permitted and required uses or disclosures of
personally-ldentifiable Information that are consistent with those

authorized for the Covered Entity, except that the agreement may permit

Virtru to use or disclose Personally-ldentifiable Information for its own

management and administration if such use or disclosure is required by

law, or Virtru provides reasonable assurance to the Covered Entity to

which the personally-ldentifiable Information is disclosed that the

confidentiality of the PII will be maintained'

b. Provide that Virtru will:

L Not use or disclose the Personally-Identifiable Information except as

authorized under the agreement or required by law'

2, Use safeguards to prevent unauthorized use or disclosure.

3. Report unauthorized uses or disclosures to the Covered Entity.
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4. Pass on the same obligations relatingto protection of

Personally-ldentifiable Information to any subcontractors.

S. Make personally-ldentifiable Information available for access by the

covered Entity in accordance with relevant law and policy.

6. Make personally-ldentifiable Information available to the Covered

Entity for amendment, and incorporate any approved amendments to

personally-ldentifi able Information, in accordance with relevant law

and PolicY.
T. Make information available for the provision of an accounting of uses

and disclosures in accordance with relevant law and poliry.

g. Make its internal practices, books and records relating to its receipt

or creation of Personally-ldentifiable Information available to the

Secretary of HHS for purposes of determining virtru's compliance

with PrivacY Rules.
g. Authorize termination of the agreement by the Covered Entity upon a

material breach bY Virtru.

Compliance Responsibilities: Virtru agrees to report any use or disclosure of

Personally-ldeniifiable Information not permitted by this agreement and any- 
.

successfui security incident to Covered Entity within a commercially reasonable

period, but in no event later than within thirty (30) business days, after it is

E.

discovered.

Enforcement
An employee found to have violated this poliry shall be subject to disciplinary action, up

to andlnciuding termination of employment. In the case where inappropriate access or

use of person"fy-ld.ntifiable Information was or may have been involved, these

individuals mayadditionally be reported to the appropriate law enforcement agencies.

VL Business Associate Subcontractor Agreements

A, Overview
The privacy Rules impose certain requirements on Business Associate Subcontractors

who create, receive, ur" or disclose Personally-ldentifiable Information on behalf of

Virtru. All Business Associate Subcontractors of Virtru must comply with the

requirements in this section.

B, Purpose
To provide instructions to all Virtru employees regarding the necessity of and the

requirements for Business Associate Subcontractor Agreements relating to Business

Asiociate Subcontractors who receive, use or disclosure Personally-ldentifiable

Information on behalf of Virtru.

3
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C. ApplicabititY
This policy applies to all Virtru employees and Business Associate Subcontractors, which

are defined fii tfre purposes of this document to be employees of all current and future

subsidiaries of Virtru and the Business Associate Subcontractor.

D. Policy
1. Generally: Virtru may disclose Personally-ldentifiable Information to a Business

Associate Subcontractor, or allow a Business Associate Subcontractor to create or

receive pll on Virtru's behalf, if adequate assurances are obtained byVirtru that

the Business Associate Subcontractor will appropriately safeguard the PII. Virtru
must document these assurances through a written agreement. This requirement

does not aPPIY with resPect to:
a. Disclosures made to a provider concerning the individual's treatment, payment

or health care oPerations; or
b. Uses or disclosures made to a governmental agency for purposes of public

benefit eligibility or enrollment determinations where such company is

authorized by law to make these determinations'

2. Content Requirements: The agreement between Virtru and a Business Associate

Subcontractor must meetthe following requirements, as applicable:

a. Establish permitted and required uses or disclosures of Personally-ldentifiable

Information that are consistent with those authorized for the entity, except that

the agreement may permit the Business Associate Subcontractor to use or

disclose Personally-ldentifiable Information for its own management and

adqrinisffation if such use, or disclosure is required by law, or the Business

Associate Subcontractor obtains reasonable assurance from the entity to which

the personally-ldentifiable Information is disclosed thatthe confidentiality of

the PII will be maintained.

b. Provide that the Business Associate subcontractor will:

1J Not use or disclose the Personally-ldentifiable Information except as

authorized under the agreement or required by law'

2) Use safeguards to prevent unauthorized use or disclosure.

3) Report unauthorized uses or disclosures to Virtru'
4)Passonthesameobligationsrelatingtoprotectionof

personally-ldentifiable Information to any subcontractors or agents.

5) Make personally-Identifiable Information available for access byVirtru,

in accordance with relevant law and policy'
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6J Make personally-ldentifiable Information available to Virtru for

amendment, and incorporate any approved amendments to PII, in

accordance with relevant law and poliry.

7) Make information available to Virtru for the provision of an accounting

of uses and disclosures in accordance with relevant law and policy'

g) Make its internal practices, books and records relating to its receipt or

creation of Personally-Identifiable Information available to the

Secretary of HHS for purposes of determining the Business Associate

Sub co ntracto r's compliance with Privary Rules'

9) If feasible, return or destroy all Personally-ldentifiable Information

upon termination of contract; if any PII is retained, continue to extend

the full protections specified herein as long as the PII is maintained'

lg)Authorize termination of the agreement by the entity upon a material

breach by the Business Associate Subcontractor'

3. Compliance Responsibilities: If Virtru knows of a pattern or practice of the Business

Associate Subcontractor that amounts to a material violation of the Agreement Virtru

and the Business Associate Subcontractor must attempt to cure the breach to end the

violation, and if unsuccessful, terminate the agreement, If terminating the Agreement is

not feasible, Virtru must reportthe problem to the Secretary of HHS'

E. Enforcement
An employee of Virtru or an employee of the Business Associate Subcontractor found to

have violated this policy shall be su-bjectto disciplinary action, up to and including

termination of employtntnt. In the case where inappropriate access or use of
personally-ldentifiabie Information was or may have been involved, these individuals

may addiiionally be reported to the appropriate law enforcement agencies'

vIL Receipt, use and Disclosure of Personally-Identifiable Information

A, 0verview
The privacy Rules impose certain requirements on Covered Entities and Business

Associates who create, receive, ure oi disclose Personally-ldentifiable Information on

behalf of their Covered Entity partners'

B. PurPose

To provide instructions to all Virtru employees regarding the receip! uses and

disclosures of personally-ldentifiable Iniormation, which are permitted or required by

HIPAA.

C. APPlicabilitY
This policy applies to all virtru employees, which is defined for the purposes of this

documenito be employees of all current and future subsidiaries of the Company'
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D, Special Definition
Public Health Authoritymeans a governmental company or authority, or a person or entity

acting under a grant of authority from or a contractwith such a public company, including

the employees or agents of the iublic company, its contractors and those to whom it has

granted authority, itt"t it responsible for public health matters as paft of its official

mandate.

E. PolicY
State and federal law permit and require certain receipt, uses and disclosures of

personally-ldentifiabie Information such as those related to Business Associate

Agreements. Additional uses and/or disclosures are allowed or required that related to

piUti. responsibility that require no agreement or autho,rization on the part of the

individual who is ttre sub;ecf of the pul tt is the policy of virtru to obtain, use and disclose

pll only as permitted andTor required by law or regulation including the following

situations:

L. Treatmen! payment or Healthcare Operations: Personally-Identifi able

Information may be used or disclosed for the purposes of providing treatment,

payment or heaithcare operations. Such disclosures will be made only as

itt-owea by and pursuant to prevailing state and federal law.

a. Diicussions involving Personally-ldentifiable Information shall be

conducted only in apiropriate business areas including but not limited

to offices, conference rooms and other non-public areas;

b. Conducted only for the purpose of fulfilling a legitimate business need;

and
c. Conducted with regard to and in compliance with the "Minimum

NecessaryStandard.',[MinimumNecessar.vstandard]

2. Contained in a Business Associate Agreement For permitted and required uses

or disclosures of Personally-ldentifi;ble Information that are consistent with
' those authorized by the Covered Entity in a Business Associate Agreement'

3. Required by Law: personally-ldentifiablelnformation may be used or disclosed

to the .*t"nt such use or disclosure complies with and is limited to the

requirements of such law'

4. Abuse and Neglect: Except for reports of child abuse or neglect

t"rron"ily-IdJntifiable lnformation about an individual believed to be a victim

of abuse, neglect, or domestic violence may be disclosed to a governmental

authority authorized to receive such reports if the individual agrees or the

reportini entity believes, in the exercise of professional judgment, that the

disclosure is necessary to prevent serious physical harm. If the individual lacks

the capacity to agree, disclosure may be made if not intended for use against

the individul ana delaying disclosure would materially hinder law
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enforcement activity. The individual whose Personally-ldentifiable Information

has been released must be promptly informed that the repoft was made unless

doing so would place the individual at risk of serious harm.

5. fudicial Proceedings: Personally-ldentifiable Information may be disclosed in

response to a court order.

6. Law Enforcement: Personally-ldentifiable Information may be disclosed for the

following law enforcement purposes and under the specified conditions:

a. pursuant to court order or as otherwise required by law, i.e. laws

requiringthereportingofcertaintypesofwoundsorinjuries
b. Decedent's personally-ldentifiable Information may be disclosed to

alert law enforcement to the death if entity suspects that death

resulted from criminal conduct

7. Serious Threats to Health or Safety: Consistent with applicable lawand ethical

standards, Personally-ldentifiable Information may be used or disclosed if the

entity believes in good faith that the use or disclosure is necessary to prevent

or lessen a serioui and imminent threat to a person or the public, and

disclosure is to someone reasonably able to prevent or Iessen the threat' or the

disclosure is to law enforcement authorities to identify or apprehend an 
-

individual who has admitted to violent criminal activitythatlikely caused

serious harm to the victim or who appears to have escaped from lawful

custody. Disclosures of admitted paiticipation in a violent crime are limited to

the individual's statement of participation and are not permitted when the

information is learned in the course of treatment to affect the propensity to

commit the subject crime, or through counseling, or therapy or a request to

initiate the same.

B. Specialized Government Functions: National Security and Intelligence:
personally-ldentifiable Information may be disclosed to authorized federal

officials for the conduct of lawful intelligence, counter-intelligence, and other

activities authorized by the National Security Act.(45 CFR 164.512tk)tZ))

g. Protective services: Personally-ldentifiable Information may be disclosed to

authorized federal officials foi the provision of protective services to the

Presiden! foreign heads of state, and others designated by law, and for the

conduct of criminal investigations of threats against such persons' [45 CFR

16a.s12[k)[3J);

10. public Benefits: Personally-ldentifiable Information relevant to administration

ofagovernmentprogranprovidingpublictglgnJsmaybedisclosedto
another government"l ptogt"tn providing public benefits serving the same or

similar pipulations as necessary to coordinate program functions or improve

administrationandmanagementofprogramfunctions.

18

Rev,2015,8,25



11. Workers, Compensation: Personally-ldentifiable Information may be disclosed

as authorized ind to the extent necessary to comply with laws relating to

workers' compensation and other similar programs'

F. Procedures
The following procedures will be implemented to ensure thatthis policy is enforced

effectively across all parts of Virtru.

Any request for disclosure of Personally-ldentifiable Information, 1J pursuant to a court

order, warrant or subpoen a;Z)by a law enforcement agent; 3) by a public health

authority; or 4) by a national security, intelligence or other federal company, must be

directed to the Privary Officer and the CEO for review and action' Any such requestwill

include an acknowledgement of receipt to insure that the document was actually received

bythe appropriate coiporate individual and will retain a copy of the requesllf the

".t 
norvi.agement is not received within two working days of submitting to the

appropriate corporate individual, then the request will be resubmitted to the Privacy

Officer and CEO.

G. Enforcement

V[I. Complaint Process

An employee found to have violated this policy shall be subject to disciplinary action, up

to andlnciuding termination of employment. In the case where inappropriate access, use

or disclosure of Personally-ldentinaUf! Information was or may have been involved, such

individuals may additionitty be reported to the appropriate enforcement agencies'

A. OverYiew
The Privacy Rules require thatVirtru provide a process for individuals to make

complaints concerning the Company'i policies and procedures required by these

reguiations and docurient all complaints received, and the dispositions of these

complaints, if anY.

B, Purpose
To issue instructions regarding virtru obligations relating to the Privacy Rules to provide

a process for individuaf to coirplain about the Company's policies and procedures and

the requirementto document complaints received and the disposition of these

complaints.

C, ApplicabilitY
This policy applies to all Virtru employees, which is defined for the purposes of this

documenito be employees of all current and future subsidiaries of Virtru.
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D. Poliry
Virtru shall maintain a process to receive complaints from individuals about Company
privacy Policies and Procedures, for complaints from individuals who believe their

privary rights have been violated and from employees or Business Associate

SuUcontractors who believe thatVirtru is not abiding by its policies and procedures

and/or assurances concerning Personally-ldentifiable Information. This process shall

include the following:
L eny complaints or questions should be submitted to the Privacy Officer or his

assistant.
2. All service and complaint issues will be stored in the Desk.com app.

Virtru shall work in good faith to resolve complaints received to the satisfaction of the

submitter, where Possible'

E. Procedures
The following procedures will be implemented to ensure thatthis policy is enforced

effectively across all parts of Virtru.
1. Complaints shall be submitted in writing on paper or electronically.

Z. Complaints shall be entered into the complaint tracking system either

automatically or by the individual designated to provide information on the

Company complaint process. and when manually entered shall be in the exact

words Provided bY the submitter.

3. The Virtru Privary Officer shall investigate complaints and make a

determination as to whether or not the complaint has merit.

4, The Virtru Privacy Officer shall present complaints received to Virtru's senior

executive for immediate action.

S. If the Privacy Officer has completed the investigation of the complaint and

made a deteimination, such determination shall be presented to the Virtru
Executive Board

6. If the investigation has not been completed nor a provisional determination

made by the Privacy 0fficer, it shall be the prerogative of the senior executive

to make a summary determination or to direct the Privacy Officer to continue

with the investigation and to report on the complaint atthe next scheduled

meeting.

If a determination is made thatVirtru is in violation of the privacy provisions of the
privacy Rules or that changes are needed in the Privary Policies or Business Associate

Agreement to clarifii the allowed practices of Virtru, the Virtru CEO and Privary Officer

shall determine the actions that the Company shall take'
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Complaint determinations and actions that Virtru takes pursuant to such complaints, if

"r,y, 
itt"tt be reported to the submitter of the complain! if such person is known'

f rivacy Officer, or his designated agent, shall update the complaint tracking system with

the finiings of the Privacy 0fficer's investigation, any determination made, direction or

actions of the Virtru CEO and privacy Officer with regard to the complaint, and a copy of

any information provided to the submitter in response to their complaint'

F. Enforcernent
Any employee found to have violated this policy shall be subjectto disciplinary action, up

to and including termination of employment. In the case where inappropriate access, use

or disclosure of personally-ldentiniUtl Information was or may have been involved, such

individuals may additionitty be reported to the appropriate enforcement agencies'

IX. Fax PolicY

A. Overview
The privacy Rules require thatVirtru implement appropriate administrative, technical,

and physical safeguards to protect the privacy of Personally-ldentifiable Information.

B. PurPose
To provide instructions to all Virtru employees regarding the use of faxes with respect to

personally-ldentifiable Information and the measures necessaryto maintain an adequate

level of security for such information. This policy defines rules necessary to achieve this

level of protection. These standards are designed to minimize the potential exposure to

Virtru from damages, which may result from unauthorized disclosure of Personally-

Identifi able Information through facsimile use'

C. ApplicabilitY
This policy applies to all virtru employees, which is defined for the purposes of this

documeni to be employees of all current and future subsidiaries of Virtru.

D, SPecial Definitions
Fax; An electronic facsimile of a document stored as a series of zeroes and ones (binary

datal that can be transmitted like normal computer data. When received by a fax machine,

the incoming stream is translated into dots creating a representation of the original

document.

Inappropriate Disclosure: The intentional or unintentional revealing of

fersbnatty-ldentifiable Information to people who do not have a need to know such

information.
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E. CorPorate Folicies

Employees must exercise utmost caution when sending faxes to parties outside of virtru'
Faxes containing personally-ldentifiable Information should only be received on and sent

to user or departmental splcific fax machines and not to systems that have general access'

In cases where Personally-ldentifiable Information is received from outside on a non-

departmental specific fax machine, the receiving department shall notif,i the virtru
lrivacy Officerbf the source of such information. ft. employee shall communicate the

"pp.orrua 
fax number to the external entity and record such actions' Should PHI be

disclosed by fax to an inappropriate party'Virtm shall, to the extent possible, remediate

such disclosures.

All fax documents sent by virtru employees shall contain the following statement:

This fax is intended for the individual/individuals or entity/entities named above and may be

covered by copyrights, business partner confidentiality agreements, non-disclosures or other legally

binding instruments. lf you are not the intended recipient, & rel read, copy, use or disclose the

contents of this communication to others. lmmediately notify the sender by reply fa& destroy all

hard copies and delete this document from all systems. Thank you I

F. Procedure
In the cases where data that contains Personally-ldentifiable Information is disclosed by

fax machine use to an inappropriate party, the iollowing procedure shall be followed:

I. The receiving parqrshall be contacted by telephone at the earliest opportunity

and requested to destroy the fax without reading'

Z. The name of the company, the person contacted, the date and time shall be

recorded as well as any comments made by the person receiving such calls'

3. A fax shall also be ,"rrt to the receiving party containing the same instructions

as detailed for the phone call requesting a return fax message indicating that

the requested action was taken'

4. The cause of the inappropriate disclosure shall be determined and reported to

the Virtru PrivacY Officer'

Methods to prevent a reoccurrence of the inappropriate disclosure shall be formulated

and put into Place.

Any additional actions prescribed by regulations shall be performed to the extent

possible.

G. Enforcement
Any employee found to have violated this policy shall be subject to disciplinary action, up

to and inctuaing termination of employment. In the case where inappropriate access' use
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or disclosure of Personally-ldentifiable Information was or may have been involved, such

individuals may additio.titty be reported to the appropriate enforcement agencies'

X. Scanner Poliry

A, Overview
The Privacy Rules require thatvirtru implement appropriate administrative, technical,

and physical safeguards to protectthe privacy of Personally-ldentifiable Information'

3. PurPose
To provide instructions to all virtm employees regarding the use of scanners with

respectto personally-ldentifiable Information and the measures necessaryto maintain an

adequate level of security for such information. This policy defines rules necessary to

achieve this level of protection. These standards are designed to minimize the potential

exposure to virtru from damages, which may result from unauthorized disclosure of

Personally-ldentifi able Information'

C. APPlicabilitY
This policy applies to all Virtru employees, which is defined for the purposes of this

document to be employees of all current and future subsidiaries of Virtru'

D. SPecial Definitions
scanner:An elecffonic copy of a document stored as a series of zeroes and ones (binary

data) that can be transmitted like normal computer data. when received by a computer'

the incoming stream is translated into dots creating a representation of the original

document.

Inappropriate Disclosure= Theintentional or unintentional revealing of

Personally-Identifiable Information to people who do nothave a need to know such

information.

E. CorPorate Policies
Employees must exercise utmost caution when scanning and transmitting these

docuntents to their devices and parties outside of Virtru' Scans containing

Personally-ldentifiable Information should only be received on and sent to user or

departmental specific computer in an encrypted format, or sent using Virtru's encrypted

email application.

f. Procedure
In the case where scanned data that contains Personally-ldentifiab-le Information is

disclosed to an inappropriate party, the following procedure shall be followed:

1. The receivini p".ty stritt Ue contacted byielephone at the earliest opportunity and

requested to desffoy the scan without reading'
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J 2. The name of the company, the person contacted the date and time shall be

recorded as well as any comments made by the person receiving such calls.

3. The cause of the inappropriate disclosure shall be determined and reported to the

Virtru Privacy Officer.

Methods to prevent a reoccurrence of the inappropriate disclosure shall be formulated
and put into place. Any additional actions prescribed by regulations shall be performed to

the extent possible.

G, Enforcernent
Any employee found to have violated this policy shall be subject to disciplinary action, up

to and including termination of employment. In the case where inappropriate access, use

or disclosure of Personally-ldentifiable Information was or may have been involved, such

individuals may additionally be reported to the appropriate enforcement agencies.

XI. Training Policy

A. Overview
The Privacy Rules require that Virtru train their employees on the requirements of our

Privacy Policies and Procedures developed to protectthe Personally-ldentifiable
Information to which employees are provided access. The Company has determined that
all employees of Virtru shall be trained on Privacy so thatwe can provide the necessary

assurances for the protection of Personally-ldentifiable Information to our clients,

vendors and business partners as required under the Privacy Rules.

B. Purposel
To provide instructions to all Virtru employees regarding the requirement for HIPAA

training.

C. Applicability
This policy applies to all Virtru employees, which is defined for the purposes of this

document to be employees of all current and future subsidiaries of Virtru.

D. Policy
L. General: It is the poliry of the Company that all employees of Virtru and its

current and future subsidiaries be trained on Privary and the Company policies

and procedures created to protect Personally-ldentifiable Information.

2. Duty Specific Training: Privacy training shall be appropriate to the tasks that each

employee performs. In the case where an employee does not come into contact

with Personally-ldentifiable Information as a normal course of the employee's

duties, the employee shall be trained on the corporate policies and procedures.
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3. New Employees: New employees shall be trained on the corporate policies and

proceduies as paft of their n-ormal employment proce-ss and shall be trained on

our privacy Poiicies and Procedures, if applicable, within 30 days of being

employed ty Virtru. The Assistant IS0, f ordan Duggan, shall document this

t 
"ining 

and provide the Privary Officerwith documentation of this training within

the 30-daY Period.

4. Transfers: lVhen an employee transfers from one departmentto another' the

employee shall be trainld on ou. Privacy Policies and Procedures within 30 days of

being issigned, fordan Duggan shall documentthis training and provide the

Privicy Officer with documentation of this training, within the 30'day period'

5. Material Change in Policies and Procedures: when a material change in the policies

and procedures occurs, each employee shall receive training on such changes

within 30 days of the implementation of the change. fordan Duggan shall document

this training and provide the Privacy 0fficer with documentation of this training,

within the 30-daY Period.

Enforcement
Any employee found to have violated this policy shall be subject to disciplinary action, up

to and including termination of employment. In the case where inappropriate access, use

or disclosure of Personally-ldentifiiUfl Information was or may have been involved' such

individuals may additionitty be reported to the appropriate enforcement agencies'

E.
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Policy

3
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lX. Rules by Data Classification

Public/unclassified data

B. PrivAle/internal data

C. Confidential or Protected data

D. Managing data sources

E. Retention of media
Agent of Rec.o,rd letters and Letters of Authorization requests are held for no less

than ninety (90) days

New Businesi Group documents are,held for no less than ninetv 190) daVs

General documents are held for no less than ninety (90) davs

Bankine statements are held for seven (7) years

Workforce member records are held for seven (7)years

F. Sanitization of .Mqdiq
G. lnformation sharing and privacy

H... Release of company..informalion
X. Risk Analysis and Manasement

Risk reviews
B. Risk management

Increasing a protection to a levellrigher than what is listed in this document

lmproving oversight or monitoring of the risk !o limit impact and minimize resPonse

time
iimiting transactions or other events to minimize the possible impact of the risk

event
Xl. lD,s and Accounts

User lDs

B. lD and account creation
Expiration dates for the User lD

Renewal orocess for the User lD

Documentation of the role, business process and iob function relating to the User lD

C. Account manqgement
Application Specific lDs

Xll. Authentication and Passwords

Overview
Password format
Rules

Xlll. Authorization and Rights Management

GeneralAccess Roles- 
Super Admin Access: Access to all front and backend products as well as Product

metrics
Aclmin Access: Access to all front end products as well as product metrics

general Access: Access,to product metrics

4
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Low Access: Access to corporate email. sales. and marketing data only

Amazon Web Services {AWS)

Cloudant
Github
ELK Stack

Mixpanel
Kissmetrics
Salesforce

Acqess Rules

Limiting access to datasets and types

Limiting access to operating svstems

Limitine times of access

Temporary Privileged Users and Accounts

D. Assignment and Revocation Procedure- 
An imploye."e Access Log for all new hires and/or workforce membe-r chan9e of

status.
An Exit Checklist for all terminations,

E. Logout After lnactivity
XlV. Breaches or lmpermissible Uses/Disclosures

Definitions
Penetrations of systems. applications. networks or databases

Denial of service attacks

Misuse or mishandling of assets

Virus or other malware cQntamination

Transaction errors
Brea cl$s of conf Ldenti a I ity -a 

gree ments or contracts

Lesal or regulatory violations

XV. Breach Response

A. Overview
Confidentlal RePort't:tg:

Calling {mav leave voice message)the ISO or AISO

Sending an emailto the ISO or AISO' or:

XVl. Personnel Security

screening for newly hired personnel. third parties. vendors

Professional q ua lifications
ldentitv checks

Criminalchecks
Confirmation of academic and professional experience

B. Trainine and Awareness
Managine malicious software (e.s' viruses)

Using workstation(s) securelY

5
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Managing Pas,swords and

Monitorinp and reportine susoicious use of account(sl

C. Terms of emPloyment
D. Acknowledgement
E. Exit process for users

Relinquish all access to control devices

Report all User lDs in use by the person

Reiinquish all information stored. whether on naper or on backup media

Relinquiih all 'rnformation processing devices. includin&work'tations' all

Virtru-owned mobile devices and others

All systems access will be revoked'

Security Sanction PolicY

First Security Infraction
A simple infraction- and

The first infraction in the last 3Jears-

Second Security lnfraction or First Serious lnfraction

A serious infraction. or
The second infraction of either tvpe within 3 years

A second serious infraction withitL3 Vears' or

A third infraction of any type within 3 years

The sanction will be dismissal from the workforce'

XVll. Legal and Regulatory lssues

Leeal processes

Coovrishts and licenses

C. ExPo$ contfqls
XVlll. Malware and Antivirus

Definitions
Operating svstem anti-malware requirements

Macintosh- LinuX and iPhones:
PC Ooerating SYstems:

Android and Windows Phone Operating Systems:

Affiliates
lnfected devices
Emolovees' Requirements

equipment without permission from !he ISO'

Workforce members Will not open electronic files from unfamiliar sources'

Enforcement
XlX. Change Control Logs

Preface

6
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B. Policy

and performancq

User lD. event type' date and time are maintained

Time is accorJng to a known time stamp so that events across systems can be

coordinated
4. End-tQ-end accountability is alwavs maintained

chanses to operating systems. application code or other tools

Backup and restore events

Changes affecting any cryptographic keys or devices

Stop pr starlof critical processes

Transaction failure' retry or duplication

Ki:sMetrics
Segment.io
Senderid

XX. Encrvption
Preface
Application Encrvotion PolicY

Key Rotation Policy

D. Device EncryPtion Policy

Mac OS Devices:

Windows OS Devices:

Linux OS Devices

Android Devices

Windows Phone

iPhone
E. Wi-Fi network encrvotion
F. Email encrvption
G. Enforcement

XXl. Assessments and Tg-sting

Overview
B. Penetration testine

Onerating systems
ApPlications
Databases

C. Vulnerability assessment testing
A new system. application or network is installed inside the company

Chanses are macle to firewalls. VPNs or other security control tools

Changes are made to a web server's oBerating svstem

Changes are made to email servers

Configuration changes are made to databases

7
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confisuration chanses are made t0 critical apDlications

Changes are made to encryption scheme(s)

D. Wireless access testing
E. Password testing

xXll. use of Email. In-ternet. Messaging. Public sites. Blogs. social Media

Policy
SexuallY explicit material
ionfidential. private or Protected lnformation or lnternal Use material'exceot as

meets the Handling Rules section

Viruses
Threats
lnappropriate or unlawful laneuage, including:

Offensive language
Language inappropriate for the Company environment

Discfiminatory qr har:assing langu-age

iools usable for hackirlg. password cracking. vulnerability scanninB or Penetration

testine
XXlll. Hardware

Definitions
B. Policy
C. Asset management
D. Enforcement

XXIV. Networks
Overview

Denial of service attacks

lmproPer access.

Virus infections
Unauthorized software installations. email. FTP or other improper usag.e

Ad mi nistration of network a nd com m unications connections

Operatio.ns of all devjces

Monitoring
Timelv review of audit logs and response to alerts or alarms

Review of unusual patterns of usage or activity

Monitoring
Access control and physical securitv

Modifications. uPdates

Documentation
Network desien
Segmentation

8
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Firewalls
lnternet

Approved bY the ISO

Periodically reviewed and tested for vulnerabilities

VPN-remote access

Wireless
Telework PolicY

Patchins of systems and applications

Network hardening
XXV-P hysi.El I a nd Envi ro n r,n enta I Protecti ons

Definitions
ComPuting centers

N etwork connection Points
M ei.i,a stora ge locat-io n s

Lo.ations containing platforms which carry hieh-value or critical information or

transactions
B. Secure Sites Policy

Media libraries
Electrical suPPlies and controls

Environmental and mechanical controls

XXVI. Physical Security Policy

A. Entry Policy

Loss of,FFlD key

Mobile devices
D.,Video mqnitorine
Alarm system
Fire protection

XXVll. Sofrware
Overlriew
B. Acquisition of software
C. Open Source Software

It is not used in a production environment OR

prior to use it isElly iested. documented and Virtru's oersonnel are assigned to

support it. Checks to be performed include:

The source of the software is documented

URL

Proiect lead
Contributors
The ISO aoproves of the use

D, Documentation

I
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E. Change control and maintenance

F. Ooeratine Svstems

G. Applications
Access control
Authorizatio-n
I nformation classification

Storage controls
BackuP and restoration
Conf i d,enti a I ity .a nd i nle grity teq u i rem e nts

Audit logs

Privacy. export control and,other such requirements

H. Asset management for software

l. Enforcement
XXV|ll. Removable Media Device Policy

Pufpgse
B. Scope

C. Definitions
D. Policy

E. Using Removable Media Devices

F. Exceotions
G. Refusal

H. Enforcement
Application Recoverv Plan

Overview
Scope
Data durability and reliability
EncrvPtion
Load balancing
Restoration of data

9, Testing a[d revj,sion of Plan

Network Attached Storage and Workstation Backup Plan

Overview
PolicY

Backup software

flemote backups
Local backuPs

Encryption of backuPs

Restorine data

H. Enforcement
I nformation lnteeritv Management Policy

Overview

10
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B. Polictt

Security lncident Management Policy

Overview
Procedures
C. Policy

Security Plan Review Policy
Overview
Procedures

Aooendices
Change Logs

S. lnform?tion Sggurity Committee
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L Virtru
Virtru maybe referredto as "Company"'

A, Document control
A staff copy of this document is available with the Information Security Officer (lSO),

Will Ackeriy, willackerly@virtru.com (202) 577'3683, and Assistant Information

Se curity O fhce(nf S Ol, i o rdan Duggan, i ordan @virtru. com 1202) 57 7 -3 683'

B. SecuritY Document Library
These policies and procedures and related security practice information will be kept in

our security Documentation Library (sDL). The sDL is located in goosle drive and

backup to the SYnologY NAS.

Documentation about security practices flogs of activities, etc.J will either be- kept in

this SDL [or NotebookJ or in i ifrort file in the SDL that will describe where the security

practice documentation resides. The intended result is that anyone with access to the

SDL will be able to locate any piece of documentation associated with our security

program.

outdated and superseded materials from the SDL will be kept in an archive [the

Security Documentation Archive) for at least seven (7J years after the date when they

are first outdated or suPerseded.

II. Preface and Background Material

A. Overview
It is vital to the reputation and profitability of virtru thatour information and our

clients' information, in all formi, be protected from unauthorized use, modification'

loss, copying etc. This document sets out the default standards, which must be met to

ensure that control.

our information may exist on paper, in voice systems, on IT systems and networks' in

the minds of our people, and in other forms. The information which needs protection

includes, but is not limited to:
7. Client information [both for customer companies and for people as individuals)

2. Financial information, including credit cards, salaries, banking, ffansactions and

more
3. Medical information of all types

4. Company patents, business plans and other intellectual property

t2
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5. Companybusiness records and planning materials, including our customer list,

marklting and sales efforts, product line plans and more

6. Copyrighied materials, both which our Company creates and those which we

obtain under Iicense from others

B. Poliry
Compliance with these standards is mandatory.Any deviation from these

standards mustbe approved beforehand by the ISO'

IIL Key ConcePts

A. Information Security Principles

The protection of information can be described in several key dimensions:

L. ConfidentialitY
2. IntegritY
3. AvailabilitY
4. ProvabilitY

t.
2.

3.

4,

In this documen! the standards given are the Company defaults' They must be

applied where appropriate, but always balanced against the cost of implementing

th" .ottttol, and the value of the information involved'

B, Definitions

To prevent confusion, these are the definitions used throughoutthis document.

Policies: Corporate documents which set out Virtru's position regarding business

processes, behavior of personnel and similar topics. Policies are a high-level statement

of Virt*,, position. Some of Virtru's policies, which relate to information security are:

Information SecuritY PolicY

Privacy Poliry
Acceptable Use Policy for IT Systems Users

Employment Policies

Standards: Rules that must be followed to enable an effective information security

program. Compliance with the Standards is mandatory but deviation is possible if
approved by the ISO.

Standards define the minimum baseline procedures, practices and configurations for

systems, applications, controls, networki and related topics. Standards are designed to

provide a iingte reference point for use during software development and adoption'

Rev.2015.8.6
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installation of systems and tools, and during the contracts process with vendors and

service providers. Standards do not, however, give detailed command-line instructions

on howlo meet the Virtru's policies. Those are given in the guidelines.

Guidelines: Built for each application and platform; to be followed when implementing

that particular tool. A Guideline may vary a bit from one implementation to_another, as

long as the Security Standards are met and justification is given and properly

documented.

Combined, these three levels of documents provide a method for Virtru to audit itself

and ensure proper controls are in place, without excess cost or risk They also provide a

means for Virtru to explain to regulators, examiners, external auditors or investors

how our Company is safe, trustworthy and efficient.

IV. Using These Standards

A. Audience - lt/ho wiII use this document

This document applies to Virtru's employees, business units and any Business Associate

Subcontractor suPPorting Virtru:
L. Technology and business process providers should comply with these Standards as a

matter of contractual obligation
Z. Employees and Business units within Virtru should comply, unless a Risk Assessment

has been done and a deviation is approved by the ISO

B, [Iow the document is used

This Standards document is a reference point to ensure a consistent framework of

protections is in place. Implementing these standards jnvolves:

t. Review of existing controls, procedures and tools against the Standards

2. Documenting compliance or deviations
3. Gap AnalysiJto determine where improvements are needed

4. A Risk Assessment to validate that the improvements are justified against

the costs of the controls and the value of the information involved

5. Creation of a plan to close the gaps OR signoff of a deviation

6, Documentation of the new controls, procedures and tools

No signoff or approvals are needed if a level of protection higher than what is given in

this Standard is determined to be needed for a given information asset.

L4
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C. Maintaining this doctlment
This document must be reviewed at least once a year or anytime there are significant

changes in software or security. Updates mustbe made to keep it in accord with Virtru's

ou.rill business goals and risk position. The document will be reviewed by the ISo or

AISO. Any updatJs, improvements or suggestions should be sent to the ISO'

V. Roles and ResPonsibilities

A. Rules for ownership of information
The information and systems provided byvirtru to worKorce members, contractors and

representatives are owned by Virtru, which also determines appropriate usage and access

rules. AII data on Virtru's syitemr and networks is owned by Virtru, with the exception of

software that the IS0 has approved to be open sourced or otherwise transferred to another

entity through code escrow or code exchange and/or trade.

In this documen! the words 'information owner' refer to the person who owns the

responsibility for the information. The information itself remains the property of Virtru'

B.Information users

Every user of Virtru,s information must protect that information and ensure that it is used

for Virtru,s business purposes only. Any incidents or questionable issues in the security of

our information must be reported to the IS0 or AISO'

Information users may not assign access rights, authorize desffuction or copying of

information, or changl the protections given to information assets.lnformation users must

comply with all laws, regulations and Virtru's policies and procedures'

C, Information SecuritY Officer

Virtru's ISO and AISO will:
1. Manage awareness programs relating to security and privacy topics

Z. Maintiin a central record of exceptions to this Standards document

3. Manage changes to this Standards document

4. proviie leadership relating to new security risks, controls and technologies

5. gversee and approve the sharing and reuse of Personal Identifiable

Information (PII) collected by or processed by the company

See Appendices for further information and Information SecuriV Committee for a current

listing of members.
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VI. Information Classifications and Requirements

A. Overview
Information is classified by system to ensure that the controls applied to it are

sufficient and also to ensure thatthe controls applied do not impair Virtru's business,

ability to compete or Virtru's image.

All information must have a classification for security and must have requirements set

for business continuitY'

B, The Security classification process

Each information assetwill go through the following classification process. Information

assets include, but are not limited to:
t. IT platforms such as servers and workstations
Z. IT applications including database transaction processing and email

3. Data sets
4. PaPer coPies of information
S. Information types typically known to workforce members, such as customer

information

In general, an information asset includes both the raw information itself (paper, oral or

dat"a entry), the location where it resides, the business processes which handle it and

the systems and tools that handle it.

Information assets will also be reviewed during:
L. Development, acquisition or deployment of software

Z. Connections of computers or networks to outside systems or networks

3. Granting of access to any outside organizations

The security classification of an information asset is assigned according to the highest

of these dimensions. As an example, if an asset is regulated by law, then it needs the

highest classification, even if the asset is not critical to the Company's business.

C. The classes of information for Security and Frivacy

This poliry applies to all workforce members, management, contractors, vendors,

business partners and any other parties who have access to Company or client data.

16
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Data Types

The security classification of an information asset is assigned according to the highest

of these dimensions. As an example, if an asset is regulated by law, then it needs the

highest classification, even if the asset is not critical to Virtru's business. Virtru deals

with two main kinds of data:

t. Company-ovrrned data that relates to such areas as corporate financials,

employment records, PaYroll, etc'

2. Personally Identifiable Information (PI[ that is the property of our clients or

workforce members, such as Protected Health Information, social security numbers,

credit card information, contact information, etc'

D. Setting requirements for business continuity

The requirements for an information asset relating to business continuity are not set by

classifiiation, but are specific to that asset. They include:

1. Required uptime for the information asset

2. Required restoration time if the data must be restored

3. Required frequenry ofbackuPs
4. Requirements for storage of backups

5. Requirements for testing of the recovery process

The default requirements for business continuity are listed in the information handling

rules, section. See Handling rulesfor the information classifrcations in this document

and Drsaster Recovery Planfot detailed information'

This section outlines the basic rules for handling information types according to the

classifications. More specific standards for platforms, processes and networks appear

in each topic section of this standards document'

E. Enforcement
It is the responsibility of everyone who works at Virtru to protect our data' Even

unintentional abuse of classified data will be considered punishable in accordance with

the extent and frequency ofthe abuse'
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VII. Handling Rules for the Information Classifications

A. Overview
This section outlines the basic rules for handling information types according to the

classifications. More specific standards for platforms, processes and networks appear

in each topic section of this standards document'

B. Inventory of Information Assets and Electronic Asset Managernent Log

An inventory is maintained of all significant information assets belonging to, or used by

Virtru. This inventory includes:
1. Serial numbers/license numbers

2. MAC Addresses

3. Model

4. Device TYPe

5. Manufacturer

6. The information owner

7. Username

8. Location
9. OS Version

10. The custodian of the information and repository location (database, file

cabinet, etc.)

11. PurPose in our systems

12. Asset value in dollars or other suitable measurement

13. The sensitivity of the asse! due to regulations,laws, customer expectations

or other requirements

14. Requirements for the asset regarding availability, uptime, etc.

15. Contact information for one or more parties who can repair, restore, replace,

or recover this asset. Examples are hardware/software vendors, IT support

vendors, and/or staff members

This asset list contains information that is restricted to executives and super-admins,

and therefore is stored securely on the synology NAS, which itself is backed up to AWS

Glacier.

This inventorywill be reviewed and updated quarterly, or as new assets and devices

are added. Logs are maintained as thelnventory of Information Assets Log and the
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Organizational Chart/Electronic Asset Management Log. A current copy of this

iniurrtory will be kept at a separate location as described in our Disaster Recovery PIan'

C, Rules for access to information assets

If any given security incident involves a breach of Personally ldentifiable_lnfo-rmation

tprDl ine ISo will foUow our security policies and Incident and Breach Poliq fot

handling such a breach.

If a security incident includes the potential that personal information may have been

obtained by unauthorized individuals, the ISO will work with the client to notifii

affected p.rron, of this event, in compliance with relevant federal and/or state law

See also Breaches or Impermissible (Ises/Disclosureswithin these Security Policies and

Procedures.

VIII. Access Control Poliry

A. Overview
This poliry defines how Virtru manages access to electronic information and systems.

Virtru provides access to electronic data relative to the workforce member's job

requirement. We limit access to categories of data and systems that each person needs

to do his/her job. We require that each workforce member restrict his/her access to

only thoie specific ,".ord, and functions needed to carry out his/her job' For the

puipor., of this policy workforce members are anyone in Virtru who has access to

Personally Identifiable Information (PIIJ.

B. Access levels
The IS0 will qualiff the workforce member to have one of these forms of access based

on the job roll [in order of increasing access permissivenessJ:

1. Low Access to Corporate Email and Salesforce Data

2. General Access to product metrics
3. Admin Access to all front end products as well as product meffics

4. Super Admin Access to all front and backend products as well as product metrics

The access will match the person's job responsibilities The IS0 will keep a record of the

type of access provided to each workforce member. The record will include a date and

lustiRcatiott "na 
will be kept in our Emp,Io:tee Access Request Log in the Security

Documentation Library'
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The granting of access to Business Associate Subcontractors will be done in the same

way as it is done for workforce members.

C. Granting access

The IS0 will provide accounts with the matching technical privileges and give the

workforce m-ember the account information including a one-time-use password that

the user must change to a private password upon first use of the account'

1. Only the person assigned to an account will be allowed to use that account.

Z.Eachtime a user logs in to a system, a log will be maintained by that specific

program with the following information
a) \Mhen the user accessed the system

b) \Mhat information the user accessed while in the program

cj Tracking will be done by using the User ID and IP Address

d) The ISO will maintain this log for a period of 1 year

3. The ISO and AISO will each have a special accountthat allows them to create new

accounts. The accounts will be usedl

a) In an emergency when all other accounts have been disabled or locked out;

b) To either reset the passwords on locked accountsi or

cJ To create new accounts that provide needed access'

4. When a change in the role of a workforce member requires a change in access

privileges, the t6O will reassess the needs and provide new access privileges based

on the poliry in Access Levels in this section.

") 
f i *otkf*. member leaves Virtru, the ISO will remove that member's

access as soon as the access is no longer needed'

b) If a workforce member takes a leave of absence and is not expected to

require access, the ISO will disable the workforce member's account when

heishe leaves and re-enable it upon his/her return to work.

cJ 
'For 

other people who work around protected electronic information but

are not qualifiedto access i! the ISO will decide which of the following two

t"nt toli[?"in 
rhe person to undersrand his/her responsibilities

2) Supervise while he/she is exposed to the data

d) For cases in which the provision of individual accounts is not feasible {e.g.

"...r, 
by any one person of a l"rge help desk staff of a vendor), the ISO will

make:
1) A serially reusable account and provide a one-time-use password

to ttre vendor's representative for each time that access is needed;

and
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2) The password will be changed by the ISO on the account after each

use of the account to a value not known to the vendor'

D. Vendors, contractors and other outsiders

Any outside organization that wishes to gain access to our or our client's

Private/lnternal, confidential or Protected information must:

1. Sign a Business Associate Subcontractor Agreemen! AND

2. Be willing and able to show that their privacy and security controls are at least

as stringent as Virtru's controls.

See Business Associate subcontractor Agreementfor details of Agreement.

A written history of incidents reported by Business Associate Subcontractors [BAS) will

be maintained. ffthe ISO becomes aware of a pattern of actMty in which the BAS is not

carrying out the contractually required safeguards, then the ISO will do one of the

following:
1. AttemPt to remedY this failure
2. Terminate the contrac! if attempt to remedy is not feasible

3. Report the situation to the U.S. Secretary of Health and Human Services, if
terminating the contract is not feasible'

If any grven security incident involves a breach of Personally Identifiable Information,

the IS0 will follow our privacy policies and incident managementplan for handling

such a breach.

If a security incident reported by a BAS includes the potential that personal information

may have been obtain.i Uy unauthorized individuals, the ISo will work with the BAS to

noiitrr affected persons of this event in compliance with relevant federal and/or state

law.

See also Brerches or Impermissible.Ilsgs/D,isclasureswithin these Security Policies and

Procedures.

E. Individuals
Individual persons who work for such an organization must also be bound to the

outside organization's controls. Such individuals must:

1. Have Business Associates Subcontractor Agreementwith their own company;

OR
2. Have a contract with their company; AND

3. Have appropriate background checks and bonding in place.
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F. Poliry
Virtru will notknowingly accept any confidential informationbelongingto third
parties until that information is reviewed against our protections and the appropriate

agreements put into place and signed by the information owner. The agfeements

should include all reiuirements for controls over the third-party information and the

processes to be followed.

IX. Rules by Data Classification

A. Public/unclassified data
This type of information does not require special marking or storage, except to ensure

ttrat iiis available when needed. It does need to be kept safe from unauthorized

modification.

B. Private/internal data

Access is granted on a need-to-know basis, as authorized by the manager of the user of

the information. Some types of jobs are automatically granted access to data in this

class.

paper products and backup media containing this type of information must be stored

and handled in a secure manner. This includes:

L. printing this class of information onlyto a known printers located in secure

areas on secure networks.
?,. Encrypting or physically securing backup media

3. Keeping papeicopies of information locked or otherwise secured

This class of information is not released to anyone outside Virtru without a

non-disclosure agreement, a Business Associate Subcontractor Agreement, and/or

without the approval of the information owner. Private/lnternal use information must

not be transmitted across any unsecured outside network or path without proper

controls. This means encryption for files and emails or secured packaging for paper

copies.

C. Confidential or Protected data

Access to this type of information is on a need-to-know basis, as approved by the IS0 or

information owner.

This class of information is not released to anyone outside the Company without a

non-disclosure agreement and withoutthe approval of the information owner,
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Confidential or Protected information must not be transmitted across any unsecured

outside network or path without proper controls. This means encryption for files and

emails, or secured packaging for paper copies.

Paper products and backup media containing this type of information must be stored

and handled in a secure manner, This includes:
L. Printing this class of information only to a known, secure printer
2. Encrypting and physically securing backup media
3. Keeping paper copies of information locked or otherwise secured

D, Managing data sources
The key to managing Virtru's business' media and documents is to first consider the

source of the information, then the media type. Virtru's media and documents
containing Protected Information [PHI, CflS, or otherJ require protection from
inception through disposition. Regardless of the owner relationship, the Companywill
be cognizant of the following Media Types:

t. Hard Copy: paper printouts, printer and facsimile ribbons, drums, etc.

2. Electronic: the bits and bytes contained on hard drives, flash drives, phones and

tablets.

E. Retention of media
Retention: The length of time documentation and/or information is retained according

to the level of confidentiality and to the business continuity requirements. System/
information owners should consult with the ISO to ensure compliance with the record

retention regulations.

Virtru's hard copy record retention policy is as follows:
We will digitize and encrypt these records for secure storage on the Synology NAS,

which will be backed up to AWS Glacier.

Virtru's electronic record retention policy is as follows:

L Agent of Record letters and Letters of Authorization requests are held for no

less than ninety (90) days
New Business Group documents are held for no less than ninety (90) days

General documents are held for no less than ninety (90) days

Banking statements are held for seven (7) years

Workforce member records are held for seven (7) years

2.

3.

4.
5.
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F. Sanitization of Media
when media [hard copy and electronicJ becomes obsolete, is no longer required or no

longer usable, it is criiilal that proper sanitization is accomplished.

Sanitization TYPes

Disposal:the act of discarding media. This is often done via recycling paper containing

"non-confi dential" material'

Reinitializing: Re-formatting drives so information cannotbe retrieved by recovery

utilities o, 
"ny 

other formslncluding keystroke recovery attempts. This is achieved by

overwriting the diskwith zeros for no less than one (1) time'

Purging: exposing the magnetic media to a strong magnetic field in order to disrupt the

recorded rnagnetic domains, this is also known as degaussing.

Destroying; destruction of media so it cannot be reused as its original purpose'

Virtru's electronic disposal policy is as follows:

1. Hard-drives are purged, reinitialize or destroyed

2. CD or DVD disks are destroYed

3. Flash drives are re-initialized or destroyed

4. Backup tapes are purged, reinitialized or destroyed

Any systems that are Ieased must be securely sanitized of all Company data prior to

being returned to the leasing company. Any additional media [e.g. hard drives, USB

drivJs etc.) will be reformatted then written with zeros for no less than one (1J time to

ensure ttrat ttre data contained on the media has been destroyed'

Virtru shall maintain appropriate records of sanitization. This entails validating how,

where and when media is sanitized. see Media sanitization.

G.Information sharing and privacy

In most cases the sharing and reuse of Personally Identifiable Information is governed

by law, regulation and customer expectation. To ensure Virtru meets those

requiremJnts, no Personally Identifiable Information will be shared with outside

companies, vendors or personnel without written approval from the IS0'

Personally Identifiable Information includes:

1. Names
2. Addresses
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3. Phone Numbers
4. Email Address
5. Dates of birth
6. Social SecuritY Numbers
7. Ages
B. Gender
9. Personal Financial Information
10. Personal Medical Information
11. Criminal History Information
12. Personal Employment Information
13. Personal BuYing Histories
14. IP Addresses

Aggregated and statistical data developed from this personal information is not

pJisoiatty identifiable and, thus, does not need the approval of the ISO for sharing and

re-use.

Virtru will comply with all applicable laws and regulations regarding the privacy of

personal information, including such laws as:

t. Health Insurance and Portability and Accountability Act (HIPAA)

Z. Health Information Technology for Economic and Clinical Health IHITECHJ

3. Family Educational Rights and Privacy Act IFERPA)
4. Criminal fustice Information Systems (CJIS)

5. Federal Information Security Management Act (FISMAJ

Virtru's workforce members, contractors, vendors and suppliers may come into

possession of Personally Identifiable Information as a part of their relationship with

Vi.t o. Each person must comply with all laws, regulations and policies and ensure

such information is properly protected.

H. Release of comPanYinformation
Virtru's information may only be released with the approval of the ISO or the

information owner. This includes the posting of Virtru's information of any type onto

bulletin board systems, public networks, social media or other open sharing tools. Any

information released must contain proper copyright trademark, disclaimer and patent

notices as aPProPriate.

X. Risk AnalYsis and lflanagement
Risks to Virtru,s assets and environment should be addressed proactively rather than

reactively. The controls applied to the risks must also be periodically reviewed to ensure

the controls are working properly and efficiently'
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A. Risk reviews
The job of reviewing risks and setting requirements for controls is the ISO's. Risks should

be reviewed or assessed when:
1. Developing or deploying new applications, systems, networks or software

2. When significant changes are made to that same list
3. \Mhen business Processes change

4. When Virtru enters a new geographical area of business

5. When Virtru enters a new line of business

6. \rVhen incidents occur or new risks emerge

7. When new regulations or standards are set

B, Risk management
Risks may be accepted, avoided or mitigated.

Accepting the risk is appropriate when the cost of avoiding or mitigating the risk is

gr."i., tf,an the 
"xp"cted 

loss. The losses considered should include the less tangible

items such as Virtru's reputatior; loss of market share and loss of public trust in Virtru.
Acceptance of a risk requires complete documentation of the risk analysis and approval

by the information owner.

Avoidingthe risk is appropriate when the cost of insurance is less than the cost of

incremental controls. However, basic controls must always be in place.

Mitigating the risk is appropriate in most situations. These situations are those where

compensating controls are possible, cost-effective and manageable. These mitigating

controls may include:
L. Increasing a protection to a level higher than what is listed in this document

Z. Improving oversight or monitoring of the risk to limit impact and minimize

resPonse time
3. Limiting transactions or other events to minimize the possible impact of the

risk event

The method chosen for managing the risk [acceptance, avoidance, mitigation) must match

the business value and costs involved and must be approved by the information owner.

For further detail, see the Risk Management Policy and the Disaster Recovery PIan.
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XI. IDs and Accounts

A. User IDs
Each user shall be assigned a unique identificatiory called the User ID. This User ID is not

considered to be sensitive, unless the User ID relates to an authentication process,

systems or application management role.

On sensitive systems or applications the User ID should not be easily identifiable, thus

making unauthorized usage more difficult.

Sharing of User IDs is not permitted, unless justified by business requirements and

approved by the ISO. For any such shared User ID, the password will be shared using

l,astpass, 
".rd 

th" password will not be shared with the additional user. If this password

is shared, it must be changed immediately after the User ID is used to keep the shared

user ID from becoming generally available and a risk to virtru.

Guest and anonymous User IDs are not allowed, unless the system involved is not

connected to any of Virtru's networks and the system does not have any Company

information on it. Typically, these guest or anonymous User IDs are only used during

development or during marketing/sales demonstrations'

B, ID and account creation
User IDs are only to be created following a process approved by the information owner.

This User ID creation process should include:

L. Expiration dates for the User ID

2. Renewal process for the User ID

3. Documentation of the role, business process and job function relating to the

User ID

User IDs are to be created for the purpose needed and not in a manner to compromise

segregation of duties.

A record of all User IDs and their owners will be maintained bythe ISO. See the Change

Control Logs for Security for further detail.
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C. Accotrnt management
A periodic checkwill be made of all User IDs and any redundant, dormant or unused

tnl witl be removed. The ISO must review the privileges set up for User IDs no less than

once everyyear,

D. Application Specific IDs

Application Specific IDs and logins are used in support of automated applications,

transactions, processes or batch jobs. These have non-expiring passwords.

L. Application Specific IDs must not be used by individuals.

Z. Application Specific IDs must be created only with the approval of the ISO, must

be documented and have strictly limited access rights.

3. Application Specific IDs must not have ad hoc or interactive capabilities on the

applications, systems, transactions or data involved.

XII. Authentication and Passwords

A, Overview
All systems, applications, databases or other information repositories shall require

,5uis to authenticate themselves prior to granting access. Authentication may be via an

approved password scheme or via an access control device. All systems that suppoft

2 -factor auth enti cation must have them enabled.

The authentication method used must suit the value of the information asset, matching

the cost of the authentication method against the level of protection required. In
general, administrative and other high-value User or Service IDs will use the most

secure methods of authentication.

B. Password format
Must be at least twenty (20) characters in length and must contain characters from all

of the following four [4) categories:

1. English uppercase characters (A through Z)

2. English lowercase characters (a through zJ

3. Base 10 digits (0 through 9)

4. Non-alphabetic characters (for example, !, @, #, $)
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C. Rules
Users are forced to create a new password every 3 months' Users must not write down

on paper or store any passwordsl they must also never share their passwords with

ott 
". 

ururr. Softwarl is provided to securely store user passwords, with encryption'

A maximum 5 attempts will be permitted prior to disabling the account' New

passwords must be different from the previous three [3) passwords' Passwords must

Le changed immediately upon first use of a new ID. Passwords must never be stored or

transmitted in clear text. Systems must not echo back the password as it is entered'

Passwords must not be retained by any system or application longer than is needed to

grant access. Initial passwords mustbe transmitted separately from the ID'

XIil. Authorization and Rights Management

A. GeneralAccess Roles

Access roles are defined as:

L Super Admin Access: Access to all front and backend products as well as

Product metrics
Z. Admin Access:Access to all front end products as well as product metrics

3. General Access; Access to product metrics

4. Low Access; Access to corporate email, sales, and marketing data only

Amazon Web Services (AWS)

Users who have access to eWi have Super Admin Access. User sessions will expire

after one [1) hour of inactivitY

Cloudant
Users who have access to Cloudant have Super Admin Access. User sessions do not

automatically time ou! the user is required to log out at the end of a session'

Github
Users who have access to Github have General Access' User sessions do not

automatically time out, the user is required to log out at the end of a session'

ELK Stack
users who have access to ELK Stack have Admin Access. User sessions do not

automatically time ou! the user is required to log out at the end of a session'
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Mixpanel
Useis who have access to Mixpanel have General Access. User sessions do not

automatically time ou! the user is required to log out at the end of a session.

Kissmetrics
Users who have access to Kissmetrics have General Access. User sessions do not

automatically time out, the user is required to log out at the end of a session.

Salesforce
Users who have access to Salesforce have General Access. User sessions

automatically time out after twenty [20) minutes.

Segment.io
Users who have access to Segment.io have General Access. User sessions do not

automatically time out, the user is required to log out at the end of a session.

B. Access Rules
User IDs and accounts must be authorized to access only those elements needed for the

user's role, including:
1. Limiting access to datasets and types
2. Limiting access to operating systems

3. Limiting times of access

Access to operating systems, ad hoc transaction capabilities, software development

tools, and olher system devices must be controlled and limited to only those User IDs

which require that access.

Segregation of duties shall be established for all information asset controls to minimize

the possibility that one person is responsible for an entire asset.

A user (and hence User ID) that changes role or job function must have access rights

updatei to match the newjob role or function. Any changes will be documented in the

Re sp o nsib ility Ch ang e L o g.

C. Temporary Privileged Users and Accounts

Temporary privileged users are defined as those who:

1. Have anjr control over securitytools on an application, system or network

2. Canupdate operating systems or similar tools

3. Can directly modiff data within a database or application

4. Have any special capabilities built in by the vendor of the application

software, operating system or platform
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Access at a temporary privileged user level shall be granted only on a need-to-know,

need-to-perform basis, and then only to the assets required, Temporary privileged user

access shall only be granted to those supporting Virtru's applications, networks and

systems.

D. Assignment and Revocation Procedure

The ISO shall electronically complete:

L. An Employ ee Access Log for all new hires and/or workforce member change

of status'
2. An Exit Checklistfor all terminations.

E. Logout After lnactivitY
The IS0 shall veriff that all users have activated a password-protected screensaver that

automatically prevents unauthorized users from viewing or accessing electronic

protected inioimation from any system or device that can be used to access electronic

information systems. After a maximum of 10 minutes of inactivity the system should

log off and toit< ttre device, making information inaccessible. Once Iogged off a user

must re-enter a password to gain access to electronic protected information.

XIV. Breaches or Impermissible Uses/Disclosures

A. Definitions
Incidentisdefined as anybreach of security, privary, continuity,legal or regulatory

controls over information assets of any type. Examples of such incidents include but are

not limited to:

L. Penetrations of systems, applications, networks or databases

2. Denial of service attacks
3. Misuse or mishandling of assets

4. Virus or other malware contamination
5. Transaction errors
6. Breaches of confidentiality agreements or contracts

7. Legal or regulatoryviolations

Breachis defined as an impermissible access, use or disclosure, which compromises the

privacy or security of PHI.
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XV. Breach Response

A. Overvielv
Virfru will maintain an effective method so tlrat all infcrrnation users, custodians and
owners can readily report incidents.

Incidents rrill be reported ts the penscn's irnmediate rnanager or the ISO. Once tire l$S
hasbeennotified'saidofi[icerwillthenfrollowt}edirectionsinthe@
Palial.

The ISO will investigate incidents and will log or report significant losses or threats
immediately. The apprcpriate autharities wilX be contacted by the ISO depending on t}e
severity of incident

Incidents irwolving misuse by workforce mernbers will be irwestigated by the lSO.

Depending on tlre severity of the incident, the Ernergency Contact list may provide
additional contacts. See the tmergenry Contapt List located in the Disaster Recovefll

&e.

Confi dential Reporting:
Con$dential reporting maybe done eit}er by

tr. Calling fmay leave voice message] t]e I5O or AISO
Z. Sending an email to the ISO orAI$O, or;
3. Goagle Form fofgtaonymous reporting

XVI. Personnel $ecurity

A. Screening for newly hired persorutel, thirtl parties, vendors
Proper verification checks must be nrade prior to granting any ne$r workforee member,
contractor, yendor, agent or affiliate access to Private, Internal, Confidential or
Protected information. ?hese verification checks will meet the raquirements set fnrth
by the Company and may include:
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t. Professional qualificatians
2. Identitycherks
3. Criminalchecks
4. Confirrratian of academic and professional *perience

The I$O is responsible for ensuring that backgraund checks are rrrade biannually on
parties who are not newlyhired warkforce mernbers. A tlird partywill conduct

backgrcund checks.

B. Training and Awareness
Virtru will provide security awarene$s training to each nernr rnember of our workforce
with accesn to electronic Company-owned or private data {Refer to Data Tipes
infsrrnation ClassificationsJ whose activities in the business we directly control. The

training will be provided prior to that person assuming his/her duties. The training is
designed to inforrn the persnn of hislher responsibilities underVirtru's security
policies.Ataminimum,thistrainingwill indudetheworldorce membet's role inr

1. Managing rnalicious sofhrare [e.g' viruses)
7,. Using workstation(s] securelY
3. Managingpasswords and
4. Moniforing and reporting suspiciotts use of account{s)

Virtruls employees will also be trained annually on Virtru's Folicies and Procedures. A
recsrd of ssccessful completion of this training and anneral retraining will be kept
online by Total HIPAA Compliance.

Withiu 30 days of starting individuals who *re employed as developers will receive

training on the security measures and mechaaisrns used to protectthe companfs
systerns and service, AII new developers will be required to take and pass online
training modules covering seqrre csding whep using Node.is. Sevelopers who will be

managing or developing operational aspects of the compan/s systems will also be

required take t}e Security Operations on AWS, training course frsm Amazon.

A record of training will bs kept of training that lists the employee, tSpe cf training
date of completion, the employee's signature,andanadmius signafirre asserting
successful completion of the training.

C, Terms of employment
Compliance with Virtru's policies regarding security and privacy are a condition af
employment"
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D. Acknowledgement
All users shall be required to sign an acknowledgement after being trained on Virtru's
security and privacy policies.

E. Exit process for users
Upon exiting employment or any relationship with Virtru, all users who have been

granted access to any information asset shall:
t. Relinquish all access to control devices
2. Report all User IDs in use by the person
3. Relinquish all information stored, whether on paper or on backup media

4. Relinquish all information processing devices, including workstations, all

Virtru-owned mobile devices and others

All systems access will be revoked.

The ISO will veriff termination is complete4 and document this procedure has been

followed. See Exft Checklist.

F, Security Sanction PolicY

Virtru's security policies call for the workforce that has access to electronic Protected

Employee or Client Data and others to perform certain duties and to refrain from
certain actions. Failure to do so will be sanctioned according to the policy below.

If the infraction involves the unauthorized use or disclosure of elecffonic Protected

Employee or Client Data, the sanctions below apply to the designated workforce
members including managers, supervisors, and staff who have access to Protected

Employee or Client Data.

We define a serious infraction as one that results in known significant damage or that
threatens imminent significant damage. Other infractions are simple infractions. The

process below is intended as guidance for our business management in sanctioning

Security Policies and Procedure infractions. We reserue the rightto implement
sanctions differently if, in our judgmen! the situation warrants it.

First Security Infraction
If the infraction is:

t. A simple infraction, and
2. The first infraction in the last 3 years

The sanction will be retraining the workforce member on the appropriate
policy/procedure and placement of a written letter of reprimand in the employee file.
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The letter will notisr the person of the nature of this infraction and of sanctions for
future potential infractions.

Second Security Infraction or First Serious Infraction
If the infraction is:

L. A serious infraction, or
2. The second infraction of either type within 3 years

The sanction will include a written letter of reprimand that is given to the person at

fault, placement of a copy of the letter in the employee file, and one week's suspension

without pay. The letter will notify the person of the nature of this infraction and of

sanctions for future potential infractions.

Third Security Infraction or Second Serious Infraction
If the infraction is:

L. A second serious infraction within 3 years, or
2. A third infraction of any type within 3 years

The sanction will be dismissal from the worMorce.

' XVII. Legal and Regulatory Issues

A. Legalprocesses
Responses to subpoenas, deposition requests and other legal issues will be referred to

andhandled by the CEO. The ISO will not respond to such legal processes without
company legal counsel.

E. Copyrights and licenses

Virtru may have agreements in place governing the use and handling of software,

information and other tools that are owned by other entities. All users and information

owners will complywith those agreements.

Users are responsible for complying with copyrights regarding any material obtained

via the Internet. This includes files, graphics, software, audio and video materials.

Users may not agree to a new copyright license, unless given permission by the ISO.

Licensed software must be used in accordance with the license agreement and only the

number of copies licensed must be created or used'
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C, Export controls
Information may not be exported across country boundaries without prior written
approval of the Company's IS0.

XVIIL Malware and Antivirus

A. Definitions
Anti-Malware: malicious software that may reside on a computer, steal information or

cause destruction. This can include a virus, trojan horse, keylogger, hijacker or dialer.

Sandbox:A highly controlled area where programs and software can be tested before

being allowed access to the rest of the system.

B. Operating system anti-rnalware requirements
Macintosh, Linux and iPhones:
Virtru has determined that software for anti-malware scanning on Macintosh, Linux

and iphones is not necessary due to the low probability of encountering malware, the

demand on computer processing power, and loss of productivity by the user. This

policy will be reviewed annually or as needed to determine if this is still valid.

PC Operating SYstems:
Data entering Virtru's Window-based systems must be subject to an up-to-date

anti-malware scanning tool that is scheduled to run at regular intervals. In addition, all

emails, attachments, disks, backup media, USB memory devices and other data carrying

tools must be scanned before they are downloaded or allowed access to the system. All

incoming data must be sandboxed by the anti-malware program before it is allowed

access to the system. The anti-malware pattern files must be regularly updated.

Android and Wndows Phone Operating Systems:

All such devices must have anti-malware tools in place prior to being connected to

Virtru's networks. These systems must be subject to an up-to-date anti-malware

scanning tool that is scheduled to run at regular intervals. In addition, all emails,

attachm-ents, and SD cards mustbe scanned before they are downloaded or allowed

access to the system.

C. Affiliates
Virtru and all ofits affiliates, contractors, consultants, vendors, representatives or

other service providers must make certain that adequate conffols are in place to

guarantee that data coming from their systems and networks is free from malware.

Rev.2015,8.6
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D, Infected devices

The ISO will use approved tools to monitor and remove malicious software from

Virtru's assets. Virus-infected computers, tablets or phones must be removed from the

network immediately until they are verified as virus-free.

E. Employees' Requirements
1. Workforce members will notload softrrare on our Company's information

equipmentwithout permission from the ISO.

Z. Workforce members will not open electronic files from unfamiliar sources.

3. Will exercise best practices when using the Virtru network. The employee

will not:
a. Circumvent user authentication on any device

b. Sniffnetworktraffic
c. Access data, servers, or accounts they are not authorized to access

d. Cause a disruPtion ofservers
e. Violate copyright law by transmitting copyrighted pictures, music,

video andf or software
f. Export or import software, technical information, encryption

,ofo*"re, or iechnology in violation of international or regional

exPort control laws
g. Use the Internet or network in a manner that violates Virtru's

SecuritY Policies, or local laws
h. Intentionally introducing malicious code; including but not limited to,

viruses, *oi*r, Trojan horses, e-mail bombs, spyware, adware, and

keyloggers

The workforce will be trained to know and carry outthese malware protections. The

ISO will generally provide permissions as required above only for actions that are

intended for our Company's business and only under conditions that limit the

potential for the introduction of malware.

F. Enforcement
Any activities with the intention to create and/or distribute malicious programs into

Viitru's networks (e.g., viruses, worms, Trojan Horses, e-mail bombs, etc') are

prohibited, and usei *itt Uu subject to Virtru's Sanction Policy, and will be reported to

the proper state and federal authorities.
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XIX. Change Control Logs

A. Preface
The ISO is required to maintain logs of systems that document any changes and access

users may have to sensitive systems. The following are the retention policies for these

logs.

B. Policy
Audit logs will be retained for at least one [1) year in raw forma! preferably electronic,

to preserve evidence. Audit logs must be configured to prevent overflow, erasure or

tampering. Auditlogs will be configured to record information such that:

L. Sufficient information is available for proper investigation of use, misuse,

incidents and Performance
2. User ID, eventtype, date and time are maintained
3. Time is according to a known time stamp so that events across systems can

be coordinated
4. End-to-end accountability is always maintained

Events to be recorded include, but are not limited to:

t. Login and activity by any other privileged accounts

2. Chinges to operating systems, application code or other tools

3. Backup and restore events
4. Changes affecting any cryptographic keys or devices

5. Stop or start ofcritical processes

6. Transaction failure, retry or duplication

All systems and tools involved in the protection process are required to always have

change logs enabled and properly configured. This includes:

t. Firewalls
2. Email seryers
3. Anti-malware tools especially the administration tools

4. Security administration tools such as password resets and account

modifications
5. Monitoring tools
6. Routers and other network devices

7. Github
B. AmazonWeb Servers [AWS)
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XX. Encryption

A. Preface

9. IBM Cloudant
10. SalesForce
11. Elk Stack
12. Mixpanel
13, KissMetrics
14. Segment.io
15. Sendgrid
16. Customer.io

Logs will be reviewed and analyzed by delegates of the ISO'

Reports of problems and incidents will follow the incident reporting method, listed in

the Incident and Breach Poliqt.

Encryption is the process of encoding messages of information is such a way that only

authorized parties can read it.

B. Apptication EncryPtion PolicY

virtru encrypts all client data using NlST-approved cryptographic modules' virtru
uses AES ZSe encryption for its application, Virtru's key length requirements shall be

reviewed annuallyis part of the yearly security review and upgraded as technology

allows.

The use of proprietary encryption algorithms is not allowed for any purpose, unless

reviewed by qualified.*p.iti outside of the vendor in question and approved by the

rs0.

C. Key Rotation Poliry
Virtru requires the following key rotation policy to protect all external systems. The

following is the list of policies for the following keys:

1. Secure SocketLaYer (SSt)KeYs
Virtru uses SSL keys to enable Transport Layer Security (TLSI traffic between

clients and Virtru's servers.
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Rotation of SSL Keys is done upon SSL Key expiration. They are set to expire at 1

[one) year and rotated at that time. If there is an incident or the security keys are

thought to be compromised, the keys will be rotated immediately'

2. Secure Shell (SSH) Keys
The SSH keys provide a layer of authentication to get into the production servers.

SSH Keys are used as the authentication mechanism to remotely login to a server'

They are also used as the first factor of authentication to assume root access on the

production servers. Each developer has his/her own SSH key and is responsible for
keeping this key secure,

Rotation Policy
All SSH keys are rotated at a minimum of every three [3) months. If there is an

incident or the SSH keys are thought to be compromised, keys will be rotated

immediately.

3. Amazon Web Services (AWS) Access Keys
Unique AWS Access Keys are given to each developer with a unique AWS Login.

This allows the developer to make Application Protocol Interface [API) calls to AWS.

Currently, 1-2 AWS Access keys exist per developer. Where are these stored? How

do you know how many keys each developer has?

Rotation Policy
These keys are rotated at a minimum of every 90 days. If there is an incident or the

AWS keys are thoughtto be compromised, keys will be rotated immediately

4. Application Keys
Virtru uses these keys to encrypt sensitive key data stored in the CouchDB

database managed by IBM. There is only one copy of this key.

Rotation Policy
No rotation requirement.

Backup Policy
Backup of the key is kept with Virtru's Super Administrators.

The export of enoyption technologies is restricted by the U.S. government. Residents of
counffies other than the United States should make themselves aware of the encryption

technology laws of the country in which they reside.
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D, Device EncryPtion Poliry
Virtru requires devices have encryption enabled for any files, folders, drives,

databases, or other stored data thit may have sensitive information including

protected personally identifi able information.

The implementation of any encryption scheme is performed bythe user and the

deployment of the .n.rypiiott tool, including all keys, must meet industry best practices

rni Ul properly documlnted. Currentlythe minimum standard is 128'Bit encryption'

nn.rypiion keys will be managed by the user and a log will be maintained by the IS0'

Mac OS Devices:
Mac OS devices that store Protected Information [PHI, CflS, etc), are required to use

full disk encryption using FileVault 2. Users must provide a copy of their key to the

IS0; both will maintain the key in a secure location'

For devices that do not store Protected Information (PHI, CflS, etc), full disk

encryption is at the discretion of the user. However, if this is used, a copy of the

un.r$tio1key will be stored by both the user and the ISO in a secure location.

Windows OS Devices:
Windows 0S devices that store Protected Information (PHI, CIIS, etc) are required

to use full disk encryption with the program Bitlocker. The encryption keywill be

maintained in a secure location byboth the user and the ISO.

For devices that do not store Protected Information (PHI, CflS, etcJ, full disk

encryption is at the discretion of the user' However, if this is used, a copy of the

.n.r5ption key will be stored by both the user and the ISO in a secure location.

Linux OS Devices
Linux 0S devices that store Protected Information [PHI, CJIS, etc) are required to

use full disk encryption. This will be encrypted at a minimum of 128 bit encryption'

The encryption keywill be maintained in a secure location by both the user and the

ISO.

For devices that do not store Protected Information [PHI, C]lS, etcJ, full disk

encryption is at the discretion of the user. However, if this is used, a copy of the

encrlnption key will be stored by both the user and the ISO in a secure location'
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Android Devices
All Android devices that store Protected Information [PHI, C]lS, etcJ will have

encryption turned on and will be password protected at all times. The encryption

t<ey witt be maintained in a secure location by both the user and the ISO.

Windows Phone
All Windows Phones that store Protected Information (PHI, CflS, etc) will have

encryption turned on and will be password protected at all times. The encryption

tey witt be maintained in a secure location by both the user and the ISO.

iPhone
iphones are natively encrypted. These devices are required to be password

protected and/or biometrically protected at all times'

E. Wi-Fi network encrYPtion
All wireless access points owned by Virtru are required to be protected using Wi-Fi
protected Access 2 with Advanced Encryption Standard WPA2'AES). This password

will be changed quarterly and will not be shared with users that are not employees or

authorized Business Associates. Any outside users are required to use guest access

points.

Employees that access Virtru resources from home are required to use Wi-Fi Protected

Access Z with Advanced Encryption Standard IWPAZ-AES) to protect their devices.

This password should be changed quarterly.

F, Email encryPtion
Virtru requires the use of its secure, encrypted email service to communicate with our

employeei abouttheir Personally Identifiable Information, and to communicate any

,"rriitiue data. All email communication that includes personally identifiable data and

potentially sensitive data will be encrypted.

Virtru uses only its secure, encrypted email service to communicate with clients about

their Personally Identifiable Information.

Virtru forbids t}le use of cha! texting or instant messaging programs by devices that

store PHI.

G. Enforcernent
Any worMorce member found to have violated this policy may be subject to

disciplinary action, up to and including termination of employment.

See Sanction Poliqt.
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XXI. Assessments and Testing

A. Overview
The Security Rule of HIPAA mandates that covered entities implement appropriate
information security policies and procedures to protect PI from "reasonably

anticipated threats and hazards."

B. Penetration testing
Penetration testing of all servers containing PII will be conducted monthly by internal
personnel, and by an external 3rd party at least annually or whenever there is a major
system update. Testing shall validate the security oft

7. External connections
2. Operating systems
3. Applications
4. Databases
5. Network controls
6. Security procedures, including monitoring and incident response

C. Vulnerabitity assessment testing
Vulnerability assessments will be conducted periodically on all network-connected

systems devices. Any vulnerability found must be corrected in a timely manner.

Vulnerability assessments also shall be conducted when:
L. A new system, application or network is installed inside the Company

2. Changes are made to firewalls, VPNs or other security control tools

3. Changes are made to a web server's operating system

4. Changes are made to email servers
5. Configuration changes are made to databases

6. Configuration changes are made to critical applications
7, Changes are made to encryption scheme[s)

NOTET Vulnerability and penetration tests wiII not be conducted except with the prior
approval of the ISO, No user will have vulnerability or penetration testing tools loaded

onto any Company rystemwithoutprior permissionftom the ISO.

D. Wireless access testing
Testing of wireless access points [war-driving) shall occur regularly, to cover all

wireless access points under the control of Virtru.
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E. Password testing
password cracking software shall be run periodically to validate the enforcement of

password rules.

F, 3rd Party SecuritY Management

A comprehensive list of 3rd parties with which the company does business with shall

be maintained. Any 3rd party who handles or holds sensitive data or who provides a

service which is critical to operations shall be required to assert that their own security

practices and procedures meet or exceed that of the company's. Each 3rd party shall be

assessed for conformance annually.

XXII. Use of Email, Internet, Messaging, Public Sites, Blogs, Social Media

A. Policy
Confidential, Private or Protected information and Internal Use information must not

be transmitted across any unsecured outside network or path without proper controls.

Virtru requires encryption for files and emails, or secured packaging for paper copies.

Users are responsible for ensuring that their use of these tools complies with all of

Virtru's poliiies, and with applicable laws and regulations. This includes all

employment policies such as sexual harassment, stalking ethics and appropriate use.

These tools may not be used to access, send or receive, store or display:

1. Sexually exPlicit material
Z. Confidential, Private or Protected Information or Internal Use material,

except as meets the Handling Rules section
3. Viruses
4. Threats
5. Inappropriate or unlawful language, including:

a. Offensive language
b. Language inappropriate for the Company environment

6. Discriminatory or harassing language

T. Tools usable for hacking, password cracking, vulnerability scanning or

Penetration testing

These tools are the property of Virtru and are to be used only for Virtru's business.

Access may be unavailable at any time, at the Company's discretion. Users must not

assume that access to these tools will be available for incidental personal use.
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All contenttransmitted over these tools is the property of Virtru. Content, including

emails, maybe inspected byVirtru. Such inspections will occur with the approval of
the IS0 or of the Company legal department. Virtru may monitor, filter or block
content on these tools,

Users of blogs, social media sites such as Facebook, and other such tools must follow
the guidelines outlined in Virtru's Social Media Policy. See Social Media Poliqt.

Users of blogs, social media sites such as Facebook, and other such tools must not
representtheir comments as coming from, or being representative of, the business or
opinions of Virtru.

XXIIL Hardware

A. Definitions
Worl<stationsr PCs, desktop computers, tablets and mobile computing devices that are

located at Virtru's home officg or at remote locations. These devices are easily

attacked and therefore must have access controls and anti-malware as specified in
those sections of this document.

Servers: Devices that may or may not be housed at Virtru locations. Regardless of their
location, these must secured in a manner that prevents them from being physically

accessed without the appropriate level of security clearance.

B. Policy
A current copy of the Organizational Chart/Electronic Asset Management Log (Risk

Assessment) will be kept at an off site location so it can be accessed quickly in the case

of theft, fire, flood or other events that may make inventory information useful.

The ISO will keep a log of events noting when a physical security mechanism is

repaired, replaced, installed, removed, modified, or maintained. This Maintenance Log

will contain the: who, wha! when, where, and why of the change and be kept in the

Security D ocumentation Library.

Users of these devices are required to ensure that all appropriate protections are in
place, including:

t. Physical security to prevent theft or misuse

2. Access controls suitable for the class of information on the device

3. Anti-malware
4, Keeping the devices locked to a desk or other secure location when outside

45

Rev.2015.8.5



) Security Policies and Procedures

Virtru
S. Keeping control aver bsckup rnedia, as to minirnize dre possibility of theft or

loss

6. Ensuring that the transport of these devices is secure and is safe from

damage - for example, these derrices shcnld onlytravel in padded containers

and shonld be locked and shut dslvtr during transit

7, Keeping all operating systems and tools up-to-d.ate, wifh all updates and

patches. Specific requirements for tlese topics are in the appropriate

sections of t}is docurnent

Vir6,ds clevices must not be used by people who are nat auflrorized, including family

members and friends.

Software lcaded onto such dwices must followthe rules in the Sofu$are section of this

document In general, only approved software may be loaded, and shareware, garnes

and othersuch software are notpermitted-

International travetr with t}ese devices may require specialapprovals or configurations,

especially in regards to encryrytion and licensed software. Befare traveling

iniemationally, users mnstcontactthe lS0 to deterrsine if such special considerations

exisa

Connecting tlese devices to Viriru s networks must follow the rilles in the lVefwarks

section sf ihis dccument In general, all such devices must be approved prior to

connecting.

Remote access from these devices to Virtru's net$torks and devices rnust meet the

controls specified in the JV.e,twor*s section of this document In general, such access

mustbe approved, andmusthave adequate controls overtJre securityof informationin

transit"

Devices of fhese qfpes that are cwned by contractors, vendors or ot}er tlird parties

must meet all Virtrtr requirements prior to being connected,

C. Asset management
The IS0 is responsible for maintaining an inventory of devices; as such he shall employ

softurare to aid in the rnanagement of hardware and softwars *sset' see ffgsdlag.&4J€s

fo r ths i nfo rm afi owcla s sifr c ati on s
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D, Enforcement
Any worKorce member found to have violated this policy may be subject to
disciplinary action, up to and including termination of employment. See Sanction Poliry.

XXry. Networks

A. Overview
Virtru's networks and devices shall designed, deployed and operated in a manner so as

to provide proper levels ofprotection for the data being accessed and transported.
Significant changes in network designs must be piloted before deployment.

Mechanisms must be in place to alert the ISO of possible attacks and breaches, to
include:

1. Denial ofservice attacks
2. Improper access

3. Virus infections
4. Unauthorized software installations, email, FTP or other improper usage

Analysis must be conducted at least annually to validate the failure mode and recovery
for all devices, network circuits and protocols. See Change Logs for details.

Responsibilities must be defined for:
1. Administration of network and communications connections
2. Operations of all devices
3. Monitoring
4. Timely review of audit logs and response to alerts or alarms
5. Review of unusual patterns of usage or activity

To minimize risks, any network connections or network segments should be
disconnected when not in use.

B. Monitoring
Virtru uses AlienVault's Unified Security Management System to monitor all traffic on
their network. Notifications are set to alert the IT staff of any unusual traffic and
vulnerabilities, as well as log any security events that may occur.

C. Access control and physical security
Sites where Virtru's network equipment or communications lines exist are considered
to be high-value and are subject to the access control and physical security rules
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outlined in the Plrysical sequriu section of this document. In general, these rules will

require:
1. Access limited to authorized personnel only

Z. physical security, including RptO or passcode controlled locks, are in place

D, Modifications, uPdates

Changes to the network architecture which affect the protections must be approved by

the ISb. Examples of such changes include firewalls, wireless configurations, ports and

proxies.

E. Docurnentation
The IS0 shall maintain an accurate set of documentation of the networks and their

components. This documentation is considered to be highlyvaluable and will be

classified "Protected".

F, Network design

The goal for network design is to facilitate Virtru's business, while still providing

protection for ComPanY assets.

G. Segmentation
Virtru,s networks will be segmented in order to limit access to Confidential and

Protected Information, without impacting the Company's business' There will be a

guest network that will have no access to Mrtru's Network Attached storage, and other

vital network resources'

Il. Firewalls
Virtru,s network and workstations in the DC office is protected using the Fortinet

FortiGate 100D Firewall appliance, This device is configured to monitor and log all

unusual traffic and warn virtto of any network irregularities or attacks.

Definitions
FirewaII:A part of the computer operating system or networkthat is designed to

block unauihorized access while permitting outward communication' There are two

different types of firewalls.
t, Sojtware Firewall:Part of the operating system or can be a software add-on'

2, Hardware Firewall: Built into a router or a stand alone device' All computing

devices will access a network through this point'

Firewall Settings
t. Whitelisting; Blocks all incoming traffic, and only allows traffic from good, or

known Ip addresses. The user will be required to authorize connections to

their device'
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2. Blacklisting; Authorizes all traffic as a default, and the user is responsible for

denying unauthorized connections to their computing device from

unrecognized or unknown IP addresses,

Softtuare Firewall PolicY

Virtru requires every device to have their internal software firewall activated at all
times, and set to only allow whitelisted traffic. This will require the user to
authorize any connections to their device. Any workforce member found to have

violated this policy may be subject to disciplinary action, up to and including

termination of employment.

L lnternet
Connections to the Internet mustbe:

L. Approved bythe ISO

2. Periodically reviewed and tested for vulnerabilities
3. Protected by firewalls, intrusion detection systems and anti-malware tools

Some Internet tools, such as FTP, Internet Relay Chat, Telnet and Remote Procedure

Call are restricted in use and must be approved for use by the ISO.

l. VPN-remote access

Virtual private networks (VPNs) will be used for traffic flowing over public networks to
ensure the proper level of protection of Virtru's data.

K. Wireless
All wireless connections must have WPA2 with Advanced Encryption Standard [AES)
turned on. This applies to all networks for Virtru's home office, and all telecommuting
employees.

t. TeleworkPolicy
If a staff member is allowed to telework/telecommute, they must comply with the

Virtru's various employment policies, remote security measures and use the provided

web portal via HTTPs, VPN and SSL. They must also make sure their home WI-FI is

encrypted properly.

If they are accessing sites while on an unsecure router, they must make sure the sites

they visit have a valid SSL certificate before proceeding.

M, Patching of systems and applications
Microsoft Windows OS Patches
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To manage the patching of Microsoftwindows operating systems [os), windows

Softwarelpdate Service TWSUS) is used. The WSUS server automatically checks for

patches oniu 
" 

day not during business hours' Then downloaded patches are

manually released from the WSUS server to be downloaded and applied on the

workstaiions. The IS0 will evaluate all patches before they are applied;

workstations will not automatically download OS patches from the WSUS server

and updates will not be automatically installed. Installation of OS patches is done

within a planned downtime.

Apple OS Patches
Ail Macintosh Operating System (OS) patching will be done through the App Store,

and is the respohsibility oittt. individual user to install. These should be applied

within one [1) week of release from Apple.

Linux OS Patches
These patches should be applied and tested in an app staging environmentbefore

they aie applied systemwide. The User is required to document where they

reclived tire patch, who downloaded it, what version of patching they are using and

when the patch was applied to the system. This documentation should be submitted

to the ISO upon completion of the patching.

iPhone iOS Patching
All iPhone [OS) patching will be done through the App Store, and is the

responsibitity oittt" individual user to install. The device should be fully backed up

prior to instilling these patches either in the cloud or locally. All backups are

iequired to be encrypted and password protected. These patches should be applied

within one [1) week of release from Apple.

Android Phone Patching
All Android patching will be done through the Google PlayStore, and is the

responsibiliiy of the individual user to install. The device should be fully backed up

prior to instilling these patches either in the cloud or locally. All backups are

iequired to be encryptei and password protected. These patches should be applied

within one (1) week of release from Google.

Windows Phone Patching
All Windows phone patching will be done through the Windows Phone Store, and is

the responsibility of the individual user to install. The device should be fully backed

up prior to instailing these patches either in the cloud or locally. All backups are

required to be encr{pted and password protected. These patches should be applied

within one [1) week of release from Windows.
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patching of applications is done on a weekly basis, unless a zero-day exploit is found

in an appli."iion that is used within the domain. If such an exploit is found and a

patch isieleased for said exploi! an emergency planned downtime will be called for

at the conclusion of the business day to patch the application in question'

N. Networkhardening
Upon adding new devices to the network installation procedures and set-up must be

fjlowed. HJrdening will be done on network devices as well as systems (e.g' laptops,

workstations and servers) and handled by the ISO or AISO'

Hardening will be broken down into the following categories which include, but are not

limited to:
L. Preparation and installation

2. Updates to: software, firmware and hardware

3. Setting of appropriate account and auditing rules

4. Setting of appropriate security rules

5. Turning on the internal firewall

6. Turning on full disk encryption (lf device will have access to PHI)

7. Other internal operations such as:

a. Installation of appropriate sofflvare for workstation, server or laptop

The IS0 will notiff all affected staff when making changes to the hardening policy and

will update the Security Policies and Procedures at that time. Written approval for

hardening procedures above and beyond what is currently mandated is not necessary.

XXV, Physical and Environmental Protections

A. Definitions
Securesftes; These are locations that require the highest level ofprotection. These sites

include:
L. ComPuting centers
2. Network connection Points
3. Media storage locations
4. Locations containing platforms which carry high-value or critical

information or transactions
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Physical Security: These may occur within Virtru where the overall building is operated

to a lower level of security, but a certain area is more controlled due to documents,

assets or processes which occur in that area'

B. Secure Sites Fotiry
Secure sites shall be established for all computing centers and other locations where

there is a concentration of high-value or sensitive information, systems or networks.

Sites will be designed and operated according to best practices and in consideration of

threats appropriate to the site such as hurricanes, tornados, power outages and

intruders.

This standard is not to be construed as a complete list of requirements for a secure site.

It should be used in conjunction with expert advice, architects, fire marshals, OSHA and

other regulations.

Separate, isolated areas will be created within the secure site for:

1, Media libraries
2. Electrical supplies and controls
3, Environmental and mechanical controls

Access to these sub-areas will be on a need-only basis. Critical assets and operations

must be conducted in a secured area or secured site, with protections implemented in

accordance with the risks and value of the assets, information and operations.

C. Data Centers
All data centers used by the company must provide proof that they meet or exceed the

security requirements and standards of the company.

XXVI. Physical SecuritY PolicY

A. Entry Policy
All Virtru's workforce members are allowed access to the physical site at any time of

the day, and any day of the week. The site is secured with an electronic door lockthat

"..upis 
RFID cards and a numeric passcode, RFID cards are issued by the ISO or AISO

by request and after aPProval.

B. toss of RFID keY

If a workforce member loses their RFID key, they will notify the IS0 or AISO as soon as

possible so the key may be deactivated. Any workforce member found to have violated
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this policy may be subject to disciplinary action, up to and including termination of

employment. See Sanction Poliqt.

C. Mobile devices

Mobile devices (laptops, netbook, tablets, iPhones, iPads; etc') musthave the

appropriate encryption. Devices musthave a power-on password or PIN, data

en.ryption, auto-lock and role-based access per user. See BY1D Poliry (Forms for

Employees).

D. Video monitoring
Virtru,s main office is monitored by a video camera. The data is stored in the Network

Attached Storage which is physically secured in a locked cage in the IT closet. This data

is stored for uP to one [1) month.

E. Alarm system
Virtru,s main office is monitored by an alarm system. It is attached to all doors and

windows, and requires a 4-digit pin plus a modifier to deactivate. Once triggered, there

is a 45-second deiay before ttre tocat authorities, IS0 and CEO are notified by the

monitoring company. ADT is the company that is responsible for monitoring virtru's
main office.

The alarm pin code is changed quarterly, or atthe time that an employee is fired or

Ieaves the ComPanY.

Virtru requires that this alarm be set by the last personto exit the office, and should be

active 
"ttyti*" 

there is not an authorized employee on the premises'

F. Fire protection
Fire protection meet all regulations, including federal, state and local. Fire

extinguishers shall be deployed in accordance with regulations of OSHA and fire

inspe"ctors. periodic testing of 
"l"rrnr, 

fire extinguishers and fire evacuation procedures

shall be conducted'

XXVII. Softvvare

A" Overview
This section outlines the standards applying to operating systems, applications,

databases and other software tools.
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B. Acquisition of software
It is up to the developer to decide which software tools they will require for their
workitation. All regulated software will only be download from trusted sources, such

as the Apple App Store, Windows Store, or directly from reputable websites, etc.

Unregulated soffruare is allowed, but must be fully documented and approved for use

by the ISO. Documentation will include:

L. The source of the software
2. When itwas downloaded
3. Who downloaded it for use and;

4. The date the ISO approved the use of the software

All software for Windows OS devices is required to be screened for malware prior to
installation.

Any unauthorized software must be approved and validated, or removed.

Users of workstations, netbooks, wireless and other personal devices must not install

unapproved software.

C. Open Source Software
The use of open source shareware or open source freeware may only occur ifi

L. It is not used in a production environment OR

2. Prior to use it is fully tested, documented and Virtru's personnel are

assigned to support it. Checks to be performed include:
a. Veriff usage license [no strong or weak copyleft licenses)

b. Review open CVEs and available patches

c. Perform internal security evaluation
d. Flag for external security evaluation during next penetration test

3. The source of the software is documented
a. URL
b. Project lead
c. Contributors
d, Whether the project is actively maintained

4. The ISO approves oftheuse

D. Documentation
Documentation for sensitive applications and the operating systems which run those

systems shall be stored securely. Backups of all documentation shall be maintained off
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site. Access to the documentation for sensitive applications and the operating systems

will be on a need-to-use basis.

E. Change Control and Maintenance
AII proposed changes to production systems must be registered in the companies issue

traiking system. Changes shall be categorized as standard, normal, or emergency.

Standard .h"ng.r 
"r" 

ihor. that are performed frequently and considered low risk'

Standard changes are reviewed quarterly and pre-approved for the following quarter.

Normal changes are those which are not performed frequently and may pose some risk

to the business, Each normal change must be reviewed by a minimum of two

super-admins, the CTO and/or VP of engineering prior to being made. Reviewers are

reiponsible for assessing the impact of the change in regards to the functionality,

"u"il"bility, 
durability, and security of the system.lf a consensus among reviewers is

reached, the proposed change is sized, sorted, and executed through the standard

engineering workflow, Emergency changes are those that are required to recti$r some

form of degradation of the system. Emergency changes must be reviewed by a

minimum of nnro super-admins.lf a consensus is reached, emergency changes can

bypass the standard engineering workflow and be made immediately. All changes to

pioduction systems muit be captured in the company's issue tracking system without

exception.

F. Operating Systerns

Only approved operating systems will be loaded onto Virtru-owned assets' Before

major upgrades io systems, authorization by the ISO and AISO will be required.

Default settings must be reviewed prior to installation to identifii any security

vulnerabili6ei. These settings will be communicated with all workforce members, or

they will surrender their devices to the ISO or AISO for configuration.

G. Applications
All applications, whether developed or purchased, must comply with Virtru's policies

and piotection standards. The information owner is responsible for ensuring that these

requirements are included during the development or acquisition of software.

The protection requirements for applications include:
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1. Access control
2. Authorization
3. Information classification
4. Storage controls
5. BackuP and restoration
6. Confidentiality and integrity requirements

7. Audit logs
8. Privacy, export control and other such requirements

All product associated applications must use HTTPS to communicate with all remote

hosts, both Virtru hostediervices and external third parties. HTTP and other

non-encrypted communications are not allowed under any scenario.

Virtru applications shall treat user credentials with the utmost sensitivity and must

follow security best practices for storing and transmitting user credentials. All

credentials r"iri.h aie shared with a client device must be sent over HTTPS or another

encrypted communication channel. Atl user credentials which are stored in a data

store, must be stored in a benign state so that leakage of information from the data

store does not compromise user accounts.

All application logs must be sent to a central logging cluster for aggregation and

analysis.

H. Configuration Managernent

\Mhere possible, Virtru applications and infrastructure follow an immutable paradigm'

All changes to production infrastructure and application code is deployed on a brand

new Amizon Machine Image 1AMI). This allows all changes which are deployed to be

tracked and audited. This also means that no configuration or application code will be

modified on a production instance. All application seryers have osquery installed and

configured to monitor key files on the system for any change (File Integrity 
-

Moniloring). Any changei to configuration are logged and sentto AWS Cloudwatch

Logs, wheie they triggJr an alarmind cause an email to be sentto the Virtru DevOps

team for further investigation.

Where possible, Virtru utilizes Terraform, Ansible, and other similar tools to define

their infrastructure as code. This allows the production infrastructure to be versioned

in a git repository and easily audited for change over time'

I. Asset management for software
The ISO is responsible for maintaining an inventory of software; as such it shall employ

software to aid in the management of software assets'
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f. Enforcement
Any workforce member found to have violated these policies may be subject to

disciplinary action, up to and including termination of employment. see sanction PoIicJt'

XXVIII. Removable Media Device Policy

A. Purpose
The purpose of this policy is to minimize the risk of loss or exposureof confidential or

protected Information -"int"irred by Virtru when it is stored transferred or accessed

on a removable media device. This policy also aims to reduce the risk of acquiring

malware infections on computers operated by Company' Any questions or comments

about this policy should be directed to the ISO

B. Scope

This poliry covers all removable media that contains Virtru's data or that is connected

to Virtru's network.

C. Definitions
Removable media:devices or media that is readable and/or writable by the end user

and are able to be moved from computer to computer without modification to the

computer. This includes flash memory devices such as thumb drives, sD cards, cameras,

MP3 players or any other storage -uiiu*; removable hard drives (including hard

drive-based MP3 players); optical disks such as CD and DVD disks.

Encryption: a procedure used to convert data from its original form to a formatthat is

unrJadable 
^ia1o, 

unusable to anyone without the tools/information needed to

reverse the encrYPtion Process.

Malware:soflr /are of malicious intent/impact such as viruses, worms, and spyware'

D. Policy
workforce members may use removable media in their work computers if they take all

reasonable and prudent measures to ensure the safety and confidentiality of all

information that is downloaded to any removable media or portable device

E. Using Removable Media Devices
pHI should be stored on removable media onlywhen required in the performance of

assigned duties or when responding to legitimate requests for information' lVhen
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protected and Confidential information is stored on removable media, it must be

encrypted in accordance with virtru's Encryption Standards.

The worMorce member shall take all reasonable and prudent measures to physically

secure all removable media or to portable devices. Users shall not open or attemptto

open the encasement of any removable media or portable devices nor otherwise

.ir.u*u"nt any lock system that secures the device or its components. Users should

take reasonable measures to secure device at all time and report any lost or stolen

removable media or portable devices immediately'

Workforce members may not copy information or other sensitive data onto personal

devices, unless 
"pptou.d 

by management in coniunction with the Confidentiality

Ag r e ement fo r EmPIoY ee s.

F. Exceptions
Exceptions to this policy may be requested on a case-by-case basis by petition to the

ISO.

G, Refusal
Virtru reserves the right to refuse the ability to connect removable media devices to

the Company nenarorliif such media is being used in such a way that puts Virtru's

systems, data, users and customers at risk'

H. Enforcement
Anyone found to have violated this policy may be subject to disciplinary action, up to

ani including suspension of access to technology resources or termination of

employment]e viblation of this policy by a temporary worker, contractor or vendor

may result in action up to and including termination of their contract or assignment

with Virtru.

XXIX. Application Recovery Plan

A, Overview
virtru backs up of all production data hourly and stores it remotely on two separate

Amazon Web Slrver teWS) Accounts. These backups are a combination of both

differential and full bickups. These backups are durable a the same rate as 53 data

each snapshot is 99.999990/o durable.

B. Scope

These policies apply to all production servers and data that Virtru is responsible for
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C. Data durability and reliability
Virtru uses Amazon 53 to provide a highly durable storage infrastructure designed for
mission-critical and primary data storage. Amazon 53 redundantly stores data in
multiple facilities and on multiple devices within each facility. To increase durability,
Amazon 53 synchronously stores Virtru's data across multiple facilities before
confirming that the data has been successfully stored. In addition, Amazon 53 calculates

checlisums on all network traffic to detect corruption of data packets when storing or
retrieving data. Amazon 53 performs regular, systematic data integrity checks and is

automatically self-healing.

D, Encryption
Virtru uses Server-side encryption to protect data at rest. Server-side encryption with
Amazon S3-managed encryption keys (SSE-S3) employs strong multi-factor encryption
by encrypting each object with a unique key. As an additional safeguard, it encrypts the

key itself with a master key that it regularly rotates. Amazon 53 server-side encryption
uses 256-bitAdvanced Encryption Standard [AES-256) to encryptVirtru's data.

E. toad balancing
Virtru uses Amazon Web Services' Elastic Load Balancing (ELB) to automatically
distribute incoming application traffic, to automatically route traffic across multiple
instances. and multiple Availability Zones. This is used to insure that only healthy
servers are receiving traffic.

F, Restoration of data
Restoration of production data is done on an as-needed basis. The following employees

are responsible for restoration of the application if it is needed:
L. Reuven Gonzales, Lead Developer, or
2. Conor Gilsenan, Developer OPs.

The needed backup data will not be restored "on top of' the current "bad" data. The

restores will be redirected to a new location, and firstverified. Upon verification, the
"bad" data will be removed from the drive, and stored and relabeled as "old data." Then

the backup data will replace the "old data" on the drive. Once the restored data has

been verified once more, the "old data" will be destroyed.

G. Testing and revision of plan
Once every quarter, after doing a full backup, Virtru will recover the saved data. During

hours when the business is closed, we will operate the application using this recovered
data in a test mode. The tests will consist of a set of tasks that are designed to exercise

the main system functions to confirm thatthe data is usable and as up-to-date as we

expected given the backups that were used to do the recovery. This testing process

Rev.2015,8,6
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should take an hour, The restore process should take an hour or two, once the files are

retrieved.

If the process does not work as documented in our policy, it will be updated to reflect

the actual procedure we need to implementto achieve successful recovery and

operation.

Whenever we make changes to software or hardware, we will create/update and test

using our Inventory of Deiices/Sofiuare Assets and store this checklist in the Security

Documentation Library.

XXX. Network Attached Storage and Workstation Backup Plan

A, Overview
Virtru recognizes thatthe backup and maintenance of data in the NetworkAttached

Storage (NAS) and individual workstations are critical to operations. It is essential that

certain basic ltandard practices be followed to ensure that data files are backed up on a

regular basis.

B. Policy
Virtru wi1be using a Synology DS1515+ Network Attached Storage for backing up all

workstations, firernrall lbgs, and video surveillance footage. This data will also be

backed up to a Amazon Web Services Glacier account.

C, Backup software
Virtru uses Cloud Station sofhrgare to perform all backups. This will be installed on all

workstations and must not be disabled by the user for more than one [1) business day.

The software will maintain one month of file versions for restoring purposes

D. Remote backuPs

Virtru will provide a Virtual Private Network [VPN) for employees to login to for

backing up th.i. devices. Credentials for the VPM will be provided to remote

e-ptofees, and they will be expected to configure their devices properly. If they are

urrs,rr", or have issue in setup, the IT departmentwill be available for configuration

assistance.

E. Localbackups
Virtru encourages all users to do daily local backups oftheir data. These backups are to

be encrypted using the encryption standards listed below. Any local backups must be

s,rrrende."d at the time an employee no longer is employed by Virtru'
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F, Encryption of backuPs

The backups of data will be encrypted on the NAS using AES 255 bit encryption. Any

local backups that employees *it u must be encrypted at a minimum of 256 bit

encryption.

G. Restoring data
In the eventthat a workstation fails, is stolen, or is damaged whether physically or by

malware. It is the policy of Virtru that this device will be replaced within 24 hours' The

it d"p"rt-ent will be iesponsible for reprovisioning this device, and testing that the

workitafion is functioning properly before giving the device to the employee'

H. Enforcement
Anyone found to have violated this policy may be subject to disciplinary action' up to

ani including suspension of access to technology resources or termination of

employmentla uiot"tion of this policy by a temporary worker, contractor or vendor

may result in action up to and including termination of their contract or assignment

with Virtru.

XXXL Information Integrity Management Policy

A. Overview
The other policies in this document contribute to the integrity of the data inour

,yrt"*r. Notably, the Data Backup Plan, the Access Control Policy, and thelt4alware

Ii"n"g.-unt Policy contribute todata integrity. In addition to these, we add the

following poliry elements.

B. Policy
Virtru will configure our applications software to use the available edits on data that is

entered into our systems. These edits will check for internal data consistenry,

reasonableness of data, and logical relations among data items.

XXXIL Security Incident Management Policy

A. Overvielv
Virtru recognizes tha! despite having reasonable security safeguards, we may have

security incidents.

B. Procedures
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1. We will train each workforce member to recognize the common telltale signs

of a security incident. when a member of the workforce detects one of these

signs, he/she will be responsible for notiffing the ISO'

2. The ISO will maintain a set of tests to detect events in the system logs that

may indicate security incidents. These tests will be written into a script and

run against the system log on a daily basis or whenever needed' The tests

currentlY are:

a) Account creation/deletion

b) High volume of unsuccessful logon attempts

c) Alerts from our malware monitoring systems

dJ High volume of file or database access/creation/deletion activity for the

time of daY, or for daY of the week

e) Account activity at unusual times of the day or night

0Absenceofexpectedlogrecordsofactivitywhenexpected
g)Unusuallevelofrecordaccessforagivenaccount
h)Dailylogswillbetestedbythefirewallinrealtime,
i) User data will be reviewed weekly

j) Logs for the past month will be retained. \rvhen anomalies are

discovered, the script will provide a report that is immediately brought

to the attention of the ISO or designee as a potential security incident'

k) Account lock out due to excessive password retry failure.

The ISO will determine, in consultation with others if needed, whether an event is a

security incident.

If an event is a security incident, the IS0 [or designee) will proceed to contain and

repair damage from the incident by working with staff, vendors, and Business

Associates as needed. The security incident will be tracked in flRl\ and treated as an

application defect. A log of relevant actions taken to contain and repair the damage will

be stored in flRl\. The permanent home of this log will be in the security

Documentation Library. The IS0 will determine if the event involves a worKorce

member action that is covered under the sanction policy and will follow that policy' The

ISO will determine if the event represents a security incident for which a Business

Associate is responsible. If so, the ISo will follow our lncident and Breach Poliqt in this

area.
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C. Poliry
If an event is a security incident, the ISO for designee) will proceed to contain and

repair damage from the incident by working with staff, vendors, and Business Associate

reiations in order to further deter future incidents of the same type'

XXXII. Security Plan Review Policy
A. Ovenrriew

We recognize that our underlying security risk will change and our ability to manage

this risk will improve over time, To ensuie that we adjust our policies and procedures

to take these two factors into accoun! we will review our Security Policies and

procedures annually. The IS0 will lead this review and involve others as needed'

Documentation of tire review will be contained in a document calledAnnual Securi$t

Reviewand restored in the Security Documentation Library {or Notebook}'

B. Procedures
At a minimum, the review process will consist of:

1. Evaluating chanies in the last year that may affect our Security Poliry' These

will include changes in:

a) Number, sizes or locations of our business sites

b) Our worKorce size and composition

c) Hardware/software
d) State or federal laws that apply to us

e) Type of medical insurance that we provide

2. Reading each Policy to determine whether or not the changes may affect it

and/or the practices driven by the Poliry. We will make a list of changes that

needtobemade,thenwriteaparagraphdescribinghow.
3. Creating a list of changes in Policies and/or Procedures that our company

will carry out.

4. Developing and implementing any changes in our Policies and Procedures on

a timelY basis.
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Appendices
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A. Changelogs

The Change Logs are logs and reports that are reviewed, at a minimum, twice a

year. It pr:ovides information on programs available and which employees have
-"...r, 

to which programs. The actual logs are found in the change control Logs

for Security section of the documents.

L. Annual SecuritY Review
Z. Application/Database Change

3. Employee Access

4. Incident - Disaster
5. Maintenance
6. Media Sanitization
7. Operating SYstem Changes Audit
8. Organizational Chart/Electronic Asset Management

9. Network Change

10. Physical Entry Access

11. ResponsibilitY Change
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B. Inforrnation Security Committee

Information SecuritY Offi cer:
WiIlAckerIY
will nckerly@virtru' com

{202) 577-36s3

Information SecuritY Commiffee ;

fordan Duggan

Igrdan{fivirtru.corn
[e1e] 6e6-7e36

Reuven Conzales, Director of Operations

Cell: {949J 878-6154
reuven@virtru.ccul

Conor Cilsenarr, Operations Developer
Cell: 973-986-6650
conpr{Ovirtm.com
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Disaster Recovery Plan for Virtru

We define a disaster as any event that affects our information systems and, as a

result, substantially interferes with the operations of our business. Examples are

fire, flood, hardware failure of critical elements (servers), software failures, theft,

chemical/radiation hazard,,and sabotage. Our definition of recovering from a

disaster is taking all the actions needed to restore the systems to their normal

operational state. Our plan to recover from disasters is described below.

L. What we will do to prepare to perform a disaster recovery:

A. We will train the worKorce to recognize and report a disaster.

B. We will organize the workforce responsibilities so that during a

recovery we are not dependent on only one person for any critical
step.

C. We will report disasters to the ISO and AISO. The IS0 will make the
formal determination as to whether or not to classiff the event as a

disaster.

D. We will store paper backup copies of key disaster related documents

with the offsite backups. These documents will include a List of
Support Contacts - vendor, reseller, and/or suppoft group contact
information for all of our software and hardware.

E. We will keep an lnventory of Device/Sofiitare Assets for [Name of
Business]-- a detailed checklist for each asset, such as the server, PCs,

the router, network switch, databases, and software programs
containing tasks that must be completed to recover that asset. The list
will include key data aboutthe device including a party responsible for
the recoverywhose role is to diagnose and, if needed, repair, replace,

and/or rebuild a device.

F. We will have current copies of system data and software available at
the off site location, as our data backup plan specifies.
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2. once the ISO for designee) has certified a disaster, we will:

A. Use the IS0 or designee to facilitate the recovery. The facilitator will

directthe recovery process, coordination and communication of the

actions of the various parties that are involved in the recovery'

B. Determine which devices/software (e.g. servers, PCs, power units, AC

units) are not functioning normally, conferring with the appropriate

staff,vendors,andothersupportpersonneltomakethis
determination. When in doubt about the status of the device, we will

either use a test that is described in the IT Assets Recovery Checklist

for the device/system or depend on the recovery responsible party to

make this determination.
c. Review the lnventory of Device/sofnuare Assets for the devices to be

recovered. nactr ctreckiist will have as an initial task, "Contact the

appropriate parties responsible for restoring the devices/soflware to

Uuiecovered." Guidancl and other recovery activities from these

parties are key contributors to the recovery process'

n. After all of the non-functioning assets have been restored follow the

instructions in the part of the Etn.tg.nry operations Plan that deals

with what to do when the system is available again'
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Organization

Emergency Planning & Crisis I\4anagementTeam IEPCMTJ:

O Will AckerlY, CTO & IS0

O |ordan Duggan, VP of Product & Development & AISO

O Reuven Gonzales, Director of Operations

O Conor Gilsenan, Operations Developer

O Zack Nelson, Director of Development

Primary Disaster coordination handled through:

Crisis Manager 1:
Reuven Gonzales, Director of Operations

Cell: [949) 878-6L54
reuven@virtru.com

Crisis Manager 2:
Conor Gilsenan, Operations Developer

Cell: 973'986-6650
conor@virtru.com

Other Members' Contact Information
O ZackNelson 443'834'37 9t
O Payam Abedi 703'656-6227
O Tyler Biscoe 30L-642'8844
O Jon Gilpen 303-358-6689
O fason Ghent803-658-6645

Off-Site Meeting Location
Used if tearn ttuudt to meet to formulate an action plan'

If primary location is not accessiblq we may need to operate from an offsite locations

such as:

EmploYees' Home Offices

Jack Rose Restaurant

Extended off-site locations will be determined after assessing the severity of the

disaster.
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Disaster Recovery Ti meframes

Maximum Tolerable Downtime (MTDI
The total amount of time our company is willing to accept for an outage or
disruption, including all impact considerations. This guides our Crisis Management
Team in determining the selection of an appropriate recovery method, and the
depth of detail which will be required when developing recovery procedures,
including their scope and content.

Recovery Point Objective [RP0)
This is the point in time, prior to a disaster or disruptive event, which our company
has accepted for data loss. RPO determines the frequency of our data backups. lVhen
determining RPO, we need to consider how much newly entered data we can afford
to lose. Therefore, if RPO is set to 4 hours, then we must have offiite backups

maintained every 4 hours.

Recovery Time Objective IRTOJ
RTO determines the target time for recommencement of business activity. The Crisis
Management Team will determine what business functions (i.e,

telecommunications, web servers, etc.) should be restored based on priority.

Working Recovery Time [WRT)
This is the time our company will spend recovering lost data and work backlog, and
testing and verifying data and systems. WRT usually is the difference between MTD
and RTO.
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4 hours

Physical SecuritY ExamPle Times
Minor Disaster and Major Disaster

(See next page)

***Y

d. hrrrrre

3o min, WRT 3o min.3o min. ,*fO 3o minRPO

MM t hourt hour

Normal
0perations

Disntptive
Event

Normal
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Disaster Ti meframe ExPectations

Internal Nenuork
The server and network must be functioning in order for any of our other 

.

information systems to function. We could afford to be withoutthe server/network

for ten [10J minutes without materially affecting our business' If the

server/network is down for longer than ten [10) minutes, staff will switch over the

mobile tethering, or will go to an approved location to continue their work'

Production Servers
Production servers must be functioning at all times in order for our applications to

work. We cannot afford to be without the production servers without materially

affecting our business. Traffic will be automatically routed to another seryer via

Amazon Web Services' Elastic Load Balancing'

Workstations
If a workstation crashes, we can easily use another one with only modest

inconvenience. Ideally, we would liketo replace/restore a workstation within 72

hours.

Printer and Fax
we have two multifunction printers. we can lose all printers for up to a week with

little effect on data flow.

Email and Web Browser
Currently, we can function for no more than 10 minutes without email or web

browsing. We will tether devices via smarlphones after thattime'

Wireless Network
We have a wireless network and the office depends on it for routine transactions' A

backup router is available; it is preconfigured and encrypted using WPA2-AES'

IT Resources
we depend on the availability of certain employees and our IT service provider to

diagnose and fix problems qui.tly. A chain of contacts is available in this document'

Power and HVAC EquiPment
We depend on exterrial power and environmental equipment fespecially our AC

unitJ to maintain the power and environmental support for our system' Failure of

eithlr of these systems could inhibit the use of our IT systems, and could also stop

us from doing business. These failures are not lT-specific risks. we are comfortable

enough withihe track record of these services not to need more than a short term

uPS to allow us to smoothly shut the network down in the event of a sustained

power outage. We have to yearly revisitthe question of whether or notwe need
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more power/environmental backup to ensure that the satellite site will able to

operate even if power/cooling atthe main site is out.
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Disaster Timeframes Table

{This is a sample. Please fill in according to virtru's standards. Functions can include

d*p"rt*.nts, as listed below, or they can include more specific tasks, such as

invoicing,)

RTO

4 hours30 minutes30 minutest hour4 hours30 minutes30 minutest hour

Major DisasterMinor Disaster
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EVACUATION PIAN - during business hours:

For a disaster where you will need to leave the building:
If a disaster hippens during normal business hours all Company employees

will meet at faill Rose Restaurant, 2OO7 18th St NW, Washington, DC

20009.

This will prevent company employees from being in the way of emergency

crews. A head countbt minage.r will determine if all staff members have

tully exited the building.

Headcount numbers will be brought to the IS0 or CEO'

If the disaster happens after the meeting location has closed, employees will
wait outside of the same address.

For a disaster where you will need to stay in the building:
If a disaster happens during normal business hours, all Company employees

will meet in the 
-Basement-A 

head count will determine if all staff members

have fully exited the suite. See above for head count procedures.

e fill the for the

John AckerlyWillAckerly

Will AckerlY as BackuPJohn Ackerly as BackuP

|ordan Dugganfordan Duggan

WillAckerly as BackuPWillAckerly as BackuP

Back-up System Shutdown ManagerSystem Shutdown Manager

Assembly ManagersOffice/Evacuation Managers
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Critical Operation PrioritY List

If or when a disaster happens, certain contacts will need to be made'

Notify carriers of current situation-give cell

number if needed.WillAckerly
Current enrollment
processes (any

pending business)

WillAckerlyComm[nications

Set up remote officeJohn AckerlylT-phones, faxes,

e-mail

Notify payroll/ban king inititutlons of dlsaster
Iohn AckerlY

issues-Commisslons

Operation Employee in Charge Action Plan
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Potential Purchase List

If or when a disaster happens, certain items may need to be replaced:

L. 3 UPS [Uninterruptible Power Supp$[s)(Batteries)
2. NetworkAttached Storage (NAS)

3. Network Switchfs)
4. Network cable(s)
5. Power cable[s)
6. Power strip(s)
7. Monitor(s) / Monitor Cablefs)
8. Keyboard[sJ / Mouse[s)
9. Firewall
10. Workstationfs) / LaptoP[s)
11. Phone[s) & Headsets
12. Security Camera
13. Electronic Door Lock
14. Video Conference MicroPhones
15. Minifridge
16. Projector
17. Software

a. OSX

b. Windows
c. Acrobat
d. Office Suite

18. Paper
a. Printer paper
b. Sticlry notes
c. NewChecks

19. Multifunction Color Printer
20. Offi ce Furniture/EquiPment
21. Carrier [MarketingJ SuPPlies
22.Office Supplies
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EVACUATION PIAN . FIRE!

If the fire alarm goes off during business hours, evacuate the building

immediatety. If you discover a fire or smell heavy smoke inside building:

DO NOT ATTEMPT TO FIGHT THE FIRE!!

1. Pull fire alarm, evacuate the building and call 911 on the way out of the

building

2. Perform head count atthe designated assembly point

O If anyone is missing call their emergency contacts to determine if the

missing individual has made contact with them. If they have not, alert

the authorities.

3. Action Plan - develoPed bY EPCMT

O Re-oPen based on damage

O If the office must remain closed:

I Notify employees and/or employees emergency contacts'

I If there is any impact to customer operations, email all

clients with a status update and recovery plan'

NOTE: First Aid kit located in the drawer of the white cabinetlocated to the

right of the sPiral staircase.
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EVACUATION PIAN - Earthquake!

Duringan Earthquake

O DO NOT USE THE ELEVATOR DURING AN EMERGENCY EVACUATION.

O If you're indoors, stay there. Get under '- and hold onto --a desk or table, or

stand against an interior wall. Stay clear of exterior walls, glass, heavy

furniture, fireplaces and appliances. The kitchen is a particularly dangerous

spot. If you're in an office building, stay away from windows and outside

walls and do not use the elevator.

O If you're outside, get into the open. Stay clear of buildings, power lines or

anything else that could fall on you.

After an Earthquake

O Perform head count at the designated assembly point

O If anyone is missing, call their emergency contacts,to determine if the

missing individual has made contact with them. If they have not alert

the authorities.

O Shut down systems, if time permitq see Emergency Shutdown Procedures

o check for fire or fire hazards. If you smell gas, shut off the main gas

valve. If there's evidence of damage to electrical wiring, shut off the

Power at the control box.

O f tne phone is working, only use it in case of emergency. Likewise

avoid driving if possible to keep the streets clear for emergency

vehicles.
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O ge aware that items may fall out of cupboards or closets when the

door is opened, and also that chimneys can be weakened and fall with

a touch. Check for cracks and damage to the roof and foundation of

your home.

O Listen to the radio for important information and instructions.

Remember that aftershocks, sometimes large enough to cause damage

in their own right, generally follow large quakes.

o If you leave home,leave a message telling friends and familyyour

location.

O Action Plan - develoPed bY EPCMT

O Re-open based on damage

O If the office must remain closed:

I Notify employees and/or employees emergenclr contacts.

I If there is any impact to customer operations, email all

clients with a status update and recovery plan'

NOTE: FirstAid kitlocated in the drawer of the white cabinetlocated to the

rightof the spiral staircase,
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EVACUATION PIAN - Tornado!

If the city or county signal a tornado warning move away from the perimeter of the

building and anY exterior glass.

DO NOT USE ANY ETEVATORS DURING AN EMERGENCY EVACUATION.

L. Move to the basement of the office suite'

2. Shutdown systems, if time permits, see Emergency Shutdown Procedures

3. Perform head count at the designated assembly point

O If anyone is missing call their emergenc,rr contacts to determine if the

missing indMdual has made contact with them. If they have not, alert

the authorities.

4. Action Plan - develoPed bY EPCMT

O Re-oPen based on damage

O If the office must remain closed:

I Notify employees and/or employees emergency contacts'

I If there is any impactto customer operations, email all

clients with a status update and recovery plan'

NOTE: FirstAid kitlocated in the drawer of the white cobinetlocated to the

rightof the sPiral staircase,
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Flood Plan
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EVACUATION PIAN . FIOOd!

L. Evaluate the situation

O Shutdown systems routine, see Emergency Shutdown Procedures

O Performheadcount

Ilfanyoneismissing,calltheiremergencycontactsto

determine if the missing individual has made contactwith

them. If they have not, alert the authorities'

2. Action Plan - develoPed bY EPCMT

O Remain open - based on damage or location

I Relocate staff within suite

t Evaluate IT requirements

O Close - send staff home

I Re-oPen based on damage

I If the office must remain closed:

O Notify employees and/or employees emergency

contacts.

O If there is any impact to customer operations, email all

clients with a status update and recovery plan'
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EVACUATION PLAN' after business hours

If the building is in a disastrous state after working hours, the EPCMT will notify

employees. See Virtru Phone Tree.

If re-opening on a workday at the primary location:

t. Veriff location is safe for operations - including systems

2. Communications

a. EmergencY Contact List

b. Client Blast

If NOT re-opening on the following workday at the primary location:

L. The EPCMT must decide estimated length of time we will not be able

to function

a. If less than or equal to one day, office is closed'

i. [Name of Business] will open the following work day

ii. Verify location is safe for operations

iii. Communications

1. EmergencY Contact List

2. Client Blast

2. If office needs to move to secondary location or close for a short period

of time.

a. The EPCMT meets to develop a plan of action

b. Determine the validity of systems

i. If valid, move critical systems to secondarylocation

ii. If notvali4 retrieve necessary items and contact suppliers

for new systems

L. Restore systems from backuPs

2. Restore connectivity

a. Skeleton crew of selected staff members
(possibly several from each department)
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c. Communications

i. Emergenry Contact List

ii. Client Blast

If office needs to move to secondary location or close for a longer3,

period
of time:

a.The EPCMT meets to develop a plan of action

b. Determine the validity of Systems

i. If valid, move critical systems to secondary location

ii. If notvalid, retrieve necessary items and contact suppliers for

new systems

t. Restore sYstems from backuPs

2. Restore connectivitY

ii. Determine staffneeds - full or partial capacity

iii, Communications

t. EmergencY Contact List

2. Client Blast
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Emergency Contact List
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o00-oo0-o000Police
000-000-0000Fire
ao0-2?,2-1222Polson Center

000-oo0-o$o0BuildingOn'ner
000-000-0000Alarm
000-000-o000

lurergeney services*call 9 [ L

Buileiing

o$0-o{r0-o000Technologies ConPanY

000-000-0000Website-Profpammer

o00-000-o000StaffingCompanies
000-000-0000UPS

000-000-o000Bank
o00-000-000040lKCompanY
oo0-000-0000Pa]ryollCornPanY

M iscell;rneous Interttitl Opera tiotts/Vend*rs

Technic;rl Issucs
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Emergency Shutdown

Procedures
)

J
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)

If an electrocution occurs while working in server room, staff will pull all of the UPS

cords from the outlet by the interior door. If that outlet is inaccessible due to fire or

victim's position, staff will shut off the power at the breaker, located in the basement

on the wall to the left of the TV.

If there is a fire within the building or suite, staff should concentrate on notifiring

authorities.

If there is severe flooding that threatens to affect the server room, staffwill
shutdown and unplug all equipment and move it to the second story platform of the

suite.

\,l
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Thp Certificarion Bocly of Briglrilin* hereby rertifi*s tliat the folL:rvirrgr organi:ration operatrs an lnfbrnratiott Secttrity
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27001;2013

ffRTI FICATT ff REGISTRATION
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SeruicehLw as a provider of cloud-based rolutione that definq stnrctune, manage and aubmate services aooss the globl enterprbeo
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cbud-based solutions.Thedata centers inthefollowing loctlomhorsethelnfiasfructunusedtodeliverthecloud'basdsolutions:

, virginia,califomia,Florldawashington,frilontrealTaronto,London,Amsterdam,Genera,zudsh,s]dney, Brisbana Singapore, Hong

) ft'Jng, iao paulo and Campinas. ldditionally, ServieNow use* Amazon lileb Services (AWS) to host some SeMcewatch customers.
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complicnt ctroud solt*ions builf for governmanf agmcies

whether spurred by the need to lncrsase efflclencg meet government mandates

or deal wlth rapldvexpandlng data sets and workloads, more and more agencles

ara movlng sotfle or allof thslr appllcatlons or lnfr€structure to the cloud'

However, for many ag€ncle5, the most cogt-effectlve, secur€ and e{lclent solutlon

ts a hybrld ctouA *oCA tfrat allo$rs them to not only leverage thelr Qxlstlng

tnvesiments h lT hfrasfusture, but also extend thelr systems seamlesslytolhe

technology platform that best meets thelr needs'

VMwareo, the globat leader ln vlrtuall?atlon and cloud lnfrastructure, end QTS'

a trust€d cloud operator and lesdhg provlder of hybrld cloud rervlces and

managed hostlng for governrflent sgencles 6nd enlerprlses, hdve partnered to

AeUvJ VMware vClouO" Government Servlce provlded by Carpathla" {.4 OTS

Compan$.

vcloud Government servlce ls an enterprlse-class hybrld cloud servlce destgned to run new and exlsthg appllcatlons ln

exacttythe sameway, glvtng government organtzailons appllcailon and d6ta moblllty. Belng sble to use exlstlng peopfe,

processes, tools, and autornatton enables governmerit organlzailons to foctls on the beneflts of the cloud to thelr

mlsslon, rather than taklng flme and resources to r*arcntGct for new lnfrastructure. Federal orEanlzatlons can securely

extend th€lr daia centers-lo the cloud qutckly and confldenily, uslng an lntegrsted clsud lnftastructure wlth the securlty

of a JASbas€d FedRAMP Provlslonal Authorlzatfon'

KgY FAATURES

Robust Securlty and Compllance
I vcloud Government 56McQ ls a secure cloud platforrn that enables

custorners to malntaln securlty and data protectlon that meets a

broad range of regulatlons. sbndards, and best practlces lncludlng

FedRAMP, InternatlonaITrafflc Anns RegulaUons {ITAR}' FlpS 14&2'

and AT 1O1 SOC TYPe 2^

Efflclency and ManageabllltY
I Agernles canwrlte- deploy, and manage qppllcatlons lnthe cloud

ln lhe same way they do todny, wllhout mdklng any changes

or sddltlonal tnvestments. Wlth management tools conslstent

dcross on premlses and cloud envlronments, you can accelerate

appllcatlon deployments, streamllne the deployrnent and update
piocess, leverage pr€'bullt componentg, and reuse apptlcatlon

models across envlronments, €nd clouds.

Searnless Nptwo* lntegratlon
I vcloud Governrnent Servlca ls bullt on n seamless drtuallaed

network ihat ls qulckly customlzable to support your appllcatlon

and securlty needs. Networkvlrtuallzatlon allowsyou to confbur€
your firpwails and netrrvork ss lf they were ln your own data center

io Urat you can repllcale lhe network your appllcatlons need to
operate. Get comrnon ldentlty and access manag€msnt 8cro3s your

onslte and offsne cbud locallons,

I Ease of Use - Leverage
your exlstlng hvestments ln
appllcatlons and I nfrastructure
and avold the complextty of
re-archltectlng for Publlc cloud
lnfrastructuro

I Secure and Compllant - Secure
cloud platform, wlth :ecurltY
controls deslgned to meet
the unlque requlrements of
government customers, most
notably the FadRAMP standards

f Hybrld * True hybrld cloud solutlon
enables both onslte and offslte
lT ernrlronments to run new and
exlstlng appllcatlons seamlessly

I Fastest Path to Cloud Value - Use

a common Platform to leverage
lnternal and external cloud
resourcss wlthout havhg to retraln
your staff, and lower overall co:ls

SENEFITS

@



Why v Cloud Government $ervice?

vCloud Sorremment Servlce has a FedRAMP Provlstonal Authorttyto Operate {P-ATO} and B goneral}y avatlable to U.S-

gsvernment and defense organtzatlons" tt can be used for a varlety of appllcatlons and workloads lncludhg:

I Test and development
f Packaged appllcatlon hostlng
: Bsckup and Dlsaster RemverY
I Web hosilng and crstornerservlcs
l0ndemand data csnter Expanslon

ThrstedCloud $enrices

QTS Is red€tinlng the lndusuy rrtlth lrusted cloud s€rvlces that leverage
lnnovailon to lmprove lhe flexlblllty, scalablll$, and cost'efiectlveness
of cloud serulc€s QTS Realty Trust, lnc. TNYSE:0TS)

ls a leadlng provlder of secure,
compllant data center solutlons
and fully managed servlces, and
the owner of Carpathla Hosthg, a

leadhg provlder of hybrld cloud
servlces and managed hostlng.
0TS' lntegrated technologY
servlce platform of custom dala
center (C1. colocatlon {C2) and
cloud and managed servlces
(C3) provldes flexlble, scalable,
securo lT solutlons for web and IT
appllcatlons. OTS' Crltlcal Facllltles
Management (CFM) provldes
lncreased efliclency and greater
performance for data center
owners and operators. OTS owns,
operates or manages 25 data
centers and bsupports more than
1,OOO customers ln Norlh Amerlca,
Europe and Asla Paclflc.

Securify

HybridOptions

vCloud Govemmenl Servlce ls a true enterpnse-clasc hybrld cloud
setrvlcs, ofiedng s searnless platiorm tor mbrstlng and rnanaglng
workloads betrryeen dedlcat*d Urh;allzed envlronm€nts. on'prenlse
ln*astruclures, thltt-party dnta centers and the cloud.

t lrve dre a fuusted clond operator wlth past performance s€Mng
the government market - lnctudlng DoD, Clvlllan and lntelllgence
agenclss * across rnuluple programs and appllcailong

r GTS dab centefs delver the hlghest lev€ls of securlty and
compllance, snd rneet many compllance standards lncludlng FISMA"

DIACAB PCl,and HIPAA
r We hold a number of certfficatlons and accredlbtlofis across multlple

federal agencl€s and programs and supportaver 5O Fecleral $aiems
holdlng actlvo A{tthorlzall,ons to CIperatc (AT0}

vCloud Governmenl Servlce operstes $rlth a FedHAMF Provlslcnal
Authorlzstlon to Operate {paATO} lssued by the Jolnt AttthorlzalJon
Board pAB)- Bullt wtth a defense lndepth strctegy $at puts our
custornerd crltlc€l appllcatloas and data ln lhe |nnermost ilng' our
people, processes and procedures €nsut€ 10O percent csmpllance st
lmplernenialon and through the lfecycte of the proJecl

ABOUT OTS

@



March 10,2016

State of Utah Division of Purchasing

3150 State Ofiice Building

CapitolHill
Salt Lake CitY, Utah 84114

Mr. Hughes:

As a privately owned company, Carahsoft Technology Corp. does not report to D&8, As such, the information

in D&B is incorrect. io trpport'Vou to determine thai we have the financial resource to perform the contract

we provide you the following information,

We are a stable, conservative and profitable company. Carahsoft continues to grow as noted by our year

over year revenue below:

2010 $820 Million

2011 $1,12 Billion

2012 $1,46 Billion

2013 $1,81 Billion

2014 $2,45 Billion

2015 $3 Billion

We currently employ close to 500 employees.

To support you to determine that we have the financial resource to perform the contract we provide you the

following information:

We maintain a $25M line of credit available (currently 100% available) with Xenith Bank, I have included a

recent banking clariflcation letter from Xenith'

Mr. Joe Humphries is the Regional President and can be reached at 703-869-3610 if you need any

information from him,

We have received numerous accolades including:

' For the 6h consecutive year CRN's 2ll2FaslGrowth List

' Washington Business Journal's 2012 List of Largest Government Contractors in Metro DC

. Third consecutive year Washington SmartCEO magazine's 2012 Future 50 list which recognizes the

metro areas fastest growing companies'

Should you require additional details please call me and I can discuss our confidentialfinancial information

with you or provide you trade references that can further assist you'

SincerelY,

Jillian DeweY SzczePanek

Controller



dun & Uradstreet

Credit lnformation

Ctrl€t Executive:

DIRECT0R(S): THE OFFICER{S}

Type of Busires$;
Y€ars ln Busln€*s:

Annual Sales;

oft Technology CorP. BtItlS:08-8S5-f/6?

Line oftsuslness:

Whol computerslPeriPheralt
NA

NA

t.liBidi BiiJk

I

116q: fi)sti

Riskof late paymenl is based on lhe following

prioritized factors in addition to othEr information in

D&B's fileg:

r Froportion $f slow paymenls in recant rnonlhs

. Higher risk indr'rstry based on delingnency rates lor

this industry
r lncreaso in proporlion of delinquenl paymenh in

recenl PaYment axPeriences

r Proportion of pasi due balances b total amount

odng
r Evidence of open liens

lndications of elov*ness can be tha result of dispuies

over merchandise, skipped invoices, atc'

Paynent Performance Trend

t
The payment performanca kend ior lhis company is

lncreased . Payment Trend eunently is lncreaaed

compared io payments three monitrs ago- The ma:t

recent payment information in D&8k fles is:

r Payments cunently: tl day* beyond terrns

r Faymenb 3 monlhs ago: 18 DAYS BEYOND

terms
r tndustry alerage, 5 DAY$ BEYONO tenas

rNcte: Payrnants to suppliers are averaged weighted

by dollar arnounts'

Rlsk of Late PaYment

Risk Summary

Rscomr*endsticn Sate: 1 1 n8n01 6

Risk Cabgory

High L*g;l!lr).!srrjitrilJh

Cor$ervative Credit t.imit

$s

Aggressive Credit Limit

$o

Credit Limit Recommendation

Company Profile



100000000s

Emplosees Total;

Eankruptcles:
Judgements:
Liens:

$utts:
9$itslJudgrnenbrLl#ts Amounts:

NegatiYe Payment ExPerlence:

Negatlve Pnynnent ExPerience

Amsunt:

Payments Placed for Coflectlon:

500

Noile

Nsre

None

NoneCI

3
0

Ths p1btigrecord iterns reportsd rnay have beg] paid, ttrminf,ted, vacated or released pritx

1o llp date this data is fansmitted. Accotrnts afe sornstimes $aced for colhction ewn

lhough tlro existerrce or amotmt of ltn ddt is disputed-

None

lhb repod b gcpamd ard proviCed udet conbati ltr tle exdusire use ol

This rsport may nol be teproduced in whde or in Part by any neans of reproduc{ion'

Legal Filings and Other lmportant lnformation

We cunen{y do havt any lnform.Uon to be dlspltytd tor thls buglneo'

Special Events

Fayment Trends

Address:
1880 MicbaelFaradaY Dr, $uite 100

Reston, VA20190

D-t -N€ l.lumber:

08-83S5767

Thie is a single localion.

Frlmary lnttus{ry $lC:
5045

Eescriptlon:
Whol computerslperiPherals

Summary

Payment ActivitY

Totat payment Experlences ln D&Bs
Flle:

Payments Withln Terms:
{not dollarweighted}

Total Ptaced For Csllectlon:

Average Highe$t Creditl

Largest FNigh Credit:

Highest Now Ostlng:

tlighest P33t Due:

48

72%

NA

$2,379$15

$20,00o,0n0

$20,900,000

$4,000,000

lndicalions of doldn€fs can be th€ re$$t of dispute over morchandise, skipped invoaces, otc. Accounb

arB sometimps plac€d for collection even though tho exislsnse or amount of tho debt is disputed.



PAYDEX@ @

3 Month PAVDEX6 24 Month PAYDEX@

75 73L
When weighled by dollar amount,

paymenls io suppliers average I days beyond lerm*
tenns.

ItVhen weighted by dollar amount,

paynrrents tro suppliers sverage 11 day$ beyond terms

terms.

I r4c I
:t ry lilt.}j1 '*;.ffi

j
190 tay'i !r;l8lt

t

gi) Gavs $trar PraftFl

Bssed ffi n8),tnent$ cdle&d olrer the lHst 24 nlonf$

i.?8 f ills Si{t'* 80 Sayg S;oa Frcinpl

Basdon payrnenb cdtegtsd werfle l€sl 3 monlhs

PAYDEX @ TrEnds - This Company, 12 Months
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This Cornpany (73)

Based on paymcnts collected over tho last 12 mon$rs.
I cunent PAYDS((S for this Businsss is 73 , or equal to 11 days b€yond terms terms
. Ths l?-month high is 73 , or equal lo 11 DAYS BEYOND terms
r The 12-monlh low is 63 , or equal to 11 DAYS BEYOND terms

PAYDEX 6) Score Comparison - This Company to Primary lndustry Comparison, 4 Quarters
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" lvly Csmpany (73)

r industty Upper Guartii* {83}

?.J15

r lnduslry f''ledian {77)
r lndustr! Median {70)
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t01 5

8as€d on paymsnts collected over lhe last 4 quarten.
r Current PAYOEX@ for this Business is 73 , or equal to 11 days b€yond lerms

r CunentPAYDEX@forthis Business is 77, orequal to 5 DAYS BEYONDterms

r ln<lusty upper quattle represenls the perlornranrc of ll:e payem in the 75th percentile

r lnrlusty lorrrier quartile reprosents ths perfonnnnuo of lhe payels iit llte 23llt percenlile

Business Payment Habit by Amount of Credit Extended, 24 Months i

Ovsr 100,00o

50,000.100,000

15,000-.4s,s99

5,000-14,9s9

1,0004,s99

under 1,000
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Attachment Ezt1t2o16 A0Docs Terms of Service- Version published on the Web Site

AODocs Terms of Service - Version published on the Web Site

These Terms of Service ("Terms") are a legal agreem^ell_t .between Altirnao, . lnc.r herein
,;Alti*"o;;, having in-ofibe anO ftace of buisineis al .221 Kgar.ny Street, Suite 300, Sql
rrincilio,'cA g+tiia, usA, and the person or entity-agreeing.to the terms_.herein ("Gustomer",
;'i;;;;;ii'you;1. gy uiing or accessing. any part.of-A0Docs.(=the."Service"), You..agree that You

h;;J read,"unOijrJt'ano, ind agree to-be "bound by all of the terms and conditions contained

nerein. lf you Oo noi isiree to t6ese Terms, You must not use or access the Service. lf You are

lj.i"iiilg in61h[ ieim5 on behalf of.-a conipany, You represent that You have the authority to
oino tnit company io tneJe Terms. lf You rrav-i'purchasbd a license to use A0Docs through an

Alti*il;"*ii5i, Vou atso lgrees to comply with'the terms of anyegreement between You and

.rif' r"r"tt"r. lh tne event-of an inconiidtency between these- Terms and any such reseller

agreements, these Terms shall control'

TERMS OF SERVICE

Modifications

Description of Service

AODocs is an online document management solution for Google Apps. The Service is offered

;;d tr*ideO sunj"ct to th"se Terms aind solely for.Your bus,iness purposes. You may connect

to tfrb Service usi'ng any lnternet browser supported by the Service.

lTh" S"rice requires one or more Google Applfor Business account that will be the owne(s) of

all files stored anO min"geO ny the SErvicb. fne Service stores all the files that it stores and

;2n;gd'ioi Vor-in ine boogle Drive account(s) that You will assign to AODocs when You

O"pioVAoDocs. Vou unoersta"nd and acknowledga that You are solely responsible for obtaining

the lnternet "."""i Jnd alt equipment neceisary to use -the Service, for appropriately

ii*tigurlng-ioui coogra Appr accbuhtls) 
"n4. 

for allo6ating a su.fficient number of accounts and

ilffi;"idt boogre DriVe stbi'age spacd io allow proper operation of the Service, as per. the

iecormendatiSn oi Altirnao's iechnical support or'pr6duct'documentation. You also understand

l.O 
"gi"" 

th;i content you store.lhrough your use of the Service will be made available to

cooglE Is part;i Gob6b froviding th-e Google Apps service. All fees associated with the

foregoing shall be paid bY You.

To these Terms: Altirnao reserves the right to u.pdate_ and change tl'." Terms of Service upol
noti=ffim time to iire. vou will be provided noiice of any such modification- by e.lectronic mail

iji'nVtn" puoriining of such on the wetsite http://wu{W.airgocs.com/terms:of-qelvice.You--may
t"rminateyou,useittneserviceiftheTermsffinerthatsubstantiallyaffects
vour riqhts in connection with use of the Service. Your continued use of the Service after any

ir.f' ."n"nges-Jl1iii tonstitute your consent to such changes. You ca,n review the most current

version of [ne Terms of Service at any time at http://www.abdocs.com/terms -of-service.

To the Service: Altirnao may make changes tothe Service from time to time. Altirnao will notify
yffi6"y-rJieriii inangei or modifications. Any updates, upgrades,,additions or newfeatures
iJin" $e'iriCe, incruOing tire release of new tools 

-and 
resources, shall be subject to these Terms

and may require you tobgree to additionalterms and conditions'

https //docs.google.com/documenUd/l T6pdFCOVCRYHpwwveStsoll fA'6KLQe6x4nQlxky24/pub 1/7



3t112016 A0Docs Terms of Service- Version published on the Web Site

Use of the Service
)Access to Service: Access to the Service is only,.available to,,1!" Customer and the end'" 

y to wfrom Customer has purch.ased iridividual user licenses and granted access'

1,ff l"gGii"1i6n-*iir' Attirnao, custombr will. specify the. email address of a Google Apps

ij.orni"tg'" ',a""ou;dt'whi_ih-wili-ue granted ac6ess to the service. customer is solely

|g-rpo.iidre tor gi"nting_'il'te Service 
"cc6ss 

to Customer's Google.,Apq: ,Il":^:Il.revoking
such access when Customer .e"r"i use of the Service. Custorirer is responsible for

rnr-intrining tf'" .6niio"r'ti"fiiv 
-ot 

cuslomer's. password, Customer agrees not to share its
oassword with ;;;il; otn6r tnan Uiers, tet anyone else access its . 

password or do

ffirfiiil 
"riJ"th;t'migl.rt-J"opaioiie 

- 
the iecurity bt its.. password. customer agrees. .tg

ioiiiu"Xtiijl6 ii'crrioili"r'd pbsswoio iJ lost, stdlen or didclosed to an unauthorized third

;il'| 'i|'i6|; 'ir 
2nv- unauthorized use of its password or Account,. or [ .Customer learns

5i'l'riu"oil;;ii;r;h''oi.".uiitt-i. reiition to the service. customer is solely responsible for

iny JfiO iitactivities that occuithrough the use of Customer'sAccount.

Customer is at all times fully responsible and liable for all acts and omissions by

Cuiiome, f,ar gr";i"O-aCC6.s tti tfre Service and Customer agrees to indemnifo

claims and loss6s related to any such acts and/or omissions'

tEach user license ordered by Customer is specific to the email address of only one User and,
'il;" dr"it"Jid t'at User, m'ay noi ne transierred or reassigne{lo- ?ly ol[T ]:g unless the

U;;; "originiirv j'r"t"o-ih" i'i."nrJ witt no .longer use the service...Any such .transfer or

re-"ssign;jeni''is"p"i*"."-nt-ano-lirensee shalt n6t.permit the original Useito use the Service

aner s-uch User's iicense has been used by a different User.

Altirnao reserves the right to terminate unpaid Accounts and Accounts that are inactive for a
biniinuori-perioo'oinii"tv a90j d;t!. tnff,e ev.enj of any termination, all dala ass.ociated with

such Account will be deleted and'Customer shall be,.r6sponsible for. revoki.ng^the Service's

access to Custom"ri coosin Appi oomlin data and files.'Altirnao will provide Customer with

orior notice ot suCrr terminjtion 
"ho 

witi ieno a data backup to Custome.r bY email. ln case of

i..briitl *iti-r' ;;r; ih"n one User, if at least one of the Us6rs is active, the Account will not be

considered inactive.

Users to whom
Altirnao for all

Restrictions on Use

Restrictions on Use of AODocs: ln addition to all other terms and conditions contained herein,

@all not permitothers to:

1. copy, modify, adapt, translate or othenruise create derivative works of the Service;

2. reverse engineer, decompile, disassemble or othenruise attempt to discover the

source code of the Service;

3. rent, lease, sell, assign or othenruise transfer rights in or to the Service;

4. remove any proprietary notices or labels from the service;

5. use, post, transmit or introduce any device, software or routine which interferes or
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attempts to interfere with the operation of the Service'

6. use the Service for spamming or any other illegal or unauthorized purpose or engage

in illegal or deceptive trade practices; or

z. otherwise use of the Service in violation of any laws in your jurisdiction (including but

not limited to coPYright laws)'

8. use the Service for High Risk Activities;

g. process or store any content on or through .the Service that is- subject to the

i.t3'i'i"t,"narlratricln Arins Regulations maintained by the Department of state.

10. if you are (or becomg) a Covered Entity-.or^Business Associate, as defined in the

Heatth lnsurance F;t6biliiy-"nd Accountability Ac! ("HlfAA")., use the service.tgtqt:y
purpor" oi in 

"ny 
riitner.invotving Protected'Health lnforma{ion- (as defined in HIPAA)

[ni|.J-vou rriv6 iui"iu"o frior riritten-consent to such use frdm both Google and

Altirnao.

11. use the Service as a way to circumvent your obligation to provision one Google

Apps End User Account for each User.

This list of prohibitions provides examples and is not complete or

G ps You understand and
rvrce req res the use oog Apps You agree that You

exclusive.

aqree that vour use of the
s6all not a"nd shall not Permit

others to:

j copy, modify, create a derivative work of, revers^e engineer, decompile, translate, disassemble, or
, othenruise attempiio extract the source CbAe of GoogTe Apps or any component thereof;

use the Google Apps or any c_omponent thereof for uses such as the.. operation of nuclear

6.iriti"i, iirliJtri.-Jontior, oi lite iupport iystems, where the use or failure of Google Apps or

;i';;iponuii[g,"reotiorito tead to d6ath, p'ersonai injury, or environmental damage;

sublicense, resell, or distribute Google Apps or any component thereof;

use Google Apps or any component thereof to create, train, or improve (directly or indirectly) a

*ortinfiarrv iihirJr piotrct oi service, including any machine translation engine;

access Google Apps or any component thereof in a manner intended to avoid incurring fees;

use Google Apps or any component thereof to operate or enable any telecommunications service

or in connection *it[ Jnv ipbriCitrn that allowi end users to plaie calls to or to receive calls

from any public switchedtelephone network; or

process or store any data that is sybject to the lnternational Traffic in Arms Regulations
"ruintrin"O ny ine U-S Oepartment of Stdte or any other applicable law.

Altirnao reserves the right to suspend or terminate vour access to Service with or without cause

and with or wit[oui n"otit", ior'any reason or no reason,.or for any action Jf."l Altirnao

determines is ina-pp*ropri"iJ'oioisiipti"; t.o the Service or to any _other user of this Service'

Google r"y ,u.f,fi'd-!;rlc_oogteXpp.. account,.it: (a) ygul use-of Google Apps is in violation

of Google's nccdplind us" potic!, tltil"n-"outo oisrubt ii) coogle Apps;-(ii) other users' use of

cooge"nppr; 6i'iiiU'in" 
-oooli"" 

network or serverd uibo to provide Google Apps services;

,, or
(ny tf'"r" is unauthorized third party access to Google Apps.

you acknowledge and agree that Altirnao, in its sole discretion, with or without notice, may

establish or revise from time to tim"- g"n"-rai practices and limits concerning your use of the
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op"i"ti,inr t-rrii cin be done on your'beh.alf in a i'iven period pf !!T9 ln addition, Altirnao may

,limit, without noti*, tnL-uolure'of e-mail forwarling or file downloading from the Service in
)response to unreasonable activity (such as spamming).

Altirnao may report to law enforcement authorities any actionsJ,lgt-T3yf-"--]lpg"l,,,and any

;ilttJ it releivi:i oiiucfl conduct-. Wfren legally requiied or at Altirnao's discretion, Altirnao will

cobpeiate with law enforcemeni agencie5 in any investigation of alleged illegal activity

assbciated with the Service or on the lnternet.

Unauthorized use of any trademarked, copyrighted or patented materials contained in the

Service may violate certbin laws and regulations'

you agree to indemnify and, hold Altirnao and its offic,ers, directors,-_:!ql9y:::, 
^ 

affiliates,

igenG; 
-ricensoii, ;;d nuiiness partners harmless from and. against - ?ny and all costs,

oiri'gbr, riiniritiei, ino expenses (inctuding attorngys' fees and.c_osls of defense) Altirnao or

;;t;fh"r inOemn-in'eO p"rty'*ref in ietitio"n to, arising.ftpnl or for 
-tf." PYtlg:"-:j, avoiding,

ili ;t* ilJ;m;"] fiom'a third party that youi use oithis Service or the use of Service by any

person usrng y;; A;;;Jnt tinir,ioin! witn'out limitation, Your. content (as defined below))

violates any applicable law or reguliiidn, oi tlre copyrighti, trademark rights or other rights of

any third party.

Suspension
Altirnao reserves the right to suspend or terminate Customer's access to the Service with or

without notice if Altirnao reasonably determines that:
(a) there is a threat or attack on the Service (including a denial of service attack) or other event

) nrt may create a risk to the Service, Altirnao, Customer, or any user of the Service;
' 

(b) Cusiomer's or its users' use of the Service or Customer Content disrupts or poses a security

risk to the Service or any user of the Service, may harm Altirnao's systems, or may subject

Altirnao or any third party to liability;
(c) Customer or any User is using the Service for fraudulent or illegal activities;

ioi custom"r or uny user is caujing performance disruptions in th_e Service or in Google Drive

by using the Service in a way that is not recommended in the performance guidelines published

in tne SLrvice's documentation or by ignoring performance recommendations provided by

Altirnao's technical suPPort;
(e) subject to applicable law, Customer has ceased to continue Customer's business in the

orbinary course, made an assignment for the benefit of creditors or similar disposition of its

assets, or become the subject of any bankruptcy, reorganization, liquidation, dissolution or

similar proceeding;
(f) Custom"r or 

"iy 
User is using the Service or other Altirnao property in breach of this

Agreement;
oi(g) Customer is in default of its payment obligations hereunder (collectively, "Service

Sui-pensions"). Altirnao will make'commercially reasonable efforts, circumstances permitting, to

provide written notice of any Service Suspension to Customer, and to provide updates regarding

lesumption of Customer's access to the Service following any Service Suspension'

Subscription terms

Customer agrees to pay the subscription fee applicable to Customers and its Users use of the

$*i;;. sudrr tees vfiilbe p"io-on i periodic 6asis as agreed to Altirnao or to your Altirnao

reseller as agreed when you registered for the Service'
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ln case of non-payment for any reason (including, if applicable, Altirnao's inability to charge..your

,"r"Oif irio or cifrer payment inethod frir any.leagon) or any violation of these Terms, Altirnao
)if-rlli n" entifled - wittrout liability - to immddiately suspend- Customer's and Users' access to
tf'" S"ri.e. lfvou purchase youi license to use th-e Service from Altirnao, you. hereby expressly
lgi"" ih"1 Atiiri.'ao'is permitttio to bill you for.the applicable fees, any applicable tax .and any

oif'ei charges you mdy incur in connection.with youi use of the Service., or.charge. such fees to

vJri credit"card or ottr6r payment method desigriated on your initial registration with the Altirnao

lii"grl"ilnteralr for thd r6mainder of the terri of these Terms. lf you cancel your Account at

any t'me, you will not receive any refund'

Customer agrees that Customer's paid use of the Service is neither
anv future iunctionality or features nor dependent on.any_ oral
comments made by Altirnao or any Altirnao reseller regarding future

contingen
or written

t on the delivery of
public or private

functionality or features

lntellectual PropertY

Customer hereby acknowledges and agrees that, subject to the .limited. _rights granted
r.ro"rnoer, Aitirnio (or its liceilsors) own ill legal right.lit!" and interest in and to the Service,

ir"rroi.g, 'wiirroui-li'ilitation, any lnlellectual Pioperty .Rights or .other proprietary rights which

exisi in "the Service (whethdr su'cn rights are regibtered oi unregistered, and wherwer in the

*;rla thosL iigl-'ts-'iay eiisq ("ourigchnolog-y"). For.purposes. of these Terms, "lntellectual
F.p;rtt-R',ghiJ'; me"ns, on a worldwide basisl-any and'all'now known or hereafter known (a)

righ[Jit"odJt"o witn wbrt<s of authorship includin! copyrights. and.moral. rights,.(b) trademark
aid trade name rights and similar rightd, (c) trade sdiref rights, (d) pgtent rights and other

inauririii property iights, (e) intettectJal ind'industrial propeity rights of every other kind and
.;;iui; jno nbwjuer"oelighited, whether arising by opbration-of.law or othenrvise, and..(f) 

"l!io,iftiaiions, applicationsl renewals, extensions] c6ntihuations, divisio_ns, or- reissues thereof
.;i"-;iilreittei'existing, made, or in'force (including any rights in any of the foregoing).

Our Technology may not be copied, modified, reproduced, republished, posted, transmitted,

.oto, Jtr"i"o ttr siilr, oi redistiiuutbd in alV way without our prior. written permission and the
priol *iitt"n permissibn of our .app.licable li6ens6rs. You must abide. by. all copyright notices,

information, cir reitrictions contain'eh in or attached to any of our Technology. Nothing. in t1,9q"

TJ;; of tis" gr*tJ Vou any right to receive delivery of h copy of Ou.r Technology or to obtain

"ccess 
to OuireCfrriotogy 6xc'ept as generally anil ordinarily permitted through the Service

".ioioing 
to grese Terms]'Furthe'rmore, 

-nothing.- in these Terms of Use will be deemed to grant,

btlraiffition, eitoppet or otherwise, a'licenselo Our Technolog.y. Certain of the names, logos,

lhO oifrer materiiii'displayed on the'service constitute trademaiks, trade names, service marks

or'iogor (,'Marks,') of Altirnao or other entities. You are not authorized to. use .a.ny such Marks.

O*nEonib-oi ati ducn Marks and the goodwill. associated therewith remains with and will inure

to uJ or those other entities. To the efrent indicated, any use of third party softwa.re provided in

ionnection with the Service will be governed by such ihird parties' licenses and not by these

ierms of Service. Furthermore, any 6omments, ldeas and/or reports about the Service that you

orovide to us, wnetner in written or electronic form ("Feedback"), shall be considered our

;;il*trw inb coniiOential information, and you hereby.irrevocably transfer and .assign to us all

idtiirr".ir"1 prp;rtt iignis embodied in or aiising in cbnnection with such Feedback, and any

ot5e.rights br itaims thiat you may have with respect to any such Feedback'

Ownership & PrivacY

As between you and Altirnao, you retain all right, title and interest in any.and a,ll data, files,-"tt""nments, 
te*i, imiges, pelsonally identifiabl6 information, an_d other content that You and

V;r; urerJrpioio oiEuoh'it to the Service (collectively, "Your c.ontent")..Yqu !n.ay not upl.o?$,

pori Ji otnerilirJ make available through the Servic-e any material protected by copyright,
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trademark, or any other proprietary right -without the exp.ress permission of the owner of such

coovrioht, tradeniark or 'oth'er prb'pii"-tuw rlgnt owned'by .a 
'third party, .qnd the,,burden of

;;iJffiilihd';h;ih;i'"nv materiat-ii proi6ct"d" by any.such'. risht is g!r. yoir. You shall have sole

i"",il;i'k;irYti''iir the accuracy, g.lqtitv,- integiity,'legality-,-.reliability, appropriateness, and

intdireCiuli prop".tv J*n"'.ttlip 6i" ribnt t6'use i1y""no Ett cit Your Content. You represent and

wiirJni lr'ai vou rrive lil-righis, peiiliisionr and 
"consents necesgary..(a.) tg q".r." Your content

availabte on or g'rough ihd $rvid; ana (b) to grant Altirnao the-lidrited rights to use Your

Content set forth in these Terms'

you agree that Altirnao may use Your Content to provide the Service and its features, including

6t m;fti;g it iu"iiioi" toiu'i"*ing, 
-o;wntoio 

and inodification by other Users with access rights

to your conteni.'You trer"ny g6nt Altirnao a non-exclu.sive,.pirrpetual, royalty-free, worldwide
ji."hi" 1ffiruoirig the iighi'to" sublicense _through multiple tierd) to accdss, use, reproduce,

oistrioutri, store,'"trinimit] modify, idapt, lefgryna[ publicly display, publicly Pgrform and create

J"riuttiuei works or Vour'conteni as r6quired for the purp6se of pioviding the Service to you.

you understand and agree that Altirnao does not have the ability..to grall or revoke the

Service,s access to Customefs coogle Appr domain data and iites or other content and

,"t"riir. itoi"o in customer's Goog[E npp'i'account. Therefore, You are.solely responsible for

orantino the Service access to sucfi boogle Appt files and revoking.gtlch accq?q when You

!"]#'i,rl'-oit6e Service. Altirnio sfritt "not be responsible and sh-all have no liability for any

Oimages that result from Your failure to grant or revoke such access'

notwithstanding anY Provi
executed between You a

nd (b) to
Altirnao's
gove
ofo

sion of any separate
nd Altirnao, distribute

Altirnao's service P roviders who act on

rned by
use of any

our Privacy
pe
Po licy. Your use of the

rsonally identifiable

ur Policy. You can review the most

You hereby consent that, if You choose to become a paying c.u$9Tel of the service, Altirnao

mav identitu you Js a Rfirnao customLr (using Your nbnie dnd logo) and ge.nerally describe the

;;iu[id';i;il;; li pr'ilid;r 1o Vor-in'its piomotional materials, iresentations, and proposals

to other current and prospective customers.

lf you cancel your Service subscriptio.n, your.information is no longer used and Altirnao will

J"'r,31g vour-nLcount and data asioclaieo with .your Account within ninety (90) days of your

canceilition. pleaie note, however, that some information like billing and subscription may

remain with us for accounting and legal reasons'

Availability.
Altirnao will make the Service available to You in accordance with the Service LevelAgreement

available online at https:/iwww.aodocs,com/sla (the "SLA"). Altirnao does not make any

representationsororavailabilityoftheServiceunlessspecifically
identified in the SLA. The Service may be unavailable at certain times as specified in the SLA,

including during any unanticipated or unscheduled downtime or unavailability of all or any

portion 5t tn" Slrvi6e as a result of system failures or force majeure events.

Warranty Disclaimer

THE SERVICE tS pRovtDED ON AN "AS tS" BASIS, Wllfgur . 
WARRANTIES OF ANY

rirrro, E5HER exp{rss oR lMPUEp, lllgl-UDl!!q,_ \ryl-TI{qUT LlMlTATloN, IMPLIED

wARRANTIES oF- tlire,- nllrRcHAr{tRafllry, FTTNESS FoR A PARTICULAR PURPOSE
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oR NoN-INFRINGEMENT. ALTIRNAo MAKES No WARRANTY rtAL (!)-I!jLPERVICE lS

FnEr br Vrnusrs on orHER uAnMrul co!/tpo_NFIrs; .(D_IlF._sERVlc.E. wlLL BE

ILrinon:FnrE 
- -on 

UNINTERRUPTED (INcLUDING, W|THOUT LIMITATION,

'iNiiiFRuplor.rs 
- rnnr occuR lN THE 'CONTEXT oF REGULARLY SCHEDULED

MATNTENANCE); tllU 
'nruV -lrlronnllATloN OR ADVICE OBTAINED BY YoU lN

CorrrNrcTtoN-h/trH'rHE srnVlcr wlLL BE AccURATE oR coMPLE-rei -9L qU^IIF
nisulrs or usINc tHr senVrcr wIu- MEET YoUR REQUIREMENTS. SOME STATES

oo-Nor ALLow EXcLUSIoN oF Arrr lnnpllED wARRANTv, so rHls DISCLAIMER MAY

NOT APPLY TO CUSTOMER.

Limitation of Liability

lN NO EVENr SHALL ALT|RNAo BE LTABLE FOR ANY CONSEQUENI4L, lry-cl?ENr4Lr
i1[oinrcT,- sprCin-l_l 

'p0rlrlVe, oR orHER Loss oR DAMAGE WHATSOEVER

tiptfuol1.ic 
-eUi r.ror LtMtrED'To LOSS oF DAI4_LoSS_oF BUSINESS PRoFITS'

HuslNESs rrureinuFloru, cbupurER FAILURE, Loss ql q.u-stNESS |NFORMATI9J9,
Anlsirrrc bur or on GAUSED sy-Voun usE oF oR lNABlLlrY To usE THE SERVICE
EVEr.r Jr NLTTNruAO_HNS ErrN NNVISTO OF THE POSSIBILIry OF SUCH DAMAGE. YOUR

SoTE AT.To TxcI-UsiVE- REMEDv Ton ANY DISPUTE WITH ALTIRNAO RELATED TO ANY

OFTTTE SENVICT SHAU- EE TENN/IINATION OF SUCH SERVICE. IN NO EVENT SHALL

AI-InrIno'S er.rrrnr LLqgiLIrv ro YoU IN RESPECT OF ANY SERVIC-E, WHETHER

DtREcr on ruolnrbr,-ExCeED THE FEES pArD By you rowARDS sucH sERVlcE.
sovrr STATES oo-r.rbi ALLoW fHr LIMITATION oR EXCLUSION oF LIABILITY FoR
rr'.rciorl.rinl oR 

-cottsrouerult bAvncrs, so rHE LtMtrATloNS oR EXOLUSIONS lN

THIS PARAGRAPH MAY NOT APPLY TO CUSTOMER.

i

Other Terms

These Terms, their interpretation, performance or any breach .thereof, will be- construed in

acCordance *itn,'anO ait 'questioni witn respect theret6 will be determined Qy, the laws of the

State of California. goth pariies hereby irrevbcably_submit any disputes underthese Termsto
the jurisdiction of the corirts located in the State of California.

Last Updated: February 11th, 2016

EASn53456530.2
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